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METHOD AND APPARATUS FOR FILTERING 
ELECTRONIC MESSAGES 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims priority to US. patent appli 
cation Ser. No. 11/514,658, ?led Sep. 1, 2006, Which is incor 
porated herein in its entirety by reference. 

TECHNICAL FIELD 

[0002] The present invention relates to the ?eld of elec 
tronic messaging generally and in particular to methods for 
?ltering unsolicited email. 

BACKGROUND 

[0003] Email over the Internet and other netWorks have 
become a mainstay of business and personal communica 
tions. Email over the Internet is typically sent using the 
Simple Mail Transfer Protocol (“SMTP”), a popular text 
based mail transport and delivery protocol. SMTP is de?ned 
in The Internet Society Request of Comment (“RFC”) No. 
2821 (April 2001), Which is hereby incorporated by refer 
ence. 

[0004] SMTP contemplates that transmission of emails 
occurs from a sending user’s host (or “originating server”) to 
the receiving user’s host (or “receiving server”) When the tWo 
hosts are connected to the same netWork such as the Internet 
or other transport service or connected to different networks 
coupled by a gateWay. 
[0005] Under SMTP, the sending and receiving servers 
establish a communications connection over the transport 
service. Then, the originating server (sometimes referred to 
herein as the remote server) initiates a mail transaction, Which 
includes commands to specify certain information about the 
session, including the originator and destination of the mail. 
This information is referred to as the “envelope.” Next the 
originating server sends a command to transmit the message 
content itself. The message content is composed of a header 
and a body. The header includes structured ?eld/value pairs. 
The body is the actual message Which can be formatted in 
accordance With MIME, for example. 
[0006] The receiving server responds to each command 
With a reply. For example, replies indicate that the command 
Was accepted or that a temporary or permanent error condi 
tion exists. Replies include three digit codes (such as “250”). 
[0007] Unsolicited bulk email (“UBE”), popularly knoWn 
as “spam,” is a groWing problem for email users. Spam clogs 
users’ inboxes, Wastes netWork bandWidth, consumes human 
and machine resources to evaluate and discard, and often is 
used to disseminate malicious code or perpetrate fraud or 
other unlaWful or undesirable activity. 
[0008] A number of approaches have been proposed to 
address the problem of UBE. One approach is to assess the 
content incoming email and to ?lter out messages With certain 
content associated With UBE. HoWever, senders quickly 
adapt content to circumvent these systems. In response, ever 
more aggressive content ?lters may be utiliZed. HoWever, this 
leads to false positivesithat is, legitimate emails that are 
?agged or ?ltered as UBE. 

[0009] When legitimate emails are ?ltered as UBE, users 
do not receive potentially important communications. To 
mitigate this risk, ?ltered UBE canbe placed into a quarantine 
for periodic revieW by the user. HoWever, this consumes 
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human and machine resources and can delay receipt of an 
urgent legitimate email that is mistakenly ?ltered as UBE 
place into quarantine. 
[0010] Another approach is to post suspect UBE senders on 
a deny list. HoWever, spenders of spam Will frequently change 
servers, sometimes hijacking otherWise legitimate systems. 
This counter-tactic limits the effectiveness of the deny list. 
[0011] Another approach that has been adopted is the chal 
lenge response system, in Which the recipient mail server 
sends a challenge to unknoWn mail sender and quarantines the 
sender’s mail until the sender provides an appropriate 
response to the challenge. A draWback to this system is that it 
imposes delay and inconvenience on legitimate but unknoWn 
senders. Also, if a legitimate sender does not for Whatever 
reason respond to the challenge, then the incoming email Will 
not be received. 
[0012] It Would be desirable to more completely ?lter UBE 
While avoiding mistakenly ?ltering legitimate email. As used 
in this application, the term “legitimate” means a message 
other than UBE or other types of bulk email that are either 
prohibited by laW or that are communications that computer 
users generally do not Wish to receive. The term “legitimate” 
as applied to a sender or connection means a sender or con 

nection not engaged in sending UBE. 

SUMMARY OF THE INVENTION 

[0013] Embodiments of a method for processing an email 
message having message content and sent by a remote server 
in accordance With a communications protocol are taught 
herein. In one such embodiment, a method includes establish 
ing a communications connection With the remote server and 
exchanging a plurality of session messages de?ning a com 
munications session With the remote server, at least some of 
Which are separate from the message content. The method 
further includes accepting from the remote server session 
data pertaining to the communications connection, including 
information pertaining to at least one of the folloWing: the 
remote server, the sender of the email message, and the des 
tination of the email message. The behavior of the remote 
server is tested to generate a machine-originated response 
from the remote server in accordance With the communica 
tions protocol to determine if the remote server is operating in 
accordance With the communications protocol. The testing is 
initiated during the communications session. The communi 
cations connection can be processed in response to Whether 
the remote server is operating in accordance With the com 
munications protocol. 
[0014] Embodiments of an apparatus for processing an 
email message having message content and sent by a remote 
server in accordance With a communications protocol are 
taught herein. In one such embodiment, an apparatus includes 
a communications port adapted for establishing a communi 
cations connection With the remote server. The apparatus also 
includes a processor coupled to the communications port and 
adapted to establish a communications connection With the 
remote server and exchange a plurality of session messages 
de?ning a communications session With the remote server, at 
least some of Which are separate from the message content. 
The processor is also adapted to accept from the remote server 
session data pertaining to the communications connection, 
including information pertaining to at least one of the folloW 
ing: the remote server, the sender of the email message, and 
the destination of the email message. Further, the processor is 
adapted to test the behavior of the remote server to generate a 
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machine-originated response from the remote server in accor 
dance With the communications protocol to determine if the 
remote server is operating in accordance With the communi 
cations protocol. The testing is initiated during the commu 
nications session. The processor is adapted to process the 
communications connection in response to Whether the 
remote server is operating in accordance With the communi 
cations protocol. 
[0015] Embodiments of a system for processing an email 
message are also taught herein. In one such embodiment, a 
system includes a communications network, a remote server 
and a receiving server. The remote server is connected to the 
communications netWork and adapted to send the email mes 
sage in accordance With a communications protocol. The 
receiving server connected to the communications netWork 
and adapted to exchange a plurality of session messages 
containing session data and de?ning a communications ses 
sion With the remote server. The receiving server includes a 
connection assessment module and a connection behavior 
testing module. The connection assessment module is 
adapted to assess the session data. The connection behavior 
testing module is adapted to test the behavior of the remote 
server during the communications session to generate a 
machine-originated response from the remote server in accor 
dance With the communications protocol to determine if the 
remote server is operating in accordance With the communi 
cations protocol. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0016] The description herein makes reference to the 
accompanying draWings Wherein like reference numerals 
refer to like parts throughout the several vieWs, and Wherein: 
[0017] FIG. 1 is a block diagram of an email system in 
Which embodiments of the present invention are imple 
mented. 
[0018] FIG. 2 is a block diagram illustrating in greater 
detail a ?ltering module for use in the email system shoWn in 
FIG. 1. 
[0019] FIG. 3 is a How chart of the operation of the ?ltering 
module of FIG. 2 in accordance With a ?rst embodiment of the 

invention; 
[0020] FIG. 4 is a How chart of the operation of the ?ltering 
module of FIG. 2 in accordance With a second embodiment of 
the invention; 
[0021] FIG. 5 is a How chart of the operation of the ?ltering 
module of FIG. 2 in accordance With a third embodiment of 
the invention; 
[0022] FIG. 6 is a block diagram of an email system in 
accordance With a fourth embodiment of the invention; and 
[0023] FIG. 7 is a block diagram of an email system in 
accordance With a ?fth embodiment of the invention. 

DETAILED DESCRIPTION OF THE 
EMBODIMENTS 

[0024] Referring to FIG. 1, an email system 10 is illustrated 
in Which embodiments of the present invention are imple 
mented. Email system 10 includes a receiving host 12 and an 
originating server 14 in communications via the public Inter 
net 16 to transfer email using SMTP. The disclosed embodi 
ments can be implemented using any suitable messaging 
protocol and is not limited to email or SMTP. The disclosed 
embodiments can also be implemented over any suitable type 
of netWork and are not limited to use With the public Internet. 
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[0025] Receiving host 12 includes an receiving server 18 
coupled to a ?le system 20 and a mailbox 22. Other con?gu 
rations for receiving host 12 are possible and ancillary equip 
ment and softWare such as ?reWalls have been omitted for 
ease of understanding the invention. A desktop email client 24 
such as Microsoft OutlookTM is coupled to the mailbox. 
Originating host 14 includes a remote or originating server 26 
that is coupled to a ?le system 28. With respect to its outgoing 
email communications, originating server 26 is sometimes 
referred to as the client in the SMTP speci?cations. 
[0026] In accordance With SMTP, originating server 26 on 
host 14 initiates a connection With server 18 on host 12 for 
purposes of transmitting one or more emails in the course of 
a communications session. The communications session 
includes a series of commands issued by originating server 26 
and replies issued by receiving server 18. The folloWing table 
illustrates a simpli?ed session betWeen a receiving server 
(“S”) and an originating server (“C”): 

TABLE ONE 

: 220 WWW.foo.corn ESMTP Post?x 
HELLO target.corn 
250 Hello target.corn 
MAIL FROM: <sender@target.com> 
250 Ok 
RCPT TO: <recipient@foo.com> 
250 Ok 
DATA 
354 End data With <CR><LF>.<CR><LF> 
Subject: test message 
From: sender@target.com 
To: recipient@foo.com 

Test data. 

250 Ok: queued as 12345 

QUIT 
221 

[0027] In each session, the originating server 26 transmits 
data that initiates, constitutes or otherWise pertains to the 
session itself before transmitting the message content. This 
session information, also knoWn as session data, can be con 
tained in the mes sage envelopes or can be information derived 
from the syntax, order or context of the session commands 
transmitted by the originating server. For example, session 
information can include the IP address of the originating 
server, envelope sender of the message, and the envelope 
destination of the message. Part of this information is typi 
cally placed in a message envelope. After receiving and pro 
cessing the envelope, the server 18 receives the message 
content, Which comprises a header section and a body. 
[0028] It is desired to ?lter UBE and other unauthorized 
messages that are sent to receiving host 12. Referring to FIG. 
2, a ?ltering system 30 Which resides on SMTP server 18 
?lters incoming SMTP sessions to temporarily reject UBE 
and other unauthorized messages. As Will be explained beloW, 
temporary rejection of messages can occur after the envelope 
is received but before the message content is transferred to the 
receiving hosts. For ease of illustration, ?ltering module 30 is 
disclosed herein as softWare implemented only on SMTP 
server 18. HoWever, the programming logic of ?ltering mod 
ule 30 can be distributed over more than one computer or 

implemented in hardWare if desired. 
[0029] Filtering system 30 includes a connection assess 
ment module 32, a context assessment module 34 and a con 
nection behavior testing module 36. Connection assessment 



US 2009/0172176 A1 

module 32 and context assessment module 34 assesses the 
data pertaining to the session for neW connections to deter 
mine Whether that data meets criteria associated With legiti 
mate email. These criteria are discussed beloW in detail, but 
generally speaking can include primary criteria (Which if met 
mean that a connection is legitimate and Will be accepted) and 
secondary criteria (Which if met mean that a connection is 
possibly legitimate but Will not at this time be accepted; 
instead information about the connection Will be recorded for 
use in future sessions involving the same originating server 

and sender). 
[0030] Connection assessment module 32 is in communi 
cations With a database 38 Which includes information about 
knoWn connections including historical transactions With 
knoWn connections. Database 38 can reside locally on receiv 
ing host 12 or can be hosted remotely and can include infor 
mation gathered by receiving host 12 or by multiple hosts. 
Database 38 can be a single database or can be distributed in 
different physical databases. Connection assessment module 
32 assesses the information in the envelope to determine 
Whether the connection is a priority connection or at least a 
knoWn connection. A priority connection is a connection 
identi?ed in database 38 as legitimate. Priority connections 
can be identi?ed in the database by the IP address of the 
originating server, the envelope sender, the envelope destina 
tion or a combination of all three. 

[0031] A “known” connection is a connection that has simi 
lar characteristics as connections previously established With 
the receiving server 18. Such similar characteristics can 
include the IP address of the originating server, envelope 
sender, envelope destination, subnet for the originating server 
26. Once connection assessment module 32 identi?es a con 
nection as being knoWn, it can query database 38 for historical 
transaction data involving the connection to determine if the 
connection is legitimate. This historical transaction data can 
include for example the number of previous times that the 
connection has attempted delivery. If the number of attempted 
deliveries exceeds a predetermined threshold (such as three 
for example), then the connection can be considered both 
knoWn and legitimate. Other historical data that can be used to 
validate a connection includes the amount of time that has 
elapsed since the connection Was last established With the 
destination server or With any server belonging to a given set 
of destination servers, With longer time periods indicative of 
non-UBE messages. 

[0032] Connection assessment module 32 can use other 
criteria to determine if a connection is priority, knoWn or 
otherWise legitimate. Criteria shouldbe selected that are asso 
ciated With legitimate messages. 
[0033] Context assessment module 34 can be applied to 
previously unknoWn connections. Context assessment mod 
ule 34 can also coupled to database 38 as Well as external 
resources 40. Context assessment module 34 applies addi 
tional inquiries or criteria based on information other than the 
data pertaining to the connection that is transmitted by the 
originating server. These contextual inquiries can include: 

[0034] is the remote server on only one blacklist? [—1 if 
yes] 

[0035] is the remote server on more than one black list? 
[—3 if yes] 

[0036] is the remote server on a local Whitelist? [+5 if 
yes] 
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[0037] has the remote server attempted delivery of an 
email to a large number of different destinations over a 
short period of time? [—2 if yes] 

[0038] is the remote server not alloWed to send emails as 
part of the domain speci?ed in the envelop sender? [—5 if 
yes] 

[0039] does the reverse DNS of the remote server match 
the sender information in the envelope? [+1 if yes, —1 if 
no] 

[0040] is the remote server knoWn on the local server as 
a server With Which connections are often established? 

[+2 of yes] 
[0041] A heuristic approach can be used for assessing con 
text. For example, each inquiry or criteria can be assigned a 
given Weight (as illustrated in brackets above) and an overall 
context assessment score can be computed adding up the 
resulting scores. If the context assessment achieves a prede 
termined minimum score (such as 6 using the Weightings 
illustrated above), the context of the connection is deemed 
favorable. OtherWise, the context is deemed unfavorable. 
Other suitable scoring schemes and algorithms can be used. 
[0042] Behavior testing module 36 can be applied to those 
connections Who are neither priority or knoWn and that have 
either favorable or unfavorable contexts. Behavior testing 
module generates a reply or other stimulus signal Which is 
transmitted to the originating server to determine Whether the 
originating server Will respond in the manner required by 
SMTP or the applicable protocol under Which the message 
has been transmitted. 
[0043] To comply With SMTP or other protocol requires 
time and resources. Senders of UBE and other unauthorized 
messages are motivated to send many millions of messages as 
cheaply and quickly as possible, and accordingly they do not 
choose to expend the time and resources required to comply 
With the protocol. 
[0044] If an originating server complies With the applicable 
protocol, it is more likely to be operated by a legitimate sender 
of email (as opposed to a spammer) and accordingly the 
message is likely to be legitimate. On the other hand, if the 
originating server does not comply With the applicable pro 
tocol, it is more likely a spammer and accordingly the mes 
sage is likely to be UBE or other unauthoriZed email. 
[0045] Various stimulus signals may be employed, includ 
ing: transmitting queries that are not frequently used; trans 
mitting a reply after a delay of at ten to thirty seconds or more 
since the originating server’s command is received; transmit 
ting a reply that requires the originating server to send mes 
sages one at a time; and not accepting commands that are 
transmitted in the Wrong order. 
[0046] More than one stimulus signal can be used. Other 
suitable stimulus signals can be used. lnforrnation about hoW 
the originating server 26 responds to the stimulus signal or 
signals can be added to database 38. For example, if originat 
ing server 26 responds to the stimulus signal or signals in 
accordance With SMTP or other applicable protocol, then the 
connection can be added to database 38 as a knoWn connec 

tion. 
[0047] Referring to FIG. 3, the operation of ?ltering system 
30 is illustrated in accordance With a ?rst embodiment. 
Beginning at block 42, a connection is established over the 
Internet betWeen originating server 26 and receiving server 
18. At block 44, originating server 26 sends and receiving 
server 18 receives session data. At block 46, the receiving 
server 18 uses the ?ltering system 30 to assess the session 
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data. As illustrated in block 48, this assessment Will include 
queries to database 38 as Well as other external resources (not 
shown in FIG. 3). 

[0048] As explained above, the assessment of session data 
can be made using either or both of connection assessment 
module 32 and context assessment module 34. The objective 
of the assessment is to apply to the session data one or more 
tests or other criteria that are associated With the authentic 
messages. For example, connection assessment module 32 
can determine if the connection is a priority connection. Con 
text assessment module 34 can apply additional tests or cri 
teria to previously unknown connections, such determining 
Whether the remote server is on a black list. The invention is 
not limited to speci?c tests or criteria that make use of session 
data. Other appropriate tests and criteria Will occur to those 
skilled in the art of electronic messages and these can be used 
as Well. 

[0049] At decision block 50, a determination is made as to 
Whether the session data has met the applicable tests or other 
criteria to conclude that the connection is legitimate. If the 
session data has met the test or other criteria, then control 
moves to block 52, Where the ?ltering system 30 accepts the 
message content. If the session data does not meet the test or 
other criteria, then control moves to block 54, Where connec 
tion behavior testing module 36 sends a stimulus to originat 
ing server 26 to determine if originating server 26 is compli 
ant With SMTP or other applicable protocol. 

[0050] At decision block 56, a determination is made as to 
Whether the behavior of sending server 26 is compliant With 
SMTP or other applicable protocol. If the behavior is com 
pliant, control moves to block 58, Where database 38 is 
updated With information about the connection. For example, 
the connection may be indicated as a “knoWn” or “priority” 
connection in database 38. Control then moves to block 52, 
Where the ?ltering system 30 accepts the message content. 
[0051] If at block 56 it is determined that the behavior of 
originating server 26 is not compliant With SMTP or the 
applicable standard, then control moves to block 60, Where 
the session is temporarily rejected. Rejection can be accom 
plished by sending a reply to the originating server 26 that 
indicates the occurrence of a temporary error or other prob 
lem at the receiving server 18 and can request the originating 
server 26 to resend the message. For example, With the SMTP 
protocol a 4xx reply may be sent. 

[0052] A temporary error reply is in effect another means of 
testing behavior of the originating server. Servers that send 
UBE or other unauthoriZed messages typically do not comply 
With requirements under SMTP or other protocols to resend 
messages after receiving a temporary error response. Thus, 
UBE or other unauthoriZed messages Will likely not be resent, 
thus reducing spam. HoWever, legitimate messages from 
legitimate sources are likely to be resent. Alternatively, at 
block 60, the session can be rejected a non-temporary basis. 

[0053] At block 60, database 38 can be updated With infor 
mation from the envelope of the rejected connection, Which 
can be deemed as “knoWn” even if rejected. Because spam 
mers are unlikely to reestablish the connection, the database 
may accumulate a large number of connections that have been 
seen only once or seen multiple times, but only during a 
single, short time period such as an hour for example. These 
one-time connections can be periodically purged from the 
database. Alternatively, they can be removed if they Were last 
seen more than, for example, tWelve months ago. 
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[0054] Referring to FIG. 4, the operation of ?ltering system 
30 is illustrated in accordance With a second embodiment. 
Beginning at block 62, a connection is established over the 
Internet betWeen originating server 26 and receiving server 
18. At block 64, originating server 26 sends and receiving 
server 18 receives session data. At block 66, the receiving 
server 18 uses the ?ltering system 30 to assess the session 
data. As illustrated in block 68, this assessment Will include 
queries to database 38 as Well as other external resources (not 
shoWn in FIG. 4). 
[0055] As explained above, the assessment of session data 
at block 66 can be made using either or both of connection 
assessment module 32 and context assessment module 34. 
The objective of the assessment is to apply to the session data 
one or more tests or other criteria that are associated With the 

authentic messages. For example, connection assessment 
module 32 can determine if the connection is a priority con 
nection. Context assessment module 34 can apply additional 
tests or criteria to previously unknoWn connections, such 
determining Whether the remote server is on a black list. The 
invention is not limited to speci?c tests or criteria that make 
use of session data. Other appropriate tests and criteria Will 
occur to those skilled in the art of electronic messages and 
these can be used as Well. 

[0056] The tests and criteria that are applied at decision 
block 66 can be placed into tWo or more groups including 
primary criteria and secondary criteria. Primary criteria are 
tests or other criteria Which, if met, indicate that the connec 
tion is authorized or otherWise legitimate. For example, a 
primary criteria can be that the connection is a priority con 
nection on database 38. Another primary criteria can be that 
the connection is knoWn and that the historical transaction 
data for the connection indicates that it is legitimate. 
[0057] Secondary criteria are tests or other criteria Which if 
met indicate a possibility that a connection is authoriZed. For 
example a secondary criteria can be that a connection is 
knoWn (but is not associated With historical transaction data 
indicating legitimacy) based on the content of database 38. 
Another secondary criteria can be that the connection, if not 
knoWn, at least has a favorable context as determined by 
context assessment module 34. 

[0058] At decision block 70, a determination is made as to 
Whether the session data has met the applicable primary cri 
teria. If the session data has met primary criteria, then control 
moves to block 72, Where the ?ltering system 30 accepts the 
message content. If the session data does not meet the primary 
criteria, then control moves to decisionblock 74, Where deter 
mination is made as to Whether the session data meets the 
secondary criteria. If the session data has met the secondary 
criteria, then control moves to block 76 Where database 38 is 
updated With information about the connection. For example, 
the connection may be indicated as a “knoWn” or “priority” 
connection in database 38. Control then moves to block 78 
Where ?ltering system 30 rejects the connection as described 
beloW. 
[0059] If at decision block 74 it is determined that the 
session data has not met the secondary criteria, then control 
moves to block 80, Where connection behavior testing mod 
ule 36 sends one or more stimulus signals to originating 
server 26 to determine if originating server 26 is compliant 
With SMTP or other applicable protocol. At decision block 
82, a determination is made as to Whether the behavior of 
sending server 26 is compliant With SMTP or other applicable 
protocol. If the behavior is compliant, control moves to block 
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76, Where database 38 is updated With information about the 
connection. For example, the connection may be indicated as 
a “known” or “priority” connection in database 38. Control 
then moves to block 78, Where ?ltering system 30 rejects the 
connection as described beloW. 

[0060] At block 78, rejection can be accomplished on a 
temporary-basis by sending a reply to the originating server 
26 that indicates the occurrence of a temporary error or other 
problem at the receiving server 18 and can require the origi 
nating server 26 to resend the message as explained above. 
Alternatively, rejection at block 78 can be on a non-temporary 
basis. Note that if database 38 is updated at block 76 for 
connections that have not meet the primary or secondary 
criteria, then the database may accumulate a large number of 
connections from spammers. The one-time connections can 
be periodically purged from the database as described above. 
[0061] In effect, the application of primary and secondary 
criteria divide connections into three categories of trust lev 
els: (1) those connections that have su?icient indications of 
legitimacy (i.e., meet the primary criteria) and are therefore 
considered legitimate; (2) those connections that have inter 
mediate indications of legitimacy (i.e., meet the secondary 
criteria but not the primary criteria) and are therefore consid 
ered possibly legitimate; and (3) those connections that have 
insuf?cient indications of legitimacy (i.e. do not meet the 
primary or secondary criteria) and are therefore considered 
suspect. Legitimate connections are accepted. Connections 
that are possibly legitimate are posted to the database (step 
76) and then temporarily rejected (step 78). The ?ltering 
system 30 can be programmed so that it is more likely to treat 
such connections as being legitimate if they are re-established 
folloWing rejection. Connections Whose legitimacy is suspect 
are subjected to testing by connection behavior testing mod 
ule 36 (step 80). If the behavior test indicate compliance With 
the protocol, then the connections are treated as possibly 
legitimate and posted to the database (step 76) and then tem 
porarily rejected (step 78). 
[0062] Connections can be divided up into more granular 
categories of trust by increasing the number of classes of 
criteria that are applied, such as primary, secondary and ter 
tiary. 
[0063] Referring to FIG. 5, the operation of ?ltering system 
30 is illustrated in accordance With a third embodiment. 
Beginning at block 84, a connection is established over the 
Internet betWeen originating server 26 and receiving server 
18. At block 85, originating server 26 sends and receiving 
server 18 receives session data. At block 86, the receiving 
server 18 uses the ?ltering system 30 to assess the session 
data. This assessment can include queries to database 38 as 
Well as other external resources (not shoWn in FIG. 5). 
[0064] Speci?cally, connection assessment module 32 
determines if the connection is a priority connection or a 
knoWn connection. At decision block 88, if the connection is 
a priority connection, then control moves to block 90, Where 
the ?ltering system 30 accepts the message content. If the 
connection is not a priority connection, then control moves to 
decision block 92. At decision block 92, if the connection is a 
knoWn connection, then control moves to block 94. At block 
94, connection assessment module 32 can query database 38 
for historical transaction data involving the connection to 
determine if the connection is legitimate. This historical 
transaction data can include for example the number of pre 
vious times that the connection has attempted delivery. If the 
number of attempted deliveries exceeds a predetermined 
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threshold (such as three for example), then the connection can 
be considered both knoWn and legitimate. Other historical 
data that can be used to validate a connection includes the 
amount of time that has elapsed since the connection Was last 
established, With longer time periods indicative of non-UBE 
messages. 
[0065] At decision block 96, if the connection is considered 
legitimate, then control moves to block 90, Where ?ltering 
system 30 accepts the message content. If the connection is 
not considered legitimate, then control moves to block 98, 
Where ?ltering system 30 updates database 38 With informa 
tion about the connection. Depending on the speci?c algo 
rithm used to determine if a knoWn connection is legitimate, 
the accumulation of historical transaction data in database 38 
can increase the chances that ?ltering system 30 Will con 
clude that a connection is legitimate. For example, a knoWn 
connection can be considered legitimate if delivery is 
attempted N times, Where N is a predetermined number 
between 1 and 4. Control then moves to block 100, Where 
?ltering system 30 temporarily rejects the connection. 
[0066] Referring back to decision block 92, if the connec 
tion is not a knoWn connection, then control moves to block 
102, Where connection context assessment module can assess 
previously unknoWn connections. Context assessment mod 
ule 34 applies additional tests or other criteria to determine if 
the context of the connection is favorable, as explained above. 
Context assessment module 34 can also be coupled to data 
base 38 as Well as to external resources 40. 

[0067] At decision block 104, if the context of the connec 
tion is favorable, control moves to block 106, Where ?ltering 
system 30 updates database 38 With information about the 
connection, including adding the connection to the list of 
knoWn connection. 
[0068] Referring back to decision block 104, if context 
assessment module 34 determines that the context of the 
connection is not favorable, then control moves to block 108, 
Where connection behavior testing module 36 sends a stimu 
lus to originating server 26 to determine if originating server 
26 is compliant With SMTP or other applicable protocol. 
[0069] At decisionblock 110, if behavior testing module 36 
determines that the behavior of sending server 26 is compliant 
With SMTP or other applicable protocol, then control moves 
to block 106, Where database 38 is updated With information 
about the connection, including adding the connection to the 
list of knoWn connection. If behavior testing module 3 6 deter 
mines that the behavior of sending server 26 is not compliant 
With SMTP or other applicable protocol, then control moves 
to block 100, Where ?ltering system 30 temporarily rejects the 
connection. 
[0070] Because database 38 is updated at block 106, ifthe 
connection is re-established in the future, it Will be identi?ed 
as a knoWn connection at block 92 and potentially accepted if 
connection assessment module 32 determines that the con 
nection is legitimate (block 96). Other information about the 
connection can be recorded in database 38 and depending on 
the speci?c algorithm used to determine if a knoWn connec 
tion is legitimate, the accumulation of that historical transac 
tion data in database 38 can increase the chances that ?ltering 
system 30 Will conclude that a connection is legitimate in a 
future communications session. 
[0071] After processing at block 106, control moves to 
block 100, Where the ?ltering system 30 temporarily rejects 
the connection by sending a reply to the originating server 26 
that indicates the occurrence of a temporary error or other 
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problem at the receiving server 18 and can require (in accor 
dance With the applicable protocol) that the originating server 
26 resend the message as explained above. Although the 
protocol requires the sender to resend the message, sender of 
UBE often ignore such requirements. 
[0072] Note that if a connection meets certain primary cri 
teria (such as being a priority connection at decision block 88 
or being a knoWn and legitimate connection at decision block 
96), then the connection is considered authentic and is 
accepted. If a connection does not meet these primary criteria 
but meets certain secondary criteria (such as at least being 
knoWn or having a favorable context) then information about 
the connection is added to database 38 (at blocks 98 and 106), 
increasing the probability that it Will be accepted in a future 
session. If the connection does not meet either the primary or 
secondary criteria, then the connection is rejected. HoWever, 
before rejecting the connection, behavior testing module 36 
tests the behavior of the originating server 26, and if the 
originating server 26 behaves in accordance With the appli 
cable protocol, then information about the connection is 
added to the database 38 (at block 106). 

[0073] Referring to FIG. 6 a block diagram of an email 
system 10' illustrated in accordance With a fourth embodi 
ment of the invention. Email system 10' includes a receiving 
host 14'. Incoming STMP connections 111 are redirected 
from email system 10' to a server separate server on Which a 

?ltering system 30' resides. Filtering system 30' is substan 
tially identical to ?ltering system 30 described above. Filter 
ing system 30' accepts legitimate email in accordance With 
the ?rst through third embodiments described above and then 
forWards those accepted emails to the receiving host 14'. 
[0074] Referring to FIG. 7, a block diagram of an email 
system 112 illustrated in accordance With a fourth embodi 
ment of the invention. A ?ltering system 30" can be part of a 
larger system 112 for processing incoming messages. Filter 
ing system 30" is substantially identical to ?ltering system 30 
described above. Larger system 112 includes a virus ?ltering 
module 114, a content ?ltering module 116, an archive mod 
ule 118 and a store and forWard module 120. Virus ?ltering 
module 114 and content ?ltering module 116 are coupled to 
quarantines 122 to store suspect messages. Archive module 
118 is coupled to backup data storage 124 to hold archived 
messages. Larger system 112 can be implemented on incom 
ing server 18. 

[0075] When ?ltering system 30" is used in larger system 
112, it can be placed at the front end to ?lter out incoming 
suspect incoming email messages based on session data With 
out the requirement of receiving and processing message 
content. Because connections bearing suspect messages can 
be temporally rejected, legitimate senders Will attempt future 
delivery of legitimate messages. 
[0076] The ?ltering system 30" can provide processing e?i 
ciencies by rejecting suspect messages based on session data 
because computationally expensive processing of message 
content can be avoided. Also, because the content of suspect 
emails is not received, storage demands are reduced. 

[0077] Also, the above-mentioned embodiments have been 
described in order to alloW easy understanding of the present 
invention, and do not limit the present invention. On the 
contrary, the invention is intended to cover various modi?ca 
tions and equivalent arrangements included Within the spirit 
and scope of the appended claims, Which scope is to be 
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accorded the broadest interpretation so as to encompass all 
such modi?cations and equivalent structures as is permitted 
under the laW. 

What is claimed is: 
1. A method for processing an email message having mes 

sage content and sent by a remote server in accordance With a 
communications protocol, the method comprising: 

establishing a communications connection With the remote 
server; 

exchanging a plurality of session messages de?ning a com 
munications session With the remote server, at least 
some of Which are separate from the message content; 

accepting from the remote server session data pertaining to 
the communications connection, including information 
pertaining to at least one of the folloWing: the remote 
server, the sender of the email message, and the desti 
nation of the email message; 

testing the behavior of the remote server to generate a 
machine-originated response from the remote server in 
accordance With the communications protocol to deter 
mine if the remote server is operating in accordance With 
the communications protocol, the testing initiated dur 
ing the communications session; and 

processing the communications connection in response to 
Whether the remote server is operating in accordance 
With the communications protocol. 

2. The method of claim 1, Wherein testing the behavior 
includes sending at least one stimulus signal to the remote 
server. 

3. The method of claim 2, Wherein the step of processing 
the communications connection includes accepting the mes 
sage content if the remote server responds to the stimulus 
signal in the manner required by the communications proto 
col. 

4. The method of claim 2, Wherein the at least one stimulus 
signal is one of a command and a reply, the format and content 
of Which are speci?ed by the communications protocol. 

5. The method of claim 2, Wherein the at least one stimulus 
signal does not comply With the protocol in terms of at least 
one of timing, format and content. 

6. The method of claim 1, further comprising, exchanging 
a plurality of session messages de?ning the communications 
session, at least some of Which are separate from the message 
content. 

7. The method of claim 6, Wherein testing the behavior 
includes Waiting a predetermined amount of time after receiv 
ing at least one of the plurality of session messages from the 
remote server before sending a stimulus signal to the remote 
server. 

8. The method of claim 6, Wherein testing the behavior 
includes terminating the communications session When at 
least one of the plurality of session messages from the remote 
server are transmitted in the Wrong order. 

9. The method of claim 1, Wherein the communications 
protocol is the Simple Mail Transport Protocol. 

10. The method of claim 1, Wherein testing the behavior 
includes terminating the communications connection. 

11. The method of claim 1, Wherein processing the com 
munications connection includes accepting the message con 
tent When the remote server behaves in the manner required 
by the communications protocol. 

12. The method of claim 1, Wherein testing the behavior of 
the remote server comprises: 
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sending to the remote server at least one session message, 
the format and content of Which are speci?ed by the 
communications protocol, Wherein the session message 
is con?gured to generate a machine-originated response 
from the remote server in accordance With the commu 
nications protocol; and 

determining Whether the remote server responds to the 
session message in accordance With the communica 
tions protocol. 

13. An apparatus for processing an email message having 
message content and sent by a remote server in accordance 
With a communications protocol, comprising: 

a communications port adapted for establishing a commu 
nications connection With the remote server; 

a processor coupled to the communications port and 
adapted to: 
establish a communications connection With the remote 

server; 
exchange a plurality of session messages de?ning a 

communications session With the remote server, at 
least some of Which are separate from the message 

content; 
accept from the remote server session data pertaining to 

the communications connection, including informa 
tion pertaining to at least one of the folloWing: the 
remote server, the sender of the email message, and 
the destination of the email message; 

test the behavior of the remote server to generate a 
machine-originated response from the remote server 
in accordance With the communications protocol to 
determine if the remote server is operating in accor 
dance With the communications protocol, the testing 
initiated during the communications session; and 

process the communications connection in response to 
Whether the remote server is operating in accordance 
With the communications protocol. 

14. The apparatus of claim 13, Wherein the communica 
tions protocol is the Simple Mail Transport Protocol. 

15. The apparatus of claim 13, Wherein testing the behavior 
includes sending at least one stimulus signal to the remote 
server. 

Jul. 2, 2009 

16. The apparatus of claim 15, Wherein processing the 
communications connection includes accepting the message 
content if the remote server responds to the stimulus signal in 
the manner required by the communications protocol. 

17. The apparatus of claim 15, Wherein the at least one 
stimulus signal is one of a command and a reply, the format 
and content of Which are speci?ed by the communications 
protocol. 

18. The apparatus of claim 13, Wherein testing the behavior 
includes terminating the communications connection. 

19. The apparatus of claim 13, Wherein testing the behavior 
of the remote server comprises: 

sending to the remote server at least one session message, 
the format and content of Which are speci?ed by the 
communications protocol, Wherein the session message 
is con?gured to generate a machine-originated response 
from the remote server in accordance With the commu 
nications protocol; and 

determining Whether the remote server responds to the 
session message in accordance With the communica 
tions protocol. 

20. A communications system for processing an email 
message, comprising: 

a communications network; 
a remote server connected to the communications network 

and adapted to send the email message in accordance 
With a communications protocol; and 

a receiving server connected to the communications net 
Work and adapted to exchange a plurality of session 
messages containing session data and de?ning a com 
munications session With the remote server, the receiv 
ing server comprising: 
a connection assessment module adapted to assess the 

session data; and 
a connection behavior testing module adapted to test the 

behavior of the remote server during the communica 
tions session to generate a machine-originated 
response from the remote server in accordance With 
the communications protocol to determine if the 
remote server is operating in accordance With the 
communications protocol. 

* * * * * 


