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tion of spoo?ng (SIDS), i.e. the use of inconsistencies in 
signals received at a plurality of points in space to detect 
spoo?ng. 

501 
determining a first difference between a?st phase measured at a first antenna and 
a second phase measured at a second antenna wherein the first phase and second 

phase are measured concurrently using a single received navigation signal 

E 
determining a second difference between the ?rst difference and a phase difference 
forecast from a knowledge of the characteristics of the navigation signal and the 
location of the emitter of the navigation signal relative to the receiving antennae or 

antenna elements 

using the second difference to determine whether the received navigation signal is a 
valid signal 
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m 
determining a ?rst difference between a first phase measured at a first antenna and 
a second phase measured at a second antenna wherein the first phase and second 

phase are measured concurrently using a single received navigation signal 

503 
determining a second difference between the ?rst difference and a phase difference 
forecast from a knowledge of the characteristics of the navigation signal and the 
location of the emitter of the navigation signal relative to the receiving antennae or 

antenna elements 

% 
using the second difference to determine whether the received navigation signal is a 

valid signal 

Fig. 5 

m 
computing the velocity changes of an antenna by evaluating the dynamics of a lever 

arm between an inertial reference system and the antenna 

m 
comparing the computed velocity changes to velocity changes derived from a 

navigation signal to deduce the validity of the navigation signal 
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SIGNAL INCONSISTENCY DETECTION OF 
SPOOFING 

FIELD OF THE INVENTION 

[0001] The present invention relates generally to position 
ing systems. 

BACKGROUND OF THE INVENTION 

[0002] Positioning systems such as the Us. Department of 
Defense Global Positioning System (GPS), and the Russian 
GLObal’naya Navigatsionnay Sputnikovaya Sistema (GLO 
NASS), are increasingly used in a variety of applications, 
both civilian and military. In such systems, one or more 
receivers or similar apparatus are used to interpret received 
signals to determine, among other things, the current position 
of the one or more receivers and Whoever or Whatever is 
carrying it/them. 
[0003] Unfortunately, positioning systems are not immune 
to attempts to subvert the system by spoo?ng, i.e. presenting 
fake signals to a positioning system receiver in order to induce 
it to accept, as valid, false position, velocity and/or timing 
information. Typically, the intent of spoo?ng is to de?ect, 
surreptitiously, a dynamic platform (sometimes hereinafter 
“victim”) from its intended course to some other course at the 
discretion of the spoo?ng agent (sometimes hereinafter 
“spoofer”). The term “navigation signals” Will sometimes be 
used herein to describe signals broadcast by a navigation 
system in a form for, and for the purpose of, providing at least 
one receiver such as a radio navigation receiver With infor 
mation useful for determining the location of an antenna or 
antenna element of the receiver. 

a 

[0004] Let a be the vector characterizing the location (xa, 
ya, za) of the antenna, or antenna element, a, component of a 

a 

radio navigation receiver. Let u m be the unit line of sight 
(LOS) vector from a to the radio transmitter, r’", of a radio 

navigation signal, 11'". The location, PM, of each r’" is knoWn 
either because it is stored in a database or because it is trans 
mitted by With the navigation signal or some combination of 
both. 
[0005] Let the scalar, 613'" be a measurement of the value of 
the signal 11'", as observed at a. The value of the signal is a 
quantization of the navigation information carried by the 
signal, the information might be range, pseudo-range, phase 
or timing information; all of Which can effectively be scaled 
into the basic spatial units of the coordinate frame x, y, Z. The 
contribution of this measurement, (1)”, to the navigation esti 

a 

mate of the location of a is characterized by equation a I 
% % ~ ' 

r ’"—(I>’" u m. This equation reduces to 

If the measurement is phase then it Will contain an unknown 
number of Whole cycles plus a part cycle i.e. (I>’":2J'cI+(I>’" 
Where I is an integer. An adequate set of measurements from 
n transmitters enables resolution of the location of a. 

[0006] The spoofer substitutes misleading or spoo?ng sig 
nals, s'", for some, or all, of the legitimate navigation signals, 
11'", With the objective of corrupting the navigation system’s 
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estimate of position in such a fashion that the corruption is not 
detected by the navigation system. 
[0007] It is assumed that the navigation system has some 

a 

estimate, a , of 1ts locat1on and can thus form an a pI‘lOI‘l 
a a 

estimate of (I>’":|| r ’"— a In order for the misleading mea 

surement, <¢>m ,, generated by the spoofer to be believable the 
folloWing condition must be true, 

Where 6'" is a threshold Which takes into account the statistics 
of the possible error in the a priori estimate CI)” and the 
statistics of the measurement noise and the desired level of 
certainty in the veracity of the measurement. In addition to 
passing the threshold condition of Equation 2 there is another 
hurdle for the spoofer to overcome. The set of measurements 
of Equation 1 from n transmitters must be self-consistent. Let 
CI)!" be the post facto estimate (after the navigation solution 

incorporating (‘bynhas been formed). In order for the set of n 
measurements to be deemed self-consistent the folloWing 
condition must be met, 

2(6),” ((1)) )2 A2 (Equation 3) 
+ — m < n. 

Where the threshold, Anz, is calculated in a similar statistical 
fashion to the threshold in Equation 2. By accurately tracking 
the vehicle being spoofed, by carefully simulating the navi 
gation signals, and by controlling the rate at Which the mis 
leading information diverges from the true information to 
ensure compliance With the conditions of Equation 2 and 
Equation 3, a spoofer may succeed even if all the spoo?ng 
signals are broadcast from a single location. The tests of 
Equations 2 and 3 above, or similar procedures, are applied as 
standard practice to test measurements incorporated in a navi 
gation solution in order to avoid incorporating faulty mea 
surements. 

[0008] As the possibility of a spoofer succeeding exists 
using previously knoWn methods and apparatus, there is a 
need for methods and apparatus for preventing spoo?ng of 
positioning system receivers, in particular satellite position 
ing system receivers such as GPS and GLONASS receivers. 

[0009] Additional information on positioning systems and 
the techniques they use can be obtained by reference to at 
least the folloWing publications, each of Which is incorpo 
rated in its entirety by reference herein: 
[0010] (1) Global Positioning System: Signals, Measure 
ments and Performance, Pratap Misra, et al., ISBN: 
0970954409. 

[0011] (2) GPS Bluebook, The Institute of Navigation 
[0012] (3) Monographs ofthe Global Positioning System 
(“GPS Red Books”), The Institute of Navigation. 

[0013] (4) Institute of Navigation Proceedings of the 
National Technical Meeting 2003, Precise Velocity Estima 
tion Using a Stand-Alone GPS Receiver, F. van Graas, A. 
Soloviev, NTM 03. 
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[0014] (5) US. Pat. No. 5,583,774, Assured-Integrity 
Monitored-Extrapolation Navigation Apparatus, Dec. 10, 
1996. 

[0015] (6) US. Pat. No. 6,417,802, Integrated Inertial/GPS 
Navigation System, Jul. 9, 2002. 

SUMMARY OF THE INVENTION 

[0016] Embodiments of the present invention comprise 
methods and apparatus relating to signal inconsistency detec 
tion of spoo?ng (SIDS), i.e. the use of inconsistencies in 
signals received at a plurality of points in space to detect 
spoo?ng. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0017] The exact nature of this invention, as Well as the 
objects and advantages thereof, Will become readily apparent 
from consideration of the folloWing speci?cation in conjunc 
tion With the accompanying draWings in Which like reference 
numerals designate like parts throughout the ?gures thereof 
and Wherein: 
[0018] FIG. 1 illustrates a situation Wherein a vehicle com 
prises a single antenna pair and a single navigation source and 
spoo?ng is not occurring. 
[0019] FIG. 2 illustrates a situation Wherein a vehicle com 
prises a single antenna pair and a single navigation source and 
spoo?ng is occurring. 
[0020] FIG. 3 provides a schematic vieW of an apparatus in 
accordance With an embodiment of the invention. 
[0021] FIG. 4 provides a schematic vieW of a method in 
accordance With an embodiment of the invention. 
[0022] FIG. 5 provides a schematic vieW of a method in 
accordance With an embodiment of the invention. 

DETAILED DESCRIPTION 

[0023] In addition to applying standard tests, SIDS (Signal 
Inconsistency Detection of Spoo?ng) is designed to exploit 
the fact that When the spoo?ng signals don’t radiate doWn the 
expected LOS and are observed from more than one point in 
space the associated measurements Will of necessity be 
inconsistent. 
[0024] Let a pair of antennae, or antenna elements, (al, a) 

a a 

be represented by the vector a Let u be the unit line of 
a 

sight vector from, a Us, the center of the antennae pair (al, a) 
a 

to the location of the transmitter, r m, of a radio navigation 
signal, n’". 
[0025] Consider the scalar, (DZ-J7" to be the difference 

a 

betWeen the measurement at made al- of the information 

carried by n’" and the measurement made at T]. (If the par 
ticular information is phase then (DZ-J7" is the phase difference 
betWeen the tWo antennae i.e. (Dim-CD17") Measurements of 
this type can be generaliZed by the equation 

‘v M ‘ 

(1)3? : ag- . MUG , (Equation 4) 

Where each unique combination of indices (i,j ,m) represents a 
single observation. 
[0026] The normal (un-spoofed) situation for a single 
antenna pair and a single navigation source is illustrated in 
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FIG. 1. The ?gure is annotated “phase” but the measurement 
could be in the range, pseudo-range, phase or timing domain. 
The ?rst order approximation using a unit vector to the center 
of the antenna pair is valid provided the range to the radio 
navigation source is much greater than the antenna separa 
tion. The alternative method is to use unit vectors from each 
of the antennae to the radio navigation source. 

[0027] The equations on the right hand side of FIG. 1 are 
derived from Equation 4 above. It should be noted that the 
measurement units on both sides must be consistent. If the 
measurement, (I), is range or pseudo-range then there is no 
issue. If the measurement is timing or phase then one side or 
other of each equation needs to be appropriately scaled. 

[0028] 
The symbology (‘)is used to indicate measurements from a 
spoo?ng signal. FIG. 2 also indicates a situation in Which the 
spoo?ng Wavelength and the navigation signal are different. 
This Wavelength divergence occurs When the spoofer adjusts 
the spoo?ng signal frequency so that as the aircraft travels 
doWn track it sees the same rate of phase change from the 
spoo?ng signal as it Would see from the true navigation sig 
nal. 

[0029] Concurrent SIDS 
[0030] The method of Concurrent SIDS is to examine 
suites of such concurrent observations as characterized by 
Equation 4 and illustrated in FIG. 2 for consistency. Concur 
rent SIDS requires there to be at least one physical antenna 
pair so that observations can be made concurrently at tWo 
points in space. In this context, the term, concurrent, should 
be taken to mean that the any asynchrony betWeen measure 
ments is either compensated for Within the process, or, if 
uncompensated, has no signi?cant effect on the overall out 
come of the processithe exact range of acceptable asyn 
chrony is implementation speci?c. To further amplify this 
point consider a situation in Which (a) the receiving and 
transmitting antennae have Zero relative velocity (b) the fre 
quency of the transmitter is perfectly stable and knoWn and 
(c) the time at Which each measurement Was made Was knoWn 
and (d) there Were no other temporal error sources. In this 
circumstance, phase difference measurements made many 
seconds apart could be considered concurrentisince it 
Would be possible to convert the time difference back into 
change of phase and hence remove its effect. Apart from 
setting an appropriate false alarm rate, the probability of 
detecting a spoo?ng signal depends upon the effectiveness of 
SIDS. 

[0031] The effectiveness of SIDS depends on the folloW 
ing: (a) the angle betWeen the LOS to the true source and the 

LOS to the spoo?ng source ie 0—(9); (b) the noise in the 
measurement of (DZ-J7"; (c) the uncertainty in the estimate of 

FIG. 2 superimposes the spoo?ng case on FIG. 1. 

each 1].; and (d) the uncertainty in the knoWledge of T>m 
. a . . a a 

(because the estimate of u i]- ’" is derived from a i]- and r m.) 
c c 

[0032] Since r’" is a navigation source it is assumed that its 
location is knoWn to Within the accuracy necessary to navi 
gate With the required performance. Further since (DZ-J7" is a 
navigation signal it is assumed that the noise in the signal is 
appropriate for the navigation task. Lastly, it is assumed that 
the signal characteristics necessary to use the signal for navi 
gation are also knoWn, eg in the case that phase measure 
ments are used it is assumed that characteristics such as 
frequency and modulation are knoWn. 
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[0033] Thus the most signi?cant variables in determining 
the effectiveness of SIDS are the LOS difference and the 

a a 

uncertainty in the estimate of a 1-], Where a i]- can be consid 

ered as having three components: (1) Magnitude (Which 
is assumed to be known); (2) Direction speci?ed by the unit 

a a a _ _ a 

vector V U: a a and (3) Location as spec1?ed by a 

[0034] If all three components of 1]. are knoWn (or are 
reasonably estimated) then an estimate (DZ-J7" of (DZ-J7" can be 
formed Where 

[0035] For each orthogonal element of the components of 

1]. that is not knoWn a further independent measurement is 
required. This measurement might be achieved by using 
another (ideally orthogonal) antenna pair or another naviga 
tion source. Independent redundant measurements increase 
the effectiveness of the process by reducing the effect of noise 
on the observations. Time series of sets of concurrent mea 
surements may also be used to reduce the effects of noise. 

[0036] The decision as to Whether some or all of the obser 
vations are being spoofed is achieved by revieWing the residu 
als in the manner of Equation 2. 

[0037] There is a complication in the case measurements 
are made in the phase domain. Depending on the magnitude, 
a 

H a of the antenna baseline versus the Wavelength of the 

carrier there may be multiple values of (9)such that 

alj?cos <9)i.e. a spoo?ng measurement is indistinguishable 
from a true measurement. Measurements form other naviga 
tion sources may reveal that spoo?ng is in process but Will not 
speci?cally resolve the issue for the current ambiguity. Use of 
another antenna pair Will in all probability resolve the issue 
for the ambiguity in question. 
[0038] The third alternative is to Wait for, or cause, the 
geometry to change. As the geometry changes so the incon 
sistency Will rapidly become observableithe more angular 
ambiguities, the more sensitive the system is to inconsistency 
groWth: 
[0039] 
measurements can be used to establish the value of <9)that 
minimiZes the residuals (or is the unique solution in case of a 
suite of measurement equations that is not over determined. 

Once inconsistency has been established then the 

@provides a bearing to the spoo?ng transmitter, rate of 

change of (9>can be used to deduce a range. 
[0040] Consecutive SIDS 
[0041] Consecutive SIDS exploits the same basic principle 
as Concurrent SIDS: ie the fact that an antenna pair Will 
observe inconsistency in the suite of measurements charac 
teriZed by Equation 4 if the LOS to the spoofer and the line of 
sight to the true source are not collinear. Concurrent SIDS is 
based on the difference, (DZ-J7", betWeen contemporaneous 
measurements at tWo antennae or antenna elements. Con 

secutive SIDS is based on the difference, (Dti 41'" betWeen 
sequential measurements, made at time ti and time tin, at the 
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same antenna, the position of Which Will have changed 
betWeen the tWo measurements. This pair of antenna posi 

a 

tions is denoted a rm. 
[0042] Consecutive SIDS requires that the relative position 
changes of the antenna be tracked by a system independent of 
the radio navigation source(s) being checked for spoo?ng. 
This tracking is most effectively accomplished by using an 
inertial reference system (IRS) that has either calibrated the 
lever arm betWeen itself and the antenna or has been provided 
With a priori knoWledge of the lever arm. In some instances, 
navigation signals are used to calibrate and update the inertial 
reference system in a valid manner, such as that exempli?ed 
by Northrop Grumman’s AIME ?lter, as described in US. 
Pat. No. 5,583,774. 
[0043] The decision methodology for Consecutive SIDS is 
similar to that for Concurrent SIDS except that the compari 
son is betWeen (Dti H’" and (Dti H’" Where (Dti H’" is based upon 
the inertial estimafe of the relative change Jof position of the 
antenna. In the case of Consecutive SIDS it is possible With 

reasonably accurate a priori knoWledge of I, l to check for 
spoo?ng signal by signal. The ef?ciency of detection is 
improved, and the effect of de?ciencies in a priori knoWledge 
a 

of a t__ reduced, if the spoofer is radiating more than one 
spoofedl signal from the same location. The antenna tracking 
error Will be common to all spoofed signals from the same 
location and Will provide a correlated error that may be iden 
ti?ed in an hypothesis testing Kalman Filter such as eg an 
appropriately mechaniZed version of Northrop Grumman’s 
patented AIMETM ?lter, as described in US. Pat. No. 5,583, 
774. In this mechanization the nature of the inconsistencies 
Will correlate to the actual angle of arrival of the spoo?ng 
signal and hence an estimate of the bearing of the spoofer Will 
be available. The rate at Which this bearing changes Will 
provide an estimate of the range to the spoofer. 
[0044] If the spoofer is able to track the antenna perfectly 
and emulate the signal that Would have been emitted by the 
true (With believable spoo?ng progressively introduced) then 
he Will remain undetected. The probability of correctly iden 
tifying the presence of spoo?ng, apart from the usual signal to 
noise considerations, increases as: (a) the dynamics of the 
antenna increase, at least in part because it is harder for the 
spoofer to track and emulate; (b) the interval betWeen ob ser 
vations decrease, at least in part because it increases the 
accuracy demand on the spoofer; (c) the length of the time 
series of observations increases, at least in part because it 
reduces the effect of noise; (d) the accuracy of the indepen 
dent antenna positioning system (eg IRS) increases, at least 
in part because it increases the accuracy demand on the 
spoofer; (e) the error in the estimate of lever arm decreases, at 
least in part because it increases the accuracy demand on the 
spoofer; (f) a function of the angle betWeen the true LOS and 
the LOS to the spoofer; and (g) the number of spoofed signals 
radiated from the same location increases 
[0045] If the time interval betWeen observations is su?i 
ciently short then Concurrent SIDS may be considered to 
operate in the velocity domain as opposed to the relative 
position domain and such techniques as described in Refer 
ence 1 may be applied to the problem When the navigation 
sources in question are radio navigation satellites (e. g. GPS). 
[0046] Differences betWeen Concurrent and Consecutive 
SIDS 
[0047] Consecutive SIDS differs from Concurrent SIDS in 
the folloWing: 
[0048] (a) Consecutive SIDS does not require a physical 
antenna pair but can be used even if only a single antenna is 
available. 
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[0049] (b) Concurrent SIDS can defeat the perfect spoo?ng 
signal because the only Way that the spoofer can deliver a 
consistent signal to separate antennae is to transmit doWn the 
LOS to the true source (Which is impractical). Consecutive 
SIDS depends upon the spoofer not being perfect; it relies on 
the inability of the spoofer to precisely track the electronic 
center of the antenna. 
[0050] (c) Concurrent SIDS uses concurrently formed dif 
ferences betWeen antennae. Consecutive SIDS forms differ 
ences betWeen measurements at the same antenna separated 
by time. Both Concurrent and Consecutive SIDS may also use 
a time series of such measurements to reduce the effects of 
noise. 
[0051] (d) Concurrent SIDS does not require antenna 
motion; Consecutive SIDS is based on detection of the errors 
in spoo?ng caused by antenna motion. 
[0052] (e) In Concurrent SIDS the orientation of the 
antenna pair could be an unknown resolved by making more 
observations. Consecutive SIDS is based on a priori knoWl 
edge of the relative position of a single antenna at, at least, tWo 
instants in time. 

Characterizations of Sample Embodiments 

[0053] The embodiments of the invention described herein 
comprise multiple novel features With each described 
embodiment including either a single such feature or a com 
bination of such features. In addition to such described com 
binations, other contemplated embodiments include all com 
binations of one or more such novel features not explicitly 
described herein as such combinations are readily discemable 
from the embodiments described. The present invention can 
be characterized in a number of Ways With the folloWing 
paragraphs providing examples of some such characteriza 
tions. 
[0054] Some embodiments of the present invention may in 
some instances each be characterized as an apparatus that 
utilizes inconsistencies in signals received at a plurality of 
points in space to detect spoo?ng. In some such instances, the 
apparatus may also be, referring to FIG. 3, characterized as a 
vehicle 301 comprising a satellite navigation receiver 303, at 
least one antenna or antenna element 305 electrically coupled 
to the receiver 303, and at least one inertial reference system 
311, and the vehicle 301 is adapted to utilize the inertial 
reference system 311 to track changes in position of the at 
least one antenna or antenna element 305. In other such 
instances, the apparatus may also be, referring to FIG. 4, 
characterized as a vehicle 401 comprising a satellite naviga 
tion receiver 403, and at least tWo antennae or antenna ele 
ments 405 and 407 electrically coupled to the receiver 403. 
[0055] Some embodiments of the present invention may in 
some instances each be characterized as a method of detect 
ing spoo?ng using one or more radio receivers and at least tWo 
antennae or antenna elements comprising, as illustrated in 
FIG. 5, step 501, determining a ?rst difference betWeen a ?rst 
phase measured at a ?rst antenna and a second phase mea 
sured at a second antenna Wherein the ?rst phase and second 
phase are measured concurrently using a single received navi 
gation signal; step 503, determining a second difference 
betWeen the ?rst difference and a phase difference forecast 
from a knowledge of the characteristics of the navigation 
signal and the location of the emitter of the navigation signal 
relative to the receiving antennae or antenna elements; and 
step 505, using the second difference to determine Whether 
the received navigation signal is a valid signal. 
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[0056] Some embodiments of the present invention may in 
some instances each be characterized as a method of detect 
ing spoo?ng using one or more radio receivers, at least one 
antenna or antenna element, and an inertial reference system, 
comprising: step 601, computing the velocity changes of an 
antenna by evaluating the dynamics of a lever arm betWeen an 
inertial reference system and the antenna; and step 603, com 
paring the computed velocity changes to velocity changes 
derived from a navigation signal to deduce the validity of the 
navigation signal. 
[0057] Summary 
[0058] SIDS is designed to detect the presence of spoo?ng 
by detecting inconsistencies in the signal geometry caused by 
the fact that the spoofer either cannot simultaneously provide 
a consistent signal at tWo antenna locations or cannot track the 
electronic center of an antenna on a dynamic vehicle With 
suf?cient accuracy that the spatial inconsistencies pass unde 
tected. 
[0059] SIDS has three modes for detecting spoo?ng: 
[0060] (l) The standard threshold test mode, comparing the 
a priori and post facto estimates of the signal value(s) With the 
measured signal value(s) as previously described. 
[0061] (2) The Concurrent mode, in Which estimates of the 
relative differences in signal values betWeen a pair of anten 
nae or antenna elements are compared against a statistically 
appropriate decision threshold. Depending on the state of 
knoWledge of the navigation system, a decision may require 
one or more independent concurrent measurements. A time 

series of measurement sets, each set consisting of concurrent 
measurements made on one or more navigation signal and/or 
by one or more antenna pair, may be used to reduce noise and 
increase the probability of detection While maintaining a 
desirable maximum false alarm rate. 
[0062] (3) The Consecutive mode, in Which estimates of the 
relative difference in signal values observed sequentially by a 
single antenna at tWo space time points are compared With the 
relative difference estimated by an independent source such 
as IRS. A time series of measurement sets, each set consisting 
of consecutive measurements made on one or more naviga 
tion signals concurrently, may be used to reduce noise and 
increase the probability of detection While maintaining a 
desirable maximum false alarm rate. 
[0063] As part of the detection process both Concurrent and 
Consecutive SIDS are able to estimate the bearing from 
Which the spoo?ng signal emanates and by estimating the rate 
at Which the bearing changes are able to estimate the range to 
the spoofer. 
[0064] SIDS may operate in any combination of these three 
modes simultaneously as the available antenna con?guration 
alloWs. 

1-31. (canceled) 
32. In a system having a GPS receiver, a plurality of anten 

nas coupled to the GPS receiver, and knoWledge of antenna 
orientation With respect to a frame of reference in Which 
positions of satellites and the antennas are knoWn, a method 
for detecting Whether received signals are spoo?ng signals, 
the method comprising the steps of: 

predicting a line-of-sight (LOS) from the antennas to a 
selected one of the satellites; 

determining one or more vectors betWeen the antennas; 

measuring a LOS to a transmitter according to the one or 
more vectors and the phase differences betWeen signals 
received at the antennas from the transmitter; 
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computing a difference between the predicted LOS and the 
measured LOS; and 

comparing the computed difference to a statistical distri 
bution of differences to establish a probability that the 
received signals are spoo?ng signals. 

33-35. (canceled) 
36. The method of claim 32 further comprising determin 

ing range and bearing of a spoo?ng source based on the phase 
differences. 

37. The method of claim 32 further comprising determin 
ing, if the probability is greater than an acceptance criteria, 
that the received signals are spoo?ng signals. 

38. The method of claim 32 further comprising repeating 
the steps a number of times to obtain a series of computed 
differences, and comparing the series of computed differ 
ences to the statistical distribution of differences until statis 
tical uncertainty Whether the received signals are spoo?ng 
signals is reduced to an acceptable point. 

39. In a system having a GPS receiver, a movable antenna 
coupled to the GPS receiver, an inertial reference system 
(IRS) tracking movement of the antenna With respect to a 
frame of reference in Which positions of satellites and the 
antenna are knoWn, a method for detecting Whether received 
signals are spoo?ng signals, the method comprising the steps 
of: 

receiving a signal from a transmitter With the antenna at a 
?rst point in space and time; 
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moving the antenna to a second point in space and time; 
receiving the signal from the transmitter With the antenna at 

the second point in space and time; 
measuring a phase difference betWeen the signal received 

at the ?rst point in space and time and the signal received 
at the second point in space and time; 

predicting a phase difference betWeen the signal received 
at the ?rst point in space and time and the signal received 
at the second point in space and time; 

computing a difference betWeen the predicted phase dif 
ference and the measured phase difference; and 

comparing the computed difference to a statistical distri 
bution of differences to establish a probability that the 
received signals are spoo?ng signals. 

40. The method of claim 39 further comprising repeating 
the process With the antenna at sub sequent points in space and 
time until statistical uncertainty in deciding Whether the sig 
nal is a spoo?ng signal is reduced to an acceptable level. 

41. The method of claim 39 Wherein the predicting step 
accounts for motion of the antenna as measured by the IRS. 

42. The method of claim 39 Wherein the predicting step 
accounts for motion of the transmitter during a period 
betWeen (i) time of transmission of the signal received at the 
?rst point in space and time and (ii) time of transmission of 
the signal received at the second point in space and time. 

43. The method of claim 39 Wherein the measuring step 
further comprises making independent redundant measure 
ments to reduce noise effects in the measured phase differ 
ence used in the computing step. 

* * * * * 


