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(57) ABSTRACT 

A system (126-129) detects transmission of potentially mali 
cious packets. The system (126-129) receives packets and 
generates hash values corresponding to each of the packets. 
The system (126-129) may then compare the generated hash 
values to hash values corresponding to prior packets. The 
system (126-129) determines that one of the packets is a 
potentially malicious packet When the generated hash value 
corresponding to the one packet matches one of the hash 
values corresponding to one of the prior packets and the one 
prior packet Was received Within a predetermined amount of 
time of the one packet. The system (126-129) may also facili 
tate the tracing of the path taken by a potentially malicious 
packet. In this case, the system (126-129) may receive a 
message that identi?es a potentially malicious packet, gener 
ate hash values from the potentially malicious packet, and 
determine Whether one or more of the generated hash values 
match hash values corresponding to previously-received 
packets. The system (126-129) may then identify the poten 
tially malicious packet as one of the previously-received 
packets When one or more of the generated hash values match 
the hash value corresponding to the one previously-received 
packet. 
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HASH-BASED SYSTEMS AND METHODS 
FOR DETECTING, PREVENTING, AND 

TRACING NETWORK WORMS AND VIRUSES 

RELATED APPLICATIONS 

[0001] This application is a continuation of US. patent 
application Ser. No. 10/654,771, ?led Sep. 4, 2003, Which, in 
turn, claims priority under 35 U.S.C. §119 based on US. 
Provisional Application No. 60/407,975, ?led Sep. 5, 2002, 
both of Which are incorporated herein by reference. US. 
patent application Ser. No. 10/654,771 is also a continuation 
in-part of US. patent application Ser. No. 10/251,403, ?led 
Sep. 20, 2002, Which claims priority under 35 U.S.C. § 119 
based on US. Provisional Application No. 60/341,462, ?led 
Dec. 14, 2001, both of Which are incorporated herein by 
reference. US. patent application Ser. No. 10/ 654,771 is also 
a continuation-in-part of US. patent application Ser. No. 
09/881,145, and US. patent application Ser. No. 09/881,074, 
both of Which Were ?led on Jun. 14, 2001, and both of Which 
claim priority under 35 U.S.C. § 119 based on US. Provi 
sional Application No. 60/212,425, ?led Jun. 19, 2000, all of 
Which are incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 
[0003] The present invention relates generally to netWork 
security and, more particularly, to systems and methods for 
detecting and/or preventing the transmission of malicious 
packets, such as Worms and viruses, and tracing their paths 
through a netWork. 
[0004] 2. Description of RelatedArt 
[0005] Availability of loW cost computers, high speed net 
Working products, and readily available netWork connections 
has helped fuel the proliferation of the internet. This prolif 
eration has caused the Internet to become an essential tool for 
both the business community and private individuals. Depen 
dence on the Internet arises, in part, because the Internet 
makes it possible for multitudes of users to access vast 
amounts of information and perform remote transactions 
expeditiously and ef?ciently. Along With the rapid groWth of 
the Internet have come problems caused by malicious indi 
viduals or pranksters launching attacks from Within the net 
Work. As the siZe of the Internet continues to groW, so does the 
threat posed by these individuals. 
[0006] The ever-increasing number of computers, routers, 
and connections making up the Internet increases the number 
of vulnerability points from Which these malicious individu 
als can launch attacks. These attacks can be focused on the 
Internet as a Whole or on speci?c devices, such as hosts or 
computers, connected to the netWork. In fact, each router, 
sWitch, or computer connected to the Internet may be a poten 
tial entry point from Which a malicious individual can launch 
an attack While remaining largely undetected. Attacks carried 
out on the Internet often consist of malicious packets being 
injected into the netWork. Malicious packets can be injected 
directly into the netWork by a computer, or a device attached 
to the netWork, such as a router or sWitch, can be compro 
mised and con?gured to place malicious packets onto the 
netWork. 
[0007] One particularly troublesome type of attack is a 
self-replicating netWork-transferred computer program, such 
as a virus or Worm, that is designed to annoy netWork users, 
deny netWork service by overloading the netWork, or damage 
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target computers (e.g., by deleting ?les). A virus is a program 
that infects a computer or device by attaching itself to another 
program and propagating itself When that program is 
executed, possibly destroying ?les or Wiping out memory 
devices. A Worm, on the other hand, is a program that can 
make copies of itself and spread itself through connected 
systems, using up resources in affected computers or causing 
other damage. 
[0008] In recent years, viruses and Worms have caused 
major netWork performance degradations and Wasted mil 
lions of man-hours in clean-up operations in corporations and 
homes all over the World. Famous examples include the “Mel 
issa” e-mail virus and the “Code Red” Worm. 
[0009] Various defenses, such as e-mail ?lters, anti-virus 
programs, and ?reWall mechanisms, have been employed 
against viruses and Worms, but With limited success. The 
defenses often rely on computer-based recognition of knoWn 
viruses and Worms or block a speci?c instance of a propaga 
tion mechanism (i.e., block e-mail transfers of Visual Basic 
Script (.vbs) attachments). NeW viruses and Worms have 
appeared, hoWever, that evade existing defenses. 
[0010] Accordingly, there is a need for neW defenses to 
thWart the attack of knoWn and yet-to-be-developed viruses 
and Worms. There is also a need to trace the path taken by a 
virus or Worm. 

SUMMARY OF THE INVENTION 

[0011] Systems and methods consistent With the present 
invention address these and other needs by providing a neW 
defense that attacks malicious packets, such as viruses and 
Worms, at their most common denominator (i.e., the need to 
transfer a copy of their code over a netWork to multiple target 
systems, Where this code is generally the same for each copy, 
even though the rest of the message containing the virus or 
Worm may vary). The systems and methods also provide the 
ability to trace the path of propagation back to the point of 
origin of the malicious packet (i.e., the place at Which it Was 
initially injected into the netWork). 
[0012] In accordance With the principles of the invention as 
embodied and broadly described herein, a system detects the 
transmission of potentially malicious packets. The system 
receives packets and generates hash values corresponding to 
each of the packets. The system may then compare the gen 
erated hash values to hash values corresponding to priorpack 
ets. The system may determine that one of the packets is a 
potentially malicious packet When the generated hash value 
corresponding to the one packet matches one of the hash 
values corresponding to one of the prior packets and the one 
prior packet Was received Within a predetermined amount of 
time of the one packet. 
[0013] According to another implementation consistent 
With the present invention, a system for hampering transmis 
sion of a potentially malicious packet is disclosed. The sys 
tem includes means for receiving a packet; means for gener 
ating one or more hash values from the packet; means for 
comparing the generated one or more hash values to hash 
values corresponding to prior packets; means for determining 
that the packet is a potentially malicious packet When the 
generated one or more hash values match one or more of the 
hash values corresponding to at least one of the prior packets 
and the at least one of the prior packets Was received Within a 
predetermined amount of time of the packet; and means for 
hampering transmission of the packet When the packet is 
determined to be a potentially malicious packet. 
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[0014] According to yet another implementation consistent 
with the present invention, a method for detecting a path taken 
by a potentially malicious packet is disclosed. The method 
includes storing hash values corresponding to received pack 
ets; receiving a message identifying a potentially malicious 
packet; generating hash values from the potentially malicious 
packet; comparing the generated hash values to the stored 
hash values; and determining that the potentially malicious 
packet was one of the received packets when one or more of 
the generated hash values match the stored hash values. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] The accompanying drawings, which are incorpo 
rated in and constitute a part of this speci?cation, illustrate the 
invention and, together with the description, explain the 
invention. In the drawings, 
[0016] FIG. 1 is a diagram of a system in which systems and 
methods consistent with the present invention may be imple 
mented; 
[0017] FIG. 2 is an exemplary diagram ofa security server 
of FIG. 1 according to an implementation consistent with the 
principles of the invention; 
[0018] FIG. 3 is an exemplary diagram of packet detection 
logic according to an implementation consistent with the 
principles of the invention; 
[0019] FIGS. 4A and 4B illustrate two possible data struc 
tures stored within the hash memory of FIG. 3 in implemen 
tations consistent with the principles of the invention; 
[0020] FIG. 5 is a ?owchart of exemplary processing for 
detecting and/or preventing transmission of a malicious 
packet, such as a virus or worm, according to an implemen 
tation consistent with the principles of the invention; 
[0021] FIG. 6 is a ?owchart of exemplary processing for 
identifying the path taken through a network by a malicious 
packet, such as a virus or worm, according to an implemen 
tation consistent with the principles of the invention; and 
[0022] FIG. 7 is a ?owchart of exemplary processing for 
determining whether a malicious packet, such as a virus or 
worm, has been observed according to an implementation 
consistent with the principles of the invention. 

DETAILED DESCRIPTION 

[0023] The following detailed description of the invention 
refers to the accompanying drawings. The same reference 
numbers in different drawings may identify the same or simi 
lar elements. Also, the following detailed description does not 
limit the invention. Instead, the scope of the invention is 
de?ned by the appended claims and equivalents. 
[0024] Systems and methods consistent with the present 
invention provide mechanisms to detect and/or prevent the 
transmission of malicious packets and trace the propagation 
of the malicious packets through a network. Malicious pack 
ets, as used herein, may include viruses, worms, and other 
types of data with duplicated content, such as illegal mass 
e-mail (e. g., spam), that are repeatedly transmitted through a 
network. 

[0025] According to implementations consistent with the 
present invention, the content of a packet may be hashed to 
trace the packet through a network. In other implementations, 
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the header of a packet may be hashed. In yet other implemen 
tations, some combination of the content and the header of a 
packet may be hashed. 

Exemplary System Con?guration 

[0026] FIG. 1 is a diagram of an exemplary system 100 in 
which systems and methods consistent with the present 
invention may be implemented. System 100 includes autono 
mous systems (ASs) 110-140 connected to public network 
(PN) 150. Connections made in system 100 may be via wired, 
wireless, and/or optical communication paths. While FIG. 1 
shows four autonomous systems connected to a single public 
network, there can be more or fewer systems and networks in 
other implementations consistent with the principles of the 
invention. 
[0027] Public network 150 may include a collection of 
network devices, such as routers (R1-R5) or switches, that 
transfer data between autonomous systems, such as autono 
mous systems 110-140. In an implementation consistent with 
the present invention, public network 150 takes the form of 
the Internet, an intranet, a public telephone network, a wide 
area network (WAN), or the like. 
[0028] An autonomous system is a network domain in 
which all network devices (e.g., routers) in the domain can 
exchange routing tables. Often, an autonomous system can 
take the form of a local area network (LAN), a WAN, a 
metropolitan area network (MAN), etc. An autonomous sys 
tem may include computers or other types of communication 
devices (referred to as “hosts”) that connect to public network 
150 via an intruder detection system (IDS), a ?rewall, one or 
more border routers, or a combination of these devices. 
[0029] Autonomous system 110, for example, includes 
hosts (H) 111-113 connected in a LAN con?guration. Hosts 
111-113 connect to public network 150 via an intruder detec 
tion system 114. Intruder detection system 114 may include a 
commercially-available device that uses rule-based algo 
rithms to determine if a given pattern of network traf?c is 
abnormal. The general premise used by an intruder detection 
system is that malicious network traf?c will have a different 
pattern from normal, or legitimate, network traf?c. 
[0030] Using a rule set, intruder detection system 114 
monitors inbound tra?ic to autonomous system 110. When a 
suspicious pattern or event is detected, intruder detection 
system 114 may take remedial action, or it can instruct a 
border router or ?rewall to modify operation to address the 
malicious tra?ic pattern. For example, remedial actions may 
include disabling the link carrying the malicious traf?c, dis 
carding packets coming from a particular source address, or 
discarding packets addressed to a particular destination. 
[0031] Autonomous system 120 contains different devices 
from autonomous system 110. These devices aid autonomous 
system 120 in identifying and/ or preventing the transmission 
of potentially malicious packets within autonomous system 
120 and tracing the propagation of the potentially malicious 
packets through autonomous system 120 and, possibly, pub 
lic network 150. While FIG. 1 shows only autonomous sys 
tem 120 as containing these devices, other autonomous sys 
tems, including autonomous system 110, may include them. 
[0032] Autonomous system 120 includes hosts (H) 121 
123, intruder detection system 124, and security server (SS) 
125 connected to public network 150 via a collection of 
devices, such as security routers (SR11-SR14) 126-129. 
Hosts 121-123 may include computers or other types of com 
munication devices connected, for example, in a LAN con 
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?guration. Intruder detection system 124 may be con?gured 
similar to intruder detection system 114. 
[0033] Security server 125 may include a device, such as a 
general-purpose computer or a server, that performs source 
path identi?cation When a malicious packet is detected by 
intruder detection system 124 or a security router 126-129. 
While security server 125 and intruder detection system 124 
are shoWn as separate devices in FIG. 1, they canbe combined 
into a single unit performing both intrusion detection and 
source path identi?cation in other implementations consis 
tent With the present invention. 
[0034] FIG. 2 is an exemplary diagram of security sever 
125 according to an implementation consistent With the prin 
ciples of the invention. While one possible con?guration of 
security server 125 is illustrated in FIG. 2, other con?gura 
tions are possible. 
[0035] Security server 125 may include a processor 202, 
main memory 204, read only memory (ROM) 206, storage 
device 208, bus 210, display 212, keyboard 214, cursor con 
trol 216, and communication interface 218, Processor 202 
may include any type of conventional processing device that 
interprets and executes instructions. 
[0036] Main memory 204 may include a random access 
memory (RAM) or a similar type of dynamic storage device. 
Main memory 204 may store information and instructions to 
be executed by processor 202. Main memory 204 may also be 
used for storing temporary variables or other intermediate 
information during execution of instructions by processor 
202. ROM 206 may store static information and instructions 
for use by processor 202. It Will be appreciated that ROM 206 
may be replaced With some other type of static storage device. 
Storage device 208, also referred to as a data storage device, 
may include any type of magnetic or optical media and their 
corresponding interfaces and operational hardWare. Storage 
device 208 may store information and instructions for use by 
processor 202. 
[0037] Bus 210 may include a set of hardWare lines (con 
ductors, optical ?bers, or the like) that alloW for data transfer 
among the components of security server 125. Display device 
212 may be a cathode ray tube (CRT), liquid crystal display 
(LCD) or the like, for displaying information in an operator or 
machine-readable form. Keyboard 214 and cursor control 
216 may alloW the operator to interact With security server 
125. Cursor control 216 may include, for example, a mouse. 
In an alternative con?guration, keyboard 214 and cursor con 
trol 216 can be replaced With a microphone and voice recog 
nition mechanisms to enable an operator or machine to inter 
act With security server 125. 
[0038] Communication interface 218 enables security 
server 125 to communicate With other devices/systems via 
any communications medium. For example, communication 
interface 218 may include a modem, an Ethernet interface to 
a LAN, an interface to the Internet, a printer interface, etc. 
Alternatively, communication interface 218 can include any 
other type of interface that enables communication betWeen 
security server 125 and other devices, systems, or netWorks. 
Communication interface 218 can be used in lieu of keyboard 
214 and cursor control 216 to facilitate operator or machine 
remote control and communication With security server 125. 
[0039] As Will be described in detail beloW, security server 
125 may perform source path identi?cation and/ or prevention 
measures for a malicious packet that entered autonomous 
system 120. Security server 125 may perform these functions 
in response to processor 202 executing sequences of instruc 
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tions contained in, fox example, memory 204, Such instruc 
tions may be read into memory 204 from another computer 
readable medium, such as storage device 208, or from another 
device coupled to bus 210 or coupled via communication 
interface 218. 
[0040] Alternatively, hardWired circuitry may be used in 
place of or in combination With softWare instructions to 
implement the functions of security server 125. For example, 
the functionality may be implemented in an application spe 
ci?c integrated circuit (ASIC), a ?eld-programmable gate 
array (FPGA), or the like, either alone or in combination With 
other devices. 
[0041] Returning to FIG. 1, security routers 126-129 may 
include netWork devices, such as routers, that may detect 
and/or prevent the transmission of malicious packets and 
perform source path identi?cation functions. Security routers 
127-129 may include border routers for autonomous system 
120 because these routers include connections to public net 
Work 150. As a result, security routers 127-129 may include 
routing tables for routers outside autonomous system 120. 
[0042] FIG. 3 is an exemplary diagram of packet detection 
logic 300 according to an implementation consistent With the 
principles of the invention. Packet detection logic 300 may be 
implemented Within a device that taps one or more bidirec 
tional links of a router, such as security routers 126-129. In 
another implementation, packet detection logic 300 may be 
implemented Within a router, such as security routers 126 
129. In the discussion that folloWs, it may be assumed that 
packet detection logic 300 is implemented Within a security 
router. 

[0043] Packet detection logic 300 may include hash pro 
cessor 310 and hash memory 320. Hash processor 310 may 
include a conventional processor, an ASIC, a FPGA, or a 
combination of these that generates one or more representa 
tions of each received packet and records the packet repre 
sentations in hash memory 320. 
[0044] A packet representation Will likely not be a copy of 
the entire packet, but rather it Will include a portion of the 
packet or some unique value representative of the packet. 
Because modern routers can pass gigabits of data per second, 
storing complete packets is not practical because memories 
Would have to be prohibitively large. By contrast, storing a 
value representative of the contents of a packet uses memory 
in a much more e?icient manner. By Way of example, if 
incoming packets range in siZe from 256 bits to 1000 bits, a 
?xed Width number may be computed across ?xed-siZed 
blocks making up the content (or payload) of a packet in a 
manner that alloWs the entire packet to be identi?ed. To fur 
ther illustrate the use of representations, a 32-bit hash value, 
or digest, may be computed across ?xed-siZed blocks of each 
packet. Then, the hash value may be stored in hash memory 
320 or may be used as an index, or address, into hash memory 
320. Using the hash value, or an index derived therefrom, 
results in ef?cient use of hash memory 320 While still alloW 
ing the content of each packet passing through packet detec 
tion logic 300 to be identi?ed. 
[0045] Systems and methods consistent With the present 
invention may use any storage scheme that records informa 
tion about each packet in a space-ef?cient fashion, that can 
de?nitively determine if a packet has not been observed, and 
that can respond positively (i.e., in a predictable Way) When a 
packet has been observed. Although systems and methods 
consistent With the present invention can use virtually any 
technique for deriving representations of packets, for brevity, 
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the remaining discussion will use hash values as exemplary 
representations of packets having passed through a partici 
pating router. 
[0046] Hash processor 310 may determine a hash value 
over successive, ?xed-siZed blocks in the payload ?eld (i.e., 
the contents) of an observed packet. For example, hash pro 
cessor 310 may hash each successive 64-byte block following 
the header ?eld. As described in more detail below, hash 
processor 310 may use the hash results of the hash operation 
to recogniZe duplicate occurrences of packet content and 
raise a wanting if it detects packets with replicated content 
within a short period of time. Hash processor 310 may also 
use the hash results for tracing the path of a malicious packet 
through the network. 
[0047] The hash value may be determined by taking an 
input block of data, such as a 64-byte block of a packet, and 
processing it to obtain a numerical value that represents the 
given input data. Suitable hash functions are readily known in 
the art and will not be discussed in detail herein. Examples of 
hash functions include the Cyclic Redundancy Check (CRC) 
and Message Digest 5 (MDS). 
[0048] The resulting hash value, also referred to as a mes 
sage digest or hash digest, is a ?xed length value. The hash 
value serves as a signature for the data over which it was 
computed. For example, incoming packets could have ?xed 
hash value(s) computed over their content. 
[0049] The hash value essentially acts as a ?ngerprint iden 
tifying the input block of data over which it was computed. 
Unlike ?ngerprints, however, there is a chance that two very 
different pieces of data will hash to the same value, resulting 
in a hash collision. An acceptable hash function should pro 
vide a good distribution of values over a variety of data inputs 
in order to prevent these collisions. Because collisions occur 
when different input blocks result in the same hash value, an 
ambiguity may arise when attempting to associate a result 
with a particular input. 
[0050] Hash processor 310 may store a representation of 
each packet it observes in hash memory 320. Hash processor 
310 may store the actual hash values as the packet represen 
tations or it may use other techniques for minimizing storage 
requirements associated with retaining hash values and other 
information associated therewith. A technique for minimiZ 
ing storage requirements may use a bit array or Bloom ?lters 
for storing hash values. 
[0051] Rather than storing the actual hash value, which can 
typically be on the order of 32 bits or more in length, hash 
processor 310 may use the hash value as an index for address 
ing a bit array within hash memory 320. In other words, when 
hash processor 310 generates a hash value for a ?xed-siZed 
block of a packet, the hash value serves as the address location 
into the bit array. At the address corresponding to the hash 
value, one or more bits may be set at the respective location 
thus indicating that a particular hash value, and hence a par 
ticular data packet content, has been seen by hash processor 
310, For example, using a 32-bit hash value provides on the 
order of 4.3 billion possible index values into the bit array. 
Storing one bit per ?xed-siZed block rather than storing the 
block itself, which can be 512 bits long, produces a compres 
sion factor of 1:512, While bit arrays are described by way of 
example, it will be obvious to those skilled in the relevant art, 
that other storage techniques may be employed with out 
departing from the spirit of the invention. 
[0052] Over time, hash memory 320 may ?ll up and the 
possibility of overwriting an existing index value increases. 
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The risk of overwriting an index value may be reduced if the 
bit array is periodically ?ushed to other storage media, such 
as a magnetic disk drive, optical media, solid state drive, or 
the like. Alternatively, the bit array may be slowly and incre 
mentally erased. To facilitate this, a time-table may be estab 
lished for ?ushing the bit array. If desired, the ?ushing cycle 
can be reduced by computing hash values only for a subset of 
the packets passing through the router. While this approach 
reduces the ?ushing cycle, it increases the possibility that a 
target packet may be missed (i.e., a hash value is not com 
puted over a portion of it). 
[0053] FIGS. 4A and 4B illustrate two possible data struc 
tures that may be stored within hash memory 320 in imple 
mentations consistent with the principles of the invention. As 
shown in FIG. 4A, hash memory 320 may include indicator 
?elds 412 and counter ?elds 414 addressable by correspond 
ing hash addresses 416. Hash addresses 416 may correspond 
to possible hash values generated by hash processor 310. 
[0054] Indicator ?eld 412 may store one or more bits that 
indicate whether a packet block, with the corresponding hash 
value has been observed by hash processor 310. Counter ?eld 
412 may record the number of occurrences of packet blocks 
with the corresponding hash value. Counter ?eld 412 may 
periodically decrement its count for ?ushing purposes. 
[0055] As shown in FIG. 4B, hash memory 320 may store 
additional information relating to a packet. For example, hash 
memory 320 may include link identi?er (ID) ?elds 422 and 
status ?elds 424. Link ID ?eld 422 may store information 
regarding the particular link upon which the packet arrived at 
packet detection logic 400. Status ?eld 424 may store infor 
mation to aid in monitoring the status of packet detection 
logic 400 or the link identi?ed by link ID ?eld 422. 
[0056] In an alternate implementation consistent with the 
principles of the invention, hash memory 320 may be prepro 
grammed to store hash values corresponding to known mali 
cious packets, such as known viruses and worms. Hash 
memory 320 may store these hash values separately from the 
hash values of observed packets. In this case, hash processor 
310 may compare a hash value for a received packet to not 
only the hash values of previously observed packets, but also 
to hash values of known malicious packets. 
[0057] In yet another implementation consistent with the 
principles of the invention, hash memory 320 may be prepro 
grammed to store source addresses of known sources of 
legitimate duplicated content, such as packets from a multi 
cast server, a popular page on a web server, an output from a 
mailing list “exploder” server, or the like. In this case, hash 
processor 310 may compare the source address for a received 
packet to the source addresses of known sources of legitimate 
duplicated content. 

Exemplary Processing for Malicious Packet 
Detection 

[0058] FIG. 5 is a ?owchart of exemplary processing for 
detecting and/or preventing transmission of a malicious 
packet, such as a virus or worm, according to an implemen 
tation consistent with the principles of the invention. The 
processing of FIG. 5 may be performed by packet detection 
logic 300 within a lap device, a security router, such as secu 
rity router 126, or other devices con?gured to detect and/or 
prevent transmission of malicious packets. In other imple 
mentations, one or more of the described acts may be per 
formed by other systems or devices within system 100. 
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[0059] Processing may begin When packet detection logic 
300 receives, or otherwise observes, a packet (act 505), Hash 
processor 310 may generate one or more hash values by 
hashing successive, ?xed-siZed blocks from the packet’s pay 
load ?eld (act 510). Hash processor 310 may use a conven 
tional technique to perform the hashing operation. 
[0060] Hash processor 310 may optionally compare the 
generated hash value(s) to hash values of knoWn viruses 
and/ or Worms Within hash memory 320 (act 515). In this case, 
hash memory 320 may be preprogrammed to store hash val 
ues corresponding to knoWn viruses and/ or Worms. If one or 
more of the generated hash values match one of the hash 
values of knoWn viruses and/or Worms, hash processor 310 
may take remedial actions (acts 520 and 525). The remedial 
actions may include raising a Warning for a human operator, 
delaying transmission of the packet, requiring human exami 
nation before transmission of the packet, dropping the packet 
and possibly other packets originating from the same Internet 
Protocol (IP) address as the packet, sending a Transmission 
Control Protocol (TCP) close message to the sender thereby 
preventing complete transmission of the packet, disconnect 
ing the link on Which the packet Was received, and/or corrupt 
ing the packet content in a Way likely to render any code 
contained therein inert (and likely to cause the receiver to 
drop the packet). 
[0061] If the generated hash value(s) do not match any of 
the hash values of knoWn viruses and/or Worms, or if such a 
comparison Was not performed, hash processor 310 may 
optionally determine Whether the packet’s source address 
indicates that the packet Was sent from a legitimate source of 
duplicated packet content (i.e., a legitimate “replicator”) (act 
530). For example, hash processor 310 may maintain a list of 
legitimate replicators in hash memory 320 and check the 
source address of the packet With the addresses of legitimate 
replicators on the list. If the packet’s source address matches 
the address of one of the legitimate replicators, then hash 
processor 310 may end processing of the packet. For 
example, processing may return to act 505 and aWait receipt 
of the next packet. 
[0062] OtherWise, hash processor 310 may determine 
Whether any prior packets With the same hash value(s) have 
been received (act 535). For example, hash processor 310 
may use each of the generated hash value(s) as an address into 
hash memory 320. Hash processor 310 may then examine 
indicator ?eld 412 (FIG. 4) at each address to determine 
Whether the one or more bits stored therein indicate that a 
prior packet has been received. 
[0063] If there Were no prior packets received With the same 
hash value(s), then hash processor 310 may record the gen 
erated hash value(s) in hash memory 320 (act 540). For 
example, hash processor 310 may set the one or more hits 
stored in indicator ?eld 412, corresponding to each of the 
generated hash values, to indicate that the corresponding 
packet Was observed by hash processor 310. Processing may 
then return to act 505 to aWait receipt of the next packet. 

[0064] If hash processor 310 determines that a prior packet 
has been observed With the same hash value, hash processor 
310 may determine Whether the packet is potentially mali 
cious (act 545). Hash processor 310 may use a set ofrules to 
determine Whether to identify a packet as potentially mali 
cious. For example, the rules might specify that more than x 
(Where x>l) packets With the same hash value have to be 
observed by hash processor 310 before the packets are iden 
ti?ed as potentially malicious. The rules might also specify 
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that these packets have to have been observed by hash pro 
cessor 310 Within a speci?ed period of time of one another. 
The reason for the latter rule is that, in the case of malicious 
packets, such as viruses and Worms, multiple packets Will 
likely pass through packet detection logic 300 Within a short 
period of time. 
[0065] A packet may contain multiple hash blocks that 
partially match hash blocks associated With prior packets. For 
example, a packet that includes multiple hash blocks may 
have someWhere betWeen one and ail of its hashed content 
blocks match hash blocks associated With prior packets. The 
rules might specify the number of blocks and/or the number 
and/or length of sequences of blocks that need to match 
before hash processor 310 identi?es the packet as potentially 
malicious. 
[0066] When hash processor 310 determines that the packet 
is not malicious (e.g., not a Worm or virus), such as When less 
than x number of packets With the same hash value or less than 
a predetermined number of the packet blocks With the same 
hash values are observed or When the packets are observed 
outside the speci?ed period of time, hash processor 310 may 
record the generated hash value(s) in hash memory 320 (act 
540). For example, hash processor 310 may set the one or 
more bits stored in indicator ?eld 412, corresponding to each 
of the generated hash values, to indicate that the correspond 
ing packet Was observed by hash processor 310. Processing 
may then return to act 505 to aWait receipt of the next packet. 
[0067] When hash processor 310 determines that the packet 
may be malicious, then hash processor 31 0 may take remedial 
actions (act 550). In some cases, it may not be possible to 
determine Whether the packet is actually malicious because 
there is some probability that there Was a false match or a 

legitimate replication. As a result, hash processor 310 may 
determine the probability of the packet actually being mali 
cious based on information gathered by hash processor 310. 
[0068] The remedial actions may include raising a Warning 
for a human operator, saving the packet for human analysis, 
dropping the packet, corrupting the packet content in a Way 
likely to render any code contained therein inert (and likely to 
cause the receiver to drop the packet), delaying transmission 
of the packet, requiring human examination before transmis 
sion of the packet, dropping other packets originating from 
the same IP address as the packet, sending a TCP close mes 
sage to the sender thereby preventing complete transmission 
of the packet, and/or disconnecting the link on Which the 
packet Was received. Some of the remedial actions, such as 
dropping or corrupting the packet, may he performed When 
the probability that the packet is malicious is above some 
threshold. This may greatly sloW the spread rate of a virus or 
Worm Without completely stopping legitimate tra?ic that hap 
pened to match a suspect pro?le. 

Exemplary Processing for Source Path Identi?cation 

[0069] FIG. 6 is a ?oWchart of exemplary processing for 
identifying the path taken through a netWork by a malicious 
packet, such as a virus or Worm, according to an implemen 
tation consistent With the principles of the invention. The 
processing of FIG. 6 may be performed by a security server, 
such as security server 125, or other devices con?gured to 
trace the paths taken by malicious packets. In other imple 
mentations, one or more of the described acts may be per 
formed by other systems or devices Within system 100. 
[0070] Processing may begin With intruder detection sys 
tem 124 detecting a malicious packet. Intruder detection sys 
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tem 124 may use conventional techniques to detect the mali 
cious packet. For example, intruder detection system 124 may 
use rule-based algorithms to identify a packet as part of an 
abnormal netWork traf?c pattern. When a malicious packet is 
detected, intruder detection system 124 may notify security 
server 125 that a malicious packet has been detected Within 
autonomous system 120. The noti?cation may include the 
malicious packet or portions thereof along With other infor 
mation useful for security server 125 to begin source path 
identi?cation. Examples of information that intruder detec 
tion system 124 may send to security server 125 along With 
the malicious packet include time-of-arrival information, 
encapsulation information, link information, and the like. 
[0071] After receiving the malicious packet, security server 
125 may generate a query that includes the malicious packet 
and any additional information desirable for facilitating com 
munication With participating routers, such as security rout 
ers 126-129 (acts 605 and 610). Examples of additional infor 
mation that may be included in the query are, but are not 
limited to, destination addresses for participating routers, 
passWords required for querying a router, encryption keying 
information, time-to-live (TTL) ?elds, information for recon 
?guring routers, and the like. Security server 125 may then 
send the query to security router(s) located one hop aWay (act 
615). The security router(s) may analyZe the query to deter 
mine Whether they have seen the malicious packet, To make 
this determination, the security router(s) may use processing 
similar to that described beloW With regard to FIG. 7. 

[0072] After processing the query, the security router(s) 
may send a response to security server. The response may 
indicate that the security router has seen the malicious packet, 
or alternatively, that it has not. It is important to observe that 
the tWo ansWers are not equal in their degree of certainty. If a 
security router does not have a hash matching the malicious 
packet, the security router has de?nitively not seen the mali 
cious packet. If the security muter has a matching hash, hoW 
ever, then the security router has seen the malicious packet or 
a packet that has the same hash value as the malicious packet. 
When tWo different packets, having different contents, hash 
to the same value it is referred to as a hash collision. 

[0073] The security router(s) may also forWard the query to 
other routers or devices to Which they are connected. For 
example, the security router(s) may forWard the query to the 
security router(s) that are located tWo hops aWay from secu 
rity server, Which may forWard the query to security router(s) 
located three hops aWay, and so on. This forWarding may 
continue to include routers or devices Within public netWork 
150 if these routers or devices have been con?gured to par 
ticipate in the tracing of the paths taken by malicious packets. 
This approach may be called an inWard-out approach because 
the query travels a path that extends outWard from security 
server 125. Alternatively, an outWard-in approach may be 
used. 

[0074] Security server 125 receives the responses from the 
security routers indicating Whether the security routers have 
seen the malicious packet (acts 620 and 625). If a response 
indicates that the security router has seen the malicious 
packet, security server 125 associates the response and iden 
ti?cation (ID) information for the respective security router 
With active path data (act 630). Alternatively, if the response 
indicates that the security router has not seen the malicious 
packet, security server 125 associates the response and the ID 
information for the security router With inactive path data (act 
635). 
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[0075] Security server 125 uses the active and inactive path 
data to build a trace of the potential paths taken by the mali 
cious packet as it traveled, or propagated, across the netWork 
(act 640). Security server 125 may continue to build the trace 
until it receives all the responses from the security routers 
(acts 640 and 645). Security server 125 may attempt to build 
a trace With each received response to determine the ingress 
point for the malicious packet. The ingress point may identify 
Where the malicious packet entered autonomous system 120, 
public netWork 150, or another autonomous system. 
[0076] As security server 125 attempts to build a trace of 
the path taken by the malicious packet, several paths may 
emerge as a result of hash collisions occurring in the partici 
pating routers. When hash collisions occur, they act as false 
positives in the sense that security server 125 interprets the 
collision as an indication that the malicious packet has been 
observed. Fortunately, the occurrences of hash collisions can 
be mitigated. One mechanism for reducing hash collisions is 
to compute large hash values over the packets since the 
chances of collisions rise as the number of bits comprising the 
hash value decreases. Another mechanism to reduce false 
positives resulting from collisions is for each security router 
(e.g., security routers 126-129) to implement its oWn unique 
hash function. In this case, the same collision Will not occur in 
other security routers. 
[0077] A further mechanism for reducing collisions is to 
control the density of the hash tables in the memories of 
participating routers. That is, rather than computing a single 
hash value and setting a single bit for an observed packet, a 
plurality of hash values may be computed for each observed 
packet using several unique hash functions. This produces a 
corresponding number of unique hash values for each 
observed packet. While this approach ?lls the hash table at a 
faster rate, the reduction in the number of hash collisions 
makes the tradeoff WorthWhile in many instances. For 
example, Bloom Filters may be used to compute multiple 
hash values over a given packet in order to reduce the number 
of collisions and, hence, enhance the accuracy of traced paths. 
[0078] When security server 125 has determined an ingress 
point for the malicious packet, it may notify intruder detec 
tion system 124 that the ingress point for the malicious packet 
has been determined (act 650). Security server 125 may also 
take remedial actions (act 655). Often it Will be desirable to 
have the participating router closest to the ingress point close 
off the ingress path used by the malicious packet. As such, 
security server 125 may send a message to the respective 
participating router instructing it to close off the ingress path 
using knoWn techniques. 
[0079] Security server 125 may also archive copies of solu 
tions generated, data sent, data received, and the like either 
locally or remotely. Furthermore, security server 125 may 
communicate information about source path identi?cation 
attempts to devices at remote locations coupled to a netWork. 
For example, security server 125 may communicate informa 
tion to a netWork operations center, a redundant security 
server, or to a data analysis facility for post processing. 

Exemplary Processing for Determining Whether a 
Malicious Packet has been Observed 

[0080] FIG. 7 is a ?oWchart of exemplary processing for 
determining Whether a malicious packet, such as a virus or 
Worm, has been observed according to an implementation 
consistent With the principles of the invention. The processing 
of FIG. 7 may be performed by packet detection logic 300 
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implemented Within a security router, such as security router 
126, or by other devices con?gured to trace the paths taken by 
malicious packets. In other implementations, one or more of 
the described acts may be performed by other systems or 
devices Within system 100. 
[0081] Processing may begin When security router 126 
receives a query from security server 125 (act 705). As 
described above, the query may include a TTL ?eld. A TTL 
?eld may be employed because it provides an ef?cient 
mechanism for ensuring that a security router responds only 
to relevant, or timely, queries. In addition, employing TTL 
?elds may reduce the amount of data traversing the netWork 
betWeen security server 125 and participating routers because 
queries With expired TTL ?elds may be discarded. 
[0082] If the query includes a TTL ?eld, security router 126 
may determine if the TTL ?eld in the query has expired (act 
710). If the TTL ?eld has expired, security router 126 may 
discard the query (act 715). If the TTL ?eld has not expired, 
security router 126 may hash the malicious packet contained 
Within the query at each possible starting offset Within a block 
(act 720). Security router 126 may generate multiple hash 
values because the code body of a virus or Worm may appear 
at any arbitrary offset Within the packet that carries it (e.g., 
each copy may have an e-mail header attached that differs in 
length for each copy). 
[0083] Security router 126 may then determine Whether 
any of the generated hash values match one of the recorded 
hash values in hash memory 320 (act 725). Security router 
126 may use each of the generated hash values as an address 
into hash memory 320. At each of the addresses, security 
router 126 may determine Whether indicator ?eld 412 indi 
cates that a prior packet With the same hash value has been 
observed. If none of the generated hash values match a hash 
value in hash memory 320, security router 126 does not 
forWard the query (act 73 0), but instead may send a negative 
response to security server 125 (act 735). 
[0084] If one or more of the generated hash values match a 
hash value in hash memory 320, hoWever, security router 126 
may forWard the query to all of its output ports excluding the 
output port in the direction from Which the query Was received 
(act 740). Security router 126 may also send a positive 
response to security server 125, indicating that the packet has 
been observed (act 745). The response may include the 
address of security router 126 and information about 
observed packets that have passed through security router 
126. 

CONCLUSION 

[0085] Systems and methods consistent With the present 
invention provide mechanisms to detect and/ or prevent trans 
mission of malicious packets, such as viruses and Worms, and 
trace the propagation of the malicious packets through a 
netWork. 
[0086] The foregoing description of preferred embodi 
ments of the present invention provides illustration and 
description, but is not Intended to be exhaustive or to limit the 
invention to the precise form disclosed. Modi?cations and 
variations are possible in light of the above teachings or may 
be acquired from practice of the invention. 
[0087] For example, systems and methods have been 
described With regard to netWork-level devices. In other 
implementations, the systems and methods described herein 
may be used With a stand-alone device at the input or output 
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of a netWork link or at other protocol levels, such as in mail 
relay hosts (e.g., Simple Mail Transfer Protocol (SMTP) serv 
ers). 
[0088] White series of acts have been described With regard 
to the ?oWcharts of FIGS. 5-7, the order of the acts may differ 
in other implementations consistent With the principles of the 
invention. In addition, non-dependent acts may be performed 
concurrently. 
[0089] Further, certain portions of the invention have been 
described as “logic” that performs one or more functions. 
This logic may include hardWare, such as an application 
speci?c integrated circuit or a ?eld programmable gate array, 
softWare, or a combination of hardWare and softWare. 
[0090] No element, act, or instruction used in the descrip 
tion of the present application should be construed as critical 
or essential to the invention unless explicitly described as 
such. Also, as used herein, the article “a” is intended to 
include one or more items. Where only one item is intended, 
the term “one” or similar language is used. The scope of the 
invention is de?ned by the claims and their equivalents. 
What is claimed is: 
1. A method for detecting transmission of malicious pack 

ets, comprising: 
receiving a plurality of packets; 
generating hash values corresponding to the packets; 
comparing the generated hash values to hash values corre 

sponding to prior packets; and 
determining that one of the packets is a potentially mali 

cious packet When the generated hash value correspond 
ing to the one packet matches one of the hash values 
corresponding to one of the prior packets and the one 
prior packet Was received Within a predetermined 
amount of time of the one packet. 

2. The method of claim 1, Wherein the generating hash 
values includes: 

hashing a payload ?eld in each of the packets to generate 
the hash values. 

3. The method of claim 2, Wherein the hashing a payload 
?eld includes: 

hashing successive ?xed-siZed blocks in the payload ?eld 
in each of the packets. 

4. The method of claim 1, further comprising: 
storing a plurality of hash values corresponding to knoWn 

malicious packets. 
5. The method of claim 4, further comprising: 
comparing the generated hash values to the hash values 

corresponding to the knoWn malicious packets; and 
declaring that one of the packets is a malicious packet When 

one or more of the generated hash values corresponding 
to the one packet matches one or more of the hash values 
corresponding to the knoWn malicious packets. 

6. The method of claim 5, further comprising: 
taking remedial action When the one packet is declared a 

malicious packet. 
7. The method of claim 6, Wherein the taking remedial 

action includes at least one of: 
raising a Warning, 
delaying transmission of the one packet, 
requiring human examination of the one packet, 
dropping the one packet, 
dropping other packets originating from a same address as 

the one packet, 
sending a Transmission Control Protocol (TCP) close mes 

sage to a sender of the one packet, 
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disconnecting a link on Which the one packet Was received, 
and 

corrupting the one packet 
8. The method of claim 1, further comprising: 
determining Whether more than a prede?ned number of the 

prior packets With the matching hash value Was received. 
9. The method of claim 8, Wherein the determining that one 

of the packets is a potentially malicious packet includes: 
identifying the one packet as a potentially malicious packet 
When more than the prede?ned number of the prior 
packets Was received Within the predetermined amount 
of time of the one packet. 

10. The method of claim 8, further comprising: 
recording the generated hash value corresponding to the 

one packet When no more than the prede?ned number of 
the prior packets Was received. 

11. The method of claim 1, Wherein the potentially mali 
cious packet is associated With one of a virus and a Worm. 

12. The method of claim 1, further comprising: 
taking remedial action When the one packet is determined 

to be a potentially malicious packet. 
13. The method of claim 12, Wherein the taking remedial 

action includes at least one of: 
raising a warning, 
delaying transmission of the one packet, 
requiring human examination of the one packet, 
dropping the one packet, 
dropping other packets originating from a same address as 

the one packet, 
sending a Transmission Control Protocol (TCP) close mes 

sage to a sender of the one packet, 
disconnecting a link on Which the one packet Was received, 

and 
corrupting the one packet. 
14. The method of claim 12, Wherein the taking remedial 

action includes at least one of: 
determining a probability value associated With Whether 

the one packet is a potentially malicious packet, and 
performing a remedial action When the probability value is 

above a threshold. 
15. The method of claim 1, further comprising: 
comparing a source address associated With the one packet 

to addresses of legitimate replicators, and 
determining that the one packet is not malicious When the 

source address matches one of the addresses of legiti 
mate replicators. 
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16. A system for hampering transmission of a potentially 
malicious packet, comprising: 
means for receiving a packet; 
means for generating one or more hash values from the 

packet; 
means for comparing the generated one or more hash val 

ues to hash values corresponding to prior packets; 
means for determining that the packet is a potentially mali 

cious packet When the generated one or more hash val 
ues match one or more of the hash values corresponding 
to at least one of the prior packets and the at least one of 
the prior packets Was received Within a predetermined 
amount of time of the packet; and 

means for hampering transmission of the packet When the 
packet is determined to be a potentially malicious 
packet. 

17. A system for detecting transmission of potentially mali 
cious packets, comprising: 

a plurality of input ports con?gured to receive a plurality of 
packets; 

a plurality of output ports con?gured to transmit the pack 
ets; 

a hash processor con?gured to: 
observe each of the packets received at the input ports, 
generate hash values corresponding to the packets, 
compare the generated hash values to hash values cor 

responding to previous packets, and 
determine that one of the packets is a potentially mali 

cious packet When one or more of the generated hash 
values corresponding to the one packet matches one 
or more of the hash values corresponding to one of the 
previous packets and the one previous packet Was 
received Within a predetermined amount of time of the 
one packet. 

18. The system of claim 17, Wherein When generating hash 
values, the hash processor is con?gured to hash a payload 
?eld in each of the packets. 

19. The system of claim 18, Wherein When hashing the 
payload ?eld, the hash processor is con?gured to hash suc 
cessive ?xed-sized blocks in the payload ?eld in each of the 
packets. 

20. The system of claim 17, further comprising: 
a hash memory con?gured to store a plurality of hash 

values corresponding to knoWn malicious packets. 

* * * * * 


