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(57) ABSTRACT 

Illustrative embodiments provide a computer implemented 
method, an apparatus, and a computer program product for 
error detection and recovery using an asynchronous transac 
tion journal. In an illustrative embodiment the computer 
implemented method receives a request message from a 
requester, stores the request message in the asynchronous 
transaction journal and determines Whether a sequence num 
ber contained Within the request message is equal to a prede 
termined number. When the sequence number is equal, the 
computer implemented method performs a request in the 
request message to obtain a result and returns the result to the 
requester; otherwise the computer implemented method 
detects an error. The computer implemented method then 
attempts recovery from the error; otherwise the computer 
implemented method noti?es the requestee. 
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ERROR DETECTION AND RECOVERY 
USING AN ASYNCHRONOUS TRANSACTION 

JOURNAL 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 
[0002] The present invention relates generally to an 
improved data processing system and in particular to, a com 
puter implemented method, apparatus, and a computer pro 
gram product for error detection and recovery using an asyn 
chronous transaction journal. 
[0003] 2. Description of the Related Art 
[0004] Asynchronous JavaScript and XML (AJAX), or 
Ajax, is a technique used by Web application developers to 
create interactive Web applications. The intent of the devel 
opers using AJAX is to make the resulting Web pages more 
responsive by sending to and receiving from the server, small 
packets of data in the background eliminating the need to 
reload the entire Web page each time a user requests a change. 
Use of AJAX typically increases the interaction, speed, func 
tion, and usability of a Web page. 
[0005] The advent of AJAX and Web 2.0 has enabled a neW 
breed of highly dynamic, Web-based applications. Web 2.0 
may be vieWed as considering the World Wide Web, or the 
Internet and the Web as an application platform. With such a 
platform there are associated “Web services,” With ad serving 
as an example of a Widely deployed Web service. Many such 
applications noW use AJAX to post changes in a hypertext 
markup language based user interface to server-side applica 
tion logic. The response to these posted changes often con 
tains instructions that are used to update the graphical user 
interface to re?ect the resulting changes in the application’s 
logic. 
[0006] In these applications, it is reasonable to say that 
AJAX messages are used to synchronize changes in a hyper 
text markup language based graphical user interface With a 
server-based application environment. For example, in a 
hypertext markup language based time-sheet system, a hyper 
text markup language form representing a time sheet to a user 
might use AJAX to interact With server-side application logic 
to create a dynamic user experience. In such a system, user 
changes made to the hypertext markup language form, such 
as a change in the “hours Worked” Monday, might be trans 
mitted to the server and resulting graphical user interface 
changes, such as to the “total hours Worked this Week” ?eld, 
Would be propagated back doWn to the graphical user inter 
face. As the user continues to Work With the time-sheet 
graphical user interface, more messages are produced to 
propagate those changes to the server and the responses to the 
messages cause further updates to the timesheet graphical 
user interface. 

[0007] Such systems provide a dynamic and interactive 
user experience, but have the potential to become unpredict 
able if the hypertext markup language based graphical user 
interface and the server-side logic are no longer synchro 
nized. For example, a condition that may lead to a server 
based application to no longer be synchronized With the asso 
ciated hypertext markup language based graphical user 
interface is When an AJAX message becomes lost during 
transmission or execution. NetWork failure could make it 
impossible for an AJAX transaction to be completed. The 
netWork might fail either before or after the state of the 
server-side logic Was updated. In this case, it may be possible 

Jun. 18, 2009 

for the server-side logic to no longer be synchronized With the 
state of the hypertext markup language display. 
[0008] In another example, a server could fail in a clustered 
application scenario. When the application is a clustered 
application using several application servers and one of the 
servers fails before the failing server can propagate state 
information to the remaining servers in the cluster, there is a 
possibility that the hypertext markup language based graphi 
cal user interface and the state of the failover application 
server could no longer be synchronized. 
[0009] In another example, a server could encounter an 
error during the processing of an AJAX request. Again, 
depending on the architecture of the application, this could 
cause the state of the server-side application to no longer be 
synchronized With the hypertext markup language based 
graphical user interface. 
[0010] Clearly, AJAX-based Web 2.0 applications require a 
mechanism to help detect and recover from these failure 
conditions. 

SUMMARY OF THE INVENTION 

[0011] Illustrative embodiments provide a computer imple 
mented method, an apparatus, in the form of a data processing 
system and a computer program product for error detection 
and recovery using an asynchronous transaction journal. In 
one illustrative embodiment, the computer implemented 
method receives a request message from a requester, stores 
the request message in a set of request messages in a trans 
action joumal and determines Whether a sequence number 
contained Within the request message is equal to a predeter 
mined number. The computer implemented method responds 
to determining the sequence number equal to the predeter 
mined number, by performing a request in the request mes 
sage to obtain a result. The computer implemented method 
returns the result to the requester and responds to a determi 
nation that the sequence number is a number other than the 
predetermined number, identifying a presence of an error to 
form a detected error, and performing error recovery for the 
detected error. 

[0012] In another illustrative embodiment, the data pro 
cessing system comprises a bus, a memory connected to the 
bus, a persistent storage connected to the bus, Wherein the 
persistent storage comprises computer executable instruc 
tions, a communications unit connected to the bus, a display 
connected to the bus, a processor connected to the bus, 
Wherein the processor executes the computer executable 
instructions causing the data processing system to receive a 
request message from a requester, store the request message 
in a set of request messages in a transaction journal, and 
determine Whether a sequence number contained Within the 
request message is equal to a predetermined number. The 
processor further executes the computer executable instruc 
tions causing the data processing system to be responsive to 
determining the sequence number equal to the predetermined 
number, to perform a request in the request message to obtain 
a result and return the result to the requester and to be respon 
sive to a determination that the sequence number is a number 
other than the predetermined number, identifying a presence 
of an error to form a detected error; and performing error 
recovery for the detected error. 

[0013] In an illustrative embodiment, the computer pro 
gram product comprises a computer usable recordable 
medium comprising computer executable program code 
thereon, the computer executable program code comprises 
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computer executable program code for receiving a request 
message from a requester, computer executable program code 
for storing the request message in a set of request messages in 
a transaction journal and computer executable program code 
for determining Whether a sequence number contained Within 
the request message is equal to a predetermined number. The 
computer program product further comprising computer 
executable program code responsive to determining the 
sequence number equal to the predetermined number, for 
performing a request in the request message to obtain a result 
and returning the result to the requester, computer executable 
program code responsive to a determination that the sequence 
number is a number other than the predetermined number, 
identifying a presence of an error to form a detected error, and 
computer executable program code for performing error 
recovery for the detected error. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0014] The novel features believed characteristic of the 
invention are set forth in the appended claims. The invention 
itself, hoWever, as Well as a preferred mode of use, further 
objectives and advantages thereof, Will best be understood by 
reference to the folloWing detailed description of an illustra 
tive embodiment When read in conjunction With the accom 
panying draWings, Wherein: 
[0015] FIG. 1 is a pictorial representation of a netWork of 
data processing systems in Which illustrative embodiments 
may be implemented; 
[0016] FIG. 2 is a block diagram ofa data processing sys 
tem in Which illustrative embodiments may be implemented; 
[0017] FIG. 3 is a block diagram ofa portion ofa transac 
tion processor in accordance With illustrative embodiments; 
[0018] FIG. 4 is a block diagram ofa message stream How 
of the transaction processor in FIG. 3 in accordance With 
illustrative embodiments; and 
[0019] FIG. 5 is a ?owchart ofa process ofthe transaction 
processor of FIG. 3 in accordance With illustrative embodi 
ments. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

[0020] With reference noW to the ?gures and in particular 
With reference to FIGS. 1-2, exemplary diagrams of data 
processing environments are provided in Which illustrative 
embodiments may be implemented. It should be appreciated 
that FIGS. 1-2 are only exemplary and are not intended to 
assert or imply any limitation With regard to the environments 
in Which different embodiments may be implemented. Many 
modi?cations to the depicted environments may be made. 
[0021] FIG. 1 depicts a pictorial representation of a net 
Work of data processing systems in Which illustrative embodi 
ments may be implemented. NetWork data processing system 
100 is a netWork of computers in Which the illustrative 
embodiments may be implemented. NetWork data processing 
system 100 contains netWork 102, Which is the medium used 
to provide communications links betWeen various devices 
and computers connected together Within netWork data pro 
cessing system 100. NetWork 102 may include connections, 
such as Wire, Wireless communication links, or ?ber optic 
cables. 
[0022] In the depicted example, server 104 and server 106 
connect to netWork 102 along With storage unit 108. In addi 
tion, clients 110, 112, and 114 connect to netWork 102. Cli 
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ents 110, 112, and 114 may be, for example, personal com 
puters or netWork computers. In the depicted example, server 
104 provides data, such as boot ?les, operating system 
images, and applications to clients 110, 112, and 114. Clients 
110, 112, and 114 are clients to server 104 in this example. 
NetWork data processing system 100 may include additional 
servers, clients, and other devices not shoWn. 
[0023] In the depicted example, netWork data processing 
system 100 is the Internet With netWork 102 representing a 
WorldWide collection of netWorks and gateWays that use the 
Transmission Control Protocol/Intemet Protocol (TCP/IP) 
suite of protocols to communicate With one another. At the 
heart of the Internet is a backbone of high-speed data com 
munication lines betWeen major nodes or host computers, 
consisting of thousands of commercial, governmental, edu 
cational and other computer systems that route data and mes 
sages. Of course, netWork data processing system 100 also 
may be implemented as a number of different types of net 
Works, such as for example, an intranet, a local area netWork 
(LAN), or a Wide area netWork (WAN). FIG. 1 is intended as 
an example, and not as an architectural limitation for the 
different illustrative embodiments. 
[0024] AJAX transaction journaling applies a technique 
used to better ensure information or message packet ordering 
in loW-level netWorking to the problem of message sequenc 
ing in Web 2.0 applications. UsingAJAX asynchronous trans 
action journaling, AJAX messages are sequenced and 
recorded to enable recovery from attempting to process an out 
of sequence message containing a request. For example, in 
the netWork system of FIG. 1, by examining the sequence of 
the message stream, transmitted through a netWork, such as 
netWork 102, the application server, such as server 104, can 
determine if there have been user interface changes on a 
client, such as client 110, that have not been properly 
recorded in the application server state. In this case, the appli 
cation server, server 104, can request that the user interface of 
client 110, “replay” any transactions that Were lost as result of 
a netWork error, server failover, or application error condi 
tion. 
[0025] AJAX transaction journaling addresses the issues of 
detection and correcting the problem of the lost transaction. 
Detecting a break in the sequence of AJAX messages used to 
synchroniZe a hypertext markup language user interface With 
the associated server-side application logic assigns a 
sequence number to each message. The sequence number is 
incremented With each message sent. 
[0026] Both client user interface and server logic maintain 
a record of the sequence number for the most recently fully 
processed message. If the server-side application logic 
receives a message that is not tagged With the expected “next” 
sequence number, the state of the application logic and the 
user interface are no longer synchronized and an error con 
dition exists. 
[0027] When a synchronization error is detected, the 
server-based application logic responds to the out-of-se 
quence AJAX message With an indication of the error and the 
sequence number of the last message that Was successfully 
processed. When the user interface receives noti?cation from 
the server, it “replays” from a cache the messages from that 
last successful sequence number up to its current state. Once 
the message sequence is successfully re-established, transac 
tions can continue as normal. 

[0028] With reference noW to FIG. 2, a block diagram of a 
data processing system is shoWn in Which illustrative embodi 
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ments may be implemented. Data processing system 200 is an 
example of a computer, such as server 104 or client 110 in 
FIG. 1, in Which computer usable program code or instruc 
tions implementing the processes may be located for the 
illustrative embodiments. In this illustrative example, data 
processing system 200 includes communications fabric 202, 
Which provides communications betWeen processor unit 204, 
memory 206, persistent storage 208, communications unit 
210, input/output (I/O) unit 212, and display 214. 
[0029] Processor unit 204 serves to execute instructions for 
softWare that may be loaded into memory 206. Processor unit 
204 may be a set of one or more processors or may be a 

multi-processor core, depending on the particular implemen 
tation. Further, processor unit 204 may be implemented using 
one or more heterogeneous processor systems in Which a 
main processor is present With secondary processors on a 
single chip. As another illustrative example, processor unit 
204 may be a symmetric multi-processor system containing 
multiple processors of the same type. 
[0030] Memory 206, in these examples, may be, for 
example, a random access memory or any other suitable 
volatile or non-volatile storage device. Persistent storage 208 
may take various forms depending on the particular imple 
mentation. For example, persistent storage 208 may contain 
one or more components or devices. For example, persistent 
storage 208 may be a hard drive, a ?ash memory, a reWritable 
optical disk, a reWritable magnetic tape, or some combination 
of the above. The media used by persistent storage 208 also 
may be removable. For example, a removable hard drive may 
be used for persistent storage 208. 
[0031] Communications unit 210, in these examples, pro 
vides for communications With other data processing systems 
or devices. In these examples, communications unit 210 is a 
netWork interface card. Communications unit 210 may pro 
vide communications through the use of either or both physi 
cal and Wireless communications links. 
[0032] Input/ output unit 212 alloWs for input and output of 
data With other devices that may be connected to data pro 
cessing system 200. For example, input/ output unit 212 may 
provide a connection for user input through a keyboard and 
mouse. Further, input/output unit 212 may send output to a 
printer. Display 214 provides a mechanism to display infor 
mation to a user. 

[0033] Instructions for the operating system and applica 
tions or programs are located on persistent storage 208. These 
instructions may be loaded into memory 206 for execution by 
processor unit 204. The processes of the different embodi 
ments may be performed by processor unit 204 using com 
puter implemented instructions, Which may be located in a 
memory, such as memory 206. These instructions are referred 
to as program code, computer usable program code, or com 
puter readable program code that may be read and executed 
by a processor in processor unit 204. The program code in the 
different embodiments may be embodied on different physi 
cal or tangible computer readable media, such as memory 206 
or persistent storage 208. 
[0034] Program code 216 is located in a functional form on 
computer readable media 218 that is selectively removable 
and may be loaded onto or transferred to data processing 
system 200 for execution by processor unit 204. Program 
code 216 and computer readable media 218 form computer 
program product 220 in these examples. In one example, 
computer readable media 218 may be in a tangible form, such 
as, for example, an optical or magnetic disc that is inserted or 
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placed into a drive or other device that is part of persistent 
storage 208 for transfer onto a storage device, such as a hard 
drive that is part of persistent storage 208. In a tangible form, 
computer readable media 218 also may take the form of a 
persistent storage, such as a hard drive, a thumb drive, or a 
?ash memory that is connected to data processing system 
200. The tangible form of computer readable media 218 is 
also referred to as computer recordable storage media. In 
some instances, computer recordable media 218 may not be 
removable. 
[0035] Alternatively, program code 216 may be transferred 
to data processing system 200 from computer readable media 
218 through a communications link to communications unit 
210 and/ or through a connection to input/ output unit 212. The 
communications link and/or the connection may be physical 
or Wireless in the illustrative examples. The computer read 
able media also may take the form of non-tangible media, 
such as communications links or Wireless transmissions con 
taining the program code. 
[0036] The different components illustrated for data pro 
cessing system 200 are not meant to provide architectural 
limitations to the manner in Which different embodiments 
may be implemented. The different illustrative embodiments 
may be implemented in a data processing system including 
components in addition to or in place of those illustrated for 
data processing system 200. Other components shoWn in 
FIG. 2 can be varied from the illustrative examples shoWn. 
[0037] As one example, a storage device in data processing 
system 200 is any hardWare apparatus that may store data. 
Memory 206, persistent storage 208, and computer readable 
media 218 are examples of storage devices in a tangible form. 
[0038] In another example, a bus system may be used to 
implement communications fabric 202 and may be com 
prised of one or more buses, such as a system bus or an 

input/output bus. Of course, the bus system may be imple 
mented using any suitable type of architecture that provides 
for a transfer of data betWeen different components or devices 
attached to the bus system. Additionally, a communications 
unit may include one or more devices used to transmit and 
receive data, such as a modem or a netWork adapter. Further, 
a memory may be, for example, memory 206 or a cache such 
as found in an interface and memory controller hub that may 
be present in communications fabric 202. 
[0039] With reference to FIG. 3, a block diagram of a por 
tion of a transaction processor in accordance With illustrative 
embodiments is shoWn. Transaction processor 300 is an 
example of a transaction processor in accordance With illus 
trative embodiments of the present invention. Transaction 
processor 300 is depicted Within memory 206 of system 200 
of FIG. 2. Transaction processor 300 is illustrated as a col 
lection of modules comprising sender 302 for sending mes 
sages, receiver 304 for receiving messages, message builder 
306 for creating messages, message processor 308 for pro 
cessing message contents, comparator 310 for comparing 
sequence numbers of messages, counter 312 for maintaining 
a message sequence number, and a cache 314 as temporal 
message storage. 
[0040] Transaction processor 300 may be implemented in 
an exemplary manner in each of server 104 and client 110 of 
FIG. 1 to provide function in support of application process 
ing using AJAX and Web 2.0 Web-based applications. Sender 
3 02 provides an outbound communication link While receiver 
304 provides an inbound communication link that may for 
example be implemented in the form of tWo modules. The 
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combined support of the modules enables bi-directional com 
munication between a pair of modules installed on one sys 
tem and another similar pair on another system. 
[0041] Message builder 306 takes a sequence number from 
counter 312 and adds the sequence number to a created mes 
sage before sending the message out through sender 302. 
Message processor 308 receives a message and requests com 
parator 310 to compare the sequence number of the received 
message with a sequence number created by counter 312. 
Typically, a sequence number may be embedded in the header 
portion of a message; however applications may also choose 
to implement sequence numbers as an application speci?c 
?led within a message. Sequence number location within a 
message may therefore vary according to a message protocol 
used. The location of the sequence number does not affect 
message processing because both client and server are pre 
sumed to understand the messaging protocol used. 
[0042] Cache 314 is a storage area used to hold the stream 
of messages processed by transaction processor 300. Cache 
314 may have a speci?ed threshold for messages in the form 
of number of messages or just storage usage. For example, the 
cache may allocate space for messages and when the space is 
used, simply overwrite the earlier messages in a circular use 
patter. Cache 314 may also manage messages saved by num 
ber of messages, such as maintaining the most recent ?ve 
messages. Typically, a cache for message joumaling need not 
be large as message misses are to be detected earlier rather 
than later to aid in recovery. 
[0043] FIG. 4 is a block diagram of a message stream ?ow 
of the transaction processor in FIG. 3 in accordance with 
illustrative embodiments. Message stream 400 depicts a typi 
cal ?ow of messages processed by transaction processor 300 
of FIG. 3 in accordance with illustrative embodiments. 
[0044] Message stream 400 shows a series of message pairs 
401-404 between client 406 and server 408. Message stream 
400 represents a typical communication between client 406 
and server 408 in whichpairs of messages containing requests 
or request messages are exchanged. Messages and request 
messages may be used interchangeably. Pairs of messages are 
exchanged because each request from client 406 is responded 
to by server 408. Each message in the stream is tracked using 
a sequence number, allowing client 406 and server 408 to 
determine if any message is missing. The portion of the mes 
sage stream from server 408 shows the server side message of 
message pair 403 missing. The missing portion of message 
pair 403 is noted as missing request 410. In this example, a 
server processing error or a network error may have occurred. 
This error may result in the failure to generate a response to 
client 406. 
[0045] FIG. 5 is a ?owchart ofa process ofthe transaction 
processor of FIG. 3 in accordance with illustrative embodi 
ments. Process 500 is an example of message processing as 
used in an implementation of transaction processor 300 of 
FIG. 3. Throughout process 500 use of the term message is 
meant to refer to a set of messages comprising one or more 

messages. 
[0046] Process 500 begins (step 502) and a receiver 
receives a request message (step 504). Using the previous 
example, a user changes a hypertext markup language form, 
modify the “hours worked” Monday. This change is typically 
transmitted to the server as a request in a message. The server 

processes the change. The processed change may cause the 
“total hours worked this week” ?eld, to be updated and a 
change would be propagated back to the graphical user inter 
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face in another request. As the user continues to work with the 
time-sheet graphical user interface, more messages are pro 
duced to propagate those changes to the server and the 
responses to the messages cause further updates to the 
timesheet graphical user interface. 
[0047] A sequence number of the received message is com 
pared with the sequence number of a counter (step 506). A 
determination is then made whether the sequence number of 
the request mes sage is the same as the sequence number of the 
counter (step 508). If the numbers compare equal, a “yes” 
results, otherwise a “no” is returned. 
[0048] If a “yes” is obtained in step 508, the operation 
requested in the request message is performed (step 510). The 
results of the requested operation are returned to the requester 
(step 512). The counter is then incremented by one (step 514) 
and process 500 returns to step 504 ready for another request. 
[0049] If a “no” is obtained in step 508, a noti?cation is sent 
to the requester indicating an error due to a missing request 
message (step 516). An attempt to recover the missing request 
message associated with the current sequence number is per 
formed by the requester (step 518). A requester cache con 
taining the temporal copies of recent messages is searched for 
the request message associated with the expected sequence 
number (step 520). 
[0050] For example, if transaction process 300 of FIG. 3, on 
server 104 of FIG. 1, had just sent a message with a sequence 
number “65” to client 110 of FIG. 1, client 110 would be 
expecting a message response with a sequence number of 
“65”. If client 110 receives a message with a sequence num 
ber other than “65” then an error is detected and the requester 
on client 110 would initiate a recovery process to replay the 
missing set of messages. A sequence number larger than “65” 
indicates a message was lost. 

[0051] Ifa missing request message is located in step 520, 
a “yes” result is obtained, otherwise no request message is 
located and a “no” results. If a “yes” was obtained in step 520, 
the requester replays the missing set of request messages as 
needed (step 522) and loops back to step 504. Replaying the 
missing request messages in the set of request messages 
allows for the recovery or re-synchroniZation of the request 
message processing between the requester on the client and 
the requestee on the server. If a “no” was obtained in step 520, 
an error is detected and the requestee, typically the server, is 
noti?ed (step 524) with process 500 terminating thereafter 
(step 526). 
[0052] Thus, the illustrative embodiments provide a com 
puter implemented method, apparatus, and computer pro 
gram product for managing errors. In one embodiment, a 
transaction processor is able to determine if a message to be 
processed has been missed and when missed attempt a recov 
ery operation for the missing message. A requester may also 
be informed of the recovery action or the failure to recover, 
thereby typically allowing the process to be better managed 
and controlled. The problem of a missing message may be 
determined in these examples by a component, such as a 
client or server in the mes sage processing transaction. Recov 
ery of messages typically involves the sender attempting to 
make the transaction right because the sender had previously 
sent the “missing” message. The cache of the sender would 
thus be used to locate the missing message. 
[0053] The invention can take the form of an entirely hard 
ware embodiment, an entirely software embodiment or an 
embodiment containing both hardware and software ele 
ments. In a preferred embodiment, the invention is imple 
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mented in software, which includes, but is not limited to, 
?rmware, resident software, microcode, etc. 
[0054] Furthermore, the invention can take the form of a 
computer program product accessible from a computer-us 
able or computer-readable medium providing program code 
for use by or in connection with a computer or any instruction 
execution system. For the purposes of this description, a 
computer-usable or computer readable recordable medium 
can be any tangible apparatus that can contain, store, com 
municate, propagate, or transport the program for use by or in 
connection with the instruction execution system, apparatus, 
or device. 

[0055] The medium canbe an electronic, magnetic, optical, 
electromagnetic, infrared, or semiconductor system (or appa 
ratus or device) or a propagation medium. Examples of a 
computer-readable medium include a semiconductor or solid 
state memory, magnetic tape, a removable computer diskette, 
a random access memory (RAM), a read-only memory 
(ROM), a rigid magnetic disk and an optical disk. Current 
examples of optical disks include compact disk-read only 
memory (CD-ROM), compact disk-read/write (CD-R/W) 
and DVD. 
[0056] A data processing system suitable for storing and/or 
executing program code will include at least one processor 
coupled directly or indirectly to memory elements through a 
system bus. The memory elements can include local memory 
employed during actual execution of the program code, bulk 
storage, and cache memories which provide temporary stor 
age of at least some program code in order to reduce the 
number of times code must be retrieved from bulk storage 
during execution. 
[0057] Input/output or I/O devices (including but not lim 
ited to keyboards, displays, pointing devices, etc.) can be 
coupled to the system either directly or through intervening 
l/O controllers. 
[0058] Network adapters may also be coupled to the system 
to enable the data processing system to become coupled to 
other data processing systems or remote printers or storage 
devices through intervening private or public networks. 
Modems, cable modems, and Ethernet cards are just a few of 
the currently available types of network adapters. 
[0059] The description of the present invention has been 
presented for purposes of illustration and description, and is 
not intended to be exhaustive or limited to the invention in the 
form disclosed. Many modi?cations and variations will be 
apparent to those of ordinary skill in the art. The embodiment 
was chosen and described in order to best explain the prin 
ciples of the invention, the practical application, and to enable 
others of ordinary skill in the art to understand the invention 
for various embodiments with various modi?cations as are 
suited to the particular use contemplated. 

What is claimed is: 
1. A computer implemented method for error detection and 

recovery using an asynchronous transaction journal, the com 
puter implemented method comprising: 

receiving a request message from a requester; 
storing the request message in a set of request messages in 

the asynchronous transaction journal; 
determining whether a sequence number contained within 

the request message is equal to a predetermined number; 
responsive to determining the sequence number equal to 

the predetermined number, performing a request in the 
request message to obtain a result and returning the 
result to the requester; 
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responsive to a determination that the sequence number is 
a number other than the predetermined number, identi 
fying a presence of an error to form a detected error; and 

performing error recovery for the detected error. 
2. The computer implemented method of claim 1, wherein 

storing the request message in a set of request messages in a 
transaction journal comprises: 

storing the set of request messages in a cache. 
3. The computer implemented method of claim 1, wherein 

performing a request in the request message to obtain a result 
and returning the result to the requester further comprises: 

incrementing a counter by one. 
4. The computer implemented method of claim 1, wherein 

detecting an error further comprises: 
identifying the request message having the sequence num 

ber, other than the predetermined number, in the set of 
messages in the transaction journal to form an identi?ed 
request message. 

5. The computer implemented method of claim 4, wherein 
recovering from the error further comprises: 

performing a request in the identi?ed request message to 
obtain a result and returning the result to the requester; 

incrementing a counter by one; and 
replaying each request message in the set of request mes 

sages in the transaction journal until the sequence num 
ber of the request message equals the predetermined 
number. 

6. The computer implemented method of claim 1, wherein 
detecting an error further comprises: 

failing to ?nd the request message having the sequence 
number, other than the predetermined number, in the set 
of request messages in the transaction journal; and 

notifying the requestee of the error. 
7. The computer implemented method of claim 1, wherein 

the predetermined number is maintained in a counter. 
8. A data processing system for error detection and recov 

ery using an asynchronous transaction journal, the data pro 
cessing system comprising: 

a bus; 
a memory connected to the bus; 
a persistent storage connected to the bus, wherein the per 

sistent storage comprises computer executable instruc 
tions; 

a communications unit connected to the bus; 
a display connected to the bus; 
a processor connected to the bus, wherein the processor 

executes the computer executable instructions causing 
the data processing system to: 

receive a request message from a requester; 
store the request mes sage in a set of request messages in the 

transaction journal; 
determine whether a sequence number contained within 

the request message is equal to a predetermined number; 
responsive to a determination that the sequence number is 

a number other than the predetermined number, identi 
fying a presence of an error to form a detected error; and 

perform error recovery for the detected error. 
9. The data processing system of claim 8, wherein the 

processor executes the computer executable instructions 
causing the data processing system to store the request mes 
sage in a set of request messages in a transaction journal 
further comprises: 

storing the set of request messages in a cache. 
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10. The data processing system of claim 8, wherein the 
processor executes the computer executable instructions 
causing the data processing system to perform a request in the 
request message to obtain a result and return the result to the 
requester further comprises: 

incrementing a counter by one. 
11. The data processing system of claim 8, Wherein the 

processor executes the computer executable instructions 
causing the data processing system to detect an error further 
comprises: 

identifying the request message having the sequence num 
ber, other than the predetermined number, in the set of 
messages in the transaction journal to form an identi?ed 
request message. 

12. The data processing system of claim 11, Wherein the 
processor executes the computer executable instructions 
causing the data processing system to recover from the error 
further comprises: 

performing a request in the identi?ed request message to 
obtain a result and returning the result to the requester; 

incrementing a counter by one; and 
replaying each request message in the set of request mes 

sages in the transaction journal until the sequence num 
ber of the request message equals the predetermined 
number. 

13. The data processing system of claim 8, Wherein the 
processor executes the computer executable instructions 
causing the data processing system to detect an error further 
comprises: 

failing to ?nd the request message having the sequence 
number, other than the predetermined number, in the set 
of request messages in the transaction journal; and 

notifying the requestee of the error. 
14. The data processing system of claim 8, Wherein the 

predetermined number is maintained in a counter. 
15. A computer program product for error detection and 

recovery using an asynchronous transaction journal, the com 
puter program product comprising a computer usable record 
able medium comprising computer executable program code 
thereon, the computer executable program code comprising: 

computer executable program code for receiving a request 
message from a requester; 

computer executable program code for storing the request 
message in a set of request messages in a transaction 
journal; 

computer executable program code for determining 
Whether a sequence number contained Within the request 
message is equal to a predetermined number; 
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computer executable program code, responsive to a deter 
mination that the sequence number is a number other 
than the predetermined number, identifying a presence 
of an error to form a detected error; and 

computer executable program code for performing error 
recovery for the detected error. 

16. The computer program product of claim 15, Wherein 
computer executable program code for storing the request 
message in a set of request messages in a transaction journal 
comprises: 

computer executable program code for storing the set of 
request messages in a cache. 

17. The computer program product of claim 15, Wherein 
computer executable program code for performing a request 
in the request message to obtain a result and returning the 
result to the requester further comprises: 

computer executable program code for incrementing a 
counter by one. 

18. The computer program product of claim 15, Wherein 
computer executable program code for detecting an error 
further comprises: 

computer executable program code for identifying the 
request message having the sequence number, other than 
the predetermined number, in the set of messages in the 
transaction journal to form an identi?ed request mes 
sage. 

19. The computer program product of claim 18, Wherein 
computer executable program code for recovering from the 
error further comprises: 

computer executable program code for performing a 
request in the identi?ed request message to obtain a 
result and returning the result to the requester; 

computer executable program code for incrementing a 
counter by one; and 

computer executable program code for replaying each 
request message in the set of request messages in the 
transaction journal until the sequence number of the 
request message equals the predetermined number. 

20. The computer program product of claim 15, Wherein 
computer executable program code for detecting an error 
further comprises: 

computer executable program code for failing to ?nd the 
request message having the sequence number, other than 
the predetermined number, in the set of request mes 
sages in the transaction journal; and 

computer executable program code for notifying the 
requestee of the error. 

* * * * * 


