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SCAN BASED CONFIGURATION CONTROL 
IN A GAMING ENVIRONMENT 

RELATED APPLICATION DATA 

[0001] This application is a divisional application, pursuant 
to the provisions of 35 U.S.C. § 120, of prior US. patent 
application Ser. No. 11/207,079 (Attorney Docket No. 
IGT1219/ P-672CIP), titled “SCAN BASED CONFIGURA 
TION CONTROL IN A GAMING ENVIRONMENT” by 
Fabbri et al., ?led on Aug. 17, 2005, the entirety of Which is 
incorporated herein by reference for all purposes. 

BACKGROUND OF THE INVENTION 

[0002] This invention relates to gaming machines such as 
slot machines and video poker machines. More particularly, 
the present invention relates to a technique for implementing 
scan based con?guration control in a gaming environment. 
[0003] Gaming machines are becoming increasingly 
sophisticated. Many slot and gaming machines noW employ 
processor driven systems that receive input from touch 
screens, output information on CRT video displays and print 
ers, drive mechaniZed assemblies, and communicate With a 
host of internal devices and external netWorks. One compli 
cation that occurs as a result of this sophistication is that 
gaming machines are no longer available in a con?guration 
that is considered “standard”. Instead, oWners are able to 
con?gure their gaming machines With unique sets of periph 
erals, modes of operation, methods for handling exceptions, 
etc., in order to satisfy their business needs and requirements 
of local gaming jurisdictions. 
[0004] Traditionally, a variety of different techniques may 
be used for con?guring conventional gaming machines. One 
such con?guration technique is implemented by encoding 
con?guration information into a chipset Which is mounted on 
to the gaming machine motherboard or Master Gaming Con 
troller. For example, according to one technique, a “Version 
Chip” EPROM may be programmed to store a predetermined 
four byte Version ID value in the EPROM’s non-volatile 
memory. Once programmed, the Version Chip may then be 
mounted on to the gaming machine motherboard or Master 
Gaming Controller of the gaming machine. During initialiZa 
tion, the Master Gaming Controller reads the four-byte Ver 
sion ID value stored in the Version Chip, and uses this value 
to establish various con?guration parameters relating to gam 
ing machine operations. 
[0005] One advantage of using the above-described gaming 
machine con?guration technique is that it helps to minimize 
or reduce the introduction of human error into the con?gura 
tion process since, once the Version Chip has been pro 
grammed and installed in the gaming machine, the gaming 
machine is able to con?gure itself automatically Without fur 
ther human intervention. Another advantage of this technique 
is that it helps to minimiZe or reduce security risks associated 
With unauthoriZed tampering of the gaming machine con?gu 
ration since the gaming machine con?guration parameters are 
determined solely upon the Version ID information stored 
Within the Version Chip. 
[0006] Despite these advantages, hoWever, the Version 
Chip gaming machine con?guration technique also intro 
duces a number of undesirable limitations to the gaming 
machine con?guration process. For example, the implement 
ing of changes to the gaming machine con?guration param 
eters typically involves changing and/or reprogramming the 
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Version Chip, Which typically can only be performed by 
quali?ed technicians. Additionally, the current technique for 
authenticating a Version Chip typically involves a time-con 
suming process in Which the Version Chip is physically 
removed from the gaming machine, inserted into a Version 
Chip authentication device, manually authenticated via the 
use of a predetermined hash algorithm and randomiZation 
seed, removed from the Version Chip authentication device, 
and reinserted into the gaming machine. Moreover, the con 
ventional process of manually authenticating a Version Chip 
increases the risk of introducing human error into the authen 
tication process since a human authenticator is typically 
required to perform the authentication testing, and to visually 
compare and verify the matching of the output data from the 
Version Chip authentication test to expected, predetermined 
data. The integrity of the data Within the Version Chip can also 
be altered during the removal/installation of the chip from/to 
the processor tray during the manual authentication process 
due to electrostatic discharges from the human authenticator. 
[0007] In light of the above, it Will be appreciated that there 
exist a need for improving conventional techniques for con 
?guring or recon?guring gaming machines. 

SUMMARY OF THE INVENTION 

[0008] Various aspects of the present invention are directed 
to different methods, systems, and computer program prod 
ucts for facilitating con?guration of a gaming machine. In at 
least one embodiment, con?guration of the gaming machine 
may be effected via the use of a gaming machine con?gura 
tion device. Additionally, in at least one embodiment, con 
?guration of the gaming machine may be permitted only 
during speci?ed operating modes of the gaming machine, 
such as, for example, While the gaming machine is in a con 
?guration mode of operation. When the presence of a gaming 
machine con?guration device is detected, con?guration indi 
cia stored on the con?guration device may be accessed and 
used to determine at least one con?guration parameter relat 
ing to con?guration of the gaming machine. Con?guration or 
recon?guration of the gaming machine may then be imple 
mented using the at least one con?guration parameter. 
According to a speci?c embodiment, the gaming machine 
con?guration device may correspond to a con?guration ticket 
Which can be inserted into the gaming machine bill validator 
module. When it is detected that the con?guration ticket has 
been inserted into the bill validator module, the con?guration 
indicia from the con?guration ticket may be read and used to 
determine at least one con?guration parameter relating to 
con?guration of the gaming machine. 
[0009] Additional aspects of the present invention are 
directed to different methods, systems, and computer pro 
gram products for facilitating authentication testing of a com 
ponent of a gaming machine. In at least one embodiment, 
authentication of the gaming machine component may be 
effected via the use of a gaming machine authentication 
device. Additionally, in at least one embodiment, authentica 
tion of the gaming machine component may be permitted 
only during speci?ed operating modes of the gaming 
machine, such as, for example, While the gaming machine is 
in an authentication mode of operation. When the presence of 
a gaming machine authentication device is detected, authen 
tication information stored on the authentication device may 
be accessed and used to generate authentication output data 
relating to the component being authenticated. The authenti 
cation output data may then be provided to an external entity 
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for verifying the results of the authentication test. According 
to a speci?c embodiment, the gaming machine authentication 
device may correspond to an authentication ticket Which can 
be inserted into the gaming machine bill validator module. 
When it is detected that the authentication ticket has been 
inserted into the bill validator module, the authentication 
information from the authentication ticket may be read and 
used to generate the authentication output data relating to the 
component being authenticated. 
[0010] Additional objects, features and advantages of the 
various aspects of the present invention Will become apparent 
from the folloWing description of its preferred embodiments, 
Which description should be taken in conjunction With the 
accompanying draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0011] FIG. 1 shoWs a prospective vieW of an exemplary 
gaming machine 2 in accordance With a speci?c embodiment 
of the present invention. 
[0012] FIG. 2 is a simpli?ed block diagram ofan exemplary 
gaming machine 200 in accordance With a speci?c embodi 
ment of the present invention. 
[0013] FIG. 3 illustrates an example of a portable con?gu 
ration or authentication ticket 300 in accordance With speci?c 
embodiment of the present invention. 
[0014] FIG. 4 illustrates an example of a speci?c embodi 
ment of a con?guration device 400 Which may be used for 
implementing various aspects of the present invention. 
[0015] FIG. 5 illustrates an example of a speci?c embodi 
ment of an authentication device 500 Which may be used for 
implementing various aspects of the present invention. 
[0016] FIG. 6 shoWs a How diagram of a Device Con?gu 
ration Procedure 600 in accordance With a speci?c embodi 
ment of the present invention. 
[0017] FIG. 7 shoWs a How diagram of a Device Authenti 
cation Procedure 700 in accordance With a speci?c embodi 
ment of the present invention. 
[0018] FIG. 8 shoWs a How diagram of a Game Con?gura 
tion Procedure 800 in accordance With a speci?c embodiment 
of the present invention. 
[0019] FIG. 9 shoWs a block diagram illustrating compo 
nents of a gaming system 900 Which may be used for imple 
menting various aspects of the present invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0020] The present invention Will noW be described in 
detail With reference to a feW preferred embodiments thereof 
as illustrated in the accompanying draWings. In the folloWing 
description, numerous speci?c details are set forth in order to 
provide a thorough understanding of the present invention. It 
Will be apparent, hoWever, to one skilled in the art, that the 
present invention may be practiced Without some or all of 
these speci?c details. In other instances, Well knoWn process 
steps and/or structures have not been described in detail in 
order to not obscure the present invention. 

Gaming Machine 

[0021] FIG. 1 shoWs a prospective vieW of an exemplary 
gaming machine 2 in accordance With a speci?c embodiment 
of the present invention. As illustrated in the example of FIG. 
1, machine 2 includes a main cabinet 4, Which generally 
surrounds the machine interior (illustrated, for example, in 
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FIG. 3) and is vieWable by users. The main cabinet includes a 
main door 8 on the front of the machine, Which opens to 
provide access to the interior of the machine. Attached to the 
main door are player-input sWitches or buttons 32, a coin 
acceptor 28, and a bill validator 30, a coin tray 38, and a belly 
glass 40. VieWable through the main door is a video display 
monitor 34 and an information panel 36. The display monitor 
34 Will typically be a cathode ray tube, high resolution ?at 
panel LCD, or other conventional electronically controlled 
video monitor. The information panel 36 may be a back-lit, 
silk screened glass panel With lettering to indicate general 
game information including, for example, a game denomina 
tion (e.g. $0.25 or $1). The bill validator 30, player-input 
sWitches 32, video display monitor 34, and information panel 
are devices used to play a game on the game machine 2. 
According to a speci?c embodiment, the devices may be 
controlled by code executed by a master gaming controller 
housed inside the main cabinet 4 of the machine 2. In speci?c 
embodiments Where it may be required that the code be peri 
odically con?gured and/or authenticated in a secure manner, 
the technique of the present invention may be used for accom 
plishing such tasks. 
[0022] Many different types of games, including mechani 
cal slot games, video slot games, video poker, video black 
jack, video pachinko and lottery, may be provided With gam 
ing machines of this invention. In particular, the gaming 
machine 2 may be operable to provide a play of many differ 
ent instances of games of chance. The instances may be 
differentiated according to themes, sounds, graphics, type of 
game (e. g., slot game vs. card game), denomination, number 
of paylines, maximum jackpot, progressive or non-progres 
sive, bonus games, etc. The gaming machine 2 may be oper 
able to alloW a player to select a game of chance to play from 
a plurality of instances available on the gaming machine. For 
example, the gaming machine may provide a menu With a list 
of the instances of games that are available for play on the 
gaming machine and a player may be able to select from the 
list a ?rst instance of a game of chance that they Wish to play. 

[0023] The various instances of games available for play on 
the gaming machine 2 may be stored as game softWare on a 
mass storage device in the gaming machine or may be gen 
erated on a remote gaming device but then displayed on the 
gaming machine. The gaming machine 2 may executed game 
softWare, such as but not limited to video streaming softWare 
that alloWs the game to be displayed on the gaming machine. 
When an instance is stored on the gaming machine 2, it may 
be loaded from the mass storage device into a RAM for 
execution. In some cases, after a selection of an instance, the 
game softWare that alloWs the selected instance to be gener 
ated may be doWnloaded from a remote gaming device, such 
as another gaming machine. 

[0024] As illustrated in the example of FIG. 1, the gaming 
machine 2 includes a top box 6, Which sits on top of the main 
cabinet 4. The top box 6 houses a number of devices, Which 
may be used to add features to a game being played on the 
gaming machine 2, including speakers 10, 12, 14, a ticket 
printer 18 Which prints barcoded tickets 20, a key pad 22 for 
entering player tracking information, a ?orescent display 16 
for displaying player tracking information, a card reader 24 
for entering a magnetic striped card containing player track 
ing information, and a video display screen 45. The ticket 
printer 18 may be used to print tickets for a cashless ticketing 
system. Further, the top box 6 may house different or addi 
tional devices not illustrated in FIG. 1. For example, the top 
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box may include a bonus Wheel or a back-lit silk screened 
panel Which may be used to add bonus features to the game 
being played on the gaming machine. As another example, the 
top box may include a display for a progressive jackpot 
offered on the gaming machine. During a game, these devices 
are controlled and poWered, in part, by circuitry (e. g. a master 
gaming controller) housed Within the main cabinet 4 of the 
machine 2. 

[0025] It Will be appreciated that gaming machine 2 is but 
one example from a Wide range of gaming machine designs 
on Which the present invention may be implemented. For 
example, not all suitable gaming machines have top boxes or 
player tracking features. Further, some gaming machines 
have only a single game displayimechanical or video, While 
others are designed for bar tables and have displays that face 
upWards. As another example, a game may be generated in on 
a ho st computer and may be displayed on a remote terminal or 
a remote gaming device. The remote gaming device may be 
connected to the host computer via a netWork of some type 
such as a local area netWork, a Wide area netWork, an intranet 
or the Internet. The remote gaming device may be a portable 
gaming device such as but not limited to a cell phone, a 
personal digital assistant, and a Wireless game player. Images 
rendered from 3-D gaming environments may be displayed 
on portable gaming devices that are used to play a game of 
chance. Further a gaming machine or server may include 
gaming logic for commanding a remote gaming device to 
render an image from a virtual camera in a 3-D gaming 
environments stored on the remote gaming device and to 
display the rendered image on a display located on the remote 
gaming device. Thus, those of skill in the art Will understand 
that the present invention, as described beloW, can be 
deployed on most any gaming machine noW available or 
hereafter developed. 
[0026] Some preferred gaming machines of the present 
assignee are implemented With special features and/or addi 
tional circuitry that differentiates them from general -purpose 
computers (e.g., desktop PC’s and laptops). Gaming 
machines are highly regulated to ensure fairness and, in many 
cases, gaming machines are operable to dispense monetary 
aWards of multiple millions of dollars. Therefore, to satisfy 
security and regulatory requirements in a gaming environ 
ment, hardWare and softWare architectures may be imple 
mented in gaming machines that differ signi?cantly from 
those of general-purpose computers. A description of gaming 
machines relative to general-purpose computing machines 
and some examples of the additional (or different) compo 
nents and features found in gaming machines are described 
beloW. 

[0027] At ?rst glance, one might think that adapting PC 
technologies to the gaming industry Would be a simple propo 
sition because both PCs and gaming machines employ micro 
processors that control a variety of devices. HoWever, because 
of such reasons as l) the regulatory requirements that are 
placed upon gaming machines, 2) the harsh environment in 
Which gaming machines operate, 3) security requirements 
and 4) fault tolerance requirements, adapting PC technolo 
gies to a gaming machine can be quite dif?cult. Further, 
techniques and methods for solving a problem in the PC 
industry, such as device compatibility and connectivity 
issues, might not be adequate in the gaming environment. For 
instance, a fault or a Weakness tolerated in a PC, such as 
security holes in softWare or frequent crashes, may not be 
tolerated in a gaming machine because in a gaming machine 
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these faults can lead to a direct loss of funds from the gaming 
machine, such as stolen cash or loss of revenue When the 
gaming machine is not operating properly. 
[0028] For the purposes of illustration, a feW differences 
betWeen PC systems and gaming systems Will be described. A 
?rst difference betWeen gaming machines and common PC 
based computers systems is that gaming machines are 
designed to be state-based systems. In a state-based system, 
the system stores and maintains its current state in a non 
volatile memory, such that, in the event of a poWer failure or 
other malfunction the gaming machine Will return to its cur 
rent state When the poWer is restored. For instance, if a player 
Was shoWn an aWard for a game of chance and, before the 
aWard could be provided to the player the poWer failed, the 
gaming machine, upon the restoration of poWer, Would return 
to the state Where the aWard is indicated. As anyone Who has 
used a PC, knoWs, PCs are not state machines and a majority 
of data is usually lost When a malfunction occurs. This 
requirement affects the softWare and hardWare design on a 
gaming machine. 
[0029] A second important difference betWeen gaming 
machines and common PC based computer systems is that for 
regulation purposes, the softWare on the gaming machine 
used to generate the game of chance and operate the gaming 
machine has been designed to be static and monolithic to 
prevent cheating by the operator of gaming machine. For 
instance, one solution that has been employed in the gaming 
industry to prevent cheating and satisfy regulatory require 
ments has been to manufacture a gaming machine that can use 
a proprietary processor running instructions to generate the 
game of chance from an EPROM or other form of non 
volatile memory. The coding instructions on the EPROM are 
static (non-changeable) and must be approved by a gaming 
regulators in a particular jurisdiction and installed in the 
presence of a person representing the gaming jurisdiction. 
Any changes to any part of the softWare required to generate 
the game of chance, such as adding a neW device driver used 
by the master gaming controller to operate a device during 
generation of the game of chance can require a neW EPROM 
to be burnt, approved by the gaming jurisdiction and rein 
stalled on the gaming machine in the presence of a gaming 
regulator. Regardless of Whether the EPROM solution is 
used, to gain approval in most gaming jurisdictions, a gaming 
machine must demonstrate suf?cient safeguards that prevent 
an operator or player of a gaming machine from manipulating 
hardWare and softWare in a manner that gives them an unfair 
and some cases an illegal advantage. The gaming machine 
should have a means to determine if the code it Will execute is 
valid. If the code is not valid, the gaming machine must have 
a means to prevent the code from being executed. The code 
validation requirements in the gaming industry affect both 
hardWare and softWare designs on gaming machines. 
[0030] A third important difference betWeen gaming 
machines and common PC based computer systems is the 
number and kinds of peripheral devices used on a gaming 
machine are not as great as on PC based computer systems. 
Traditionally, in the gaming industry, gaming machines have 
been relatively simple in the sense that the number of periph 
eral devices and the number of functions the gaming machine 
has been limited. Further, in operation, the functionality of 
gaming machines Were relatively constant once the gaming 
machine Was deployed, i.e., neW peripherals devices and neW 
gaming softWare Were infrequently added to the gaming 
machine. This differs from a PC Where users Will go out and 
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buy different combinations of devices and software from 
different manufacturers and connect them to a PC to suit their 
needs depending on a desired application. Therefore, the 
types of devices connected to a PC may vary greatly from user 
to user depending in their individual requirements and may 
vary signi?cantly over time. 

[0031] Although the variety of devices available for a PC 
may be greater than on a gaming machine, gaming machines 
still have unique device requirements that differ from a PC, 
such as device security requirements not usually addressed by 
PCs. For instance, monetary devices, such as coin dispensers, 
bill validators and ticket printers and computing devices that 
are used to govern the input and output of cash to a gaming 
machine have security requirements that are not typically 
addressed in PCs. Therefore, many PC techniques and meth 
ods developed to facilitate device connectivity and device 
compatibility do not address the emphasis placed on security 
in the gaming industry. 
[0032] To address some of the issues described above, a 
number of hardWare/softWare components and architectures 
are utiliZed in gaming machines that are not typically found in 
general purpose computing devices, such as PCs. These hard 
Ware/softWare components and architectures, as described 
beloW in more detail, include but are not limited to Watchdog 
timers, voltage monitoring systems, state-based softWare 
architecture and supporting hardWare, specialiZed communi 
cation interfaces, security monitoring and trusted memory. 
[0033] For example, a Watchdog timer is normally used in 
International Game Technology (IGT) gaming machines to 
provide a softWare failure detection mechanism. In a nor 
mally operating system, the operating softWare periodically 
accesses control registers in the Watchdog timer subsystem to 
“re-trigger” the Watchdog. Should the operating softWare fail 
to access the control registers Within a preset timeframe, the 
Watchdog timer Will timeout and generate a system reset. 
Typical Watchdog timer circuits include a loadable timeout 
counter register to alloW the operating softWare to set the 
timeout interval Within a certain range of time. A differenti 
ating feature of the some preferred circuits is that the operat 
ing softWare cannot completely disable the function of the 
Watchdog timer. In other Words, the Watchdog timer alWays 
functions from the time poWer is applied to the board. 
[0034] IGT gaming computerplatforms preferably use sev 
eral poWer supply voltages to operate portions of the com 
puter circuitry. These can be generated in a central poWer 
supply or locally on the computer board. If any of these 
voltages falls out of the tolerance limits of the circuitry they 
poWer, unpredictable operation of the computer may result. 
Though most modern general-purpose computers include 
voltage monitoring circuitry, these types of circuits only 
report voltage status to the operating softWare. Out of toler 
ance voltages can cause softWare malfunction, creating a 
potential uncontrolled condition in the gaming computer. 
Gaming machines of the present assignee typically have 
poWer supplies With tighter voltage margins than that 
required by the operating circuitry. In addition, the voltage 
monitoring circuitry implemented in IGT gaming computers 
typically has tWo thresholds of control. The ?rst threshold 
generates a softWare event that can be detected by the oper 
ating softWare and an error condition generated. This thresh 
old is triggered When a poWer supply voltage falls out of the 
tolerance range of the poWer supply, but is still Within the 
operating range of the circuitry. The second threshold is set 
When a poWer supply voltage falls out of the operating toler 
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ance of the circuitry. In this case, the circuitry generates a 
reset, halting operation of the computer. 
[0035] The standard method of operation for IGT slot 
machine game softWare is to use a state machine. Different 
functions of the game (bet, play, result, points in the graphical 
presentation, etc.) may be de?ned as a state. When a game 
moves from one state to another, critical data regarding the 
game softWare is stored in a custom non-volatile memory 
subsystem. This is critical to ensure the player’s Wager and 
credits are preserved and to minimiZe potential disputes in the 
event of a malfunction on the gaming machine. 

[0036] In general, the gaming machine does not advance 
from a ?rst state to a second state until critical information 
that alloWs the ?rst state to be reconstructed is stored. This 
feature alloWs the game to recover operation to the current 
state of play in the event of a malfunction, loss of poWer, etc 
that occurred just prior to the malfunction. After the state of 
the gaming machine is restored during the play of a game of 
chance, game play may resume and the game may be com 
pleted in a manner that is no different than if the malfunction 
had not occurred. Typically, battery backed RAM devices are 
used to preserve this critical data although other types of 
non-volatile memory devices may be employed. These 
memory devices are not used in typical general-purpose com 
puters. 
[0037] As described in the preceding paragraph, When a 
malfunction occurs during a game of chance, the gaming 
machine may be restored to a state in the game of chance just 
prior to When the malfunction occurred. The restored state 
may include metering information and graphical information 
that Was displayed on the gaming machine in the state prior to 
the malfunction. For example, When the malfunction occurs 
during the play of a card game after the cards have been dealt, 
the gaming machine may be restored With the cards that Were 
previously displayed as part of the card game. As another 
example, a bonus game may be triggered during the play of a 
game of chance Where a player is required to make a number 
of selections on a video display screen. When a malfunction 
has occurred after the player has made one or more selections, 
the gaming machine may be restored to a state that shoWs the 
graphical presentation at the just prior to the malfunction 
including an indication of selections that have already been 
made by the player. In general, the gaming machine may be 
restored to any state in a plurality of states that occur in the 
game of chance that occurs While the game of chance is 
played or to states that occur betWeen the play of a game of 
chance. 

[0038] Game history information regarding previous 
games played such as an amount Wagered, the outcome of the 
game and so forth may also be stored in a non-volatile 
memory device. The information stored in the non-volatile 
memory may be detailed enough to reconstruct a portion of 
the graphical presentation that Was previously presented on 
the gaming machine and the state of the gaming machine 
(e.g., credits) at the time the game of chance Was played. The 
game history information may be utiliZed in the event of a 
dispute. For example, a player may decide that in a previous 
game of chance that they did not receive credit for an aWard 
that they believed they Won. The game history information 
may be used to reconstruct the state of the gaming machine 
prior, during and/or after the disputed game to demonstrate 
Whether the player Was correct or not in their assertion. Fur 
ther details of a state based gaming system, recovery from 
malfunctions and game history are described in Us. Pat. No. 
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6,804,763, titled “High Performance Battery Backed RAM 
Interface”, US. Pat. No. 6,863,608, titled “Frame Capture of 
Actual Game Play,” US. application Ser. No. 10/243,104, 
titled, “Dynamic NV-RAM,” and US. application Ser. No. 
10/758,828, titled, “Frame Capture of Actual Game Play,” 
each of Which is incorporated by reference and for all pur 
poses. 
[0039] Another feature of gaming machines, such as IGT 
gaming computers, is that they often include unique inter 
faces, including serial interfaces, to connect to speci?c sub 
systems internal and external to the slot machine. The serial 
devices may have electrical interface requirements that differ 
from the “standard” EIA 232 serial interfaces provided by 
general-purpose computers. These interfaces may include 
EIA 485, EIA 422, Fiber Optic Serial, optically coupled serial 
interfaces, current loop style serial interfaces, etc. In addition, 
to conserve serial interfaces internally in the slot machine, 
serial devices may be connected in a shared, daisy-chain 
fashion Where multiple peripheral devices are connected to a 
single serial channel. 
[0040] The serial interfaces may be used to transmit infor 
mation using communication protocols that are unique to the 
gaming industry. For example, IGT’s Netplex is a proprietary 
communication protocol used for serial communication 
betWeen gaming devices. As another example, SAS is a com 
munication protocol used to transmit information, such as 
metering information, from a gaming machine to a remote 
device. Often SAS is used in conjunction With a player track 
ing system. 
[0041] IGT gaming machines may alternatively be treated 
as peripheral devices to a casino communication controller 
and connected in a shared daisy chain fashion to a single serial 
interface. In both cases, the peripheral devices are preferably 
assigned device addresses. If so, the serial controller circuitry 
must implement a method to generate or detect unique device 
addresses. General-purpose computer serial ports are not able 
to do this. 

[0042] Security monitoring circuits detect intrusion into an 
IGT gaming machine by monitoring security sWitches 
attached to access doors in the slot machine cabinet. Prefer 
ably, access violations result in suspension of game play and 
can trigger additional security operations to preserve the cur 
rent state of game play. These circuits also function When 
poWer is off by use of a battery backup. In poWer-off opera 
tion, these circuits continue to monitor the access doors of the 
slot machine. When poWer is restored, the gaming machine 
can determine Whether any security violations occurred While 
poWer Was off, e.g., via softWare for reading status registers. 
This can trigger event log entries and further data authentica 
tion operations by the slot machine softWare. 
[0043] Trusted memory devices and/ or trusted memory 
sources are preferably included in an IGT gaming machine 
computer to ensure the authenticity of the softWare that may 
be stored on less secure memory subsystems, such as mass 
storage devices. Trusted memory devices and controlling cir 
cuitry are typically designed to not alloW modi?cation of the 
code and data stored in the memory device While the memory 
device is installed in the slot machine. The code and data 
stored in these devices may include authentication algo 
rithms, random number generators, authentication keys, 
operating system kernels, etc. The purpose of these trusted 
memory devices is to provide gaming regulatory authorities a 
root trusted authority Within the computing environment of 
the slot machine that can be tracked and veri?ed as original. 
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This may be accomplished via removal of the trusted memory 
device from the slot machine computer and veri?cation of the 
secure memory device contents is a separate third party veri 
?cation device. Once the trusted memory device is veri?ed as 
authentic, and based on the approval of the veri?cation algo 
rithms included in the trusted device, the gaming machine is 
alloWed to verify the authenticity of additional code and data 
that may be located in the gaming computer assembly, such as 
code and data stored on hard disk drives. A feW details related 
to trusted memory devices that may be used in the present 
invention are described in US. Pat. No. 6,685,567 from US. 
patent application Ser. No. 09/925,098, ?ledAug. 8, 2001 and 
titled “Process Veri?cation,” Which is incorporated herein in 
its entirety and for all purposes. 
[0044] In at least one embodiment, at least a portion of the 
trusted memory devices/ sources may correspond to memory 
Which cannot easily be altered (unalterable memory) such as, 
for example, EPROMS, PROMS, Bios, Extended Bios, and/ 
or other memory sources Which are able to be con?gured, 
veri?ed, and/or authenticated (e.g., for authenticity) in a 
secure and controlled manner. 

[0045] According to a speci?c implementation, When a 
trusted information source is in communication With a remote 
device via a netWork, the remote device may employ a veri 
?cation scheme to verify the identity of the trusted informa 
tion source. For example, the trusted information source and 
the remote device may exchange information using public 
and private encryption keys to verify each other’s identities. 
In another embodiment of the present invention, the remote 
device and the trusted information source may engage in 
methods using Zero knoWledge proofs to authenticate each of 
their respective identities. Details of Zero knoWledge proofs 
that may be used With the present invention are described in 
US publication no. 2003/0203756, by Jackson, ?led on Apr. 
25, 2002 and entitled, “Authentication in a Secure Comput 
eriZed Gaming System, Which is incorporated herein in its 
entirety and for all purposes. 
[0046] Gaming devices storing trusted information may 
utiliZe apparatus or methods to detect and prevent tampering. 
For instance, trusted information stored in a trusted memory 
device may be encrypted to prevent its misuse. In addition, the 
trusted memory device may be secured behind a locked door. 
Further, one or more sensors may be coupled to the memory 
device to detect tampering With the memory device and pro 
vide some record of the tampering. In yet another example, 
the memory device storing trusted information might be 
designed to detect tampering attempts and clear or erase itself 
When an attempt at tampering has been detected. 

[0047] Additional details relating to trusted memory 
devices/ sources are described in US. patent application Ser. 
No. 11/078,966, entitled “SECURED VIRTUAL NET 
WORK INA GAMING ENVIRONMENT”, naming Nguyen 
et al. as inventors, ?led on Mar. 10, 2005, herein incorporated 
in its entirety and for all purposes. 
[0048] Mass storage devices used in a general purpose 
computer typically alloW code and data to be read from and 
Written to the mass storage device. In a gaming machine 
environment, modi?cation of the gaming code stored on a 
mass storage device is strictly controlled and Would only be 
alloWed under speci?c maintenance type events With elec 
tronic and physical enablers required. Though this level of 
security could be provided by softWare, IGT gaming comput 
ers that include mass storage devices preferably include hard 
Ware level mass storage data protection circuitry that operates 
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at the circuit level to monitor attempts to modify data on the 
mass storage device and Will generate both software and 
hardware error triggers should a data modi?cation be 
attempted Without the proper electronic and physical enablers 
being present. 
[0049] Returning to the example of FIG. 1, When a user 
Wishes to play the gaming machine 2, he or she inserts cash 
through the coin acceptor 28 or bill validator 30.Additionally, 
the bill validator may accept a printed ticket voucher Which 
may be accepted by the bill validator 30 as an indicia of credit 
When a cashless ticketing system is used. At the start of the 
game, the player may enter playing tracking information 
using the card reader 24, the keypad 22, and the ?orescent 
display 16. Further, other game preferences of the player 
playing the game may be read from a card inserted into the 
card reader. During the game, the player vieWs game infor 
mation using the video display 34. Other game and priZe 
information may also be displayed in the video display screen 
45 located in the top box. 
[0050] During the course of a game, a player may be 
required to make a number of decisions, Which affect the 
outcome of the game. For example, a player may vary his or 
her Wager on a particular game, select a prize for a particular 
game selected from a prize server, or make game decisions 
Which affect the outcome of a particular game. The player 
may make these choices using the player-input sWitches 32, 
the video display screen 34 or using some other device Which 
enables a player to input information into the gaming 
machine. In some embodiments, the player may be able to 
access various game services such as concierge services and 
entertainment content services using the video display screen 
34 and one more input devices. 

[0051] During certain game events, the gaming machine 2 
may display visual and auditory effects that can be perceived 
by the player. These effects add to the excitement of a game, 
Which makes a player more likely to continue playing. Audi 
tory effects include various sounds that are projected by the 
speakers 10, 12, 14. Visual effects include ?ashing lights, 
strobing lights or other patterns displayed from lights on the 
gaming machine 2 or from lights behind the belly glass 40. 
After the player has completed a game, the player may receive 
game tokens from the coin tray 38 or the ticket 20 from the 
printer 18, Which may be used for further games or to redeem 
a priZe. Further, the player may receive a ticket 20 for food, 
merchandise, or games from the printer 18. 
[0052] FIG. 2 is a simpli?ed block diagram ofan exemplary 
gaming machine 200 in accordance With a speci?c embodi 
ment of the present invention. As illustrated in the embodi 
ment of FIG. 2, gaming machine 200 includes at least one 
processor 210, interfaces 222, and memory 216. 
[0053] In one implementation, processor 210 and master 
gaming controller 212 are included in a logic device 213 
enclosed in a logic device housing. The processor 210 may 
include any conventional processor or logic device con?g 
ured to execute softWare alloWing various con?guration and 
recon?guration tasks such as, for example: a) communicating 
With a remote source via communication interface 206, such 
as a server that stores authentication information or games; b) 
converting signals read by an interface to a format corre 
sponding to that used by softWare or memory in the gaming 
machine; c) accessing memory to con?gure or recon?gure 
game parameters in the memory according to indicia read 
from the con?guration device; d) communicating With inter 
faces 222 and various peripheral devices and I/O devices 211; 
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e) operating interfaces 222 such as, for example, card reader 
225 and paper ticket reader 227; f) operating and various 
peripheral devices such as, for example, display 235, key pad 
230 and a light panel 216; etc. For instance, the processor 210 
may send messages including con?guration and recon?gura 
tion information to the display 235 to inform casino personnel 
of con?guration progress. As another example, the logic 
device 213 may send commands to the light panel 237 to 
display a particular light pattern and to the speaker 239 to 
project a sound to visually and aurally convey con?guration 
information or progress. Light panel 237 and speaker 239 
may also be used to communicate With authoriZed personnel 
for authentication and security purposes. 
[0054] Interfaces 222 includes tWo con?guration device 
interfaces: card reader 225 and bill validator/paper ticket 
reader 227. Card reader 225 and bill validator/paper ticket 
reader 227 may each comprise resources for handling and 
processing con?guration indicia such as a microcontroller 
that converts voltage levels for one or more scanning devices 
to signals provided to processor 210. In one embodiment, 
application softWare for interfaces 222 stores instructions 
(such as, for example, hoW to read indicia from a portable 
con?guration device) in a memory device such as, for 
example, non-volatile memory, hard drive or a ?ash memory. 

[0055] The gaming machine 200 also includes memory 216 
con?gured or designed to store, for example: 1) con?guration 
softWare 214 such as all the parameters and settings for a 
game playable on the gaming machine; 2) associations 218 
betWeen con?guration indicia read from a con?guration 
device With one or more parameters and settings; 3) commu 
nication protocols alloWing the processor 210 to communi 
cate With interfaces 222 and I/O devices 211; 4) a secondary 
memory storage device 215 such as a non-volatile memory 
device, con?gured to store gaming softWare related informa 
tion (the gaming softWare related information and memory 
may be used to store various audio ?les and games not cur 
rently being used and invoked in a con?guration or recon?gu 
ration); 5) communication transport protocols (such as, for 
example, TCP/IP, USB, FireWire, IEEE1394, Bluetooth, 
IEEE 802.1lx (IEEE 802.11 standards), hiperlan/2, Hom 
eRF, etc.) for alloWing the gaming machine to communicate 
With local and non-local devices using such protocols; etc. 
Typically, the master gaming controller 212 communicates 
using a serial communication protocol. A feW examples of 
serial communication protocols that may be used to commu 
nicate With the master gaming controller include but are not 
limited to USB, RS-232 and Netplex (a proprietary protocol 
developed by IGT, Reno, Nev.). 
[0056] A plurality of device drivers may be stored in 
memory 216. For example, device drivers for different types 
of card readers, bill validators, displays, and key pads may all 
be stored in the memory 216. When one type of a particular 
peripheral device is exchanged for another type of the par 
ticular device, a neW device driver may be loaded from the 
memory 216 by the processor 210 to alloW communication 
With the device. For instance, one type of card reader in 
gaming machine 200 may be replaced With a second type of 
card reader Where device drivers for both card readers are 
stored in the memory 216. 

[0057] In some embodiments, the softWare units stored in 
the memory 216 may be upgraded as needed. For instance, 
When the memory 216 is a hard drive, neW games, game 
options, various neW parameters, neW settings for existing 
parameters, neW settings for neW parameters, device drivers, 
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and new communication protocols may be uploaded to the 
memory from the master gaming controller 104 or from some 
other external device. As another example, When the memory 
216 includes a CD/ DVD drive including a CD/DVD designed 
or con?gured to store game options, parameters, and settings, 
the softWare stored in the memory may be upgraded by 
replacing a ?rst CD/DVD With a second CD/DVD. In yet 
another example, When the memory 216 uses one or more 

?ash memory 219 or EPROM 208 units designed or con?g 
ured to store games, game options, parameters, settings, the 
softWare stored in the ?ash and/or EPROM memory units 
may be upgraded by replacing one or more memory units With 
neW memory units Which include the upgraded softWare. In 
another embodiment, one or more of the memory devices, 
such as the hard-drive, may be employed in a game softWare 
doWnload process from a remote softWare server. 

[0058] It Will be apparent to those skilled in the art that 
other memory types, including various computer readable 
media, may be used for storing and executing program 
instructions pertaining to the operation of the present inven 
tion. Because such information and program instructions may 
be employed to implement the systems/methods described 
herein, the present invention relates to machine-readable 
media that include program instructions, state information, 
etc. for performing various operations described herein. 
Examples of machine-readable media include, but are not 
limited to, magnetic media such as hard disks, ?oppy disks, 
and magnetic tape; optical media such as CD-ROM disks; 
magneto-optical media such as ?optical disks; and hardWare 
devices that are specially con?gured to store and perform 
program instructions, such as read-only memory devices 
(ROM) and random access memory (RAM). The invention 
may also be embodied in a carrier Wave traveling over an 
appropriate medium such as airWaves, optical lines, electric 
lines, etc. Examples of program instructions include both 
machine code, such as produced by a compiler, and ?les 
including higher level code that may be executed by the 
computer using an interpreter. 
[0059] Having brie?y discussed an exemplary gaming 
machine suitable for use With of the present invention, the 
con?guration and recon?guration aspects of the invention 
Will noW be discussed. As mentioned earlier, the present 
invention implements a complementary gaming machine 
con?guration device and interface operably associated With 
the gaming machine to facilitate automated con?guration and 
recon?guration of game parameters. In one aspect, the 
present invention relates to a gaming machine that comprises 
automated and scan-based con?guration/recon?guration 
capability for games playable on the machine. An interface 
included in the gaming machine, or operably associated With 
the gaming machine, reads con?guration indicia provided on 
a gaming machine con?guration device. In one embodiment, 
the con?guration device is a con?guration ticket or printed 
ticket and the con?guration indicia are printed or marked on 
the ticket. For example, a printer may manufacture the ticket 
With the settings for each parameter determined via computer 
input to a computer associated With the printer, or individuals 
may manually check boxes designating each setting for a 
con?guration ticket that has options for each parameter. 
Altemately, con?guration indicia may be placed on a ticket 
via a number or other identi?er that is used to access data 
speci?cally designating Which parameters are changed and to 
What settings. 
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[0060] According to a speci?c embodiment, a module that 
manages a gaming machine (e. g., Master Gaming Controller 
or MGC 212) converts the indicia provided on the con?gu 
ration device to commands or parameters that either directly 
or indirectly affect the appropriate portions of the gaming 
machine. Using the direct approach, the indicia can be 
uniquely correlated to a particular set of con?guration 
changes. Alternatively, using an indirect approach, the indicia 
serves as a reference or identi?er that is used to locate the 
desired collection of con?guration changes. This collection 
may be stored internally (Within the game) or externally (ac 
cessible via a communications link such as an Ethernet con 

nection, for example). For example, in one implementation 
the con?guration device may include con?guration indicia 
such as, for example, Version ID information and/or other 
jurisdictional information Which typically Would be stored in 
a Version Chip. 

[0061] According to different embodiments of the present 
invention, a variety of different mechanisms may be used to 
provide the desired con?guration information to the gaming 
machine. For example, as stated previously, in one embodi 
ment, the con?guration device is a con?guration ticket or 
printed ticket Which includes con?guration information. In 
order to read the information from the con?guration ticket, 
the bill of validator module of gaming machine may be 
adapted to read the information on the con?guration ticket 
during certain modes of operation. Alternatively, the gaming 
machine and may include a separate scanning device such as, 
for example, a barcode scanner for reading the information on 
the con?guration ticket. In other embodiments, the con?gu 
ration device may be implemented using other conventional 
technology for communicating With the gamming machine 
such as, for example, WiFi technology, radio frequency (RF) 
technology, magnetic technology, optical technology, etc. In 
such other embodiments, the gaming machine may be 
adapted to include hardWare and/or softWare for receiving 
communications, signals, or other information from the con 
?guration device. 
[0062] Additionally, in at least one embodiment of the 
present invention, con?guration of the gaming machine may 
be permitted only at times When the gaming machine is oper 
ating in speci?c modes of operation such as, for example, 
con?guration mode, operator mode, etc. Thus, for example, 
according to one implementation, the gaming machine may 
be con?gured or designed to receive input from the con?gu 
ration device While the gaming machine is in the con?gura 
tion mode of operation. HoWever, When the gaming machine 
is not operating in con?guration mode, input from the con 
?guration device may be rejected or ignored. 
[0063] FIG. 4 illustrates an example of a speci?c embodi 
ment of a con?guration device 400 Which may be used for 
implementing various aspects of the present invention. As 
illustrated in the example of FIG. 4, con?guration device 400 
is implemented as a con?guration ticket Which may include a 
variety of information encoded therein such as, for example, 
con?guration information 406; machine ID information 404; 
encryption signature information 402; etc. 
[0064] According to one embodiment, the con?guration 
ticket may be designed as a single-use con?guration ticket 
Which may only be used once to con?gure a selected gaming 
machine. Once the con?guration ticket has been used to con 
?gure the selected gaming machine, the ticket may be invali 
dated using a variety of different mechanisms in order to 
prevent the con?guration ticket from being reused. Addition 
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ally, in one implementation, the gaming machine may be 
adapted to keep and store the con?guration ticket Within the 
gaming machine body. In an alternate embodiment, the con 
?guration ticket may be used to con?gure multiple gaming 
machines. In such an embodiment, the gaming machines may 
be adapted to read the con?guration ticket information, and 
then eject the con?guration ticket so that it can be used to 
con?gure additional gaming machines. 
[0065] Referring to FIG. 4, according to a least one imple 
mentation, the con?guration information 406 portion of the 
con?guration ticket may include con?guration indicia such 
as, for example, a Version ID value and/or other Version ID 
information, Which may be used be used to determine and/or 
retrieve desired con?guration parameters for the selected 
gaming machine being con?gured. Such gaming parameters 
may include, for example: country code parameters; default 
limits parameters (e. g., bill limits, voucher limits, credit lim 
its, etc.); accounting model parameters; operating model 
parameters; communication protocol parameters; default dis 
play parameters; default button assignment parameters; etc. 
Additional con?gurable gaming parameters include: lan 
guage parameters; sound parameters; attract mode param 
eters; bill acceptor parameters; coin acceptor parameters; 
hopper parameters; printer parameters; credit limit param 
eters; hopper limit parameters; jackpot limit parameters; bill 
limit parameters; partial pay limit parameters; printer pay 
limit parameters; W2G limit parameters; coin acceptor limit 
parameters; voucher redemption limit parameters; progres 
sive spectrum display parameters; display parameters; credit 
mode parameters; game speed parameters; pay speed param 
eters; bill tilt mode parameters; printer tilt mode parameters; 
host cashless controller parameters; machine type param 
eters; host system bonus parameters; candle parameters; 
machine serial number parameters; machine asset number 
parameters; voucher validation parameters; WAP protocol 
parameters; coinless mode parameters; cashless transfer 
parameters; change voucher parameters; quick tip param 
eters; Bios parameters; etc. 
[0066] According to a speci?c embodiment, the gaming 
machine may be con?gured or designed to operate in attract 
mode When the machine is idle and no money (or indicia or 
credit) has been deposited on the machine. Idle mode identi 
?es a machine state Where the machine is not being played by 
a patron or used by an attendant, and is ready for game play. 
During attract mode, the machine may randomly play sounds 
and/or shoW video clips of actual game play to attract cus 
tomers. Example of attract mode parameters are: duration, 
sound volume, frequency (i.e. shoW the attract every 30 sec 
onds, 2 minutes etc.); etc. 
[0067] In addition to con?guring the gaming machine hard 
Ware/softWare, the con?guration device of the present inven 
tion may also be used to con?gure peripheral devices associ 
ated With the gaming machine such as, for example, the bill 
validator module, coin hopper, etc. 
[0068] According to a speci?c embodiment, the con?gura 
tion information 406 may be mapped to a predetermined set 
of con?guration parameters Which are stored Within local 
memory of the gaming machine. In one implementation, one 
or more tables of con?guration parameters may be populated 
and stored Within non-volatile memory of the gaming 
machine. Additionally, in at least one implementation, 
selected information stored Within the tables of the gaming 
machine may be automatically updated, modi?ed, and/or 
populated via a remote gaming server. 
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[0069] In another embodiment, the information provided 
by the con?guration device 400 may be used to trigger remote 
programming/con?guration of the gaming machine via a 
remote game server or remote host. For example, in one 
implementation, the gaming machine may be con?gured or 
designed to alloW a remote host to remotely program or 
reprogram the gaming machine ?rmWare based, for example, 
on the information provided by the con?guration device 400. 

[0070] In the yet another embodiment, multiple, separate 
con?guration tickets may be used to con?gure or recon?gure 
desired con?guration parameters. For example, a ?rst con 
?guration ticket may be used to con?gure default display 
parameters, While a second con?guration ticket may be used 
to con?gure default button assignment parameters. 
[0071] According to different embodiments, the machine 
ID information 404 may include information for uniquely 
identifying the gaming machine (or machines) Which is to be 
con?gured or recon?gured. In this Way, the machine ID infor 
mation helps to reduce the possibility of con?guration tickets 
being used to con?gure the Wrong gaming machine. Example 
of different types of machine ID information may include: the 
machine processor tray (PCB) ID; the machine serial number 
(Which, for example, may be hard coded in the machine or in 
the MGC module); a unique value or identi?er assigned by 
the casino; etc. According to one implementation, before the 
con?guration ticket may be used for con?guring a selected 
gaming machine, the machine ID information 404 of the 
con?guration ticket is compared to the corresponding ID 
information of the selected gaming machine. If a valid match 
is not detected, the con?guration ticket is rejected Without 
performing any con?guration operations. 
[0072] It Will be appreciated that, Where desirable, the 
machine ID information portion of the con?guration ticket 
may be omitted in speci?c implementations. HoWever, omis 
sion of the machine ID information in such implementations 
increases the possibility of such con?guration tickets being 
used to con?gure the Wrong gaming machine. 
[0073] In order to provide for increased security With 
respect to authorized gaming machine con?guration opera 
tions, portions of the con?guration information 406 and/or 
portions of the machine ID information 404 may be 
encrypted. For example, in at least one embodiment, encryp 
tion architectures may employ asymmetric and symmetric 
encryption techniques. 
[0074] In symmetric encryption, tWo parties share a com 
mon encryption key that is used to encrypt to encrypt and to 
decrypt information. To maintain security, the symmetric key 
should preferably remain a secret shared only be the tWo 
parties using the key. In an asymmetric encryption scheme, a 
public-private encryption key pair is generated. Information 
encrypted With the private encryption key may be decrypted 
only using the corresponding public encryption key of the 
public-private encryption key pair and information encrypted 
With the public encryption key may be decrypted only using 
the private encryption key of the public-private encryption 
key pair. Thus, an entity With a private encryption key of 
public-private encryption key pair may give its public encryp 
tion key to many other entities. The public key may be made 
available (e.g., via an Internet server, e-mail, or some other 
means) to Whoever needs or Wants it. The private key, on the 
other hand, is not made public. In this Way, interested parties 
may use the public encryption key to encrypt the data. HoW 
ever, as long as the private encryption key remains private, 
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only the entity (or entities) With the private encryption key can 
decrypt information encrypted With the public encryption 
key. 
[0075] A private key of a public-private key pair may also 
be used to sign a message or other information, and the 
signature may then be used for authenticating the signed 
information. Thus, for example, When a private key is used to 
sign a portion of encrypted information, the public key may 
be used to validate the signature and therefore the authenticity 
of the encrypted information. Additional information relating 
to encryption techniques is provided in Us. Pat. No. 6,866, 
586 Which is incorporated herein by reference in its entirety 
for all purposes. 
[0076] According to one implementation, portion 401 of 
the con?guration device 400 (Which includes, for example, all 
or portions of the machine ID information 404 and con?gu 
ration information 406) may be encrypted using a private 
encryption key. Additionally, the encrypted portion 401 of the 
con?guration ticket may be signed using a private key, and the 
signature included in the encryption signature information 
402 portion of the con?guration ticket. Before the con?gura 
tion ticket may be used for con?guring a selected gaming 
machine, the con?guration ticket may be authenticated or 
validated, for example, by using a public key to validate the 
encryption signature information portion 402 of the con?gu 
ration ticket. If the signature can not be validated, the con 
?guration ticket is rejected Without performing any con?gu 
ration operations. According to speci?c embodiments, Where 
desirable, the encryption signature information 402 portion 
of the con?guration ticket may be omitted. 
[0077] FIG. 6 shoWs a How diagram of a Device Con?gu 
ration Procedure 600 in accordance With a speci?c embodi 
ment of the present invention. In at least one implementation, 
the Device Con?guration Procedure 600 may be imple 
mented by hardWare and/ or softWare components of a gaming 
device Which has been selected for con?guration. In a speci?c 
implementation, the Device Con?guration Procedure 600 
may be implemented at the Master Gaming Controller 
(MGC) 212. 
[0078] Initially, as shoWn at 602 the gaming device receives 
a request for initiating a con?guration mode of operation. 
Such a request may be generated, for example, in response to 
input from a human operator, a remote device, or from the 
con?guration device itself. In response, the gaming machine 
may sWitch its current operating mode to initiate (604) a 
con?guration mode of operation. According to a speci?c 
implementation, While in the con?guration mode of opera 
tion, the bill validator module (e.g., 225) may be con?gured 
or designed to read and extract information from con?gura 
tion tickets Which are input into the bill validator module. For 
example, the con?guration ticket may include a barcode rep 
resenting at least a portion of the con?guration ticket infor 
mation described in FIG. 4. According to a speci?c imple 
mentation, the bill validator module may be con?gured or 
designed to read the barcode and securely transmit the bar 
code information to the Master Gaming Controller. The Mas 
ter Gaming Controller may then decode the barcode informa 
tion, and use the decoded information to perform subsequent 
con?guration operations. 
[0079] According to one implementation, the gaming 
machine may be con?gured or designed to receive input from 
the con?guration device only While the gaming machine is in 
the con?guration mode of operation. When the gaming 
machine is not operating in con?guration mode, input from 
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the con?guration device may be rejected or ignored. This 
feature provides an additional security measure to prevent 
unauthoriZed persons (e.g., players) from tampering With the 
gaming machine con?guration parameters. 
[0080] Upon detection (606) of a con?guration ticket input, 
the identi?ed con?guration ticket is validated and/or authen 
ticated (608). According to a speci?c embodiment, the pro 
cess of validating speci?c information may include analyZing 
the information to determine Whether the content and/ or for 
mat of the information conforms With speci?c criteria. Addi 
tionally, the process of authenticating speci?c information 
may include analyZing the information to determine Whether 
such information originated from an approved source and/or 
Whether such information conforms With other speci?c crite 
ria used to verify the authenticity of the information. 
[0081] Validation/authentication of a con?guration ticket 
may be performed using a variety of mechanisms. For 
example, in one embodiment, information from the con?gu 
ration ticket may be read and sent to a remote server for 
authentication/validation. The remote server may then per 
form any necessary authentication/validation operations, and 
provide a response indicating Whether or not the identi?ed 
con?guration ticket has been authenticated/validated. For 
auditing purposes, information relating to the identity of the 
gaming machine, identity of the con?guration ticket, and/or 
other desired information (e.g., timestamp information, infor 
mation relating to the identity of the technician performing 
the con?guration, etc.) may be recorded, for example, by 
logging such information in the memory of the gaming 
machine, by logging such information in the memory of the 
remote server, and/ or by printing a ticket including such 
information using the ticket printer module (e. g., 18) of the 
gaming machine. 
[0082] In an alternate embodiment, the gaming machine 
may be con?gured or designed to validate or authenticate the 
identi?ed con?guration ticket. According to one implemen 
tation, the ticket authentication may include applying a CRC 
algorithm to all or portions of the information 401 of the 
con?guration ticket, and comparing the result With the signa 
ture information of portion 402. If both values are equal (or if 
it is determined that there is a match), it may be assumed that 
the ticket is valid. Accordingly, con?guration information 
406 may then be used to con?gure the gaming machine. In 
one implementation Where the con?guration ticket includes 
encryption signature information, the con?guration ticket 
may be authenticated or validated, for example, by using a 
public key to authenticate the encryption signature informa 
tion portion 402 of the con?guration ticket. If the signature 
can not be authenticated, the con?guration ticket is rejected 
(612), and an error handling procedure may be initiated (614). 
[0083] Additionally, according to a speci?c implementa 
tion, validation/ authentication of the con?guration ticket may 
include matching the machine ID information 404 of the 
con?guration ticket With the machine ID information of the 
selected gaming machine. If a valid match is not detected, the 
con?guration ticket is rejected (612), and an error handling 
procedure may be initiated (614). 
[0084] Assuming that the con?guration ticket has been 
validated/authenticated, the con?guration information pro 
vided on the con?guration ticket is identi?ed (616), and used 
to determine and/or acquire one or more associated con?gu 
ration parameters. According to one embodiment, the con 
?guration information 406 may be mapped to a predeter 
mined set of con?guration parameters Which are stored 
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Within local memory of the gaming machine. For example, in 
one implementation, the con?guration information 406 may 
include a Version ID value similar to that provided by a 
conventional Version Chip. This Version ID value may then 
be used by the MGC to determine the appropriate con?gura 
tion parameters to be implemented. In at least one implemen 
tation, the con?guration parameters may be selected from one 
or more tables of con?guration parameters stored Within non 
volatile memory of the gaming machine. Additionally, in at 
least one implementation, selected information stored Within 
the tables of the gaming machine may be automatically 
updated, modi?ed, and/or populated via a remote gaming 
server. 

[0085] In another embodiment, the information provided 
by the con?guration device 400 may be used to acquire or 
retrieve con?guration parameters from a remote device such 
as, for example, a remote game server or remote host. Addi 
tionally, in one implementation, the gaming machine may be 
con?gured or designed to alloW a remote host to remotely 
con?gure the gaming machine based, for example, on the 
information provided by the identi?ed con?guration ticket. 
[0086] It is also possible for the con?guration ticket to 
specify one or more con?guration parameters Which are to be 
implemented at the selected gaming machine. In a speci?c 
implementation, multiple con?guration tickets may be used 
to con?gure or recon?gure desired con?guration parameters 
of the gaming machine. 
[0087] Once the desired con?guration parameters have 
been determined/acquired, the identi?ed con?guration 
parameters may be displayed (620) (e.g., on the gaming 
machine display) for approval (622) before being imple 
mented. In one implementation, a service technician or opera 
tor may be required to approve the neW con?guration param 
eters before they are implemented at the selected gaming 
machine. Such approval may be implemented, for example, 
by the technician or operator depressing a speci?ed button on 
the gaming machine to indicate approval. In addition to 
operator approval, the con?guration parameters may also be 
required to be approved by other entities such as, for example, 
the MCG 212, a remote server, etc. If the identi?ed con?gu 
ration parameters are not approved, an appropriate error han 
dling procedure may be initiated (614). If the identi?ed con 
?guration parameters are approved, then the approved 
con?guration parameters may be stored (624) in non-volatile 
memory before being implemented. 
[0088] As shoWn at 626, a determination is made as to 
Whether there are additional con?guration operations to be 
performed. For example, While in con?guration mode, the 
gaming machine may Wait for additional con?guration tickets 
to be input. 
[0089] After all the desired con?guration parameters have 
been selected, the gaming machine may exit (628) the con 
?guration mode of operation, Whereupon an automatic recon 
?guration process may then be initiated (630) in order to 
update the con?guration information at the selected gaming 
machine With the selected con?guration parameters. If 
desired, a receipt or record of the con?guration changes may 
be printed (e. g., by the ticket printer 18) for audit purposes. 
[0090] It Will be appreciated that the con?guration tech 
nique of the present invention provides a number of advan 
tages over conventional gaming machine con?guration tech 
niques. For example one advantage of the con?guration 
technique of the present invention is that it helps to minimiZe 
or reduce the introduction of human error into the con?gura 
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tion process since, for example, the con?guration parameters 
may be automatically determined and selected using infor 
mation provided by the con?guration ticket(s). Additionally, 
the technique of the present invention may be implemented in 
gaming machines Which do not include Version Chip compo 
nents. Moreover, the technique of the present invention may 
help to reduce gaming machine manufacturing costs by elimi 
nating the necessity for including Version Chips and/or other 
con?guration hardWare (e.g., EPROMs) in gaming machines. 
This also helps to reduce the amount of time a gaming 
machine is placed in con?guration mode since, for example, 
the replacement of a con?guration EPROM or Version Chip 
requires more time for implementing than the insertion of a 
con?guration ticket. Additionally, the changing and pro gram 
ming of a Version Chip typically requires the assistance of a 
quali?ed technician, Whereas the insertion of a con?guration 
ticket may be performed by a non-quali?ed technician such 
as, for example, a casino attendant. Another advantage of the 
technique of the present invention is that it is con?gurable to 
enable off-line con?guration of gaming machines and/or 
online (e. g., server based) con?guration of gaming machines. 
[0091] In at least one embodiment of the present invention, 
the technique of the present invention may also be used to 
con?gure various in game modes and/or game parameters of 
selected gaming machines. 
[0092] FIG. 8 shoWs a How diagram of a Game Con?gura 
tion Procedure 800 in accordance With a speci?c embodiment 
of the present invention. In at least one implementation, the 
Game Con?guration Procedure 800 may be implemented by 
hardWare and/or softWare components of a gaming device 
Which has been selected for con?guration. In a speci?c imple 
mentation, the Game Con?guration Procedure 800 may be 
implemented at the Master Gaming Controller (MGC) 212. 
[0093] It is noted that many of the operations in the Game 
Con?guration Procedure ?oW diagram of FIG. 8 are similar to 
the operations described previously With respect to the device 
con?guration procedure 600 of Figure six, and therefore Will 
be described in greater detail. 
[0094] Initially, as shoWn at 802 the gaming device receives 
a request for initiating a game con?guration mode of opera 
tion. Such a request may be generated, for example, in 
response to input from a human operator or a remote device. 
In response, the gaming machine may sWitch its current oper 
ating mode to initiate (804) a game con?guration mode of 
operation. According to a speci?c implementation, While in 
the game con?guration mode of operation, the bill validator 
module (e. g., 225) may be con?gured or designed to read and 
extract information from game con?guration tickets Which 
are input into the bill validator module. 
[0095] According to one implementation, the gaming 
machine may be con?gured or designed to receive input from 
the game con?guration tickets only While the gaming 
machine is in the game con?guration mode of operation. 
When the gaming machine is not operating in the game con 
?guration mode, input from the con?guration device may be 
rejected or ignored. This feature provides an additional secu 
rity measure to prevent unauthorized persons (e.g., players) 
from tampering With the gaming machine con?guration 
parameters. 
[0096] In at least one implementation, the game con?gura 
tion ticket may include information and features similar to 
those described With respect to con?guration device 400 of 
FIG. 4 and con?guration ticket 300 of FIG. 3. Additionally, 
the game con?guration ticket may also include game con?gu 
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ration parameters such as, for example: information relating 
to one or more desired game(s) Which the gaming machine is 
to implement While in game play mode during speci?ed time 
periods; denominations of the games (e.g., in a multidenomi 
nation gaming machine); maximum bet alloWed; the maxi 
mum of number of lines alloWed in a multi-line game; etc. 
[0097] Upon detection (808) of a game con?guration ticket 
input, the identi?ed game con?guration ticket is validated 
and/or authenticated (808). Validation/authentication of a 
game con?guration ticket may be performed using a variety 
of mechanisms such as those described previously, for 
example, With respect to FIG. 6. If it is determined (810) that 
the validation and/or authentication of the game con?gura 
tion ticket has failed, the game con?guration ticket is rejected 
(812), and an error handling procedure may be initiated (814). 
[0098] Assuming that the game con?guration ticket has 
been validated and/or authenticated (810), the game con?gu 
ration information provided on the game con?guration ticket 
is identi?ed (816), and used to determine and/or acquire one 
or more associated con?guration parameters. According to 
one embodiment, the game con?guration information 408 
may be mapped to a predetermined set of game con?guration 
parameters Which are stored Within local memory of the gam 
ing machine. In another embodiment, the information pro 
vided by the game con?guration device 400 may be used to 
acquire or retrieve con?guration parameters from a remote 
device such as, for example, a remote game server or remote 
host. Additionally, in one implementation, the gaming 
machine may be con?gured or designed to alloW a remote 
host to remotely con?gure the gaming machine based, for 
example, on the information provided by the identi?ed game 
con?guration ticket. For example, in speci?c jurisdictions 
Which require that gaming machines use a proprietary pro 
cessor running instructions to generate a game of chance from 
an EPROM or other form of non-volatile memory, the game 
con?guration information provided by the game con?gura 
tion ticket may be used to retrieve (818) game information 
such as, for example, game code, game ?rmWare/softWare 
information, and/or other game parameters from a remote 
host to be subsequently installed in the appropriate ?rmWare 
and/ or other non-volatile memory of the gaming machine. In 
at least one implementation, the retrieved game parameters 
may ?rst be displayed on the gaming machine display for 
approval before installation in the gaming machine memory. 
Assuming that the retrieved game parameters are approved 
(822), the retrieved game information may then be installed 
(824) in the appropriate memory locations (e.g., ?rmWare 
and/or other non-volatile memory sources) of the gaming 
machine. 
[0099] Once the desired game information has been 
installed at the gaming machine, the gaming machine may 
exit (828) the game con?guration mode of operation, Where 
upon the game play mode may be initiated using the neWly 
installed game information. 

Authentication 

[0100] In addition to being utiliZed for con?guration of the 
gaming machines, the technique of the present invention may 
also be used for performing authentication of the gaming 
machine hardWare/softWare components (such as, for 
example, game code residing in the gaming machine ?rm 
Ware), peripherals, and/or trusted memory sources. 
[0101] As described previously, a common technique for 
authenticating a Version Chip Which has been installed in a 
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gaming machine involves a time-consuming process in Which 
the gaming machine is taken off line, and the Version Chip 
physically removed from the gaming machine and inserted 
into a Version Chip authentication device. 
[0102] The code programmed into the Version Chip is then 
manually authenticated (by a human authenticator, such as a 
gaming regulator) by using a predetermined hash algorithm 
and predetermined randomiZation seed to generate a hash 
code or checksum value for the code. The seed value is 
typically entered manually by the authenticator. The human 
authenticator then compares this hash code value With an 
expected, predetermined value to verify that there is a match. 
The comparison may also be performed using softWare Which 
is able to communicate With the EPROM reader. The human 
authenticator veri?es that the softWare reports a successful 
comparison. Once authenticated, the Version Chip is then 
removed from the Version Chip authentication device, rein 
serted into the gaming machine, and the gaming machine 
re-booted. 
[0103] A similar process may also occur during jackpot 
veri?cation. For example, When a player Wins a large jackpot 
on a particular gaming machine, it is common practice for the 
casino to authenticate the game code of that gaming machine 
before delivering the jackpot payout to the player. Typically, 
the authentication of the game code involves removing game 
code ?r'mWare (e. g., an EPROM) from the gaming machine, 
and authenticating the game code using an external authenti 
cation testing device. 
[0104] Additionally, it is noted that the removal of the Ver 
sion Chip or other ?rmWare from a gaming machine typically 
can only be performed by a quali?ed technician. Moreover, 
the removal of such devices involves the disarming of a num 
ber of security measures such as, for example, the unlocking 
and opening of the main gamming machine door; the unlock 
ing and opening of the CPU door; the disarming any alarms 
Which may be activated; etc. The disarming of such security 
measures increases the risk of unauthorized tampering of the 
gaming machine hardWare/softWare. 
[0105] Another problem associated With the conventional 
process of manually authenticating a Version Chip or other 
?r'mWare is that a human authenticator is typically required to 
perform the authentication testing, Which may involve manu 
ally inputting data, and visually comparing and verifying the 
matching of output data from the authentication test to 
expected, predetermined data. Because humans are used to 
perform conventional gaming machine authentication test 
ing, conventional authentication techniques introduce 
increased risks of human error into the authentication pro 
cess. 

[0106] Another problem associated With the conventional 
process is that the integrity of the data Within the Version Chip 
can also be altered or damaged during the removal/installa 
tion of the chip from/to the processor tray during the manual 
authentication process due to electrostatic discharges from 
the human authenticator. 
[0107] As described in greater detail beloW, at least one 
embodiment of the present invention may include a gaming 
machine authentication technique Which utiliZes an authenti 
cation device (such as, for example, an authentication ticket) 
for performing at least a portion of authentication operations 
relating to the authenticating of gaming machine hardWare 
components, softWare components, peripheral devices, and/ 
or trusted memory sources. According to at least one embodi 
ment, the authentication device may be con?gured or 
































