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METHOD AND SYSTEM FOR ENCRYPTION OF 
FILE CHARACTERISTICS OF .ZIP FILES 

BACKGROUND OF THE INVENTION 

[0001] The present invention relates generally to a method 
of using standard .ZIP ?les and strong encryption technology 
to securely store ?les, and more particularly to a method of 
integrating existing strong encryption methods into the pro 
cessing of .ZIP ?les to provide a highly secure data container 
Which provides ?exibility in the use of symmetric and asym 
metric encryption technology. The present invention adapts 
the Well established and Widely used .ZIP ?le format to sup 
port higher levels of security and multiple methods of data 
encryption and key management, thereby producing an e?i 
cient, highly secure and ?exible digital container for elec 
tronically storing and transferring con?dential data. 

[0002] Compression of computer ?les has been available 
for many years. Compressing ?les can save large amounts of 
disk space, and can reduce transfer time When doWnloading 
?les from the Internet or transferring ?les through email. 
Almost any ?le one doWnloads from the Internet is com 
pressed in some Way. A standard compressed ?le or folder as 
it is sometimes called contains one or more ?les that Were 
compressed into a single ?le or folder. Many different com 
pression formats have been developed over the years. The 
.ZIP format, created by the assignee of the present invention, 
is perhaps the most common compressed ?le format for the 
personal computer. Any ?le With a “.zip” extension most 
likely contains one or more ?les of data archived, that is, each 
either compressed or stored, in the .ZIP format. “Zipping” a 
?le has become a commonly used term meaning to compress 
the ?le into the .ZIP format archive so that it occupies less disk 
space, and similarly, “unzipping” a ?le means decompressing 
a compressed ?le in the .ZIP format. 

[0003] A .ZIP ?le is generally recognized as a data com 
pression and archiving format invented by PKWARE, Inc. 
The .ZIP format is a ?le format designed for combining data 
compression technology With ?le archiving techniques. 
Many commercially available softWare products are available 
for compressing or “zipping” ?les or other data into the .ZIP 
format. These .ZIP ?les can then be used to reconstruct the 
original data through the “unzipping” process. Data compres 
sion converts the contents of a ?le into an encoded format 
requiring less computer storage space or in the case of trans 
mission less netWork bandWidth than the original uncom 
pressed ?le. 

[0004] Archiving, in the context of a .ZIP ?le, is a method 
of storing information about the characteristics of a ?le in a 
catalogue of ?les, knoWn as the Central Directory, inside the 
.ZIP ?le, alloWing each ?le to be retrieved individually by its 
characteristics. This capability is Widely used. These charac 
teristics include, but are not limited to, ?le name, ?le size, and 
?le creation date and time. 

[0005] Software programs such as PKZIP® Written by 
PKWARE, Inc. are used to process ?les in the .ZIP format. 
Such programs alloW one or more ?les of any type to be 
compressed and archived into a ?le of the .ZIP format type for 
e?icient ?le storage and transmission over computer and 
communication netWorks. This format and the softWare pro 
grams that process .ZIP ?les have become ubiquitous. 

[0006] Data encryption is used by many softWare programs 
to provide data privacy. Data encryption is a method of encod 
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ing data so that it cannot be reproduced in its original form 
unless an associated key is provided. Decryption uses this key 
to convert the encrypted data back into its original state. The 
key is knoWn only to the person encrypting the data or by 
those other people With Whom the person encrypting the data 
chooses to share the key. The key is used to “unlock” the data 
so that it can again be used in its original form. 

[0007] Keys are uniquely generated using data knoWn to 
the person encrypting a ?le or other data associated With 
recipients and users of the ?le. This data can be a user-de?ned 
passWord or other random data. Several methods are com 
monly used for processing the keys used for data encryption. 
Encryption using a key generated from a passWord is an 
example of symmetric encryption. Encryption using a public/ 
private key pair is an example of asymmetric encryption. An 
example of one method for processing encryption keys sup 
ported by this invention uses a public/private key pair com 
monly associated With digital certi?cates as de?ned by the 
document Internet X509 Public Key Infrastructure Certi? 
cate and CRL Pro?le (RFC 2459). A digital certi?cate is a 
unique digital identi?er associating a public and private key 
pair to an assigned individual, a group, or an organization. 
When used for encrypting data, the public key of an indi 
vidual is used to process an encryption key Which only the 
individual in possession of the corresponding private key can 
use for decryption. A digital certi?cate is issued to an indi 
vidual, a group, or an organization for a ?xed period of time 
and can only be used during this time period. After the time 
period has elapsed, the digital certi?cate Will be considered to 
have expired and must be reissued for a neW time period. 

[0008] The strength of a data encryption method is deter 
mined at least in part by its key size in bits. The larger the key 
size a data encryption method uses, the more resistant it is to 
cryptanalysis. Cryptanalysis, or popularly “cracking”, is the 
unauthorized access to encrypted data. Strong encryption is a 
type of data encryption that uses key sizes of 128 bits or more. 
A number of encryption encoding methods are knoWn today. 
Examples supported by the present invention include but are 
not limited to Advanced Encryption Standard (AES), Data 
Encryption Standard (DES), 2DES, 3DES, and others. A 
number of key sizes are commonly used today. Examples 
supported by the present invention include but are not limited 
to 128 bits, 192 bits, and 256 bits. 

[0009] Many softWare programs available today that pro 
cess .ZIP ?les use data encryption to encrypt ?les after com 
pression as they are Written to the .ZIP ?le. The data encryp 
tion method used by these softWare programs uses a key size 
of 96 bits or less and is considered Weak or moderate encryp 
tion by today’s standards. These softWare programs use keys 
generated using user-de?ned passWord data. Weak data 
encryption may not provide su?icient security to computer 
users that store and transfer their con?dential data ?les using 
the .ZIP format. 

[0010] PassWord-based key generation has been a com 
monly used method of applying data encryption, hoWever, 
knoWn vulnerabilities to cracking methods such as “brute 
force passWord cracking” make this method of encryption 
insuf?cient to meet today’s more advanced security needs. 
Another knoWn limitation of passWord-based security is the 
lack of non-repudiation. Non-repudiation is the ability to be 
certain that the person or program that created an encrypted 
.ZIP ?le cannot deny that fact and that their identity is bound 
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to the .ZIP ?le they created. This cannot be achieved With 
symmetric encryption methods. Today, non-repudiation is an 
important aspect of security related to the implementation of 
digital certi?cates and digital signatures. It is critically impor 
tant to be able to prove that a creator or sender of an encrypted 
?le did in fact create the ?le, i.e. not repudiate his/her action. 

[0011] Therefore, a need exists to extend the options for 
levels of security available to programs that process .ZIP ?les. 
This extended of security capability makes use of the encryp 
tion technologies available today or others that may gain 
acceptance in the future. 

SUMMARY OF THE INVENTION 

[0012] The present invention provides a method of integrat 
ing multiple strong encryption methods into the processing of 
.ZIP ?les to provide a highly secure data container Which 
provides ?exibility in the use of symmetric and asymmetric 
encryption technology. The present invention adapts the Well 
established .ZIP ?le format to support higher levels of secu 
rity and multiple methods of data encryption and key man 
agement, thereby producing a highly secure and ?exible digi 
tal container for storing and transferring con?dential 
electronic data. 

[0013] The present invention provides a method ofintegrat 
ing multiple strong encryption methods into the processing of 
.ZIP ?les to provide a highly secure data container Which 
provides ?exibility in the use of encryption technology. The 
present invention supports existing Weak encryption methods 
available in .ZIP softWare programs used today to ensure 
backward compatibility With existing softWare programs that 
use the .ZIP ?le format. Strong encryption methods are made 
available to computer: users as con?gurable options to select 
When compressing and encrypting their ?les or other data into 
a .ZIP ?le. 

[0014] The method of the present invention provides the 
capability of using strong encryption When creating .ZIP ?les. 
It is ?exible in that it provides that different encryption meth 
ods can be applied to a single .ZIP ?le to meet the security 
needs of a given computer user or application. Strong encryp 
tion algorithms are preferably used in conjunction With either 
passWord (symmetric) or any form of public/private key 
(asymmetric) encryption methods. The symmetric method 
preferably includes a passWord de?ned by the user, While the 
asymmetric method preferably includes a public/private key 
associated With digital certi?cates to process encryption keys. 
The invention alloWs one or more passWords and one or more 

public keys to be used individually, or in combination at the 
same time When archiving any ?le of any type of data into a 
secure .ZIP ?le. This capability is useful since secure .ZIP 
?les are frequently distributed, or otherWise made accessible, 
to multiple recipients for decryption. Some of those recipients 
may require passWord access While others may require cer 
ti?cate access. 

[0015] The method of the present invention also supports 
the four basic security functions to be associated With 
encrypted ?les: con?dentiality, message authentication, 
sender or creator authentication, and non-repudiation. 

[0016] Speci?cally, the present invention supports non-re 
pudiation to uniquely bind a .ZIP ?le With the identity of its 
creator, and prevent that creator from denying the creation of 
that .ZIP ?le. One method of non-repudiation used by this 
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invention is the identity support available With digital signa 
tures that can be generated using public/private key technol 
ogy. The non-repudiation function provided by the present 
invention also preferably supports time-stamping methods 
for ?xing the creation of a digital signature in time, as Well as 
time-stamped audit trails providing transaction history. 

[0017] As indicated, the method of the present invention 
also supports message authentication. Message authentica 
tion ensures the data has not been altered since being 
encrypted. The present invention supports message authenti 
cation techniques that employ public/private key forms of 
message authentication, as Well as other methods of message 
authentication that do not require the use of public/private 
keys. One example of an alternative method that does not use 
a public/private key is a cryptographic checksum. 

[0018] The method of the present invention further sup 
ports the encryption of ?le characteristics for each ?le inside 
a .ZIP ?le. Current ZIP softWare programs encrypt only the 
contents of the ?les in a .ZIP ?le. The additional characteris 
tics for each ?le, such as its name, siZe, etc., remain unen 
crypted. To remove the possibility that this unencrypted data 
for a ?le could be made available to an unauthorized user, this 
information may preferably also be encrypted as an option. 
This additional encryption further increases the level of secu 
rity available to .ZIP ?le users. 

[0019] Public keys such as those associated With digital 
certi?cates used for encrypting .ZIP ?le data preferably 
resides on a user’s local computer in a ?le or a database, on an 
external device such as a Smart Card or other removable 
device, or in a shared data repository such as a directory 
service served by an LDAP server. 

[0020] The present invention also provides multiple meth 
ods of checking Whether a digital certi?cate is valid for use. 
These methods preferably include, but are not limited to 
standard methods of certi?cate validation, such as searching 
certi?cate revocation lists (CRL), certi?cate trust lists (CTL), 
and online checking via the intemet using Online Certi?cate 
Status Protocol (OCSP) or Simple Certi?cate Validation Pro 
tocol (SCVP). 

[0021] The method of the present invention also preferably 
de?nes data storage locations Within the established .ZIP ?le 
format speci?cation for storing information on the encryption 
parameters used When a ?le Was encrypted and on the keys 
needed When a ?le is to be decrypted. One such example of 
these data storage locations includes a ?eld to identify that a 
neW strong encryption method has been applied to a ?le in the 
.ZIP ?le. The strong encryption record Will be de?ned Within 
a Central Directory storage area for each encrypted ?le. The 
Central Directory is a storage location de?ned in the .ZIP ?le 
format Which serves as a table of contents for the entire .ZIP 
?le. An entry is made into the Central Directory for each ?le 
added to a .ZIP ?le. A decryption record Will be de?ned for 
storing the information needed to initialiZe and start the 
decryption process. This decryption record Will be placed 
immediately ahead of the encrypted data for each ?le in a .ZIP 
?le. This example is not the only method of storing this data 
as other storage methods can be de?ned. 

[0022] The present invention provides many advantages or 
bene?ts over the prior art. One bene?t is the ability to use 
multiple encryption methods instead of supporting only a 
single encryption method. A second bene?t is the ability to 
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use a mixture of symmetric and asymmetric encryption in a 
single, secure .ZIP ?le. A third bene?t is that the encryption of 
individual ?les using advanced public/private keys provides a 
signi?cantly higher level of security to computer users. A 
fourth bene?t is that encryption of .ZIP ?le data can be imple 
mented using a range of commonly available cryptographic 
toolkits. A ?fth bene?t is that the present invention supports 
using packaged or readily available encryption algorithms to 
provide state-of-the-art security. A sixth bene?t is the avail 
ability of non-repudiation using digital signatures through the 
use of public/private key technology. A seventh bene?t is that 
the invention ensures a high degree of interoperability and 
backWard compatibility by extending the current .ZIP ?le 
format. 

[0023] Various other features, objects, and advantages of 
the invention Will be made apparent to those skilled in the art 
from the folloWing detailed description, claims, and accom 
panying draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0024] FIG. 1 is a record layout ofa prior art .ZIP ?le prior 
to the present invention. 

[0025] FIG. 2 is a record layout ofa .ZIP ?le in accordance 
With the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

[0026] Referring noW to the draWings, FIG. 1 shoWs the ?le 
format for the standard .ZIP ?le, in existence prior to the 
present invention. FIG. 2 illustrates the preferred general 
record layout of a .ZIP ?le in accordance With the present 
invention. 

[0027] The neWly modi?ed .ZIP ?le format speci?cation 
according to the present invention, as published by 
PKWARE, Inc., is described in a document entitled APP 
NOTE.TXT, Which is attached hereto and incorporated herein 
by reference. The neW version of the .ZIP ?le format provides 
an implementation of the use of strong encryption based on a 
key generated using a passWord. This implementation consti 
tutes one example of a structure and layout of the records and 
?elds suitable for processing secure .ZIP ?les as de?ned by 
the present invention. The complete description of the con 
ventional or standard .ZIP ?le format Will not be included 
here since this information is generally Well knoWn. Only the 
portions pertaining to the neW records and ?elds de?ned by 
the neW format, capable of storing data using strong encryp 
tion, Will be discussed in detail. 

[0028] The present invention extends the original .ZIP ?le 
format With the addition of neW storage records to support the 
use of strong encryption methods including, as described 
above, both public/private key, or asymmetric, methods, and 
passWord-based, or symmetric, methods, and the capability 
to use a mixture of symmetric and asymmetric methods. 

[0029] An example of implementing a neW strong encryp 
tion method is discussed beloW. This example identi?es sev 
eral neW records and ?elds that must be de?ned Within the 
.ZIP ?le format. 

[0030] A neW General Purpose Bit Flag having a hexa 
decimal value of 0><0040 to be set in both the Local and 
Central Record Headers When strongly encrypting a ?le. 
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[0031] A neW Decryption Header to be located immedi 
ately ahead of and adjacent to the compressed data 
stored for each ?le. 

[0032] A neW Extra Field record de?nition With an ID 
having a hexadecimal value of 0x00 1 7 to be inserted into 
the Central Record Header for each ?le. 

[0033] When using these neW ?elds for strongly encrypting 
?les, the folloWing actions are indicated. 

[0034] 1. If the General Purpose Bit Flag value of 
O><OO40 is set to indicate strong encryption Was applied 
to a ?le, the General Purpose Bit Flag value of 0><000l 
Will also generally be set. 

[0035] 2. Files having a size of zero bytes (an empty ?le) 
should not generally be encrypted. As indicated, hoW 
ever, the ?le characteristics of the archived ?les may be 
encrypted, even if the ?le is of zero length and is not 
itself encrypted. 

[0036] 3. The contents of the ?eld labeled Version 
Needed to Extract in both the Local and Central Record 
Headers should preferably be set to the decimal value of 
50 or greater. If the AES encryption method is used, the 
contents of the ?eld labeled Version Needed to Extract in 
both the Local and Central Record Headers should pref 
erably be set to the decimal value 51 or greater. 

[0037] 4. Data encryption should preferably be applied 
after a ?le is compressed, but encryption can be applied 
to a ?le if compression is not used. If compression is not 
applied to a ?le, it is considered to be stored in the .ZIP 
?le. 

[0038] 5. If encryption is applied using digital certi? 
cates, a list of intended recipients Will be constructed. 
Each entry in the recipient list identi?es a person Whose 
public key has been used in the encryption process for a 
?le and Who is alloWed to decrypt the ?le contents using 
their private key. 

[0039] Record De?nitions: 

Size 
Value (bytes) Description 

NeW Decryption Header (NDH) 

IV size 2 Size of custom initialization vector/salt, if 
0 then CRC32 + 64-bit File Size should be 
used to decrypt data. 

IV variable Initialization vector/salt (?le speci?c) Which 
should be used in place ofCRC32 + 64-bit 
File Size 
Original (uncompressed) size of the 
following data 

variable Decryption Information 
Decryption Information (details) 

Original Size 4 

Decryption Info. 

Version (3) 2 Version/Format of decryption information. 
AlgID 2 Encryption Algorithm ID 
BitLen 2 Bit length of the key 
Flags 2 Processing ?ags 
ERD size 2 Size of Encrypted Random Data (ERD) 
ERD variable Encrypted Random Data 
Recipient Count 4 Number of Recipients 
Hash Algorithm 2 Hash algorithm to be used to calculate Public 

Key hash (absent for passWord based 
encryption) 
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-continued -continued 

Size Size 
Value (bytes) Description Value (bytes) Description 

Hash Size 2 Size of Public Key hash (absent for New Decryption Central Record Extra Field (NDCEF) 
password based encryption) 

Recipient List variable Recipient List Element (absent for 
Element password based encryption) 
Password 2 Size of random password validation data 
Validation Data (Includes CRC32 of PVD; >4) MUST 
size be multiple of encryption block sizes 
Password, variable Password Validation Data (PVD) 
Validation Data 
CRC32 of PVD 4 CRC32 of PVD, used for password 

veri?cation when decrypting data 

[0040] Encryption Algorithm ID (AlgID) identi?es which 
of several possible strong encryption algorithms was used for 
encrypting a ?le in the .ZIP ?le. The strong encryption algo 
rithms that can be used include but are not limited to AES, 

3DES, 2DES, DES, RC2 and RC4. The use of other unspeci 
?ed strong algorithms for encryption is supported by the 
present invention. 

[0041] Hash Algorithm identi?es which of several possible 
bash algorithms was used for the encryption process for a ?le 
in the .ZIP ?le. The algorithms that can be used include but are 
not limited to MD5, SHAl-SHA512. The use of other 
unspeci?ed algorithms for hashing is supported by the 
present invention. 

Flags 

[0042] The following values are de?ned for the processing 
Flags. 

Name Value Description 

PASSWORDiKEY OxOOOI Password is used 
CERTIFICATEi 0x0002 Recipient List is used 
KEY 
COMBOi 0x0003 Either a password or a Recipient List can 
KEY be used to decrypt a ?le 
DOUBLEi 0x0007 Both password and Recipient List are 
SEEDiKEY required to decrypt a ?le. ERD is 

encrypted twice by 2 separate keys. 
DOUBLEi OxOOOf Both a password and a Recipient List 
DATAiKEY are required to decrypt a ?le. File data 

is encrypted twice using 2 separate keys. 
MASTERi 0x4000 Speci?es 3DES algorithm is used 
KEYi3DES for MSK 

[0043] 

Size 
Value (bytes) Description 

Recipient List Element 

Recipient 2 Combined size of Hash of Public Key 
Element size and Simple Key Blob 
Hash Hash Size Hash of Public Key 
Simple key Blob variable Simple Key Blob 

0x0017 2 Signature ofNDCEF 
Data Size 2 Size ofthe following data (at least 

12 bytes) 
Version (2) 2 Version/Format of this extra ?eld. 
AlgID 2 Encryption Algorithm ID. 
BitLen 2 Bit length of the key 
Flags 2 Processing flags 
Recipient Count 4 Number of Recipients 
Hash Algorithm 2 Hash algorithm to be used to calculate 

Public Key hash (absent for password 
based encryption) 

Hash Size 2 Size of Public Key hash (absent for 
password based encryption) 

Simpli?ed variable Simpli?ed Recipient List Element 
Recipient List (absent for password based encryption) 
Element 

Simpli?ed Recipient List Element 

Hash Hash 
Size 

Hash ofPublic Key 

[0044] A simpli?ed recipient list element is de?ned as a 
subset of a recipient list element and is stored to provide 
redundancy of the recipient list data for the purposes of data 
recovery. 

Process Flow: 

[0045] The following is a description of the most preferred 
encryption/decryption process for a single ?le using the stor 
age format de?ned by this example. Any programs, software 
or other processes available to suitably perform the encryp 
tion/ decryption process may be used. 

Encryption: 
[0046] 1. Validate public/private key 

[0047] 2. Calculate ?le digital signature and time-stamp 

[0048] 3. Compress or Store uncompressed ?le data 

[0049] 4. Generate a File Session Key (FSK) (see below) 

[0050] 5. Calculate Decryption Information size 

[0051] 6. Adjust Compressed Size to accommodate 
Decryption Information and padding 

[0052] 7. Save Decryption Information to .ZIP ?le 

[0053] 8. Encrypt Compressed or Stored File Data 

[0054] 9. Encrypt ?le characteristics 

Decryption: 

[0055] 
[0056] 2. Read Decryption Information from .ZIP ?le 

[0057] 3. Generate FSK (see below) 

1. Decrypt ?le characteristics 

[0058] 4. Verify Decryption Information (see below) 

[0059] 5. If Decryption Information is valid, then 
decrypt Compressed or Stored File Data 

[0060] 6. Decompress compressed data 

[0061] 7. Validate ?le time-stamp and digital signature 
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Generating Master Session Key (MSK) 

[0062] 1. If MASTER_KEYi3DES is set, use 3DES 
3-key as MSK algorithm, otherwise use speci?ed algo 
rithm. 

[0063] 2. If encrypting or decrypting With a passWord. 

[0064] 2.1.1. Prompt user for passWord 

[0065] 2.1.2. Calculate hash of the passWord 

[0066] 2.1.3. Pass calculated hash as argument into a 
cryptographic key derivation function or its equiva 
lent. 

[0067] 3. When encrypting using a public key(s). 

[0068] 3.1.1. Call a cryptographic key generation 
function or its equivalent to generate random key 

[0069] 4. When decrypting using a private key(s). 

[0070] 4.1.Using Recipient List information, locate 
private key, Which corresponds to one of the public 
keys used to encrypt MSK. 

[0071] 4.2.Decrypt MSK 

Salt and/or Initialization Vector (IV) 

[0072] 1. For algorithms that use both Salt and IV, Salt= 
IV 

[0073] 2. IV can be completely random data and placed 
in front of Decryption Information 

[0074] 3. Otherwise IV=CRC32+64-bit File Size 

Adjusting Keys 

[0075] 1. Determine Salt and/ or InitializationVector size 
of the key for the encryption algorithm speci?ed. Usu 
ally salt is compliment to 128 bits, so for 40-bit key Salt 
size Will be 11 bytes. InitializationVector is usually used 
by block algorithms and its size corresponds to the block 
size. 

[0076] 2. If Salt size>0 or Initialization Vector size is>0 
then set IV1 to be used by the speci?ed encryption 
algorithm. 
lWhen adjusting MSK, if IV is smaller then required Initialization 
Vector (or Salt) size it is complimented With 0, if it is larger it is truncated. 
For all other operations IV is used as is Without any modi?cations. 

Generating File Session Key (FSK) 

[0077] l. FSKsSHAl(MSK(IV)). Adjust MSK With 
IV, and decrypt ERD (Encrypted Random Data). Calcu 
late hash of IV+Random Data. Pass calculated hash as 
argument into a cryptographic key derivation function or 
its equivalent to obtain FSK. 

Verifying Decryption Information 

[0078] 1. Decryption Information contains variable 
length PassWord Validation Data (PVD). 

[0079] 2. First PassWord Validation Data Size*4 bytes 
are random data, and last 4 bytes are CRC32 of that 
random data This alloWs veri?cation that the correct key 
is used and deters plain text attacks. 

[0080] The folloWing modi?cations are used for encrypting 
and decrypting multiple ?les. 
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Multi-File Encryption: 

[0081] 1. Generate MSK 

[0082] 2. For each ?le folloW Encryption steps. 

Multi-File Decryption: 

[0083] 1. Generate MSK from the ?le Decryption Infor 
mation 

[0084] 2. For each ?le folloW Decryption steps 

[0085] 3. If Decryption Information veri?cation fails go 
to step 1 

[0086] Alternate storage formats can be de?ned for imple 
menting the ?exible security support Within ZIP ?les. One 
such alternative is to use other ?elds, either existing or neWly 
de?ned to denote that a strong encryption method Was applied 
to a .ZIP archive. Another alternative could be to use addi 
tional storage ?elds in addition to those de?ned in the above 
example, or to use the ?elds as de?ned, but ordered differently 
Within each record. Still other implementations may use 
feWer, or more, records or ?elds than are de?ned by the above 
example or the records and ?elds may be placed in other 
physical locations Within the .ZIP ?le. 

[0087] Alternate processing methods can also be de?ned 
for implementing the ?exible security support Within .ZIP 
?les. One such alternative is to implement the encryption 
process for each ?le using another public/private key tech 
nology such as that de?ned by the OpenPGP Message Format 
as documented in RFC 2440. Another alternative could be to 
use a more direct form of encryption key generation Where the 
?le session key is directly used for encrypting each ?le. This 
method Would not use the indirect form described in the 
above example Where the ?le session key is derived from a 
master key. 

[0088] While the invention has been described With refer 
ence to preferred embodiments, it is to be understood that the 
invention is not intended to be limited to the speci?c embodi 
ments set forth above. Thus, it is recognized that those skilled 
in the art Will appreciate that certain substitutions, alterations, 
modi?cations, and omissions may be made Without departing 
from the spirit or intent of the invention. Accordingly, the 
foregoing description is meant to be exemplary only, the 
invention is to be taken as including all reasonable equiva 
lents to the subject matter of the invention, and should not 
limit the scope of the invention set forth in the folloWing 
claims. 

1. A method of protecting at least one ?le characteristic of 
a data ?le in a .Zip ?le format data container, said method 
including: 

receiving a data ?le; 

receiving at least one ?le characteristic associated With said 
data ?le; 

encrypting said at least one ?le characteristic; and 

placing said at least one ?le characteristic in a data con 
tainer, Wherein said data container is constructed in 
accordance With a .Zip ?le format. 

2. The method of claim 1 further including placing said 
data ?le in said data container. 
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3. The method of claim 1 wherein said at least one ?le 
characteristic is symmetrically encrypted using a symmetric 
key. 

4. The method of claim 3 Wherein at least part of said 
symmetric key is composed of random data. 

5. The method of claim 3 Wherein at least part of said 
symmetric key is input by a user 

6. The method of claim 5 Wherein said at least part of said 
symmetric key is a passWord. 

7. The method of claim 3 Wherein said symmetric key has 
a key length of at least 128 bits. 

8. The method of claim 3 Wherein said symmetric key has 
a key length of at least 192 bits. 

9. The method of claim 3 Wherein said symmetric key has 
a key length of at least 256 bits. 

10. The method of claim 3 Wherein said at least one ?le 
characteristic is symmetrically encrypted using an AES 
encryption encoding. 

11. The method of claim 3 Wherein said at least one ?le 
characteristic is symmetrically encrypted using a 3DES 
encryption encoding. 

12. The method of claim 1 Wherein said at least one ?le 
characteristic is asymmetrically encrypted. 

13. The method of claim 12 Wherein said asymmetric 
encryption employs a public key. 

14. The method of claim 12 Wherein said asymmetric 
encryption employs a X509 digital certi?cate. 

15. The method of claim 1 including a plurality of ?le 
characteristics. 

16. The method of claim 15 Wherein not all of saidplurality 
of ?le characteristics are encrypted. 

17. The method of claim 15 Wherein at least one of said 
plurality of ?le characteristics is encrypted using a ?rst type 
of encryption and at least one of said plurality of ?le charac 
teristics is encrypted using a second type of encryption. 

18. The method of claim 17 Wherein a ?rst of said plurality 
of ?le characteristics is encrypted using a ?rst symmetric 
encryption and a second of saidplurality of ?le characteristics 
is encrypted using a second symmetric encryption different 
from said ?rst symmetric encryption. 

19. The method of claim 18 Wherein said ?rst symmetric 
encryption employs a key having a ?rst key length and said 
second symmetric encryption employs a key having a second 
key length different from said ?rst key length. 

20. The method of claim 17 Wherein a ?rst of said plurality 
of ?le characteristics is encrypted using a ?rst asymmetric 
encryption and a second of saidplurality of ?le characteristics 
is encrypted using a second asymmetric encryption different 
from said ?rst asymmetric encryption. 

21. The method of claim 1 Wherein said at least one ?le 
characteristic includes the name of said data ?le. 

22. The method of claim 1 Wherein said at least one ?le 
characteristic includes the siZe of said data ?le. 

23. The method of claim 1 Wherein said at least one ?le 
characteristic includes the creation date of said data ?le 

24. The method of claim 1 Wherein said at least one ?le 
characteristic includes the creation time of said data ?le. 

25. The method of claim 2 Wherein said data ?le is com 
pressed before said data ?le is placed in the data container. 

26. The method of claim 25 Wherein said data ?le is 
encrypted after said data ?le is compressed and before said 
data ?le is placed in said data container using a symmetric 
encryption. 
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27. The method of claim 25 Wherein said data ?le is 
encrypted after said data ?le is compressed and before said 
data ?le is placed in said data container using an asymmetric 
encryption. 

28. The method of claim 25 Wherein said data ?le has been 
compressed using a Lempel-Ziv (LZ)-type data compression 
algorithm. 

29. The method of claim 25 Wherein said data ?le has been 
compressed using a De?ate-type data compression algo 
rithm. 

30. The method of claim 25 Wherein said data ?le has been 
compressed using a Burrows-Wheeler Transform (BWT) 
type data compression algorithm. 

31. The method of claim 2 Wherein said data ?le is placed 
in the data container Without compressing said data ?le. 

32. The method of claim 2 Wherein said data ?le is 
encrypted before said data ?le is placed in said data container. 

33. The method of claim 25 Wherein said data ?le is 
encrypted after said data ?le is compressed and before said 
data ?le is placed in said data container. 

34. The method of claim 1 further including compressing 
said at least one ?le characteristic before encrypting said at 
least one ?le characteristic. 

35. A .Zip ?le format data container including: 

a data ?le; and 

at least one ?le characteristic relating to said data ?le, 

Wherein at least one of said at least one ?le characteristic is 
encrypted, 

Wherein said data container is constructed in accordance 
With a .Zip ?le format. 

36. The .Zip ?le format data container of claim 35 further 
including said data ?le. 

37. The .Zip ?le format data container of claim 35 Wherein 
said at least one ?le characteristic is symmetrically encrypted 
using a symmetric key. 

38. The .Zip ?le format data container of claim 37 Wherein 
at least part of said symmetric key is composed of random 
data. 

39. The .Zip ?le format data container of claim 37 Wherein 
at least part of said symmetric key is input by a user 

40. The .Zip ?le format data container of claim 39 Wherein 
said at least part of said symmetric key is a passWord. 

41. The .Zip ?le format data container of claim 37 Wherein 
said symmetric key has a key length of at least 128 bits. 

42. The .Zip ?le format data container of claim 37 Wherein 
said symmetric key has a key length of at least 192 bits. 

43. The .Zip ?le format data container of claim 37 Wherein 
said symmetric key has a key length of at least 256 bits. 

44. The .Zip ?le format data container of claim 37 Wherein 
said at least one ?le characteristic is symmetrically encrypted 
using an AES encryption encoding. 

45. The .Zip ?le format data container of claim 37 Wherein 
said at least one ?le characteristic is symmetrically encrypted 
using a 3DES encryption encoding. 

46. The .Zip ?le format data container of claim 35 Wherein 
said at least one ?le characteristic is asymmetrically 
encrypted. 

47. The .Zip ?le format data container of claim 46 Wherein 
said asymmetric encryption employs a public key. 

48. The .Zip ?le format data container of claim 46 Wherein 
said asymmetric encryption employs a X509 digital certi? 
cate. 
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49. The .Zip ?le format data container of claim 35 includ 
ing a plurality of ?le characteristics. 

50. The .Zip ?le format data container of claim 49 Wherein 
not all of said plurality of ?le characteristics are encrypted. 

51. The .Zip ?le format data container of claim 49 Wherein 
at least one of said plurality of ?le characteristics is encrypted 
using a ?rst type of encryption and at least one of said plu 
rality of ?le characteristics is encrypted using a second type of 
encryption. 

52. The .Zip ?le format data container of claim 51 Wherein 
a ?rst of said plurality of ?le characteristics is encryptedusing 
a ?rst symmetric encryption and a second of said plurality of 
?le characteristics is encrypted using a second symmetric 
encryption different from said ?rst symmetric encryption. 

53. The .Zip ?le format data container of claim 52 Wherein 
said ?rst symmetric encryption employs a key having a ?rst 
key length and said second symmetric encryption employs a 
key having a second key length different from said ?rst key 
length. 

54. The .Zip ?le format data container of claim 49 Wherein 
a ?rst of said plurality of ?le characteristics is encryptedusing 
a ?rst asymmetric encryption and a second of said plurality of 
?le characteristics is encrypted using a second asymmetric 
encryption different from said ?rst asymmetric encryption. 

55. The .Zip ?le format data container of claim 35 Wherein 
said at least one ?le characteristic includes the name of said 
data ?le. 

56. The .Zip ?le format data container of claim 35 Wherein 
said at least one ?le characteristic includes the siZe of said 
data ?le. 

57. The .Zip ?le format data container of claim 35 Wherein 
said at least one ?le characteristic includes the creation date of 
said data ?le 

58. The .Zip ?le format data container of claim 35 Wherein 
said at least one ?le characteristic includes the creation time 
of said data ?le. 

59. The .Zip ?le format data container of claim 36 Wherein 
said data ?le is compressed before said data ?le is placed in 
the data container. 

60. The .Zip ?le format data container of claim 59 Wherein 
said data ?le is encrypted after said data ?le is compressed 
and before said data ?le is placed in said data container using 
a symmetric encryption. 

61. The .Zip ?le format data container of claim 59 Wherein 
said data ?le is encrypted after said data ?le is compressed 
and before said data ?le is placed in said data container using 
an asymmetric encryption. 

62. The .Zip ?le format data container of claim 59 Wherein 
said data ?le has been compressed using a Lempel-Ziv (LZ) 
type data compression algorithm. 

63. The .Zip ?le format data container of claim 59 Wherein 
said data ?le has been compressed using a De?ate-type data 
compression algorithm. 

64. The .Zip ?le format data container of claim 59 Wherein 
said data ?le has been compressed using a Burrows-Wheeler 
Transform (BWT)-type data compression algorithm. 

65. The .Zip ?le format data container of claim 36 Wherein 
said data ?le is placed in the data container Without compress 
ing said data ?le. 

66. The .Zip ?le format data container of claim 36 Wherein 
said at least one ?le characteristic is compressed before said 
at least one ?le characteristic is encrypted. 
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67. The .Zip ?le format data container of claim 59 Wherein 
said data ?le is encrypted after said data ?le is compressed 
and before said data ?le is placed in said data container. 

68. The .Zip ?le format data container of claim 35 Wherein 
said at least one ?le characteristics is compressed before said 
at least one ?le characteristic is encrypted. 

69. A method of protecting at least one ?le characteristic of 
a data ?le, said method including: 

receiving a data ?le; 

receiving at least one ?le characteristic associated With said 
data ?le; 

encrypting said at least one ?le characteristic; and 

placing said at least one ?le characteristic in a data con 
tainer designed for compressed ?les. 

70. The method of claim 69 further including placing said 
data ?le in said data container. 

71. The method of claim 69 Wherein said at least one ?le 
characteristic is symmetrically encrypted using a symmetric 
key. 

72. The method of claim 71 Wherein at least part of said 
symmetric key is composed of random data. 

73. The method of claim 71 Wherein at least part of said 
symmetric key is input by a user 

74. The method of claim 73 Wherein said at least part of 
said symmetric key is a passWord. 

75. The method of claim 71 Wherein said symmetric key 
has a key length of at least 128 bits. 

76. The method of claim 71 Wherein said symmetric key 
has a key length of at least 192 bits. 

77. The method of claim 71 Wherein said symmetric key 
has a key length of at least 256 bits. 

78. The method of claim 71 Wherein said at least one ?le 
characteristic is symmetrically encrypted using an AES 
encryption encoding. 

79. The method of claim 71 Wherein said at least one ?le 
characteristic is symmetrically encrypted using a 3DES 
encryption encoding. 

80. The method of claim 69 Wherein said at least one ?le 
characteristic is asymmetrically encrypted. 

81. The method of claim 80 Wherein said asymmetric 
encryption employs a public key. 

82. The method of claim 80 Wherein said asymmetric 
encryption employs a X509 digital certi?cate. 

83. The method of claim 69 including a plurality of ?le 
characteristics. 

84. The method of claim 83 Wherein not all of said plurality 
of ?le characteristics are encrypted. 

85. The method of claim 83 Wherein at least one of said 
plurality of ?le characteristics is encrypted using a ?rst type 
of encryption and at least one of said plurality of ?le charac 
teristics is encrypted using a second type of encryption. 

86. The method of claim 85 Wherein a ?rst of said plurality 
of ?le characteristics is encrypted using a ?rst symmetric 
encryption and a second of said plurality of ?le characteristics 
is encrypted using a second symmetric encryption different 
from said ?rst symmetric encryption. 

87. The method of claim 86 Wherein said ?rst symmetric 
encryption employs a key having a ?rst key length and said 
second symmetric encryption employs a key having a second 
key length different from said ?rst key length. 

88. The method of claim 85 Wherein a ?rst of said plurality 
of ?le characteristics is encrypted using a ?rst asymmetric 
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encryption and a second of saidplurality of ?le characteristics 
is encrypted using a second asymmetric encryption different 
from said ?rst asymmetric encryption. 

89. The method of claim 69 Wherein said at least one ?le 
characteristic includes the name of said data ?le. 

90. The method of claim 69 Wherein said at least one ?le 
characteristic includes the siZe of said data ?le. 

91. The method of claim 69 Wherein said at least one ?le 
characteristic includes the creation date of said data ?le 

92. The method of claim 69 Wherein said at least one ?le 
characteristic includes the creation time of said data ?le. 

93. The method of claim 70 Wherein said data ?le is com 
pressed before said data ?le is placed in the data container. 

94. The method of claim 93 Wherein said data ?le is 
encrypted after said data ?le is compressed and before said 
data ?le is placed in said data container using a symmetric 
encryption. 

95. The method of claim 93 Wherein said data ?le is 
encrypted after said data ?le is compressed and before said 
data ?le is placed in said data container using an asymmetric 
encryption. 

96. The method of claim 93 Wherein said data ?le has been 
compressed using a Lempel-Ziv (LZ)-type data compression 
algorithm. 

97. The method of claim 93 Wherein said data ?le has been 
compressed using a De?ate-type data compression algo 
rithm. 

98. The method of claim 93 Wherein said data ?le has been 
compressed using a Burrows-Wheeler Transform (BWT) 
type data compression algorithm. 

99. The method of claim 70 Wherein said data ?le is placed 
in the data container Without compressing said data ?le. 

100. The method of claim 70 Wherein said data ?le is 
encrypted before said data ?le is placed in said data container. 

101. The method of claim 93 Wherein said data ?le is 
encrypted after said data ?le is compressed and before said 
data ?le is placed in said data container. 

102. The method of claim 69 further including compress 
ing said at least one ?le characteristic before encrypting said 
at least one ?le characteristic. 

103. The method of claim 69 Wherein said data container is 
constructed in accordance With a .Zip ?le format. 

104. A data container including: 

a data ?le; and 

at least one ?le characteristic relating to said data ?le, 

Wherein at least one of said at least one ?le characteristic is 
encrypted, 

Wherein said data container is designed for containing 
compressed ?les 

105. The data container of claim 104 further including said 
data ?le. 

106. The data container of claim 104 Wherein said at least 
one ?le characteristic is symmetrically encrypted using a 
symmetric key. 

107. The data container of claim 106 Wherein at least part 
of said symmetric key is composed of random data. 

108. The data container of claim 106 Wherein at least part 
of said symmetric key is input by a user 

109. The data container of claim 108 Wherein said at least 
part of said symmetric key is a passWord. 
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110. The data container of claim 106 Wherein said sym 
metric key has a key length of at least 128 bits. 

111. The data container of claim 106 Wherein said sym 
metric key has a key length of at least 192 bits. 

112. The data container of claim 106 Wherein said sym 
metric key has a key length of at least 256 bits. 

113. The data container of claim 106 Wherein said at least 
one ?le characteristic is symmetrically encrypted using an 
AES encryption encoding. 

114. The data container of claim 106 Wherein said at least 
one ?le characteristic is symmetrically encrypted using a 
3DES encryption encoding. 

115. The data container of claim 104 Wherein said at least 
one ?le characteristic is asymmetrically encrypted. 

116. The data container of claim 115 Wherein said asym 
metric encryption employs a public key. 

117. The data container of claim 115 Wherein said asym 
metric encryption employs a X509 digital certi?cate. 

118. The data container of claim 104 including a plurality 
of ?le characteristics. 

119. The data container of claim 118 Wherein not all of said 
plurality of ?le characteristics are encrypted. 

120. The data container of claim 1 18 Wherein at least one of 
said plurality of ?le characteristics is encrypted using a ?rst 
type of encryption and at least one of said plurality of ?le 
characteristics is encryptedusing a second type of encryption. 

121. The data container of claim 120 Wherein a ?rst of said 
plurality of ?le characteristics is encrypted using a ?rst sym 
metric encryption and a second of said plurality of ?le char 
acteristics is encrypted using a second symmetric encryption 
different from said ?rst symmetric encryption. 

122. The data container of claim 121 Wherein said ?rst 
symmetric encryption employs a key having a ?rst key length 
and said second symmetric encryption employs a key having 
a second key length different from said ?rst key length. 

123. The data container of claim 1 18 Wherein a ?rst of said 
plurality of ?le characteristics is encrypted using a ?rst asym 
metric encryption and a second of said plurality of ?le char 
acteristics is encryptedusing a second asymmetric encryption 
different from said ?rst asymmetric encryption. 

124. The data container of claim 104 Wherein said at least 
one ?le characteristic includes the name of said data ?le. 

125. The data container of claim 104 Wherein said at least 
one ?le characteristic includes the siZe of said data ?le. 

126. The data container of claim 104 Wherein said at least 
one ?le characteristic includes the creation date of said data 
?le 

127. The data container of claim 104 Wherein said at least 
one ?le characteristic includes the creation time of said data 
?le. 

128. The data container of claim 105 Wherein said data ?le 
is compressed before said data ?le is placed in the data con 
tainer. 

129. The data container of claim 128 Wherein said data ?le 
is encrypted after said data ?le is compressed and before said 
data ?le is placed in said data container using a symmetric 
encryption. 

130. The data container of claim 128 Wherein said data ?le 
is encrypted after said data ?le is compressed and before said 
data ?le is placed in said data container using an asymmetric 
encryption. 
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131. The data container of claim 128 wherein said data ?le 
has been compressed using a Lempel-Ziv (LZ)-type data 
compression algorithm. 

132. The data container of claim 128 Wherein said data ?le 
has been compressed using a De?ate-type data compression 
algorithm. 

133. The data container of claim 128 Wherein said data ?le 
has been compressed using a Burrows-Wheeler Transform 
(BWT)-type data compression algorithm. 

134. The data container of claim 105 Wherein said data ?le 
is placed in the data container Without compressing said data 
?le. 
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135. The data container of claim 105 Wherein said at least 
one ?le characteristic is compressed before said at least one 
?le characteristic is encrypted. 

136. The data container of claim 128 Wherein said data ?le 
is encrypted after said data ?le is compressed and before said 
data ?le is placed in said data container. 

137. The data container of claim 104 Wherein said at least 
one ?le characteristics is compressed before said at least one 
?le characteristic is encrypted. 

138. The data container of claim 104 Wherein said data 
container is constructed in accordance With a .Zip ?le format. 

* * * * * 


