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AUTHENTICATION APPARATUS AND 
AUTHENTICATION METHOD 

CROSS REFERENCES TO RELATED 
APPLICATIONS 

[0001] The present invention contains subject matter 
related to Japanese Patent Application JP2007-3l37l3 ?led 
in the Japanese Patent O?ice on Dec. 4, 2007, the entire 
contents of Which being incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 
[0003] The present invention relates to an authentication 
apparatus and an authentication method Which are suitably 
applied to, e.g., biometrics. 
[0004] 2. Description of the Related Art 
[0005] There is knoWn a vein authentication apparatus that 
uses vein of a ?nger as a target of biometrics. The vein 
authentication apparatus generates vein pattern information 
from a vein image obtained as an image pickup result of veins 
in a ?nger and collates the pattern information With pattern 
information previously stored in a storage section. 
[0006] When a value representing the collation result is not 
less than a limiting value (hereinafter, referred to also as 
“threshold”) for identifying a person to be authenticated as a 
registrant, the vein authentication apparatus determines the 
person to be authenticated as the registrant (determines 
authentication success), While When a value representing the 
collation result is less than a threshold, the vein authentication 
apparatus determines the person to be authenticated as an 
unregistered person (determines authentication failure). 
[0007] As a generation method of the pattern information, 
there is proposed a technique that applies smoothing process 
ing and edge extraction processing to the vein image and 
converts the veins in the resultant image into a pattern of lines 
having a constant Width (refer to, e. g., Jpn. Pat. Appln. Laid 
Open Publication No. 2007-11989). 
[0008] In this generation method, it is possible to correctly 
convert the shape of the veins into a pattern image by high 
lighting the veins in the image through preprocessing for the 
smoothing processing and edge extraction processing, 
thereby decreasing a false rejection rate (FRR) and a false 
acceptance rate (FAR). The FRR is the probability that a 
registrant is erroneously rejected, and the PAR is a probability 
that an invalid person is erroneously accepted. 

SUMMARY OF THE INVENTION 

[0009] HoWever, the preprocessing aims to increase the 
extraction accuracy of the shape of the veins, so that even if 
the shape of the veins is correctly converted into a pattern 
image, there remains a possibility of erroneous determination 
for tWo vein patterns When the original shapes thereof are 
similar to each other. 
[0010] In general, When a limiting value (hereinafter, 
referred to also as “threshold”) for identifying a person to be 
authenticated as a registrant is set loW With respect to a col 
lation result (matching degree) of the pattern information of 
the veins, the FRR decreases While the PAR increases, mak 
ing it di?icult to balance betWeen the FRR and FAR. 
[0011] The present invention has been made in vieW of the 
above points, and to propose an authentication apparatus and 
an authentication method capable of improving authentica 
tion accuracy. 
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[0012] To solve the above problem, according to a ?rst 
aspect of the present invention, there is provided an authen 
tication apparatus including: a ?rst determination section that 
determines Whether a condition for determining that there is a 
possibility of an erroneous determination is satis?ed based on 
information indicating the similarity betWeen the shape of a 
biological part included in a biological image to be authenti 
cated and the shape of a biological part included in a regis 
tration biological image; a change section that changes an 
aspect ratio of the biological image to be authenticated and 
registration biological image in the case Where the above 
condition is satis?ed; and a second determination section that 
determines Whether a person to be authenticated is a registrant 
based on the similarity betWeen the shape of a biological part 
included in a biological image to be authenticated Whose 
aspect ratio has been changed and the shape of a biological 
part included in a registration biological image Whose aspect 
ratio has been changed. 
[0013] In the authentication apparatus, the change section 
changes the aspect ratio of the biological image to be authen 
ticated and registration biological image to thereby empha 
siZe a difference in a biological part included in the respective 
images. This alloWs the second determination section to cor 
rectly determine Whether a person to be authenticated is a 
registrant even if the shapes themselves of the biological parts 
included in the biological image to be authenticated and reg 
istration biological image are approximated to each other. 
[0014] Further, according to a second aspect of the present 
invention, there is provided an authentication method includ 
ing: a ?rst step of determining Whether a condition for deter 
mining that there is a possibility of an erroneous determina 
tion is satis?ed based on information indicating the similarity 
betWeen the shape of a biological part included in a biological 
image to be authenticated and the shape of a biological part 
included in a registration biological image; a second step of 
changing an aspect ratio of the biological image to be authen 
ticated and registration biological image in the case Where the 
above condition is satis?ed; and a third step of determining 
Whether a person to be authenticated is a registrant based on 
the similarity betWeen the shape of a biological part included 
in a biological image to be authenticated Whose aspect ratio 
has been changed and the shape of a biological part included 
in a registration biological image Whose aspect ratio has been 
changed. 
[0015] In the authentication method, the second step 
changes the aspect ratio of the biological image to be authen 
ticated and registration biological image to thereby empha 
siZe a difference in a biological part included in the respective 
images. This alloWs a correct determination on Whether a 
person to be authenticated is a registrant to be made in the 
third step even if the shapes themselves of the biological parts 
included in the biological image to be authenticated and reg 
istration biological image are approximated to each other. 
[0016] Further, according to a third aspect of the present 
invention, there is provided an authentication apparatus 
including: an acquisition section that acquires a magni?ca 
tion ratio of a subject set in an image pickup section that has 
generated a biological image to be authenticated through 
image pickup operation and magni?cation ratio of a subject 
set in an image pickup section that has generated a registra 
tion biological image through image pickup operation; a 
change section that changes an aspect ratio of the biological 
image to be authenticated or registration biological image so 
as to make the magni?cation ratios acquired by the acquisi 
tion section equal to each other; a determination section that 
determines Whether a person to be authenticated is a registrant 
based on the similarity betWeen the shape of a biological part 
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included in a biological image to be authenticated Whose 
aspect ratio has been changed and the shape of a biological 
part included in a registration biological image Whose aspect 
ratio has been changed. 
[0017] In the authentication apparatus, the change section 
changes the aspect ratio of the biological image to be authen 
ticated or registration biological image so as to make equal 
the magni?cation ratio of subjects in image pickup sections 
that have generated the respective images through image 
pickup operation, thereby eliminating displacement of the 
biological part caused due to difference in the magni?cation 
ratio. This alloWs the determination section to correctly deter 
mine Whether a person to be authenticated is a registrant even 
if the shapes themselves of the biological parts included in the 
biological image to be authenticated and registration biologi 
cal image are approximated to each other. 
[0018] Further, according to a fourth aspect of the present 
invention, there is provided an authentication method includ 
ing: a ?rst step of acquiring the magni?cation ratio of a 
subject set in an image pickup section that has generated a 
biological image to be authenticated through image pickup 
operation and magni?cation ratio of a subject set in an image 
pickup section that has generated a registration biological 
image through image pickup operation; a second step of 
changing the aspect ratio of the biological image to be authen 
ticated or registration biological image so as to make the 
magni?cation ratios acquired by the acquisition section equal 
to each other; a third step of determining Whether a person to 
be authenticated is a registrant based on the similarity 
betWeen the shape of a biological part included in a biological 
image to be authenticated Whose aspect ratio has been 
changed and the shape of a biological part included in a 
registration biological image Whose aspect ratio has been 
changed. 
[0019] In the authentication apparatus, the second step 
changes the aspect ratio of the biological image to be authen 
ticated or registration biological image so as to make equal 
the magni?cation ratio of subjects in image pickup sections 
that have generated the respective images through image 
pickup operation, thereby eliminating displacement of the 
biological part caused due to difference in the magni?cation 
ratio. This alloWs a correct determination on Whether a person 
to be authenticated is a registrant to be made in the third step 
even if the shapes themselves of the biological parts included 
in the biological image to be authenticated and registration 
biological image are approximated to each other. 
[0020] As described above, according to the present inven 
tion, the aspect ratio of the biological image is changed so as 
to eliminate the displacement in the biological part caused 
due to difference in the magni?cation ratio. This makes it 
possible to correctly determine Whether a person to be 
authenticated is a registrant even if the shapes themselves of 
the veins are approximated to each other. As a result, the 
authentication apparatus and authentication method capable 
of improving authentication accuracy can be realiZed. 
[0021] The nature, principle and utility of the invention Will 
become more apparent from the folloWing detailed descrip 
tion When read in conjunction With the accompanying draW 
ings in Which like parts are designated by like reference 
numerals or characters. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0022] In the accompanying draWings: 
[0023] FIG. 1 is a block diagram shoWing the entire con 
?guration of an authentication apparatus according to a ?rst 
embodiment of the present invention; 
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[0024] FIG. 2 is a block diagram shoWing a functional 
con?guration of a control section in a vein registration mode; 
[0025] FIGS. 3A and 3B are schematic vieWs shoWing a 
state transition of illuminance in pattern conversion process 

111%; 
[0026] FIG. 4 is a schematic vieW concerning expression of 
lines on x-y plain; 
[0027] FIG. 5 is a schematic vieW concerning a point on p-O 
plane; 
[0028] FIGS. 6A and 6B are schematic vieWs shoWing 
images before and after Hough transform; 
[0029] FIG. 7 is a block diagram shoWing a functional 
con?guration of the control section in an authentication 
mode; 
[0030] FIG. 8 is a block diagram shoWing a con?guration of 
an authentication section; 
[0031] FIG. 9 is a schematic vieW shoWing the relationship 
among a threshold, genuine person distribution, and different 
person distribution; 
[0032] FIGS. 10A and 10B are schematic vieWs shoWing 
change examples of aspect ratio (vertical-to-horiZontal ratio); 
[0033] FIG. 11 is a schematic vieW shoWing a change in the 
shape of the veins occurring due to a change of aspect ratio; 
[0034] FIG. 12 is a schematic vieW shoWing changes in the 
genuine person distribution and different person distribution 
after a change of aspect ratio; 
[0035] FIG. 13 is a ?owchart shoWing an authentication 
processing procedure; 
[0036] FIG. 14 is a block diagram shoWing the entire con 
?guration of an authentication system according to a second 
embodiment of the present invention; and 
[0037] FIG. 15 is a schematic vieW to help explain the 
magni?cation ratio of an object in an image pick section. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0038] Embodiments of the present invention Will be 
described in detail beloW With reference to the accompanying 
drawings. 

(1) First Embodiment 

(l -l) Entire Con?guration of Authentication Appara 
tus 

[0039] FIG. 1 shoWs the entire con?guration of an authen 
tication apparatus according to a ?rst embodiment of the 
present invention. An authentication apparatus 11 of FIG. 1 
includes a control section 10, an operation section 11, an 
image pickup section 12, a storage section 13, an interface 14, 
a display section 15, and an audio output section 16. The 
operation section 11, image pickup section 12, storage sec 
tion 13, interface 14, display section 15, and audio output 
section 16 are connected to the control section 10 through a 
bus 17. 
[0040] The control section 10 is constructed as a computer 
including a central processing unit (CPU) that controls the 
entire operation of the authentication apparatus 1, a read only 
memory (ROM) that stores various programs, various setting 
information, and the like, and a random access memory 
(RAM) that serves as a Work memory for the CPU. 
[0041] The control section 10 receives as an input through 
the operation section 11 an execution command COM 1 for 
executing a mode (hereinafter, referred to also as “vein reg 
istration mode”) of registering veins of a user (hereinafter, 
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referred to also as “registrant”) to be registered or an execu 
tion command COM2 for executing a mode (hereinafter, 
referred to as “authentication mode”) of determining pres 
ence/absence of the registrant. 
[0042] The control section 10 determines a mode to be 
executed based on the execution commands COM1 and 
COM2 and appropriately controls the image pickup section 
12, storage section 13, interface 14, display section 15, and 
audio output section 16 based on a program corresponding to 
the determination so as to execute the vein registration mode 
or authentication mode. 
[0043] The image pickup section 12 irradiates a light input 
surface on Which a ?nger is placed With a light (hereinafter, 
referred to also as “near-infrared light”) having a Wavelength 
of a range (700 nm to 900 nm) that has characteristics of 
speci?cally being absorbed both by deoxygenated hemoglo 
bin and oxygenated hemoglobin. 
[0044] Further, the image pickup section 12 generates 
image data (hereinafter, referred to also as “vein image”) 
corresponding an image of veins in a biological object placed 
on the light input surface every predetermined cycle and 
transmits the generated image data to the control section 10. 
[0045] The storage section 13 is provided for holding an 
image (hereinafter, referred to as “registration image”) to be 
registered generated from the vein image, programs, or vari 
ous data such as setting information and stores or reads out 
data speci?ed by the control section 10. 
[0046] The interface 14 exchanges various data With an 
external device connected thereto through a predetermined 
transmission path. 
[0047] The display section 15 displays a text or graphic 
corresponding to display data supplied from the control sec 
tion 10. The audio output section 16 outputs audio corre 
sponding to audio data supplied from the control section 10 
through a speaker. 

(l- l - l) Vein Registration Mode 

[0048] The vein registration made Will next be described. 
When determining to execute the vein registration mode, the 
control section 10 prompts a user to place his or her ?nger on 
the light input surface through the display section 15 or audio 
output section 16 and then functions as an image pickup 
control section 21, a pattern conversion section 22, a Hough 
transform section 23, and a registration section 24 as shoWn in 
FIG. 2. 
[0049] The image pickup control section 21 drives a near 
infrared light source so as to irradiate the back side of a vein 
layer in the ?nger placed on the light input surface With a 
near-infrared light. When the near-infrared light is irradiated 
onto the back side of the vein layer in the ?nger, the near 
infrared light is re?ected and dispersed in the ?nger to be 
passed through the vein layer and epidermal layer and enters 
the light input surface. The near-infrared light entering the 
light input surface makes a non-vein portion in the ?nger 
bright While a dark state is kept in a vein portion due to light 
absorption characteristics of the hemoglobin, making the 
contrast betWeen the vein portion and non-vein portion clear. 
As a result, the near-infrared light is guided to the image 
pickup surface of the image-pickup section 12 as a light 
(hereinafter, referred to also as “vein projecting light”) pro 
jecting the veins. 
[0050] Further, the image pickup control section 21 adjusts 
the position of an optical lens such that the focal point of the 
optical lens coincides With the veins based on image data 
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output from the image pickup section 12 and adjusts the 
aperture and shutter speed (exposure time) using a predeter 
mined exposure value (EV) as a reference, to thereby set an 
image pickup condition of the image pickup section 12 so that 
the image pickup condition for image-picking up the veins in 
the ?nger placed on the light input surface becomes satisfac 
tory. 
[0051] After setting the image pickup condition of the 
image pickup section 12, the image pickup control section 21 
transmits image data output from the image pickup section 12 
to the pattern conversion section 22. 
[0052] The pattern conversion section 22 includes a prepro 
cessing section 31, an image smoothing section 32, an edge 
enhancing section 33, a vein smoothing section 34, a bina 
riZation section 35, and a line thinning section 36. 
[0053] The preprocessing section 31 applies, if needed, 
predetermined preprocessing to a vein image corresponding 
to the image data supplied, as a result of image pickup opera 
tion in the image pickup section 12, from the image pickup 
control section 21. The predetermined preprocessing 
includes processing of cutting out an area having a predeter 
mined siZe from the vein image, processing of making the 
long axis of the ?nger included in the vein image parallel to 
the vertical or horizontal direction of the image, and the like. 
[0054] The image smoothing section 32 uses, e.g., a space 
?lter called “Gaussian” to apply ?ltering processing to the 
vein image generated as a result of the processing in the 
preprocessing section 31 to thereby smooth the vein image. 
[0055] The edge enhancing section 33 uses, e.g., a space 
?lter called “Laplacian of Gaussian (Log)” to apply ?ltering 
processing to the vein image generated as a result of the 
processing in the image smoothing section 32 to thereby 
enhance (highlight) the edge of the veins included in the vein 
image. 
[0056] The vein smoothing section 34 uses, e.g., a space 
?lter called “Median” to apply ?ltering processing to the vein 
image generated as a result of the processing in the edge 
enhancing section 33 to thereby smooth the veins included in 
the vein image. 
[0057] The binariZation section 35 converts the vein image 
generated as a result of the processing in the vein smoothing 
section 34 into a binary image using a set illuminance as a 
reference. Assuming that a vein image in Which the veins 
therein have not been subjected to the smoothing is set as an 
image to be binariZed, a probability that one vein actually 
existing in the vein image is divided into tWo veins due to the 
binariZation (FIG. 3A). Therefore, the vein image in Which 
the veins therein have been subjected to the smoothing is set 
as an image to be binariZed. This makes it possible to bring the 
vein image close to the actual veins (FIG. 3B). 
[0058] The line thinning section 36 uses, e.g., a space ?lter 
called “Morphology” to apply ?ltering processing to the 
binary vein image generated as a result of the processing in 
the binariZation section 35 to thereby make the Widths of the 
vein included in the vein image constant With the center of 
each vein in the Width direction or illuminance peak set as a 
reference. 
[0059] As described above, the pattern conversion section 
22 generates a binary vein image (hereinafter, referred to also 
as “pattern image”) composed of a vein component having a 
constant Width and a background component. 
[0060] The Hough transform section 23 applies Hough 
transform to the pattern image. Here, the Hough transform 
Will be brie?y described. 
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[0061] As shown in FIG. 4, straight line lo can be repre 
sented as “(po, 60)”, Where normal line normal to the straight 
line lo and passing through the origin (reference position) is 
no, angle formed by x-axis (reference direction) and the nor 
mal line no is Go, and distance from the origin to the inter 
section betWeen the straight line lo and normal line no is 
“lpol”. 
[0062] The Hough transform is de?ned as “par cos 6+y sin 
6”. Point P1 (x1, yl), point P2 (x2, y2), and point P3 (x3, y3) on 
the straight line lo shoWn in FIG. 4 are represented as curved 
line C1 (xl cos 6+yl sin 6), C2 (x2 cos 6+y2 sin 6), and C3 (x3 
cos 6+y3 sin 6) in a Hough space (p-G space) as shoWn in FIG. 
5 
[0063] The curved lines C1, C2, and C3 have intersection P 
(px, 6x) Which corresponds to the straight line lo in the x-y 
plane before Hough transform. The more the number of 
points (P1, P2, P3, . . . , Pn, . . . ) that can be plotted on the 

straight line lo in the x-y plane is, the more the number of 
curvedlines (C1, C2, C3, . . . , Cn, . . . ) appear in the p-@ space, 

With the result that the number of the curves passing through 
the intersection Px (px, ex) is increased. That is, When the 
straight line lo in the x-y plane is longer, the number of curved 
lines (C1, C2, C3, . . . , Cn, . . . ) overlapping each other at the 

intersection Px (px, ex) is increased. 
[0064] As described above, the intersection P (px, ex) is a 
parameter depending on the length of the straight line in the 
x-y plane. Thus, the degree of overlapping of the curved lines 
(the number of curved lines overlapping each other) at the 
intersection P (px, ex) is increased or decreased depending on 
the line length. 
[0065] Accordingly, in the Hough transform, hoW much a 
line component having a length not less than a predetermined 
length exists in the x-y plane can be represented (quanti?ed). 
FIGS. 6A and 6B shoW examples of images before and after 
the Hough transform. As is clear from the example of FIG. 
6B, in the image after the Hough transform, the longer the line 
component is, the higher the density of White region becomes. 
[0066] Incidentally, the length of the straight line lo in the 
x-y plane section not simply the length of the line, but is 
regarded as one line in the case Where the line is a broken 
(dotted) line or Where the line is partly faded. 
[0067] As described above, the Hough transform section 23 
generates an image (hereinafter referred to also as “Hough 
image”) representing a state of a line component having a 
length not less than a predetermined length from the pattern 
image. 
[0068] The registration section 24 acquires the pattern 
image generated by the pattern conversion section 22 and 
Hough image generated by the Hough transform section 23 
and registers the pattern image and Hough image in the stor 
age section 13 as registration images in association With each 
other. 

[0069] In this Way, the control section 10 executes the vein 
registration mode. 

(I- l -2) Authentication Mode 

[0070] The authentication mode Will next be described. 
When determining to execute the authentication mode, the 
control section 10 prompts a user to place his or her ?nger on 
the light input surface through the display section 15 or audio 
output section 16 and then functions as the image pickup 
control section 21, pattern conversion section 22, Hough 
transform section 23, a readout section 41 and an authentica 
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tion section 42 as shoWn in FIG. 7 in Which corresponding 
parts are designated by the same reference numerals as in 
FIG. 2. 
[0071] The image pickup control section 21 drives a light 
source so as to irradiate the back side of a vein layer in the 
?nger placed on the light input surface and sets the image 
pickup condition of the image pickup section 12. The pattern 
conversion section 22 applies the same conversion processing 
as in the vein registration mode to image data supplied from 
the image pickup section 12 through the image pickup control 
section 21 to thereby generate a pattern image to be authen 
ticated. The Hough transform section 23 applies the same 
transformation processing as in the vein registration mode to 
the pattern image to be authenticated to thereby generate a 
Hough image to be authenticated. 
[0072] The readout section 41 reads out the pattern image 
and Hough image stored in the storage section 13 as the 
registration images and transmits the registration images to 
the authentication section 42. 
[0073] The authentication section 42 calculates the similar 
ity betWeen veins based on the registration pattern and Hough 
images and pattern and Hough images to be authenticated and 
determines Whether a person to be authenticated is a registrant 
or not (Whether authentication has succeed or failed) based on 
the similarity. 
[0074] When determining that a person to be authenticated 
is not a registrant (authentication has failed), the authentica 
tion section 42 executes processing speci?ed to be executed at 
the time of authentication failure. On the other hand, When 
determining that a person to be authenticated is a registrant 
(authentication has succeeded), the authentication section 42 
executes processing speci?ed to be executed at the time of 
authentication success. 

[0075] In this Way, the control section 10 executes the 
authentication mode. 

(l-2) Con?guration of Authentication Section 

[0076] A con?guration of the authentication section 42 Will 
be described. The authentication section 42 according to the 
present embodiment includes a collation section 51, a deter 
mination section 52, an aspect ratio changing section 53, a 
redetermination section 54, and a processing executing sec 
tion 55 as shoWn in FIG. 8. 

[0077] The collation section 51 acquires the registration 
pattern image readout from the storage section 13 and pattern 
image to be authenticated generated by the pattern conversion 
section 22, and also acquires the registration Hough image 
read out from the storage section 13 and Hough image to be 
authenticated generated by the Hough transform section 23. 
[0078] Then the collation section 51 collates the registra 
tion pattern image With the pattern image to be authenticated, 
and also collates the registration Hough image and the Hough 
image to be authenticated. For example, a collation method 
that calculates the similarity (or degree of difference) 
betWeen the respective images to be collated, such as cross 
correlation function, phase correlation function, or sum of 
absolute difference (SAD) is used in the collation processing. 
[0079] The determination section 52 adds up the similarity 
(cross-correlation function, etc.) betWeen the pattern images 
and similarity (cross-correlation function, etc.) betWeen the 
Hough images Which are calculated by the collation section 
51 and compares the added value With a ?rst threshold set 
With respect to the added value. 
















