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(57) ABSTRACT 

A method and system provide receiving communications via 
either a short address or a long address. The method may 
include, responsive to receiving a packet, parsing a packet 
header. The method may include computing a response to the 
packet. The method may include, responsive to determining 
the packet includes a short address addressee, transmitting the 
response via a mesh network. The method may include, 
responsive to determining the packet includes a long address 
addressee, transmitting the response via a point-to-point pro 
tocol. 
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POINT-TO-POINT COMMUNICATION 
WITHIN A MESH NETWORK 
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FIELD OF THE INVENTION 

[0035] This invention pertains generally to methods and 
systems for providing local communication Within a mesh 
netWork Without necessarily associating With the mesh net 
Work. 

BACKGROUND OF THE INVENTION 

[0036] A mesh netWork is a Wireless netWork con?gured to 
route data betWeen mesh device nodes Within the netWork. It 
alloWs for continuous connections and recon?gurations 
around broken or blocked paths by retransmitting messages 
from node to node until a destination is reached. Mesh net 
Works differ from other netWorks in that nodes can all connect 
to each other via multiple hops. Thus, mesh netWorks are 
self-healing: the netWork remains operational When a node or 
a connection fails. 

[0037] Advanced Metering Infrastructure (AMI) or 
Advanced Metering Management (AMM) are systems that 
measure, collect and analyZe utility usage, from advanced 
devices such as electricity meters, gas meters, and Water 
meters, through a netWork on request or a pre-de?ned sched 
ule. This infrastructure includes hardWare, softWare, commu 
nications, customer associated systems and meter data man 
agement softWare. The infrastructure collects and distributes 
information to customers, suppliers, utility companies and 
service providers. This enables these businesses to either 
participate in, or provide, demand response solutions, prod 
ucts and services. Customers may alter energy usage patterns 
from normal consumption patterns in response to demand 
pricing. This improves system load and reliability. 

SUMMARY OF THE INVENTION 

[0038] A method and system provide local communication 
Within a mesh netWork Without associating With the mesh 
network. Instead of retrieving a short addresses assigned by a 
mesh gate to a meter, an off-network device may broadcast a 
query to locate all meters Within radio range and aWait 
responses. For example, the query may include ?ltering cri 
teria, so that only relevant meters may respond. 
[0039] Each meter may respond With its netWork address 
(long address).After the off-netWork device identi?es a meter 
to communicate With, future communications may be con 
ducted With the meter’s long address. This eliminates the need 
to ?rst associate With the mesh netWork before communicat 
ing With the meter. 
[0040] In another aspect, there is provided a method, 
including: responsive to receiving a packet, parsing a packet 
header; computing a response to the packet; responsive to 
determining the packet includes a short address addressee, 
transmitting the response via a mesh netWork; and responsive 
to determining the packet includes a long address addressee, 
transmitting the response via a point-to-point protocol. 
[0041] In another aspect, there is provided a method, 
including: broadcasting a query to a set of mesh devices; 
receiving at least one response from the set of mesh devices, 
Wherein the response includes a mesh device long address 
associated With each mesh device; selecting a mesh device 
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from a set of mesh devices; and transmitting a packet to the 
selected mesh device using the associated mesh device long 
address. 
[0042] In another aspect, there is provided a mesh device, 
including: a radio con?gured to communicate With a mesh 
netWork and an off-network device; a short address netWork 
stack con?gured to communicate over the mesh netWork; and 
a long address netWork stack con?gured to communicate 
directly With the off-netWork device. 
[0043] In another aspect, there is provided an apparatus, 
including: a receiver receiving a packet that includes a packet 
header; a packet parser unit that parses the packet header in 
response to receiving the packet and packet header; a process 
ing logic for computing a response to the packet; an address 
type identi?cation unit that identi?es the packet as including 
a short address addressee or a long address addressee; at least 
one transmitter unit that transmits the computed packet 
response: (i) via a mesh netWork in responsive to determining 
the packet includes a short address addressee, and (ii) via a 
point-to-point protocol in response to determining the packet 
includes a long address addressee. 
[0044] In another aspect, there is provided an apparatus, 
including: a broadcast transmitter broadcasting a query to a 
set of mesh devices; a receiver receiving at least one response 
from the set of mesh devices, Wherein the response includes a 
mesh device long address associated With each mesh device; 
a selection logic unit selecting a mesh device from a set of 
mesh devices; and a packet transmitter transmitting a packet 
to the selected mesh device using the associated mesh device 
long address. 
[0045] In another aspect, there is provided a method for 
providing point-to-point communications betWeen an off 
netWork device and a selected mesh device, including: broad 
casting a query to a set of mesh devices Within radio range by 
the off-netWork device; receiving at least one response from 
the set of mesh devices Within radio range, Wherein the 
response includes a mesh device long address associated With 
each mesh device; selecting the selected mesh device from 
the set of mesh devices Within radio range; transmitting a 
packet to the selected mesh device using the associated mesh 
device long address; responsive to receiving a packet at the 
selected mesh device, parsing a packet header; computing a 
response to the packet by the selected mesh device; and 
responsive to determining the packet includes a long address 
addressee, transmitting the response to the off-netWork 
device via a point-to-point protocol. 
[0046] In another aspect, there is provided a system for 
providing point-to-point communications betWeen an off 
netWork device and a selected mesh device, including: a 
broadcast transmitter broadcasting a query to a set of mesh 
devices Within radio range by the off-netWork device; a ?rst 
receiver receiving at least one response from the set of mesh 
devices Within radio range, Wherein the response includes a 
mesh device long address associated With each mesh device; 
a selection logic unit selecting the selected mesh device from 
the set of mesh devices Within radio range; a packet transmit 
ter transmitting a packet to the selected mesh device using the 
associated mesh device long address; a second receiver 
receiving a packet that includes a packet header; a packet 
parser unit that parses the packet header in response to receiv 
ing the packet and packet header; a processing logic for 
computing a response to the packet; an address type identi? 
cation unit that identi?es the packet as including a short 
address addressee or a long address addressee; at least one 
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packet response transmitter unit that transmits the computed 
packet response: (i) via a mesh network in responsive to 
determining the packet includes a short address addressee, 
and (ii) via a point-to-point protocol in response to determin 
ing the packet includes a long address addressee. 
[0047] In another aspect, there is provided a computer pro 
gram product stored in a computer readable media for execu 
tion in a processor and memory coupled to the processor for 
performing a method comprising: responsive to receiving a 
packet, parsing a packet header; computing a response to the 
packet; responsive to determining the packet includes a short 
address addressee, transmitting the response via a mesh net 
Work; and responsive to determining the packet includes a 
long address addressee, transmitting the response via a point 
to-point protocol. 
[0048] In another aspect, there is provided a computer pro 
gram product stored in a computer readable media for execu 
tion in a processor and memory coupled to the processor for 
performing a method comprising: broadcasting a query to a 
set of mesh devices; receiving at least one response from the 
set of mesh devices, Wherein the response includes a mesh 
device long address associated With each mesh device; select 
ing a mesh device from a set of mesh devices; and transmit 
ting a packet to the selected mesh device using the associated 
mesh device long address. 
[0049] In another aspect, there is provided a computer pro 
gram product stored in a computer readable media for execu 
tion in a processor and memory coupled to the processor for 
performing a method for providing point-to-point communi 
cations betWeen an off-network device and a selected mesh 
device, comprising: broadcasting a query to a set of mesh 
devices Within radio range by the off-netWork device; receiv 
ing at least one response from the set of mesh devices Within 
radio range, Wherein the response includes a mesh device 
long address associated With each mesh device; selecting the 
selected mesh device from the set of mesh devices Within 
radio range; transmitting a packet to the selected mesh device 
using the associated mesh device long address; responsive to 
receiving a packet at the selected mesh device, parsing a 
packet header; computing a response to the packet by the 
selected mesh device; and responsive to determining the 
packet includes a long address addressee, transmitting the 
response to the off-network device via a point-to-point pro 
tocol. 
[0050] Other aspects and features Will be apparent from the 
included description, draWings, and accompanying claims. 
[0051] This Summary is provided to introduce a selection 
of concepts in a simpli?ed form that are further described 
beloW in the Detailed Description. This Summary is not 
intended to identify key features or essential features of the 
claimed subject matter, nor is it intended to be used to limit 
the scope of the claimed subject matter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0052] FIG. 1 illustrates an example system for providing 
communications in an AMI system. 
[0053] FIG. 2A illustrates an example meter for use Within 
a mesh netWork. 
[0054] FIG. 2B illustrates an example mesh gate for use 
Within a mesh netWork. 

[0055] FIG. 3A illustrates an example short address net 
Work stack for use Within a mesh radio. 
[0056] FIG. 3B illustrates an example long address netWork 
stack for use Within a mesh radio. 
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[0057] FIG. 4A illustrates an example procedure for reply 
ing to a long address communication. 
[0058] FIG. 4B illustrates an example procedure for send 
ing a long address communication. 

DETAILED DESCRIPTION OF THE INVENTION 

[0059] FIG. 1 illustrates an example system for providing 
communications in an AMI system. A mesh netWork A 100 
may include a mesh gate A 102 and a plurality of meters: 
metersA 104, B 106, C 108, D 110, E 112, andF 114.Amesh 
gate may also be referred to as a NAN-WAN gate or an access 
point. The mesh gate A 102 may communicate With a server 
118 over a Wide area netWork (WAN) 116. Optionally, a mesh 
gate B 120 and a mesh netWork B 122 may also communicate 
With the server 118 over the Wide Area NetWork (WAN) 116. 
[0060] Optionally, a mesh gate C 124 and a mesh netWork 
C 126 may also communicate With the server 118 over the 
WAN 116. An unassociated device 130 may seek to commu 
nicate With the server 118. 
[0061] In the example of FIG. 1, the mesh netWork A 100 
may include a plurality of mesh gates and mesh devices (such 
as meters) Which cover a geographical area. The meters may 
include utility sensors and be part of an AMI system and 
communicate With the mesh gates over the mesh netWork. For 
example, the AMI system may monitor utilities usage, such as 
gas, Water, or electricity usage and usage patterns. Alternative 
mesh devices include thermostats, user displays, and other 
components for monitoring utilities. 
[0062] A mesh device can be any device con?gured to 
participate as a node Within a mesh netWork. An example 
mesh device is a mesh repeater, Which can be a Wired device 
con?gured to retransmit received mesh transmissions. This 
extends the range of a mesh netWork and provides mesh 
netWork functionality to mesh devices that enter sleep cycles. 
[0063] In the example of FIG. 1, the mesh gateA 102 may 
provide a gateWay betWeen the mesh netWork and a server. 
The mesh gate A 102 may include a mesh radio to commu 
nicate With the mesh netWork and a WAN communication 
interface to communicate With a WAN. 

[0064] In the example of FIG. 1, the mesh gateA 102 may 
aggregate information from mesh devices, e. g., meters, 
repeaters, and gates, Within the mesh netWork and transmit 
the information to the server. While only one mesh gate is 
depicted, any number of mesh gates may be deployed Within 
the mesh netWork, for example, to improve transmission 
bandWidth to the server and provide redundancy in the mesh 
netWork. A typical system Will include a plurality of mesh 
gates Within the mesh netWork. In a non-limiting embodiment 
for an urban or metropolitan geographical area, there may be 
between 1 and 100 mesh gates, but this is not a limitation of 
the invention. In one embodiment, each mesh gate supports 
approximately 400 meters, depending on system require 
ments, Wireless reception conditions, available bandWidth, 
and other considerations. It Will be appreciated that it is 
preferable to limit meter usage of bandWidth to alloW for 
future upgrades. 
[0065] The mesh gate may also be knoWn as a collector, a 
concentrator, or an access point. 

[0066] In the example of FIG. 1, the meters A 104, B 106, 
C 108, D 110, E 112, and F 114 may each be a mesh device 
associated With the mesh netWork through direct or indirect 
communications With the mesh gate. Each meter may forWard 
or relay transmissions from other meters Within the mesh 
netWork toWards the mesh gate. While only six meters are 



US 2009/0135762 A1 

depicted, any number of meters may be deployed to cover any 
number of utility lines or locations Within the mesh network. 
[0067] In the example of FIG. 1, as depicted, only meters A 
104 and D 110 are in direct communications With mesh gate 
A 102. However, meters B 106, E 112 and F 114 can all reach 
mesh gateA 102 through meter D 110. Similarly, meter C 108 
can reach mesh gate A 102 through meter E 112 and meter D 
110. 
[0068] In the example of FIG. 1, the WAN 116 may be a 
communication medium capable of transmitting digital infor 
mation. For example, the WAN 116 may be the Internet, a 
cellular netWork, a private netWork, a phone line con?gured to 
carry a dial-up connection, an Ethernet netWork, or any other 
netWork. The WAN 116 can support TCP/IP or another pro 
tocol, and is therefore technology agnostic. 
[0069] In the example of FIG. 1, the server 118 may be a 
computing device con?gured to receive information, such as 
meter readings, from a plurality of mesh netWorks and meters. 
The server 118 may also be con?gured to transmit instruc 
tions and information to the mesh netWorks and correspond 
ing mesh devices, i.e., mesh gates and meters. 
[0070] In an alternative embodiment, any number of serv 
ers may be deployed in the AMI system. For example, servers 
may be distributed by geographical location for shorter com 
munication distances and latency times. Redundant servers 
may provide backup and failover capabilities in the AMI 
system. The server 118 may also be knoWn as a “head end 
server” or “head end.” 

[0071] In the example of FIG. 1, the optional mesh gates B 
120 and C 124 may be similar to mesh gate A 102, discussed 
above. Each mesh gate may be associated With a mesh net 
Work, similar to the mesh netWorkA 102. For example, mesh 
gate B 120 may be associated With mesh netWork B 122 and 
mesh gate C 124 may be associated With mesh netWork C 126. 
Each mesh netWork may include a plurality of meters (not 
depicted). 
[0072] In the example of FIG. 1, each mesh netWork may 
include meters covering a geographical area, such as a 
premise, a residential building, an apartment building, or a 
residential block. Alternatively, the mesh netWork may 
include a utilities netWork and be con?gured to measure 
utilities ?oW at each sensor. Each mesh gate communicates 
With the server over the WAN, and thus the server may receive 
information from and control a large number of meters or 
mesh devices Within a plurality of mesh netWorks. Mesh 
devices may be located Wherever they are needed, Without the 
necessity of providing Wired communications With the server. 
[0073] In the example of FIG. 1, the off-network device 130 
may be a mobile test device used by a user, for example, 
service personnel maintaining mesh devices. The off-net 
Work device 130 may be con?gured to broadcast a query for 
all nearby mesh devices responsive to a user instruction. The 
query may include ?ltering criteria, such as limiting respond 
ing mesh devices to only gas meters. Every qualifying mesh 
device that receives the query may reply With an identi?er and 
a netWork address. 

[0074] In the example of FIG. 1, in operation, an AMI 
system may facilitate communications betWeen the system 
components. A mesh netWork A 100 may include a plurality 
of meters. An off-network device 130 may be unassociated 
With the mesh netWork A 100 and communicate With at least 
one of the meters. The off-network device 130 may display 
available mesh devices to a user, and, responsive to user input, 
select a meter to communicate With. For example, the off 
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netWork device 130 may select meter F 114. Without associ 
ating With the mesh netWork A 100 through the mesh gate A 
102, the off-network device 130 may broadcast a communi 
cation addressed With the meter F’s netWork address. Any 
recipient of the broadcast Will check the addressee and ignore 
the message unless the recipient is meter F 114 having the 
matching address. 
[0075] In an alternative, a meter may reply to the off-net 
Work device’s broadcast With not only its oWn identi?er and 
netWork address, but also With information about neighbors 
reachable from the meter. The off-network device may there 
fore initiate point-to-point communication With any meter in 
a mesh netWork Without associating With the mesh netWork or 
the mesh gate and Without corresponding directly With the 
meter. 

[0076] FIG. 2A illustrates an example meter for use Within 
a mesh netWork. A meter 200 may include a radio 202, a 
communication card 204, a metering sensor 206, and a bat 
tery or other poWer or energy storage device or source 208. 

The radio 202 may include a memory 210, a processor 212, a 
transceiver 214, and a microcontroller unit (MCU) 216. 

[0077] In the example of FIG. 2A, the meter 200 may be a 
mesh device communicating With a mesh gate and other mesh 
devices over a mesh netWork. For example, the meter 200 
may be a gas, Water or electricity meter installed in a residen 
tial building or other location to monitor utilities usage. The 
meter 200 may also control access to utilities on server 

instructions, for example, by reducing or stopping the flow of 
gas, Water or electricity. 

[0078] In the example of FIG. 2A, the radio 202 may be a 
mesh radio con?gured to communicate With a mesh netWork. 
The radio 202 may transmit, receive, and forWard messages to 
the mesh netWork. Any meter Within the mesh netWork may 
thus communicate With any other meter or mesh gate by 
communicating With its neighbor and requesting a message 
be forWarded. The radio 202 may also communicate With an 
off-network device not associated With the mesh netWork. 

[0079] In the example of FIG. 2A, the communication card 
204 may interface betWeen the radio and the sensor 206. 
Sensor readings or other data may be converted by the com 
munication card 204 to radio signals for transmission over the 
radio 202. The communication card 204 may include encryp 
tion/decryption functionality or other security measures to 
protect the transmitted data. The communication card 204 
may also decode instructions received from the server or 
other communicating devices. 
[0080] In the example of FIG. 2A, the metering sensor 206 
may be a gas, Water, or electricity meter sensor, or another 
sensor. For example, analog or digital ?oW sensors may be 
used to measure a quantity of Water or gas ?oWing into a 
residence or building. Alternatively, the sensor 206 may be an 
electricity meter con?gured to measure a quantity of electric 
ity ?oWing over a poWer line. 

[0081] In the example of FIG. 2A, the battery or other 
energy storage device 208 may be con?gured to indepen 
dently poWer the meter during a poWer outage. For example, 
the battery or other energy storage device 208 may be a large 
capacitor storing electricity to poWer the meter for at least ?ve 
minutes after a poWer outage. Small, compact but high capac 
ity capacitors knoWn as super capacitors are knoWn in the art 
and may advantageously be used. One exemplary super 
capacitor is the SESSCAP 50f2.7vl 8x30 mm capacitor. 
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Alternative battery technologies may be used, for example, 
galvanic cells, electrolytic cells, fuel cells, ?ow cells, and 
voltaic cells. 
[0082] In the example ofFIG. 2A, each component may be 
modular and con?gured for easy removal and replacement. 
This modularity facilitates component upgrading over a life 
time of the meter as new functionality is developed and 
deployed in the AMI system. 
[0083] In the example of FIG. 2A, the memory 210 may 
store instructions and run-time variables for execution. For 
example, the memory 210 may include both volatile and 
non-volatile memory. The memory 210 may also store a 
history of sensor readings from the metering sensor 206 and 
an incoming queue of server instructions. 

[0084] In the example of FIG. 2A, the processor 212 may 
execute instructions, for example, stored in the memory. 
Instructions stored in memory 210 may be ordinary instruc 
tions, for example, provided at time of meter installation, or 
special instructions received from the server during run time. 
[0085] In the example of FIG. 2A, the transceiver 214 may 
transmit and receive wireless signals to a mesh network. The 
transceiver 214 may be con?gured to transmit sensor readings 
and status updates under control of the processor. The trans 
ceiver 214 may receive server instructions from a server, 
which are communicated to the memory and the processor. 

[0086] In the example of FIG. 2A, the MCU 216 can 
execute ?rmware or software required by the meter 200. The 
?rmware or software can be installed at manufacture or via a 

mesh network over the radio 202. 

[0087] In one embodiment, any number of MCUs or CPUs 
or other processing logic can exist in the meter 200. For 
example, two MCUs can be installed, a ?rst MCU for execut 
ing ?rmware handling communication protocols, and a sec 
ond MCU for handling applications. 
[0088] In the example of FIG. 2A, meters may be located in 
geographically dispersed locations within an AMI system. 
For example, a meter may be located near a gas line, an 
electric line, or a water line entering a building or premise to 
monitor a quantity of gas, electricity, or water ?owing 
through the line. The meter may communicate with other 
meters and mesh gates through a mesh network. The meter 
may transmit meter readings and receive instructions via the 
mesh network. 

[0089] In the example of FIG. 2A, in operation, the meter 
200 may communicate over a mesh network and directly with 
an off-network device via the radio 202. The communication 
card 204 may interface between the metering sensor 206 and 
the radio 202. For example, sensor readings may be transmit 
ted to and instructions received from a server. 

[0090] In an alternative embodiment, mesh devices may be 
similar to meters except the metering sensor is replaced by 
whatever component is necessary to perform the mesh 
device’s function. For example, a user display may include an 
output screen and a thermostat may include a dial for receiv 
ing user input and an analog/ digital converter to produce an 
input signal. 
[0091] It will be appreciated that a mesh device and a mesh 
gate can share the architecture of meter 200. The radio 202 
and the MCU 216 provide the hardware necessary, and the 
MCU 216 executes any necessary ?rmware or software. 

[0092] FIG. 2B illustrates an example mobile device 230 
for use within a mesh network. The mobile device 230 may 
include a mesh radio 232, a wide area network (WAN) inter 
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face 234, a battery 236, and a processor 238. The mesh radio 
232 may include a memory 242, a processor 244, and a 
transceiver 246. 
[0093] In the example of FIG. 2B, the mesh radio 232 may 
be a mesh radio con?gured to communicate with meters over 
a mesh network. The radio 232 may transmit, receive, and 
forward messages to the mesh network. 
[0094] In the example of FIG. 2B, the WAN interface 234 
may communicate with a server over a WAN. For example, 

the WAN may be a cellular network, a private network, a dial 
up connection, or any other network. The WAN interface 234 
may include encryption/ decryption functionality or other 
security measures to protect data being transmitted to and 
from the server. 

[0095] In the example of FIG. 2B, the battery or other 
energy storage device 236 may be con?gured to indepen 
dently power the mesh gate during a power outage. For 
example, the battery 236 may be a large capacitor (such as a 
so called super capacitor) storing electricity to power the 
mesh gate for at least ?ve minutes after a power outage. 
[0096] In the example of FIG. 2B, the processor 238 may 
control the mesh radio 232 and the WAN interface. Meter 
information received from the meters over the mesh radio 
may be compiled or assembled into composite messages for 
transmission to the server. Server instructions may be 
received from the WAN interface and transmitted to meters in 
the mesh network for execution. Server instructions may also 
be received from the WAN interface for execution by the 
processor. 
[0097] In the example of FIG. 2B, the mesh radio, WAN 
interface, battery or energy storage device, and processor 
each may be modular and con?gured for easy removal and 
replacement. This modularity facilitates component upgrad 
ing over a lifetime of the mesh gate. 
[0098] In the example of FIG. 2B, the memory 242 may 
store instructions and run-time variables of the mesh radio. 
For example, the memory 242 may include both volatile and 
non-volatile memory. The memory 242 may also store a 
history of meter communications and a queue of incoming 
server instructions. For example, meter communications may 
include past sensor readings and status updates. 
[0099] In the example of FIG. 2B, the processor 244 may 
execute instructions stored in the memory. Stored instructions 
may be ordinary instructions, for example, provided at time of 
mesh gate installation, or special instructions received from 
the server during run-time. 
[0100] In the example of FIG. 2B, the transceiver 246 may 
transmit and receive wireless signals to a mesh network. The 
transceiver 246 may be con?gured to receive sensor readings 
and status updates from a plurality of meters in the mesh 
network. The transceiver 246 may also receive server instruc 
tions, which are communicated to the memory and the pro 
cessor. 

[0101] In the example of FIG. 2B, in operation, the mesh 
gate may interface between a mesh network and a server. The 
mesh gate may communicate with meters in the mesh net 
work and communicate with the server over a WAN network. 
By acting as a gateway, the mesh gate forwards information 
and instructions between the meters in its mesh network and 
the server. 

[0102] FIG. 3A illustrates an example short address net 
work stack for use within a mesh radio 300. The mesh radio 
can be a radio illustrated in FIG. 2A or a mesh radio 232 
illustrated in FIG. 2B. The application process 302 may com 
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municate With a network stack consisting of an application 
layer 304, a transport layer 306, a netWork layer 308, a data 
link layer 310, and a physical layer 312. 
[0103] In the example ofFIG. 3A, the mesh radio 300 may 
be a mesh radio installed in a mesh gate, a mesh device or an 
off-netWork device. For example, the mesh radio 300 may be 
a component in a meter, a mesh gate, or any other mesh device 
con?gured to participate in a mesh netWork or communicate 
With other mesh devices. The mesh radio 300 may be con?g 
ured to transmit Wireless signals over a predetermined or 
dynamically determined frequency to other radios. 
[0104] In the example of FIG. 3A, the application process 
302 may be an executing application that requires informa 
tion to be communicated over the netWork stack. For 
example, the application process 302 may be softWare sup 
porting an AMI system, such as softWare executing on an 
electricity meter or a mesh gate. 

[0105] In the example of FIG. 3A, the application layer 304 
interfaces directly With and performs common application 
services for application processes. Functionality includes 
semantic conversion betWeen associated application pro 
cesses. For example, the application layer may be imple 
mented as ANSI C1212/22 

[0106] In the example of FIG. 3A, the transport layer 306 
responds to service requests from the application layer and 
issues service requests to the Internet layer. It delivers data to 
the appropriate application on the host computers. For 
example, the layer may be implemented as TCP (Transmis 
sion Control Protocol), and UDP ?lser Datagram Protocol). 
[0107] In the example of FIG. 3A, the netWork layer 308 is 
responsible for end-to-end (source-to-destination) packet 
delivery. The layer’s functionality includes transferring vari 
able length data sequences from a source to a destination via 
one or more netWorks While maintaining the quality of ser 
vice, and error control functions. Data Will be transmitted 
from its source to its destination, even if the transmission path 
involves multiple hops. For example, the netWork layer 308 
may translate a short address into a netWork address. 

[0108] In the example of FIG. 3A, the data link layer 310 
transfers data betWeen adjacent netWork nodes in a netWork, 
Wherein the data is in the form of packets. The layer provides 
functionality including transferring data betWeen netWork 
entities and error correction/detection. For example, the layer 
may be implemented as IEEE 80215.4. 

[0109] In the example of FIG. 3A, the physical layer 312 
may be the mo st basic netWork layer, transmitting bits over a 
data link connecting netWork nodes. No packet headers or 
trailers are included. The bit stream may be grouped into code 
Words or symbols and converted to a physical signal, Which is 
transmitted over a transmission medium, such as radio Waves. 

The physical layer provides an electrical, mechanical, and 
procedural interface to the transmission medium. For 
example, the layer may be implemented as IEEE 80215.4. 
[0110] In the example of FIG. 3A, in operation, the netWork 
stack provides different levels of ab straction for programmers 
Within an AMI system. Abstraction reduces a concept to only 
information Which is relevant for a particular purpose. Thus, 
each level of the netWork stack may assume the functionality 
beloW it on the stack is implemented. This facilitates pro 
gramming features and functionality for the AMI system. The 
illustrated netWork stack may facilitate intra-mesh netWork 
communication by utiliZing a short address to identify 
addressees. 
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[0111] FIG. 3B illustrates an example long address netWork 
stack for use Within a mesh radio 350. The long address stack 
must be used When passing information to/from devices out 
side of the mesh netWork; Whereas for communications 
betWeen nodes Within the mesh netWork, a short address stack 
is used for e?iciency. The application process 352 may com 
municate With an application layer 354, a transport and net 
Work layer 356, a data link layer 358 and a physical layer 360. 

[0112] In the example of FIG. 3B, the radio 350 may be a 
mesh radio installed in a mesh gate, a mesh device or an 
off-network device. For example, the radio 350 may be a 
component in a meter, a mesh gate, or any other mesh device 
con?gured to participate in a mesh netWork or communicate 
With other mesh devices. The radio 350 may be con?gured to 
transmit Wireless signals over a predetermined or dynami 
cally determined frequency to other radios. 
[0113] In the example of FIG. 3B, the application process 
352 may be an executing application that requires informa 
tion to be communicated over the netWork stack. For 
example, the application process 352 may be softWare sup 
porting an AMI system, such as softWare executing on an 
electricity meter or a mesh gate. 

[0114] In the example of FIG. 3B, the application layer 354 
interfaces directly With and performs common application 
services for application processes. Functionality includes 
semantic conversion betWeen associated application pro 
cesses. For example, the application layer may be imple 
mented as ANSI C1212/22 

[0115] In the example of FIG. 3B, the transport and net 
Work layer 356 responds to service requests from the appli 
cation layer and issues service requests to the Internet layer. It 
delivers data to the appropriate application on the host com 
puters. For example, the layer may be implemented as TCP 
(Transmission Control Protocol), and UDP (User Datagram 
Protocol). The netWork portion of the layer 356 may be 
responsible for end to end (source to destination) packet 
delivery. The layer’s functionality includes transferring vari 
able length data sequences from a source to a destination via 
one or more netWorks While maintaining the quality of ser 
vice, and error control functions. Data Will be transmitted 
from its source to its destination, even if the transmission path 
involves multiple hops. Further details and embodiments 
describing the transport and netWork layer are found in at 
least U.S. patent application Ser. No. (Attorney 
Docket No. TR0003-US) ?led Nov. , 2008 and 
entitled “Ef?cient And Compact Transport Layer And Model 
For An Advanced Metering Infrastructure (AMI) NetWor ,” 
Which is incorporated herein by reference in its entirety. 
[0116] In the example of FIG. 3B, the data link layer 358 
transfers data betWeen adjacent netWork nodes in a netWork, 
Wherein the data is in the form of packets. The layer provides 
functionality including transferring data betWeen netWork 
entities and error correction/detection. For example, the layer 
may be implemented as IEEE 80215.4. 

[0117] In the example of FIG. 3B, the physical layer 360 
may be the most basic netWork layer, transmitting bits over a 
data link connecting netWork nodes. No packet headers or 
trailers are included. The bit stream may be grouped into code 
Words or symbols and converted to a physical signal, Which is 
transmitted over a transmission medium, such as radio Waves. 

The physical layer provides an electrical, mechanical, and 
procedural interface to the transmission medium. For 
example, the layer may be implemented as IEEE 80215.4. 
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[0118] In the example of FIG. 3B, in operation, the network 
stack provides different levels of ab straction for programmers 
Within an AMI system. Abstraction reduces a concept to only 
information Which is relevant for a particular purpose. Thus, 
each level of the netWork stack may assume the functionality 
beloW it on the stack is implemented. This facilitates pro 
gramming features and functionality for the AMI system. The 
illustrated netWork stack may facilitate intra-mesh netWork 
communication by utilizing a short address to identify 
addressees. 

[0119] In the example of FIG. 3B, the same hardWare may 
be used as in FIG. 3A. A long address transmission may be 
processed by a combined transport and netWork layer, as the 
functionality for mesh addressing is not required. In an alter 
native, a short address transmission may be processed by a 
special netWork layer, Which determines an appropriate long 
address from the parsed short address. The message is then 
transmitted With the long address. 
[0120] FIG. 4A illustrates an example procedure 400 for 
replying to a long address communication. The procedure 
may execute on a mesh device, such as a meter. The mesh 
device may be associated With a mesh netWork and commu 
nicate With other devices associated With the mesh netWork. 
The mesh device may also be con?gured to respond to off 
netWork devices not associated With the mesh netWork. An 
off-netWork device may select the meter and use a long 
address for bilateral communication With the mesh device, 
Without associating With the mesh device. 

[0121] In the example of FIG. 4A, in 402, the mesh device 
may optionally receive a broadcasted query from an off 
netWork device. The query may include an off-netWork 
device identi?er and a request for any mesh devices Within 
radio range to respond With a mesh device long address. 
Optionally, the query may also include ?lter criteria indicat 
ing the mesh devices that should respond. For example, the 
?lter criteria may indicate only a type of mesh device, such as 
meters, user displays, or thermostats are to respond. And by 
Way of further example, the ?lter criteria may indicate that 
only a mesh device With a speci?ed mesh device identi?er, 
such as a utility meter number or other serial number, is to 
respond. 
[0122] In one example, the broadcasted query can be a 
request to conduct a range test. The range test can measure a 

signal strength of a response message. The range test can be 
conducted betWeen the off-netWork device and the mesh 
device. Alternatively, the request can instruct the mesh device 
to conduct the range test With another mesh device. 

[0123] The range test can initiate a range test response in a 
recipient. A signal strength of the range test response is 
recorded and measured to determine a signal strength. A 
signal quality can also be measured. If no range test response 
is received or if the signal quality is too loW, the recipient 
mesh device may be ?agged as out of range. 

[0124] In the example of FIG. 4A, the off-netWork device 
may be a mobile device used by service personnel to service 
mesh devices Within the AMI system. Such a mobile device 
may be Within proximity of the mesh devices to be serviced 
during a service call and interact With service personnel to 
provide information on the mesh devices. 

[0125] In the example of FIG. 4A, mesh devices may need 
to be installed, maintained, repaired, or otherWise serviced. It 
may be cumbersome for the mobile device to associate With 
the mesh netWork for every mesh device to be serviced. 

May 28, 2009 

[0126] In the example of FIG. 4A, the mesh device may 
proceed to 404 if a broadcasted query is received. 
[0127] In the example of FIG. 4A, in 404, the mesh device 
may optionally check Whether ?lter criteria are satis?ed. For 
example, ?lter criteria may optionally be received along With 
the broadcasted query. The mesh device may perform a com 
parison of its characteristics against the received ?lter criteria. 
[0128] In the example of FIG. 4A, the mesh device may 
proceed to 406 if the ?lter criteria are satis?ed. 
[0129] In the example of FIG. 4A, in 406, the mesh device 
may optionally transmit a mesh device identi?er and a mesh 
device long address to the off-netWork device. When the mesh 
device determines it is appropriate to respond to a broad 
casted query, it Will reply With information required by the 
off-network device to initiate local communication. Other 
data may also be transmitted, for example, a mesh device 
characteristic or other information. 

[0130] In the example of FIG. 4A, in 410, the mesh device 
may receive a packet from the off-netWork device. For 
example, a packet may be received from Within the mesh 
netWork or from an off-netWork device. The packet may be 
transmitted over a predetermined or dynamically determined 
frequency used by the mesh netWork. 
[0131] In the example of FIG. 4A, if a packet has been 
received, the mesh device may proceed to step 412 Where the 
packet is processed. If no packet has been received, the mesh 
device may remain at 410. 
[0132] In the example of FIG. 4A, the received packet may 
be a local communication not received via the mesh network. 
For example, the received packet may be received in direct 
communication With an off-network device. The off-netWork 
device may transmit maintenance requests to the mesh 
device. The maintenance request may be an installation of the 
mesh device, maintenance of the mesh device, a testing of the 
mesh device, or a Walk-by reading of the mesh device. 
[0133] In the example of FIG. 4A, in process or step 412, 
the mesh device may parse a packet header from the received 
packet received. The packet header may indicate Whether a 
short address or long address Was used to transmit the packet 
to the mesh device. For example, the packet header may have 
one of tWo predetermined siZes. If the packet header is of a 
?rst siZe, it may have been transmitted With a short address. If 
the packet header is of a second siZe, it may have been trans 
mitted With a long address. 
[0134] In the example of FIG. 4A, in process or step 414, 
the mesh device may compute a response to the received 
packet. For example, the packet may request a status, sensor 
reading, stored value, or other information from the mesh 
device. The mesh device may retrieve or compute the neces 
sary response. For example, the packet may contain instruc 
tions to be executed on the mesh device. The mesh device may 
execute the instructions and reply With an error code or execu 
tion completed message. 
[0135] In an alternative, no response may be required to the 
received packet. If no response is required, the procedure may 
end. 
[0136] In the example of FIG. 4A, in process or step 416, 
the mesh device may check Whether the received packet has a 
short addressee. A short addressee may be used for commu 
nications Within the mesh netWork, for example, from a mesh 
device to a mesh gate or from a ?rst mesh device to a second 
mesh device. For example, the packet header siZe may be 
checked. In an alternative, the packet may be parsed and a ?ag 
status may be extracted. 
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[0137] In the example of FIG. 4A, if the packet has a short 
addressee, the packet Was transmitted over the mesh network. 
The mesh device proceeds to process or step 420. If the packet 
does not have a short addressee, the mesh device proceeds to 
process or step 418. 
[0138] In the example of FIG. 4A, in process or step 418, 
the mesh device may check Whether the received packet has a 
long addressee. A long addressee may be used for direct 
communications With the off-network device not associated 
With the mesh network, and therefore Without access to the 
short address of the mesh device. For example, the packet 
header siZe may be checked. In an alternative, the packet may 
be parsed and a ?ag status may be extracted. 
[0139] In the example of FIG. 4A, if the packet has a long 
addressee, the packet Was transmitted from an off-netWork 
device. The mesh device proceeds to process or step 422. 
[0140] In the example of FIG. 4A, in process or step 420, 
the mesh device may transmit the response via the mesh 
netWork. For example, the mesh device may include a mesh 
netWork stack Which transmits messages via the mesh net 
Work. 
[0141] In the example of FIG. 4A, in process or step 422, 
the mesh device may transmit the response via a point-to 
point protocol. For example, the mesh device may include a 
local communication stack Which transmits messages via 
direct communication. 
[0142] In the example of FIG. 4A, a mesh device may be 
con?gured to communicate both over a mesh netWork and 
directly With a non-network device. For example, mesh net 
Work communication may support a short address, loWering 
overhead of inter-mesh netWork communications. For 
example, the non-netWork device may not be associated With 
the mesh netWork, and therefore use the mesh device’s long 
address. 
[0143] In an alternative, it Will be appreciated that the mesh 
device may function as a proxy for a recipient mesh device. 
The recipient mesh device may be out of radio range of the 
non-netWork device but be a target for communication. The 
proxy mesh device may reply to the non-netWork device’s 
broadcasted query With mesh devices it can reach, including 
the recipient mesh device. The non-netWork device may then 
communicate With the proxy mesh device using a long 
address, While the proxy mesh device forWards the commu 
nications to the recipient mesh device. 
[0144] FIG. 4B illustrates an example procedure 450 for 
sending a long address communication. The procedure may 
execute on an off-netWork device, such as a mobile diagnostic 
device used by service personnel When servicing mesh 
devices of an AMI system. The mesh device may be associ 
ated With a mesh netWork and communicate With other 
devices associated With the mesh netWork. The mesh device 
may also be con?gured to respond to off-netWork devices not 
associated With the mesh netWork. An off-netWork device 
may select the meter and use a long address for bilateral 
communication With the mesh device, Without associating 
With the mesh device. 
[0145] In the example of FIG. 4B, secure communications 
can be established from the off-netWork device the mesh 
device. A key or other secure identi?er is transmitted from the 
off-netWork device to the mesh device. In one example 
embodiment, the mesh device forWards the key to the server 
for authentication. In this example embodiment, the server 
maintains a record of knoWn valid keys of off-netWork 
devices. 
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[0146] In another example embodiment, the mesh device 
authenticates the key by maintaining a record of knoWn valid 
keys of off-netWork devices. 
[0147] In the example of FIG. 4B, the non-netWork device 
may broadcast a query to any mesh devices Within radio range 
in 452. For example, the non-netWork device may receive a 
request from a user, such as a service personnel, to identify all 
nearby and active mesh devices. The broadcasted query may 
be transmitted on a predetermined or dynamically determined 
frequency, for example, the frequency of the mesh netWork. 
The broadcasted query may further be transmitted in a mesh 
netWork protocol. In this example, the non-netWork device 
and the mesh devices may require a mesh radio con?gured to 
transmit on the appropriate frequency and using the appro 
priate protocol. No additional hardWare, such as additional 
radios or processing components, may be required. 
[0148] In the example of FIG. 4B, in process or step 454 the 
non-netWork device may optionally broadcast ?lter criteria 
along With the query. For example, the user may specify the 
mesh devices to respond. The user may specify only certain 
types of mesh devices may respond, such as gas meters, 
thermostats, user input devices, or other types of mesh 
devices. For example, the user may specify only mesh devices 
associated With a speci?ed mesh netWork may respond. Any 
combination of ?lter criteria may be broadcasted. 

[0149] In the example of FIG. 4B, the user may specify only 
the mesh device matching a speci?ed mesh device identi?er is 
to respond. For example, mesh device identi?ers may be 
printed on an external surface of the mesh device. Thus, the 
user may service a speci?c mesh device in proximity to the 
non-netWork device. 
[0150] In the example ofFIG. 4B, in process or step 456 the 
non-netWork device may test Whether a response has been 
received. For example, the non-netWork device may Wait for 
a time interval during Which it aWaits responses from nearby 
mesh devices. If at least one response is received, the non 
netWork device may proceed to 458. If no response is 
received, the non-netWork device may Wait at 456. If a time 
out period has elapsed, the non-netWork device may stop 
Waiting for a response. 

[0151] In the example of FIG. 4B, if no responses are 
received, an error message may be displayed to the user. 
There may be no mesh devices Within radio range. There may 
be no mesh devices Within radio that satisfy the ?lter criteria. 
There may be a transmission error. 

[0152] In the example of FIG. 4B, each response may 
include a mesh device identi?er and a mesh device long 
address. Optionally, additional information may also be 
included With the response, such as a mesh device status. 

[0153] In the example ofFIG. 4B, in process or step 458 the 
non-netWork device may select a mesh device for direct com 
munication. The mesh device may be selected from a set of 
mesh devices that responded to the broadcasted query. 

[0154] In the example of FIG. 4B, in 460 the non-netWork 
device may transmit a packet to the mesh device. The selected 
mesh device may be selected above. The package may be 
transmitted using a local communication protocol, that is, to 
a mesh device in direct radio contact With the off-netWork 
device. 

[0155] In the example of FIG. 4B, the packet may be a 
maintenance request. For example, the maintenance request 
may be used during at least one of: an installation of the mesh 
device, maintenance of the mesh device, testing of the mesh 
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device, or a walk-by reading of the mesh device. The packet 
may be instructions to be executed by the mesh device. 

[0156] In the example ofFlG. 4B, in process or step 462 the 
non-network device may optionally receive a response from 
the mesh device. For example, a response may be required to 
be responsive to the packet transmitted to the selected mesh 
device. If the packet transmitted was instructions to be 
executed by the mesh device, a response may be an error code 
or an indicator that the instructions were successfully 
executed. 

[0157] Although the above embodiments have been dis 
cussed with reference to speci?c example embodiments, it 
will be evident that the various modi?cation, combinations 
and changes can be made to these embodiments. Accordingly, 
the speci?cation and drawings are to be regarded in an illus 
trative sense rather than in a restrictive sense. The foregoing 
speci?cation provides a description with reference to speci?c 
exemplary embodiments. It will be evident that various modi 
?cations may be made thereto without departing from the 
broader spirit and scope as set forth in the following claims. 
The speci?cation and drawings are, accordingly, to be 
regarded in an illustrative sense rather than a restrictive sense. 

1. A method, comprising: 
responsive to receiving a packet, parsing a packet header; 
computing a response to the packet; 

responsive to determining the packet includes a short 
address addressee, transmitting the response via a mesh 
network; and 

responsive to determining the packet includes a long 
address addressee, transmitting the response via a point 
to-point protocol. 

2. The method of claim 1, further comprising: 
associating with a mesh network within radio range. 

3. The method of claim 1, further comprising: 
determining the packet is a maintenance request transmit 

ted by an off-network device. 

4. The method of claim 3, wherein the maintenance request 
is used during at least one of: an installation of a mesh device, 
a maintenance of the mesh device, a testing of the mesh 
device, and a walk-by or drive-by reading of the mesh device. 

5. The method of claim 1, further comprising: 
determining the packet is a local communication not 

received via the mesh network. 

6. The method of claim 1, further comprising: 
responsive to receiving a broadcasted query, replying with 

a mesh device identi?er and a mesh device long address. 

7. The method of claim 6, further comprising: 
verifying a ?lter criteria is satis?ed before replying, 

wherein the ?lter criteria is received with the broad 
casted query. 

8. The method of claim 1, further comprising: 
determining the packet has a short address addressee by 

examining a siZe of the header. 

9. The method of claim 1, further comprising: 
processing the packet on a mesh network stack if the packet 

has a short address addressee; and 

processing the packet on a local communication stack if the 
packet has a long address addressee. 
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10. A method, comprising: 
broadcasting a query to a set of mesh devices; 
receiving at least one response from the set of mesh 

devices, wherein the response includes a mesh device 
long address associated with each mesh device; 

selecting a mesh device from a set of mesh devices; and 
transmitting a packet to the selected mesh device using the 

associated mesh device long address. 
11. The method of claim 10, wherein the packet is a main 

tenance request. 
12. The method of claim 11, wherein the maintenance 

request is used during at least one of: an installation of a mesh 
device, a maintenance of the mesh device, a testing of the 
mesh device, and a walk-by or drive-by reading of the mesh 
device. 

13. The method of claim 10, further comprising: 
receiving a mesh device identi?er associated with each 
mesh device responsive to the broadcasted query. 

14. The method of claim 10, further comprising: 
broadcasting a ?lter criteria indicating desired mesh 

devices along with the broadcasted query. 
15. The method of claim 10, further comprising: 
receiving a response responsive to the transmitted packet. 
16. The method of claim 10, wherein: 
the broadcasting of a query to a set of mesh devices is to 
mesh devices within radio range; 

the receiving of at least one response from the set of mesh 
devices is a receiving of at least one response from the 
set of mesh devices within radio range; 

and the selecting of a mesh device from a set of mesh 
devices is the selecting of a mesh device from a set of 
mesh devices within radio range. 

17. A mesh device, comprising: 
a radio con?gured to communicate with a mesh network 

and an off-network device; 
a short address network stack con?gured to communicate 

over the mesh network; and 
a long address network stack con?gured to communicate 

directly with the off-network device. 
18. The mesh device of claim 17, the mesh device con?g 

ured to associate with a mesh network within radio range. 
19. The mesh device of claim 17, wherein the radio is 

further con?gured to receive a packet and the mesh device is 
con?gured to: 

responsive to determining the packet includes a short 
address addressee, transmitting the response via the 
short address network stack; and 

responsive to determining the packet includes a long 
address addressee, transmitting the response via a long 
address network stack. 

20. The mesh device of claim 19, wherein the packet is a 
maintenance request transmitted by an off-network device. 

21. The mesh device of 20, wherein the maintenance 
request is used during at least one of: an installation of the 
mesh device, a maintenance of the mesh device, a testing of 
the mesh device, and a walk-by reading of the mesh device. 

22. An apparatus, comprising: 
a receiver receiving a packet that includes a packet header; 
a packet parser unit that parses the packet header in 

response to receiving the packet and packet header; 
a processing logic for computing a response to the packet; 
an address type identi?cation unit that identi?es the packet 

as including a short address addressee or a long address 

addressee; 
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at least one transmitter unit that transmits the computed 
packet response: (i) via a mesh network in response to 
determining the packet includes a short address 
addressee, and (ii) via a point-to-point protocol in 
response to determining the packet includes a long 
address addressee. 

23. The apparatus of claim 22, further comprising: 
means for associating With a mesh netWork Within radio 

range. 
24. The apparatus of claim 22, further comprising: 
means for determining the packet is a maintenance request 

transmitted by an off-network device. 
25. The apparatus of claim 24, Wherein the maintenance 

request is used during at least one of: an installation of a mesh 
device, a maintenance of the mesh device, a testing of the 
mesh device, and a Walk-by or drive-by reading of the mesh 
device. 

26. The apparatus of claim 22, further comprising: 
means for determining the packet is a local communication 

not received via the mesh netWork. 
27. The apparatus of claim 22, further comprising: 
means for replying With a mesh device identi?er and a 
mesh device long address in response to receiving a 
broadcasted query. 

28. The apparatus of claim 27, further comprising: 
means for verifying a ?lter criteria is satis?ed before reply 

ing, Wherein the ?lter criteria is received With the broad 
casted query. 

29. The apparatus of claim 22, further comprising: 
means for determining the packet has a short address 

addressee by examining a siZe of the header. 
30. The apparatus of claim 22, further comprising: 
processing logic con?gured to: 
process the packet on a mesh netWork stack if the packet 

has a short address addressee; and 
process the packet on a local communication stack if the 

packet has a long address addressee. 
31. An apparatus, comprising: 
a broadcast transmitter broadcasting a query to a set of 

mesh devices; 
a receiver receiving at least one response from the set of 
mesh devices, Wherein the response includes a mesh 
device long address associated With each mesh device; 

a selection logic unit selecting a mesh device from a set of 
mesh devices; and 

a packet transmitter transmitting a packet to the selected 
mesh device using the associated mesh device long 
address. 

32. The apparatus of claim 31, Wherein the broadcast trans 
mitter and the packet transmitter are the same transmitter. 

33. The apparatus of claim 31, Wherein the broadcast trans 
mitter and the packet transmitter are different transmitters. 

34. The apparatus of claim 31, Wherein the packet com 
prises a maintenance request. 

35. The apparatus of claim 34, Wherein the maintenance 
request is used during at least one of: an installation of a mesh 
device, a maintenance of the mesh device, a testing of the 
mesh device, and a Walk-by or drive-by reading of the mesh 
device. 

36. The apparatus of claim 31, Wherein: 
the receiver is adapted for receiving a mesh device identi 

?er associated With each mesh device responsive to the 
broadcasted query. 
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37. The apparatus of claim 31, Wherein: 
the broadcast transmitter is adapted for broadcasting a ?lter 

criteria indicating desired mesh devices along With the 
broadcasted query. 

38. The apparatus of claim 31, Wherein: 
the receiver is adapted for receiving a response responsive 

to the transmitted packet. 
39. The apparatus of claim 31, Wherein: 
the broadcasting of a query to a set of mesh devices is to 
mesh devices Within the broadcast transmitter radio 
range; 

the receiving of at least one response from the set of mesh 
devices is a receiving of at least one response from the 
set of mesh devices Within the receiver radio range; 

and the selecting of a mesh device from a set of mesh 
devices is the selecting of a mesh device from a set of 
mesh devices Within radio range. 

40. A method for providing point-to-point communica 
tions betWeen an off-network device and a selected mesh 
device, comprising: 

broadcasting a query to a set of mesh devices Within radio 
range by the off-network device; 

receiving at least one response from the set of mesh devices 
Within radio range, Wherein the response includes a 
mesh device long address associated With each mesh 
device; 

selecting the selected mesh device from the set of mesh 
devices Within radio range; 

transmitting a packet to the selected mesh device using the 
associated mesh device long address; 

responsive to receiving a packet at the selected mesh 
device, parsing a packet header; 

computing a response to the packet by the selected mesh 
device; and responsive to determining the packet 
includes a long address addressee, transmitting the 
response to the off-network device via a point-to-point 
protocol. 

41. A system for providing point-to-point communications 
betWeen an off-network device and a selected mesh device, 
comprising: 

a broadcast transmitter broadcasting a query to a set of 
mesh devices Within radio range by the off-network 
device; 

a ?rst receiver receiving at least one response from the set 
of mesh devices Within radio range, Wherein the 
response includes a mesh device long address associated 
With each mesh device; 

a selection logic unit selecting the selected mesh device 
from the set of mesh devices Within radio range; 

a packet transmitter transmitting a packet to the selected 
mesh device using the associated mesh device long 
address; 

a second receiver receiving a packet that includes a packet 
header; 

a packet parser unit that parses the packet header in 
response to receiving the packet and packet header; 

a processing logic for computing a response to the packet; 
an address type identi?cation unit that identi?es the packet 

as including a short address addressee or a long address 

addressee; 
at least one packet response transmitter unit that transmits 

the computed packet response: (i) via a mesh netWork in 
response to determining the packet includes a short 
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address addressee, and (ii) via a point-to-point protocol 
in response to determining the packet includes a long 
address addressee. 

42. A computer program product stored in a computer 
readable media for execution in a processor and memory 
coupled to the processor for performing a method compris 
ing: 

responsive to receiving a packet, parsing a packet header; 
computing a response to the packet; 
responsive to determining the packet includes a short 

address addressee, transmitting the response via a mesh 
network; and 

responsive to determining the packet includes a long 
address addressee, transmitting the response via a point 
to-point protocol. 

43. A computer program product stored in a computer 
readable media for execution in a processor and memory 
coupled to the processor for performing a method compris 
ing: 

broadcasting a query to a set of mesh devices; 
receiving at least one response from the set of mesh 

devices, Wherein the response includes a mesh device 
long address associated With each mesh device; 

selecting a mesh device from a set of mesh devices; and 
transmitting a packet to the selected mesh device using the 

associated mesh device long address. 
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44. A computer program product stored in a computer 
readable media for execution in a processor and memory 
coupled to the processor for performing a method for provid 
ing point-to-point communications betWeen an off-network 
device and a selected mesh device, comprising: 

broadcasting a query to a set of mesh devices Within radio 
range by the off-network device; 

receiving at least one response from the set of mesh devices 
Within radio range, Wherein the response includes a 
mesh device long address associated With each mesh 
device; 

selecting the selected mesh device from the set of mesh 
devices Within radio range; 

transmitting a packet to the selected mesh device using the 
associated mesh device long address; 

responsive to receiving a packet at the selected mesh 
device, parsing a packet header; 

computing a response to the packet by the selected mesh 
device; and responsive to determining the packet 
includes a long address addressee, transmitting the 
response to the off-network device via a point-to-point 
protocol. 


