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A system and method for authenticating a user to a user 
device using one or more-factor authentication With a certi? 
cate are provided. The status of the certi?cate is stored at the 
user device such that the stored status is queried during the 
authentication process. The status is updated as a background 
operation on the user device on a periodic basis. In the event 
that the user device fails to obtain updated status information, 
further status update requests are issued by the user device at 
varying time intervals until a response is received. In the event 
that the user is authenticated to the device but the certi?cate is 
subsequently revoked, access to all or a subset of user data and 
functions on the user device may be restricted. 
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AUTHENTICATION CERTIFICATE 
MANAGEMENT FOR ACCESS TO A 

WIRELESS COMMUNICATION DEVICE 

BACKGROUND 

[0001] 1. Technical Field 
[0002] The present invention relates generally to mobile 
devices, and in particular to systems, methods, and softWare 
for authentication certi?cate management for access to a 
Wireless communication device. 
[0003] 2. Description of the Related Art 
[0004] User devices, including, but not restricted to, Wire 
less mobile communication devices, personal computers, lap 
top or portable computers, smartphones, personal digital 
assistants (PDAs), and the like, may be secured from unau 
thoriZed access by means of an authentication process having 
one or more factors. Such a process may require the user to 
provide a smart card or other authorization token storing a 
secret value, Which must be validated by the user device 
before the user is alloWed to access the functions and/or data 
stores of the user device. It is knoWn in the art to implement 
this type of authentication feature using a Public Key Infra 
structure (PKI), Wherein the user device is provided With a 
public key certi?cate, and the authentication token is pro 
vided With the corresponding private key. In order to authen 
ticate the user With the authentication token, the authentica 
tion token signs a message using the private key that is 
transmitted to the user device for veri?cation using the public 
key certi?cate. 
[0005] Such digital certi?cates are issued by Certi?cate 
Authorities (CAs). The certi?cates expire after a given time, 
at Which point the certi?cate is not intended to be relied on for 
authentication purposes. The expiration time may be embed 
ded in the certi?cate itself, so the user device can ascertain 
Whether the certi?cate has expired. HoWever, the CA may 
revoke the certi?cate, in Which case the certi?cate is intended 
to be unusable for authentication purposes. This information 
is not embedded in the certi?cate previously stored at the user 
device. Therefore, in order to determine Whether a certi?cate 
may be relied on for authenticating a user, the user device 
must obtain the updated revocation status of the certi?cate 
When a user attempts to log into the device. In some PKI 
systems, an Online Certi?cate Status Protocol (OCSP) 
responder is provided, Which is a dedicated server used to 
provide access to updated certi?cate status; the user device 
may query the OCSP responder over a netWork, for example 
over the Internet, in order to obtain updated revocation infor 
mation before authenticating the user. Thus, if the user device 
is unable to query the OCSP for some reason, then the device 
Will be unable to authenticate the user. In other systems, the 
user device must consult a Certi?cate Revocation List (CRL), 
Which is a listing of all certi?cates in the system that had been 
revoked by the corresponding CA. The CRL typically evolves 
into a lengthy document over time, and in order to consult the 
list, the user device must doWnload a copy over the netWork, 
or alternatively in response to a request from the user device, 
a proxy server on the user’s netWork must doWnload the 
appropriate CRL and respond to the user device once the CRL 
is received and checked. These processes delay the authenti 
cation process, and furthermore if the user device is unable to 
access a copy of a CRL to consult during the authentication 
process or is unable to contact the proxy server, then again the 
user device Will be unable to authenticate the user. In the case 
of a Wireless user device that may happen to be outside of 
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radio coverage or may otherWise be unable to connect to a 
Wireless gateWay to the required netWork to contact the OCSP 
responder or obtain a CRL, the user Will be locked out of his 
or her mobile device, even if he or she Would be otherWise 
authoriZed to use the device, simply because no Wireless 
netWork connection can be maintained. 
[0006] It is therefore desirable to provide an improved sys 
tem and method to handle certi?cate status checking on a 
mobile device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0007] Embodiments of the inventive aspects of this disclo 
sure Will be best understood With reference to the folloWing 
detailed description, When read in conjunction With the 
accompanying draWings, in Which: 
[0008] FIG. 1 is a schematic diagram of an exemplary net 
Work topology, including certi?cate status sources, a mobile 
device, and a security token access device; 
[0009] FIG. 2 is a schematic representation of exemplary 
embodiments of the mobile device and the security token 
access device of FIG. 1; 
[0010] FIGS. 3a and 3b are ?oWchar‘ts of methods of 
authenticating a user; 
[0011] FIG. 4 is a ?owchart of a method of authenticating a 
user and updating the status of the authentication certi?cate; 
and 
[0012] FIG. 5 is a further schematic diagram of an exem 
plary Wireless mobile communications device. 

DETAILED DESCRIPTION 

[0013] In the embodiments described herein, a method for 
authenticating a user to a user device is provided, Wherein the 
method comprises verifying, using authentication informa 
tion stored at a user device, data received in association With 
a request for access to the user device and checking a status 
indicator stored at the user device and associated With the 
authentication information to determine Whether the authen 
tication information is valid; alloWing access to the user 
device if the data received in association With the request for 
access is veri?ed and the status indicator indicates that the 
authentication information is valid; and updating the status 
indicator on an intermittent basis When the user device is in 
communication With an authentication information status 
source. One aspect of this embodiment is that the act of 
updating the status indicator may comprise, if the user device 
is in communication With a netWork providing access to the 
authentication information status source, transmitting a 
request for status information for the authentication informa 
tion to the authentication information status source; and if a 
response to the request comprising status information is 
received, updating the status indicator With the received status 
information. 
[0014] In a further embodiment, an authentication system 
for a user device is provided, Wherein the authentication 
system comprises a memory storing authentication informa 
tion for authenticating a user to the user device and for storing 
a status indicator comprising status information associated 
With the authentication information; a status checking mod 
ule for checking the status indicator stored in association With 
the authentication information, Wherein the user is alloWed 
access to the user device if the user is authenticated Wherein 
the status indicator indicates that the authentication informa 
tion is valid; and an updating module for transmitting a 
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request for status information for the authentication informa 
tion to a authentication information status source periodically 

at a ?rst predetermined time interval, receiving a response 
comprising status information in response to the request, and 
updating the stored status indicator With the received status 
information. In a further aspect of the authentication system, 
the updating module is con?gured to transmit a further 
request for status information at a further predetermined time 
interval if a response to a previous request is not received, 
Wherein the further predetermined time interval is less than 
the ?rst predetermined time interval. 
[0015] Still a further embodiment provides a method for 
managing secure access to a Wireless communication device, 
the method comprising receiving a request to authenticate a 
security token; determining, using authentication certi?cate 
status information, Whether an authentication certi?cate is 
revoked, Wherein the authentication certi?cate comprises 
public key data and Wherein both the authentication certi? 
cate and the authentication certi?cate status information are 
locally stored at the Wireless communication device; authen 
ticating the security token using the locally stored authenti 
cation certi?cate if the locally stored authentication certi? 
cate is determined to be not revoked; and requesting 
authentication certi?cate status information from a remotely 
located certi?cate status source via a Wireless communication 
link, Wherein the act of requesting authentication certi?cate 
status information is automatically performed periodically 
according to a predetermined time interval. 

[0016] In the foregoing embodiments, the updating of a 
status indicator may be repeated intermittently, for example at 
a ?rst predetermined time interval, and if a response to a 
request for information regarding authentication information 
status is not received, the updating of the status indicator may 
be repeated at further time intervals that may be the same, or 
shorter or longer than the ?rst predetermined time interval. 
Such further time intervals may be increased or decreased 
from the length of the ?rst predetermined time interval. The 
further time interval may be a fraction of, or a multiple of the 
?rst predetermined time interval, although the further time 
interval may be set at an arbitrary value. For example, the 
further time interval may be less than half, half, double, or 
more than double, the ?rst time interval. If a response to a 
repeated request is received, then further updating of the 
status indicator may be repeated again at the ?rst predeter 
mined time interval. If a response to a repeated request is not 
received, the updating of the status indicator may be repeated 
at the further time interval, or at yet a further time interval that 
is longer or shorter than the previous time interval. The 
authentication information or certi?cate may comprise public 
key data, and thus verifying data received in association With 
a request for access to the user device may comprise provid 
ing an authentication token storing private key data; transmit 
ting a challenge to the authentication token; receiving from 
the authentication token a response comprising the challenge 
signed using the private key data; and verifying the response 
using the public key data, such that the user is authenticated if 
the response is veri?ed and the status indicator indicates that 
the certi?cate comprising the public key data is valid. The 
authentication token may communicate via an authentication 
token access device; the authentication token or the access 
device, or both the authentication token and access device, 
may be separate from the user device. For access to the user 
device to be alloWed, a user-entered passWord may also be 
veri?ed. 
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[0017] Referring to FIG. 1, an overvieW of an exemplary 
system for use With the embodiments described beloW is 
shoWn. One skilled in the art Will appreciate that there may be 
many different topologies, but the system shoWn in FIG. 1 
helps demonstrate the operation of the systems and methods 
described in the present application. For example, there may 
be many user devices connected to the system that are not 
shoWn in the simple overvieW of FIG. 1. 

[0018] FIG. 1 shoWs a user device 100, Which may com 
prise a mobile communication device. It Will be appreciated 
by those skilled in the art that the mobile device may comprise 
any computing or communication device that is capable of 
connecting to a netWork by Wireless means, including, but not 
limited, to personal computers (including tablet and laptop 
computers), personal digital assistants, smart phones, and the 
like. It Will further be appreciated by those skilled in the art 
that these devices may be referred to herein as computing 
devices or communication devices, and may have principal 
functions directed to data or voice communication over a 

netWork, data storage or data processing, or the operation of 
personal or productivity applications; those skilled in the art 
Will appreciate that terminology such as “mobile device”, 
“communication device”, “computing device”, or “user 
device” may be used interchangeably. 
[0019] The user device 100 may, for example, be connected 
to an Internet Service Provider on Which a user of the system 
of FIG. 1, likely the user associated With the user device 100 
illustrated in FIG. 1, has an account. The system of FIG. 1 
may be located Within a company, possibly connected to a 
local area netWork, and connected to the Internet or to another 
Wide area netWork, or connected to the Internet or other 
netWork through a large application service provider. Other 
features for netWork connectivity, such as the infrastructure 
of the local area netWork, Internet, Wide area netWork, Wire 
less gateWay, and the like, are not shoWn in FIG. 1 but are 
knoWn to those having ordinary skill in the art. The user 
device 100 may be capable of sending and receiving mes 
sages and other data via Wireless transmission, typically at a 
radio frequency (RF), from a base station in a Wireless net 
Work to the user device. The particular netWork may be any 
Wireless netWork over Which messages may be exchanged 
With a user device such as the user device 100. The user device 
may receive data by other means, for example through a direct 
connection to a port provided on the user device such as a 

Universal Serial Bus (U SB) link. 
[0020] In accordance With various embodiments, the user 
device 100 is capable of communicating With a security token 
access device 104 over a Wired or Wireless communication 

link 36. In other embodiments, communication takes place 
over Wireless communication link 36. A non-exhaustive list 
of examples of Wireless local area netWork standards for 
Wireless communication link 36 includes the Institute of 
Electrical and Electronic Engineers (IEEE) for Wireless LAN 
MAC and Physical layer (PHY) 802.11a, b, g and n speci? 
cations or future related standards, the Bluetooth® standard, 
the ZigbeeTM standard and the like. The security token access 
device 104 may comprise a reader device or a read-Write 
device. Thus, for example, if the security token access device 
104 is a read-Write device, the access device 104 may be 
con?gured to not only read data from an associated security 
token, but to also Write data to the security token. It Will be 
appreciated by those skilled in the art that the systems and 
methods disclosed herein may incorporate a security token 
access device that is capable of both reading and Writing to a 
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security token, and that the embodiments described herein are 
not limited to a security token reader device. 

[0021] A security token, here shown as a smart card 108, is 
shown inserted into the access device 104. Smart cards are 
personalized security devices, de?ned by the ISO7816 stan 
dard and its derivatives, as published by the International 
Organization for Standardization. A smart card may have a 
form factor of a credit card and may include a semiconductor 
device. The semiconductor device may include a memory that 
can be programmed With a secret key and With an authenti 
cation certi?cate, and may include a decryption engine, e.g., 
a processor and/or dedicated decryption logic. The smart 
card’s functionality may be embedded in a device having a 
different form factor and being capable of communicating 
over an additional communication protocol, for example a 
USB device. 
[0022] The security token 108 may include a connector for 
poWering the semiconductor device and performing serial 
communication With an external device. The access device 
104 may be provided in one of a number of form factors, 
including, but not limited to, a portable access device that can 
be Worn on the person, for example by means of a lanyard (not 
shoWn) suspended around a user’s neck. Alternatively, the 
access device 104 may be provided in a desktop reader or 
reader-Writer form factor, or other form factor suitable for the 
security token environment that Will be apparent to the skilled 
reader. In a further embodiment, the functionality of the secu 
rity token 108 and the access device 104 may be integrated 
into a single unit. 
[0023] While the con?guration of access devices 104 and 
user devices 100 Will be generally appreciated by those 
skilled in the art, FIG. 2 provides a schematic overvieW of 
select components of such devices. The access device 104 
may comprise a processor 326, con?gured to execute code 
329 stored in a memory element 328. The processor 326 and 
memory element 328 may be provided on a single applica 
tion-speci?c integrated circuit, or the processor 326 and the 
memory element 328 may be provided in separate integrated 
circuits or other circuits con?gured to provide functionality 
for executing program instructions and storing program 
instructions and other data, respectively. The processor is 
connected to a security token interface 330. The memory 328 
may comprise both volatile and non-volatile memory such as 
random access memory (RAM) and read-only memory 
(ROM); sensitive information, such as keys and personal 
identi?cation numbers (PlNs), may be stored in volatile 
memory. 
[0024] The code 329 provided in the access device 104 may 
include operating system softWare, passWord veri?cation 
code, and speci?c applications, Which may be stored in non 
volatile memory. For example the code 329 may comprise 
drivers for the access device 104 and code for managing the 
drivers and a protocol stack for communicating With the com 
munications interface 324 Which comprises a receiver and a 
transmitter (not shoWn) and is connected to an antenna 322. 
[0025] The access device 104 may also be con?gured to 
interface With the user via the input means 112, such as a 
button for manipulation by the user, and via a display 110, 
such as a single-line readout for displaying strings of alpha 
numeric characters. The communications interface 324 may 
also comprise other processing means, such as a digital signal 
processor and local oscillators. If the access device 104 is 
separate from the user device 100, it may include a poWer 
supply (not shoWn), Which in the case of a portable security 
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token access device may be provided by at least one battery or 
poWer cell. The casing and the poWer supply of the access 
device 104 is con?gured such that removal of the casing 
disconnects the poWer supply, thereby clearing the volatile 
memory of the access device 104. The access device 104 may 
also be provided With a further output means, not shoWn, such 
as a light emitting diode (LED), Which may be tri-coloured 
for indicating the status of the access device 104. 

[0026] The user device 100 comprises an input means, for 
example a keyboard 114, although alternative or additional 
input means, such as thumbWheels, trackballs, touchpads, 
and buttons, may also be provided. The user device 100 also 
comprises an output means, such as a display 116; the user 
device 100 may also be provided With a speaker for non 
visual communication, not shoWn. The input and output may 
be integrated, such as, for example, in a touchscreen display. 
The mobile device comprises an antenna 302 connected to a 
communication interface 304, Which in turn communicates 
With a processor 306. The communication interface 304 may 
include similar components as the communication interface 
324 of the access device 104, such as a digital signal proces 
sor, local oscillator, a receiver, and a transmitter. The proces 
sor 306 accesses a memory element 308 Which stores code 
309, Which may include operating system softWare and appli 
cation-speci?c softWare, as Well as drivers and protocol 
stacks for handling communication over one or more com 

munication links, such as the Wireless communication link 
36, as Well as an authentication module for carrying out the 
various processes described beloW. The memory element 308 
may include both volatile and non-volatile memory. The 
memory element 308 and the processor 306 may be provided 
in a single application-speci?c integrated circuit, or may be 
provided as separate components. The processor 306 may 
execute a number of applications that control basic opera 
tions, such as data and voice communications via the com 
munication interface 304, as Well as a personal information 
manager that may be installed during manufacture and e-mail 
client for composing, editing, digitally signing and encrypt 
ing, and digitally verifying and decrypting messages. 
[0027] The user Whose security information is stored on the 
security token 108 may use the access device 104 for identi 
?cation and authentication to the user device 100, and option 
ally to digitally sign and/or decrypt messages sent or received 
by the user device 100. As one example, the user device 100 
may be con?gured to send and receive e-mail, and may be 
con?gured to employ the Secure Multipurpose lntemet Mail 
Extensions (S/MIME) protocol, such that e-mail messages 
received at the user device 100 are encrypted using a sym 
metric algorithm With a random session key generated by the 
sender of the e-mail message and encrypted by the recipient’s 
(most likely the user device 100 user’s) public key and sent 
With the message, and mes sages sent from the user device 1 00 
are likeWise encrypted With a random session key generated at 
the user device 100. Upon receipt of an encrypted e-mail 
message, the user device 100 may extract the encrypted ses 
sion key and send it to the access device 104 via the commu 
nication link 36, Which may be a secure communication link. 
The access device 104 then sends the encrypted session key to 
the security token 108, and the decryption engine of the 
security token 108 may decrypt the encrypted session key 
using the recipient’s private decryption key, Which is stored in 
the security token 108. The access device 104 retrieves the 
decrypted session key from the security token 108 and for 
Wards it to the user device 100 via communication link 36 so 
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that the user device can decrypt the received e-mail message. 
The security token 108 may prevent unauthorized use of the 
recipient’s private decryption key by requiring that a pass 
Word or personal identi?cation number (PIN) be supplied at 
the user device 100 (and veri?ed against a passWord or PIN 
stored at the security token 108 either in the clear or in an 
encoded form) before allowing the decryption operation to 
proceed. In the embodiments described herein, it Will be 
understood by those skilled in the art that a passWord may 
comprise alphanumeric characters or other indicia, but may 
alternatively comprise only alphabetic characters or numeric 
characters; similarly, the PIN may comprise alphanumeric 
characters or other indicia, but may also alternatively com 
prise only alphabetic characters or numeric characters. Both a 
passWord and a PIN may be of any desired character length, 
according to the information technology policy or strength of 
protection desired. In the folloWing embodiments, the selec 
tion of the format of passWord or PIN (e.g., the number of 
characters in length, and Whether the passWord or PIN may 
comprise exclusively numeric characters, or may comprise 
other combinations of alphanumeric characters or other indi 
cia) is a minor variation Within the scope of these embodi 
ments. 

[0028] Similarly, to add a digital signature to an e-mail 
message or other message being sent by user device 100, the 
mobile device may send a hash of the contents of the message 
to the access device 104 over the communication link 36. The 
access device 104 passes the hash to the security token 108, 
Which produces a digital signature from the hash and the 
sender’s private signing key, Which is stored in the security 
token 108. The security token 108 then passes the digital 
signature to the access device 104, Which forWards it to the 
user device 100 via the communication link 36 so that the user 
device can transmit it along With the message to the appro 
priate messaging server. Again, the security token 108 may 
prevent unauthoriZed use of the sender’s private signing key 
by requiring that a passWord or PIN, or both, be supplied 
before alloWing the signing operation to proceed. A recipient 
of a message thus signed Would procure a copy of the sender’s 
public key certi?cate corresponding to the private signing key 
used to sign the message, and may verify the authenticity of 
the signed message using the public key and checking the 
status of the public key certi?cate to determine Whether it is 
still valid and not revoked. 

[0029] Further, the user device 100 may be con?gured to 
require user authentication before alloWing the user to access 
some or all of the data stores or functionality of the user 
device 100. In accordance With various embodiments, tWo 
factor authentication may be employed. In other embodi 
ments, feWer or more than tWo factors may be employed. In 
tWo-factor authentication, the user must provide a token such 
as the security token 108 comprising authentication informa 
tion associated With that user that is capable of veri?cation by 
a third party, and in addition, the user is also required to enter 
a predetermined device passWord or other PIN using an input 
device on the user device 100. This device passWord may be 
stored in the clear in the non-volatile memory of the user 
device 100, or stored in a hashed, salted and hashed, or 
encrypted form in the device memory. If tWo-factor authen 
tication is employed, then the user is authenticated to the user 
device 100 upon veri?cation by the user device 100 of both 
the user-entered passWord and the response from the user 
supplied authentication token 108. If the veri?cation fails, 
then the user device 1 00 remains locked to the user. Again, the 
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various algorithms by Which a challenge may be issued, 
signed or encrypted, and veri?ed, Will be knoWn to those 
skilled in the art. 

[003 0] In the tWo-factor authentication embodiment, both a 
device and security token passWord (or PIN) veri?cation is 
required. Not only is the user asked to supply the security 
token 108 and enter a predetermined device passWord or PIN 
using an input device on the user device 100 that is veri?ed at 
the mobile device, but the user is asked to enter a further 
passWord or PIN, for example via the input device of the user 
device 100, Which is veri?ed against a further passWord or 
further PIN stored either at the access device 104 or on the 
security token 108. This further passWord or further PIN may 
be stored at the access device 104 or security token 108 in the 
clear or in an obfuscated format (such as in a hashed, salted 
and hashed, or encrypted form). The veri?cation of the further 
passWord or further PIN may be carried out at the same time 
as the veri?cation of the response received from the security 
token. In a further one-factor authentication embodiment, the 
passWord or PIN veri?cation at the user device 100 may be 
omitted, and the user is only authenticated using the supplied 
security token 108. 
[003 1] With reference to FIG. 1, in accordance With various 
embodiments, authentication by an authentication token, 
such as a smart card, is enabled on the user device 100. The 
user device 100 is provided With authentication information 
such as an authentication certi?cate 35 comprising key data 
Which is to be used for user authentication. The user device 
100 may be supplied With a number of certi?cates stored in 
memory; for example, an authentication certi?cate 35 may be 
designated for use in verifying the user’s identity at login, or 
When the user attempts to access certain functions or data on 
the user device 100. A further certi?cate stored at the user 
device 100 may be designated for use as a signing certi?cate 
(not shoWn) for signing or encrypting messages, as described 
above. Various asymmetric or elliptical key algorithms and 
the like, and the format and utiliZation of digital certi?cates 
for signing, verifying, encrypting or decrypting messages, or 
for verifying a user’s identity, Will be knoWn to those skilled 
in the art. In the exemplary embodiment described here, the 
authentication information comprises an authentication cer 
ti?cate 35, Which itself comprises a public key, likeWise 
stored at the user device 100. 

[0032] The authentication information may comprise secu 
rity information associated With the user by a trusted issuing 
authority such as a CA, as Will be understood by those skilled 
in the art; thus, in one embodiment the security token 108 
stores a private key While a corresponding public key, typi 
cally associated With a digital certi?cate, may be made avail 
able to third parties and is provided to and stored at the user 
device 100. 

[0033] Turning to FIG. 3a, the authentication process by 
Which the user may gain access to the data stores and/or 
functions of the user device 100 Will be described. At step 
500, the user device 100 receives a request for user access. 
The form of this request Will be understood by those skilled in 
the art; the request may be detected by detecting a keystroke 
or activation of an input means on the user device, or may be 
triggered by another event at the user device. In a tWo-factor 
authentication embodiment, the user device 100 then engages 
in tWo of the veri?cation branches shoWn in FIG. 3a. In a 
tWo-factor authentication embodiment, a user-entered pass 
Word (or PIN) is received and veri?ed against a mobile device 
passWord (or PIN) at 510, such as in the manner described 
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above. A determination is made as to whether each of these 
veri?cations was successful, and whether the authentication 
information stored at the security token, for example, a digital 
certi?cate, is valid, at 550. The manner of determining the 
validity of the authentication information is described in 
detail below. If the veri?cation is successful and the authen 
tication information is determined to be valid, then the user is 
authenticated to the user device 100 and access to the device’s 
data stores and functions is granted at 560. Otherwise, the 
user is not authenticated and access is not granted at 570. The 
user may be offered another opportunity to gain access to the 
user device 100, not shown. 

[0034] In a further two-factor authentication embodiment, 
in addition to the veri?cation user device 100 password or 
PIN, a further PIN or password for the security token 108 is 
received and veri?ed at 520. Thus, the user is authenticated 
and granted access at 560 only if both the password or PIN for 
each of the user device 100 and the security token 108 is 
veri?ed, and if the authentication information is determined 
to be valid. In a three-factor authentication embodiment, an 
additional authentication process is executed at 530. In the 
example of FIG. 3, biometric data is received from the user 
(for example, a ?ngerprint is detected and scanned), and 
compared against previously stored biometric data for an 
authenticated user. This previously stored biometric data may 
be stored on the network, for example at the server 40 or 
another server; it may be stored on the user device 100; it may 
be stored on the authentication token 108; or it may be stored 
on the access device 104. This biometric data may be stored in 
an obfuscated format, or it may be stored in the clear. The 
biometric data received from the user at 530 may be received 
via an input device on the user device 100, or it may be 
implemented at the access device 104 or security token 108, 
or in a further separate device in communication with the user 
device 100. The implementation of biometric scanning and 
veri?cation will be understood by those skilled in the art. 
Thus, in the three-factor authentication embodiment, the user 
is authenticated and granted access at 560 only if (i) if both the 
password or PIN for each of the user device 100 and option 
ally of the security token 108, is veri?ed; (ii) if the biometric 
data received from the user is veri?ed; and (iii) if the authen 
tication information is determined to be valid. It will be appre 
ciated by those skilled in the art that not all of these veri?ca 
tion processes 510, 520, 530 need be carried out; and indeed 
further veri?cation processes, not shown, may also be carried 
out prior to granting user access to the user device 100. These 
veri?cation processes may be implemented, effectively, in 
parallelithat is to say, each executed independently of each 
other4or in sequence, such that veri?cation of one identi?er 
(e.g., the biometric data, or the security token PIN or pass 
word, or the device password or PIN) must be successful 
before another identi?er is veri?ed. 

[0035] A further embodiment is shown in FIG. 3b, in which 
the validity of the authentication information is determined at 
505 after a receipt of a request for user access at 500, but prior 
to the veri?cation of other identi?ers at 510, 520 or 530. If the 
authentication information, which is used to authenticate the 
security token 108 in the manner described in further detail 
below, is not valid, then the user is denied access at 570. If the 
authentication information is valid, then the other veri?cation 
steps 510, 520, 530 (or a subset thereof) are carried out; if it is 
determined at 555 that each of the veri?cations that were 
carried out were successful, then the user is authenticated and 
access is granted to the user device 100 and its data stores and 
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functions at 560; otherwise, user access is denied at 570. All 
of the processes and branches in FIGS. 3a and 3b may be 
executed by an authentication module resident on the user 
device 100, and, where applicable, with an authentication 
module resident at the security token 108 or access device 104 
or at a separate device for receiving biometric data. 

[0036] FIG. 4 illustrates an embodiment such as that in 
FIG. 3b, in which the validity of the authentication informa 
tion, such as a digital certi?cate, is determined prior to the 
execution of other authentication processes. For simplicity, 
additional veri?cation such as biometric data veri?cation is 
not shown. A user request for access is received at the user 
device 100 at 350. The form of this request, as noted above, 
may be detected by detecting a keystroke or activation of an 
input means on the user device, or it may be triggered by 
another event at the user device. First, the validity of the 
authentication information (referred to in FIG. 4 as a certi? 
cate) is determined at 359. If the certi?cate is not valid, then 
the user is not authenticated and access is denied at 360. If the 
certi?cate is determined to be valid, then three of the possible 
authentication branches are shown in FIG. 4. 

[0037] In a ?rst branch, the user device 100 receives and 
veri?es a password or PIN entered by the user at 351. The 
user-entered password or PIN may then be compared by the 
user device 100 to a previously stored password or PIN; if the 
previously stored password or PIN is in encrypted or hashed 
form, as noted above, then the user-entered password or PIN 
may ?rst be hashed or encrypted and the result veri?ed 
against the previously stored value to authenticate the user. 
Veri?cation of the password or PIN may be carried out using 
any other process that will be apparent to those skilled in the 
art. If the user device 1 00 determines that the pas sword or PIN 
is not veri?ed at 356, then the user is not authenticated to the 
device 100, and is denied access to the functions and/ or data 
stores of the device at 360. If the password or PIN is veri?ed 
at 356, then the user device 100 awaits veri?cation of other 
security factors at 361. 

[0038] In a second branch, a PIN or password for accessing 
the security token 108 is received, for example via an input 
device on the user device 100. The PIN or password is veri?ed 
against a value stored at the security token 108 at 371; this 
veri?cation may take place at the security token 108 itself, or 
at the access device 104. If it is determined that the PIN or 
password is not veri?ed at 372, then the user is not authenti 
cated to the device 100, and is denied access to the functions 
and/or data stores of the device at 360. If the password or PIN 
is veri?ed at 372, then the user device 100 awaits veri?cation 
of other security factors at 361. As noted above, in another 
embodiment these two password or PIN authentication 
branch may be omitted; thus, in FIG. 4, the steps relating to 
the password or PIN branches are shown in phantom. Fur 
thermore, it will be appreciated by those skilled in the art that 
if two-factor authentication is employed, then the two 
branches (i.e., the password or PIN branch and the security 
token challenge-response branch) may be carried out either 
concurrently or consecutively. For example, the authentica 
tion module on the user device 100 may execute 351, 356,371 
and 372 ?rst, before commencing 352, described below. 
Alternatively, the authentication module may execute the 
password or PIN branches only after the security token chal 
lenge-response branch, 352, 355, 357, and 358, are completed 
and the response is veri?ed at 358. In a further alternative, the 
authentication module may execute the password or PIN 
branch while it awaits a response from the security token at 
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355, or execute the veri?cation of the challenge response at 
357 While it awaits a password or PIN from the user at 351 or 
371. 

[0039] In the security token challenge-response branch, the 
user device 100 issues a challenge to the authentication token 
108 via the access device 104 over the Wireless link 36, if 
communication betWeen the access device 104 and the user 
device 100 is Wireless, at 352. The challenge may be a ran 
domly generated value or nonce Which is temporarily stored 
in memory at the user device 100, or a hash of a value, Which 
may be randomly generated, With other data. The authentica 
tion token 108 receives the challenge at 353 and prepares and 
transmits a response to the user device 100 at 354; the 
response may comprise the challenge, signed or encrypted 
using a private key 55 stored at the authentication token 108. 
Thus, in this embodiment, the request for access of step 350 is 
associated With authentication information to be veri?ed. The 
receipt and veri?cation of the security token PIN or passWord 
may be carried out at the same time; for example, the chal 
lenge transmitted to the authentication token 108 may also 
comprise the user-entered PIN or passWord that is to be veri 
?ed against a PIN or passWord stored at the security token 
1 08, and the response from the security token 1 08 may further 
comprise an indicator that the PIN or passWord Was veri?ed, 
or alternatively, the security token 108 may not return a cor 
rect response at 354 if the PIN orpassWord is not veri?ed. The 
user device 100, upon receipt of the response at 355, veri?es 
the response using the public key data stored in association 
With the authentication certi?cate 35 at 357; if the response is 
veri?ed at 358 (i.e. the user device 100 successfully extracts 
the original challenge value, or an expected value based on 
the challenge, from the response), and if the device passWord 
or PIN is veri?ed at 356 and the security token PIN or pass 
Word is veri?ed at 372 (and if any other authentication iden 
ti?ers, such as biometric data, are veri?ed), then the user is 
authenticated to the user device 100 and is granted access to 
its functions and/or data stores at 362. Thus, it canbe seen that 
in a tWo-factor authentication process if one of these three 
conditionsiveri?cation of the passWord or PIN, veri?cation 
of the response, and validity of the certi?cate 35iare not 
met, then the user is denied access to the user device at 360. 
The denial of access to the device, 360, may be determined at 
any time once one of these three conditions is determined to 
have failed; thus, a second 360 is also shoWn in FIG. 4 in 
phantom as the consequence if the response fails to verify at 
358 or 372, or after an attempt at verifying other authentica 
tion identi?ers, not shoWn. 
[0040] It Will be appreciated by those skilled in the art that 
the foregoing process is only one example in Which a request 
for access associated With authentication information, such as 
the authentication certi?cate 35, is presented to the user 
device 100. The granting of access to the device at 362 is 
contingent on the user device 100 successfully using the 
authentication information stored at the device 100 to verify 
data provided to the device 100 as a consequence of the 
request for access. Further, although not speci?cally depicted 
in FIG. 4 it Will be appreciated that the step of determining 
Whether the certi?cate 35 is valid at 359 may be carried out 
later in the authentication process, although ef?ciencies may 
be realiZed by implementing the validity check 359 immedi 
ately after the receipt of a user request for access at 350; if the 
certi?cate is determined to be invalid at that point, then the 
other authentication branches need not be folloWed; the user 
Will be denied access at 360. If the certi?cate 35 is determined 
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to be valid, then the other authentication branches Will pro 
ceed generally as described above. Alternatively, the validity 
determination at 359 may be carried out before the challenge 
response is veri?ed at step 357, or determining the validity of 
the certi?cate 359 may be carried out at the same time as the 
veri?cation of the challenge response 357; i.e., these tWo 
steps may be combined into the single “verify challenge 
response” process 357. 
[0041] The validity of authentication information such as a 
certi?cate, meaning Whether the authentication information 
should be relied on or not to authenticate the identity of the 
user presenting the authentication information may be deter 
mined by its expiration date and its revocation status. For 
example, authentication information such as a certi?cate may 
be provided With an embedded expiration date, the passing of 
Which may be determined With reference to an internal clock 
by any device in possession of a replica of the certi?cate. In a 
further embodiment, the validity of the authentication infor 
mation may be determined by one or more of its expiration 
date, revocation status, and trust status. Thus trust status is an 
indicator Which indicates Whether the authentication infor 
mation is either inherently or explicitly trusted by the user 
device 100 or by the user’s netWork. For example, trusted 
certi?cates may be explicitly trusted by storing them in a 
trusted key store at the user device 100, Whereas untrusted 
certi?cates are stored elseWhere; alternatively, trusted certi? 
cates may be identi?ed in a list or other data store, Which may 
be consulted by an authentication module at the user device 
100 Whenever the trust status of a certi?cate is to be deter 
mined. 

[0042] Furthermore, the certi?cate 35 may be a certi?cate 
in a chain of certi?cates. As Will be understood by those 
skilled in the art, a certi?cate chain is a sequence of certi? 
cates in Which each subsequent certi?cate is signed by the 
certi?cate preceding it in the chain. Thus, the validity of a 
certi?cate 35 may be veri?ed not only With reference to the 
expiration date, revocation status, or trust status of the certi? 
cate 35 itself, but also With reference to the expiration date 
and revocation status of each of the certi?cates preceding the 
certi?cate 35 in the chain. 

[0043] Unlike the expiration date, Which may be embedded 
in the certi?cate itself, information relating to trust status and 
the revocation status is not; trust status indicia is typically 
stored on the user device 100 itself, although it may be stored 
elseWhere on the user device 100’s netWork; revocation status 
of a certi?cate, hoWever, is typically obtained from sources 
external to the user device 100. For example, turning back to 
FIG. 1, the status of a certi?cate may be found in a certi?cate 
revocation list (CRL). While the certi?cation authority that 
issued the certi?cate in the ?rst place is typically the entity 
that may revoke the certi?cate, the server responsible for 
maintaining a CRL, or the server queried in order to deter 
mine the status of a given certi?cate, is not necessarily at the 
certi?cation authority. For example, a CRL may be main 
tained at a key server 220. When the key server 220 receives 
a noti?cation that a certi?cate has been revoked, it updates the 
CRL to re?ect the revocation; it may then either “push” noti 
?cations and/or copies of the CRL to other points on the 
netWork, or it may simply alloW other servers or devices on 
the netWork to access the CRL and “pull” the data from the 
key server 220. For example, a responder 210 may pull the 
CRL on a periodic basis from the key server 220. The 
responder 210, itself, receives queries from devices over the 
Internet 20 regarding the status of a given certi?cate, and 
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transmits responses to those devices over the Internet 20 
regarding the certi?cate status. Further, a proxy server 200 
may be connected to the Internet 20, and may respond to 
requests regarding certi?cate status from other devices over 
the Internet 20. The proxy server 200 itself may maintain a 
cache of certi?cate status Which it updates by querying the 
responder 210. The proxy server 200 may be incorporated 
into a user’s home network, for example at a message server 
40 or another server in that local network. Thus, to check the 
status of a certi?cate, a device generally must communicate 
over the Wireless netWork 105 and the Internet 20 With a 
server in order to determine the status of the certi?cate. 

[0044] HoWever, it is desirable to avoid the delay incurred 
by obtaining information from a certi?cate status source such 
as the proxy server 200, responder 210, or key server 220. 
Further, if the user device 100 is unable to access the Wireless 
netWork 105 or the Internet 20 When a user attempts to log in, 
in the prior art system of user authentication, the user device 
100 Would not be able to determine the status of the certi?cate 
35, and therefore Would not alloW the user to authenticate him 
or herself to the device 100. The user Would therefore remain 
locked out of the functions and/or data stores of the user 
device 100. 

[0045] Thus, in accordance With various embodiments, the 
user device 100 stores in its non-volatile memory not only the 
authentication certi?cate 35 but also a status indicator 45. The 
status indicator 45 comprises status information for the 
authentication certi?cate 35. The status indicator may com 
prise a subset of a CRL or a response from a certi?cate status 
source such as the proxy server 200 or responder 210. The 
status indicator may further comprise a timestamp, represent 
ing the last time that the status indicator 45 had been refreshed 
in the memory of the user device 100, and optionally an 
identi?er of the source of the certi?cate status, such as the key 
server 220, responder 210, or proxy server 200. 

[0046] In various embodiments, the status represented in 
the status indicator 45 may be indicated as being “valid”, 
“revoked”, or “on hold.” A status such as “on hold” may be a 
subcategory of “revoked”; if subcategories of “revoked” sta 
tus are provided, then the status indicator may also comprise 
a reason code as Well, Which provides a further explanation 
Why the certi?cate Was revoked. The “on hold” status may 
mean that an administrator may have reason to believe that the 
private key 55 corresponding to the certi?cate 35 has been 
compromised for some reason. For example, the user may 
have reported that he or she had misplaced the security token 
108, Which may prompt an administrator to change the status 
of the certi?cate to “revoked” and/ or “on hold”. If the user had 
reported the security token 108 stolen, then the status indica 
tor 45 Would indicate “revoked” and the reason code may 
indicate “stolen”, or may be blank. This status information 
may ?rst be updated at the source CRL or other certi?cate 
status source, and Would be updated at the user device 100 as 
described beloW. Other revocation reasons Will be apparent to 
those skilled in the art. It Will also be apparent that the cer 
ti?cate status need not literally comprise indicators such as 
“revoked” or “on hold”; the status indicator 45 may be 
encoded in any appropriate format. For example, the status 
indicator 45 may comprises numeric codes Which may be 
interpreted by a human With reference to an established infor 
mation technology policy for that user device 100. 
[0047] Returning to FIG. 4, When the user device 100 
checks the validity of the certi?cate at 359, the device not only 
checks that the certi?cate 35 is not expired, but also checks 
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the status indicator 45 stored at the user device 100 in order to 
determine Whether the certi?cate 35 is valid. A “valid” cer 
ti?cate 35 is de?ned according to one or more of the expira 
tion, revocation, and trusted status. For example, a valid cer 
ti?cate 35 may be considered to be one that is not expired and 
is not revoked (Without any consideration of Whether the 
certi?cate is explicitly or implicitly trusted). Alternatively, a 
valid certi?cate 35 may be de?ned to be a certi?cate that is at 
least one of not expired, not revoked, and trusted; or it may be 
a certi?cate that it as least tWo of not expired, not revoked, and 
trusted; or it may be a certi?cate that is not expired, not 
revoked, and trusted. In a further embodiment, a policy may 
be implemented at the user device 100 such that if the status 
indicator 45 indicates that the certi?cate 35 is revoked for a 
particular reasonifor example, if the certi?cate 35 is “on 
hold”ithe user device may still deem the certi?cate 35 to be 
valid until the status indicator 45 is updated to indicate that 
the certi?cate 35 is revoked for another reason, such as “sto 
len”. Thus, as an example, a valid certi?cate may be de?ned 
as a certi?cate that is at least one of (i) not expired; and (ii) on 
hold or not revoked, and (iii) trusted; as a certi?cate that is at 
least tWo of the foregoing criteria; as a certi?cate that is all 
three of the foregoing criteria; or as a certi?cate that is both (i) 
not expired and (ii) on hold or not revoked. In still a further 
embodiment, While the user device 100 may be con?gured to 
authenticate the user With an “on hold” certi?cate, if the 
certi?cate is “on hold” rather than not revoked, the access 
granted to the user may be limited to access to only a subset of 
user data and functions on the device 100. For example, the 
user may only be permitted to make outgoing calls or send 
outgoing messages using the device 100, and many not be 
permitted to access the data stores or encrypted data until the 
certi?cate 35 status is updated in the status indicator 45 to be 
not revoked and unexpired. Alternatively, the user may only 
be permitted to access a message inbox or other personal 
information management data, provided the data is not stored 
in encrypted from on the user device 100. In yet a further 
embodiment, if the certi?cate 35 is part of a chain of certi? 
cates, then each of the certi?cates preceding the certi?cate 35 
in the chain must also share the same characteristics as the 
certi?cate 35 (e.g., at least one of (i) on hold and not revoked, 
(ii) not expired, and (iii) trusted, or a combination of at least 
one or tWo of these criteria) for the certi?cate 35 to be valid. 
The de?nition of a valid certi?cate 35 Will depend on the 
information technology policy implemented at the user 
device 100. 

[0048] In accordance With various embodiments, the user 
device 100 is further con?gured to perform background 
updates of the status indicator 45. In FIG. 4, even While the 
user is authenticated to the device, the user device 100 peri 
odically queries the status of the certi?cate 35 at 364 by 
contacting a certi?cate status source, for example the 
responder 210 or the proxy 200, and querying the status of the 
certi?cate 35. This query may be made at the expiry of a ?rst 
predetermined time interval, for example once every 60 min 
utes, or at another ?rst predetermined time interval con?g 
urable at the user device 100 or in an information technology 
policy or other security rule provided to the user device 100. 
The user device may contact the key server 220 in order to 
obtain a copy of an updated CRL, although this Would likely 
consume more bandWidth and be less desirable. The fre 
quency at Which the user device 100 transmits these queries is 
set at a ?rst frequency that may be determined by an admin 
istrator, and for example established in an information tech 
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nology policy implemented at the user device 100; this ?rst 
frequency may be once a day or once an hour. If the user 

device 100 receives a response at 366, then the status indica 
tor 45 is updated at the device 100 at 368, and a determination 
is made at 379 Whether the certi?cate 35, Which hadbeen used 
to authenticate the user as described earlier, is still valid. If the 
certi?cate 35 is still valid according to the status indicator 45, 
the user access to the functions and/or data stores of the device 
100 is maintained, and the user may not detect any interrup 
tion in his or her operation of the device. If the status indicator 
45 indicates that the certi?cate 35 is noW invalid because it is 
revoked, then the user’s active session may terminate, and the 
authentication module may lock the user out of the user 
device 100 immediately at 360. In a further embodiment, the 
user device 100 may be con?gured to automatically delete 
user data, such as inbox messages, calendar, or personal infor 
mation management data, if the certi?cate is revoked. HoW 
ever, if the status indicator 45 indicates that the certi?cate is 
merely “on hold”, the user device 100 may be con?gured to 
offer the user the option to terminate the session and lock the 
device 100, or may provide the user With a Warning that 
failure to remove the “on hold” status Within a set period of 
time Will result in termination of the session and locking out 
the user at 360. 

[0049] During these repeated determinations of Whether 
the certi?cate is valid at 359, it Will be appreciated that the 
determination of validity may also comprise a check to deter 
mine Whether the certi?cate is still unexpired, or Whether 
each of the certi?cates in a chain of certi?cates including the 
certi?cate 35 is still determined to be valid. In one embodi 
ment, if a certi?cate ceases to be valid because it is expired, 
but it is not revoked and is otherWise in good standing, the 
user is not immediately locked out of the user device 100; 
rather, the user device 100 is con?gured to alloW the user’s 
session to end at the user’s discretion, but the next time the 
user attempts to log into the device if expiration is a criteria 
used to determine if a certi?cate is valid, the user may be 
locked out until a neW certi?cate is supplied to the user device 
100, or the noW-expired certi?cate 35 is reneWed. 

[0050] If, hoWever, a response is not received at 366 (a 
response may be deemed to have not been received if a pre 
determined timeout occurs or if the response comprises an 
error, for example) then the user device 100 repeats its query 
to the certi?cate status source at 370. There are many reasons 

Why a response may not be received; the responder 210 or the 
proxy server 200 may be doWn, or the user device, if Wireless, 
may be unable to access the Wireless gateWay 105, or even if 
the Wireless gateWay 105 is accessible, contact With the cer 
ti?cate status source through the Internet 20 may fail. There 
fore, the user device 100 attempts to repeat the query at 370 
until a response is received at 366. The time interval before 
subsequent queries may vary until a response is received at 
366. After a ?rst error is received or a ?rst predetermined 
timeout occurs, the query may be repeated after a ?rst time 
interval, for example 5 minutes. If an error is again received or 
if a predetermined timeout again occurs, the query may be 
repeated after a second, longer time interval, for example 10 
minutes. Upon subsequent errors or timeouts, the time inter 
val before a further query may be increased until a response is 
received; in this embodiment, the time interval may be 
increased until the interval reaches the ?rst predetermined 
time interval. For example, if the ?rst predetermined time 
interval is 60 minutes, When repeated errors are received or 
repeated timeouts occur in response to the user device 100’s 
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certi?cate status queries, the user device 100 may attempt to 
repeat the query after 5 minutes, 10 minutes, 20 minutes, and 
40 minutes, and then after 60 minute intervals thereafter. 
Thus, in this embodiment, if the conditions giving rise to the 
?rst error received or ?rst timeout detected by the user device 
100 are only temporary, by making the initial reattempts at 
shorter intervals, a successful result to the reattempted query 
Will be realiZed sooner; if the conditions giving rise to the 
receipt of an error or detection of a timeout at the user device 
100 persist, then subsequent attempts to query the certi?cate 
status are made at longer intervals until the ?rst predeter 
mined time interval is reached. 
[0051] In a further embodiment, With each failed attempt to 
receive a response, the time interval before the next query 
attempt is reduced. In other Words, the request attempts are 
made at 370 With decreasing time intervals until a predeter 
mined minimum time interval is reached. For example, if the 
?rst predetermined time interval is once per hour, if a ?rst 
query fails, the ?rst query attempt may be made 30 minutes 
later; if the ?rst query attempt fails, then the second query 
attempt may be made 15 minutes later; and if the second 
query attempt fails, then the third query attempt may be made 
5 minutes later; but if the third query attempt fails, sub sequent 
query attempts are still made at 5 minute intervals. Once a 
query attempt succeeds and a response is received at 366, the 
time interval at Which queries are made returns to the ?rst 
predetermined time interval. 
[0052] In addition, the user device 100 may also be con?g 
ured to alloW the user to force a status indicator 45 update at 
any time, rather than Wait for the next scheduled update 
attempt. 
[0053] It Will be appreciated that the background update 
procedure commencing at 364 of FIG. 4 may be executed by 
the user device 100, even if the user is not currently authen 
ticated to the device. In that case, of course, there is no need 
to terminate a user’s access to the device in the event the status 
indicator 45 is updated to indicate that the certi?cate 35 
designated for use as the authentication certi?cate is revoked. 

[0054] Thus, it can be seen that even if the user device 100 
is unable to connect to a netWork over a Wireless gateWay and 
is unable to determine the current status of the digital certi? 
cate 35 from a source on the netWork, the user Will still be able 
to log in to the user device 100 depending on the certi?cate 
status information stored in the local status copy on the user 
device 100. In various embodiments, the user device 100 
refers to the local status copy during the authentication pro 
cess, Whether the user device 100 is able to connect Wirelessly 
to a netWork or not. This enhances the user experience since 
the likelihood of delay during login and the likelihood that a 
legitimate user Will be locked out due to a lack of radio 
coverage is reduced. 

[0055] As noted above, the user device 100 may store a 
number of certi?cates. In various embodiments, background 
updating of the status indicator 45 for a certi?cate is only 
carried out for a single certi?cate, namely, the certi?cate 
designated as the one to be used in authenticating a user to the 
device. In further embodiments, the user device 100 may 
carry out the background update process for more than one 
certi?cate using the same or a different update schedule; for 
example, While the status indicator 45 for the authentication 
certi?cate 35 is updated hourly, the status indicator for a 
sender’s public key certi?cate stored at the user device 100 
and used to verify the authenticity of a signed message 
received at the user device 100 may be updated only daily, 



US 2009/0113543 A1 

While the status indicator for a further, private key certi?cate 
used by the user to digitally sign his or her oWn messages to 
be sent from the user device 100 may be updated only Weekly. 
If the certi?cate 35 is a certi?cate in a chain of certi?cates, 
then the user device 100 may store the certi?cates preceding 
the certi?cate 35 in its chain; thus, in addition to carrying out 
the background update process to update the status indicator 
45 for the certi?cate 35, the user device may carry out the 
background update process and update the status indicators 
corresponding to each of the certi?cates preceding the cer 
ti?cate 35 in the chain as Well. If a status indicator at the user 
device 100 for each of the certi?cates in the chain indicates 
that the certi?cate is “valid”, then provided the status of the 
certi?cate 35 itself permits the user to access some or all of the 
functions and data on the user device 100, the user Will be 
provided such access. If the status indicator for one of the 
certi?cates in the chain, besides the certi?cate 35 itself, indi 
cates that the certi?cate in the chain is “revoked”, then the 
user may be denied access to the functions or data on the user 

device 100. As noted above, the determination of Whether 
each of the certi?cates in the chain is valid may be made in the 
same manner as the determination of the validity of the cer 
ti?cate 35. The determination of Whether each of the certi? 
cates in the chain is valid may be carried out according to 
different criteria; for example, the certi?cate 35 may be deter 
mined to be valid if it is at least one of (i) on hold or not 
revoked, (ii) not expired, and (iii) trusted, Whereas the other 
certi?cates in the chain may be deemed to be valid if they are 
at least (i) not revoked and (ii) not explicitly untrusted. Any 
combination of these criteria may be applied in variations of 
the embodiments described herein. 

[0056] In yet a further embodiment, each time the validity 
of the certi?cate is checked at 359, the age of the status 
indicator 45 is also veri?ed to ensure that it has not aged 
beyond a predetermined threshold, for example one Week. If 
the status indicator 45 comprises a timestamp that is older 
than a predetermined threshold, then the certi?cate may be 
deemed invalid even though the certi?cate is, otherWise, 
unexpired and not revoked, according to the status indicator 
45. 

[0057] Optionally, the above system and method for 
authenticating a user With reference to the status indicator 45 
may be employed only When the user device 100 is unable to 
connect to a Wireless netWork, either because it is outside of 
radio coverage or the radio in the device is turned off. If the 
user device 100 is able to connect to a Wireless netWork, then 
upon user request for access, the user device 100 attempts to 
obtain updated status information from a certi?cate status 
source such as the responder 210 or the proxy server 200. In 
yet another embodiment, the ability to use the locally cached 
certi?cate status in the status indicator 45 is reserved only for 
the certi?cate 35 designated as the certi?cate for use in 
authenticating a user to the user device 100; for all other 
certi?cates, such as those used for signing messages, the user 
device 100 must obtain updated status information from a 
certi?cate status source such as the responder 210 or the 
proxy server 200. 

[0058] Thus, the foregoing embodiments provide a method 
for managing secure access to a Wireless communication 
device, the method comprising receiving a request to authen 
ticate a security token; determining, using authentication cer 
ti?cate status information, Whether an authentication certi? 
cate is revoked, Wherein the authentication certi?cate 
comprises public key data and Wherein both the authentica 
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tion certi?cate and the authentication certi?cate status infor 
mation are locally stored at the Wireless communication 
device; authenticating the security token using the locally 
stored authentication certi?cate if the locally stored authen 
tication certi?cate is determined to be not revoked; and 
requesting authentication certi?cate status information from 
a remotely located certi?cate status source via a Wireless 
communication link, Wherein the act of requesting authenti 
cation certi?cate status information is automatically per 
formed periodically according to a predetermined time inter 
val. The foregoing embodiments further provide the above 
method, further comprising decreasing the time interval if the 
Wireless communication link fails, and still further compris 
ing repeatedly increasing the time interval up to a maximum 
if the Wireless communication link fails after decreasing the 
time interval. Repeatedly increasing the time interval may 
comprise doubling the time interval. Further, if the Wireless 
communication link fails after repeatedly increasing the time 
interval, the embodiments may further comprise resetting the 
time interval to its original predetermined value. The embodi 
ments may also provide for erasing user data from the Wire 
less communication device, if the authentication certi?cate is 
determined to be revoked. 

[0059] The foregoing embodiments further provide the 
above method, further comprising that if the authentication 
certi?cate is determined to be on hold, requesting authenti 
cation certi?cate status information from the remotely 
located certi?cate status source via the Wireless communica 
tion link, in response to a user-initiated request for status 
update, or still further comprising granting access to user data 
and functions on the Wireless communication device after 
authenticating the security token using the locally stored 
authentication certi?cate if the locally stored authentication 
certi?cate is determined to be not revoked. The foregoing 
embodiments may also provide that the act of requesting 
authentication certi?cate status information from a remotely 
located certi?cate status source is not automatically per 
formed in response to receiving the request to authenticate the 
security token, or that granting access to user data and func 
tions comprises granting access to a subset of user data and 
functions on the Wireless communication device if the locally 
stored authentication certi?cate is determined to be on hold. 
Still further, the foregoing embodiments may further com 
prise, if the locally stored authentication certi?cate is deter 
mined to be revoked once access is granted to the user data 
and functions on the Wireless communication device, termi 
nating said access; or may further comprise the act of verify 
ing a user-entered passWord, and Wherein the act of granting 
access to user data and functions comprises granting said 
access if the user-entered passWord is veri?ed. 

[0060] As another example, the systems and methods dis 
closed herein may be used With many different computers and 
devices, such as a further Wireless mobile communications 
device 100 shoWn in FIG. 5. With reference to FIG. 5, the user 
device 100 is a dual-mode mobile device and includes a 
transceiver 411, a microprocessor 438, a display 422, non 
volatile memory 424, random access memory (RAM) 426, 
one or more auxiliary input/ output (I/O) devices 428, a serial 
port 430, a keyboard 432, a speaker 434, a microphone 436, a 
short-range Wireless communications sub-system 440, and 
other device sub-systems 442. 
[0061] The user device 100 may be a tWo-Way communi 
cation device having voice and data communication capabili 
ties. Thus, for example, the user device 100 may communi 
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cate over a voice network, such as any of the analog or digital 
cellular networks, and may also communicate over a data 
network. These voice and data networks 419 may be separate 
communication networks using separate infrastructure, such 
as base stations, network controllers, etc., or they may be 
integrated into a single wireless network. 
[0062] The transceiver 411 includes a receiver 412, a trans 
mitter 414, antennas 416 and 418, one or more local oscilla 
tors 413, and a digital signal processor (DSP) 420. The anten 
nas 416 and 418 may be antenna elements of a multiple 
element antenna, and may be embedded antennas. However, 
the systems and methods described herein are in no way 
restricted to a particular type of antenna, or even to wireless 
communication devices. In one embodiment, the DSP 420 is 
used to send and receive signals to and from the antennas 416 
and 418, and also provides control information to the receiver 
412 and the transmitter 414. If the voice and data communi 
cations occur at a single frequency, or closely-spaced sets of 
frequencies, then a single local oscillator 413 may be used in 
conjunction with the receiver 412 and the transmitter 414. 
Alternatively, if different frequencies are utiliZed for voice 
communications versus data communications for example, 
then a plurality of local oscillators 413 can be used to generate 
a plurality of frequencies corresponding to the voice and data 
networks 419. Information, which includes both voice and 
data information, is communicated to and from the trans 
ceiver 411 via a link between the DSP 420 and the micropro 
cessor 438. 

[0063] The detailed design of the transceiver 411, such as 
frequency band, component selection, power level, etc., will 
be dependent upon the voice and data networks 419 in which 
the user device 100 is intended to operate. The voice and data 
networks 419 may be separate voice networks and separate 
data networks, or may comprise integrated voice and data 
networks. It will be appreciated by those skilled in the art that 
these embodiments may be implemented on a variety of voice 
and data networks 419, including, but not limited to, 2 G, 2.5 
G, 3 G, 4 G, and other voice and data networks, such as GSM, 
CDMA2000, GPRS, EDGE, W-CDMA (UMTS), FOMA, 
EV-DO, TD-SCDMA, HSPA, HSOPA, and the like. 
[0064] Depending upon the type of network or networks 
419, the access requirements for the user device 100 may also 
vary. For example, in GPRS data networks, network access is 
associated with a subscriber or user of a mobile device. A 
GPRS device typically requires a subscriber identity module 
(“SIM”), which is required in order to operate a mobile device 
on a GPRS network. Local or non-network communication 

functions (if any) may be operable, without the SIM device, 
but a mobile device will be unable to carry out any functions 
involving communications over the voice and data networks 
419, other than any legally required operations, such as ‘ 91 1 ’ 
emergency calling. 
[0065] After any required network registration or activation 
procedures have been completed, the user device 100 may 
then send and receive communication signals, including both 
voice and data signals, over the voice and networks 419. 
Signals received by the antenna 416 from the voice and data 
networks 419 are routed to the receiver 412, which provides 
for signal ampli?cation, frequency down conversion, ?lter 
ing, channel selection, etc., and may also provide analog to 
digital conversion. Analog to digital conversion of the 
received signal allows more complex communication func 
tions, such as digital demodulation and decoding to be per 
formed using the DSP 420. In a similar manner, signals to be 
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transmitted to the voice and data networks 419 are processed, 
including modulation and encoding, for example, by the DSP 
420 and are then provided to the transmitter 414 for digital to 
analog conversion, frequency up conversion, ?ltering, ampli 
?cation and transmission to the voice and data networks 419 
via the antenna 418. 

[0066] In addition to processing the communication sig 
nals, the DSP 420 also provides for transceiver control. For 
example, the gain levels applied to communication signals in 
the receiver 412 and the transmitter 414 may be adaptively 
controlled through automatic gain control algorithms imple 
mented in the DSP 420. Other transceiver control algorithms 
could also be implemented in the DSP 420 in order to provide 
more sophisticated control of the transceiver 411. 

[0067] The microprocessor 438 manages and controls the 
overall operation of the user device 100. Many types of 
microprocessors or microcontrollers could be used here, or, 
alternatively, a single DSP 420 could be used to carry out the 
functions of the microprocessor 438. Low-level communica 
tion functions, including at least data and voice communica 
tions, are performed through the DSP 420 in the transceiver 
411. Other, high-level communication applications, such as a 
voice communication application 424A, and a data commu 
nication application 424B may be stored in the non-volatile 
memory 424 for execution by the microprocessor 438. For 
example, the voice communication module 424A may pro 
vide a high-level user interface operable to transmit and 
receive voice calls between the user device 100 and a plurality 
of other voice or dual-mode devices via the voice and data 
networks 419. Similarly, the data communication module 
424B may provide a high-level user interface operable for 
sending and receiving data, such as e-mail messages, ?les, 
organizer information, short text messages, etc., between the 
user device 100 and a plurality of other data devices via the 
voice and data networks 419. The microprocessor 438 also 
interacts with other device subsystems, such as the display 
422, the RAM 426, the auxiliary input/output (I/O) sub 
systems 428, the serial port 430, the keyboard 432, the 
speaker 434, the microphone 436, the short-range communi 
cations subsystem 440 and any other device subsystems gen 
erally designated as 442. 
[0068] Some of the subsystems shown in FIG. 5 perform 
communication-related functions, whereas other subsystems 
may provide “resident” or on-device functions. Notably, 
some subsystems, such as the keyboard 432 and the display 
422 may be used for both communication-related functions, 
such as entering a text message for transmission over a data 
communication network, and device-resident functions such 
as a calculator or task list or other PDA type functions. 

[0069] Operating system software used by the micropro 
cessor 438 may be stored in a persistent store such as non 
volatile memory 424. The non-volatile memory 424 may be 
implemented, for example, as a Flash memory component, or 
as battery backed-up RAM. In addition to the operating sys 
tem, which controls low-level functions of the mobile device 
410, the non-volatile memory 424 includes a plurality of 
software modules 424A-424N that can be executed by the 
microprocessor 438 (and/or the DSP 420), including a voice 
communication module 424A, a data communication module 
424B, and a plurality of other operational modules 424N for 
carrying out a plurality of other functions. These modules are 
executed by the microprocessor 438 and provide a high-level 
interface between a user and the user device 100. This inter 
face typically includes a graphical component provided 



US 2009/0113543 A1 

through the display 422, and an input/ output component pro 
vided through the auxiliary l/O 428, keyboard 432, speaker 
434, and microphone 436. The operating system, speci?c 
device applications or modules, or parts thereof, may be 
temporarily loaded into a volatile store, such as RAM 426 for 
faster operation. Moreover, received communication signals 
may also be temporarily stored to RAM 426, before perma 
nently Writing them to a ?le system located in a persistent 
store such as the Flash memory 424. 

[0070] The non-volatile memory 424 may provide a ?le 
system to facilitate storage of PIM data items on the device. 
The PIM application may include the ability to send and 
receive data items, either by itself, or in conjunction With the 
voice and data communication modules 424A, 424B, via the 
voice and data netWorks 419. The PIM data items may be 
seamlessly integrated, synchroniZed and updated, via the 
voice and data netWorks 419, With a corresponding set of data 
items stored or associated With a host computer system, 
thereby creating a mirrored system for data items associated 
With a particular user. 

[0071] Context objects representing at least partially 
decoded data items, as Well as fully decoded data items, may 
be stored on the user device 100 in a volatile and non-persis 
tent store such as the RAM 426. Such information may 
instead be stored in the non-volatile memory 424, for 
example, When storage intervals are relatively short, such that 
the information is removed from memory soon after it is 
stored. HoWever, in one embodiment, this information is 
stored in the RAM 426 or another volatile and non-persistent 
store to ensure that the information is erased from memory 
When the user device 100 loses poWer. This prevents an unau 
thoriZed party from obtaining any stored decoded or partially 
decoded information by removing a memory chip from the 
user device 100, for example. 
[0072] The user device 100 may be manually synchroniZed 
With a host system by placing the device 100 in an interface 
cradle, Which couples the serial port 430 of the user device 
100 to the serial port of a computer system or device. The 
serial port 430 may also be used to enable a user to set 
preferences through an external device or softWare applica 
tion, or to doWnload other application modules 324N for 
installation. This Wired doWnload path may be used to load an 
encryption key onto the device, Which is a more secure 
method than exchanging encryption information via the Wire 
less netWork 419. 
[0073] A short-range communications subsystem 440 may 
also be included in the user device 100. The subsystem 440 
may include an infrared device and associated circuits and 
components, or a short-range RF communication module 
such as a Bluetooth® module or an 802.11 module, for 
example, to provide for communication With similarly-en 
abled systems and devices. 
[0074] The systems and methods disclosed herein are pre 
sented only by Way of example and are not meant to limit the 
scope of the invention. Other variations of the systems and 
methods described above Will be apparent to those skilled in 
the art and as such are considered to be Within the scope of the 
invention. For example, it should be understood that steps and 
the order of the steps in the processing described herein may 
be altered, modi?ed and/or augmented, or that said steps may 
be carried out by softWare and/or hardWare modules designed 
for such purpose, and still achieve the desired outcome. 
[0075] The systems’ and methods’ data may be stored in 
one or more data stores. The data stores can be of many 
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different types of storage devices and programming con 
structs, such as RAM, ROM, Flash memory, programming 
data structures, programming variables, etc. It is noted that 
data structures describe formats for use in organiZing and 
storing data in databases, programs, memory, or other com 
puter-readable media for use by a computer program. 
[0076] Code adapted to provide the systems and methods 
described above may be provided on many different types of 
computer-readable media including computer storage 
mechanisms (e.g., CD-ROM, diskette, RAM, ?ash memory, 
computer’s hard drive, etc.) that contain instructions for use in 
execution by a processor to perform the methods’ operations 
and implement the systems described herein. 
[0077] The computer components, softWare modules, 
functions and data structures described herein may be con 
nected directly or indirectly to each other in order to alloW the 
How of data needed for their operations. It is also noted that a 
module or processor includes but is not limited to a unit of 
code that performs a softWare operation, and can be imple 
mented for example as a subroutine unit of code, or as a 
softWare function unit of code, or as an object (as in an 
object-oriented paradigm), or as an applet, or in a computer 
script language, or as another type of computer code. 
[0078] Various embodiments of the present invention hav 
ing been thus described in detail by Way of example, it Will be 
apparent to those skilled in the art that variations and modi 
?cations may be made Without departing from the invention. 
The invention includes all such variations and modi?cations 
as fall Within the scope of the appended claims. 
[0079] A portion of the disclosure of this patent document 
contains material Which is subject to copyright protection. 
The copyright oWner has no objection to the facsimile repro 
duction by any one of the patent document or patent disclo 
sure, as it appears in the Patent and Trademark O?ice patent 
?le or records, but otherWise reserves all copyrights Whatso 
ever. 

We claim: 
1. A method for authenticating a user to a user device, the 

method comprising: 
verifying, using authentication information stored at a user 

device, data received in association With a request for 
access to the user device and checking a status indicator 
stored at the user device and associated With the authen 
tication information to determine Whether the authenti 
cation information is valid; 

alloWing access to the user device if the data received in 
association With the request for access is veri?ed and the 
status indicator indicates that the authentication infor 
mation is valid; and 

updating the status indicator on an intermittent basis When 
the user device is in communication With an authentica 
tion information status source. 

2. The method of claim 1, Wherein updating the status 
indicator is repeated at a ?rst predetermined time interval, and 
further comprises: 

if the user device is in communication With a netWork 
providing access to the authentication information status 

source, 
transmitting a request for status information for the 

authentication information to the authentication 
information status source; 

if a response to the request comprising status informa 
tion is received, updating the status indicator With the 
received status information. 
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3. The method of claim 2, wherein updating the status 
indicator further comprises: 

if a response to the request is not received, repeating the act 
of updating the status indicator after a second predeter 
mined time interval shorter than the ?rst predetermined 
time interval. 

4. The method of claim 3, Wherein updating the status 
indicator further comprises: 

if a response to the repeated act of updating the status 
indicator is not received, further repeating the updating 
of the status indicator after a further predetermined time 
interval, Wherein the further predetermined time interval 
is greater than the second predetermined time interval. 

5. The method of claim 3, Wherein if a response to the 
request is received in response to the repeated act of updating 
the status indicator, further repeating the updating of the 
status indicator at the ?rst predetermined time interval. 

6. The method of claim 4, Wherein the further predeter 
mined time interval is at least tWice the duration of a previous 
predetermined time interval. 

7. The method of claim 3, further comprising: 
if the user device is not in communication With a netWork 

providing access to the authentication information status 

source, 
intermittently attempting to transmit a request for status 

information for the authentication information to the 
authentication information status source at increasing 
time intervals until a response to the request is 
received. 

8. The method of claim 1, Wherein the authentication infor 
mation comprises public key data, and Wherein the act of 
verifying data received in association with a request for 
access to the user device further comprises: 

providing an authentication token storing private key data; 
transmitting a challenge to the authentication token; 
receiving from the authentication token a response com 

prising the challenge signed using the private key data; 
and 

verifying the response using the public key data, such that 
the user is authenticated if the response is veri?ed and 
the status indicator indicates that the certi?cate compris 
ing the public key data is valid. 

9. The method of claim 8, Wherein transmitting to and 
receiving from the authentication token are executed using an 
authentication token access device in communication With 
the user device and the authentication token, Wherein the 
authentication token access device is separate from the user 
device. 

10. The method of claim 9, Wherein alloWing access to the 
user device further comprises alloWing said access if a user 
entered passWord is also veri?ed. 

11. The method of claim 2, Wherein if the status indicator 
indicates that the authentication information is not valid, fur 
ther comprising denying the user access to the user device. 

12. The method of claim 11, Wherein the authentication 
information is valid if it is at least one of: not expired; either 
on hold or not revoked; or trusted. 

13. The method of claim 12, Wherein the authentication 
information comprises a certi?cate and Wherein the status 
indicator comprises one of: a subset of a Certi?cate Revoca 
tion List and a response from a certi?cate status source. 

14. The method of claim 12, Wherein the status indicator 
comprises: 
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a timestamp indicating a latest time at Which the status 
indicator had been refreshed, an identi?er of an authen 
tication information status source, and 

status information associated With the authentication infor 
mation. 

15. A computer-readable medium comprising code execut 
able by a computing device for causing said computing 
device to: 

verify, using authentication information stored at a user 
device, data received in association With a request for 
access to the user device and checking a status indicator 
stored at the user device and associated With the authen 
tication information to determine Whether the authenti 
cation information is valid; 

alloW access to the user device if the data received in 
association With the request for access is veri?ed and the 
status indicator indicates that the authentication infor 
mation is valid; and 

update the status indicator on an intermittent basis When 
the user device is in communication With an authentica 
tion information status source. 

16. An authentication system for a user device, the authen 
tication system comprising: 

a memory storing authentication information for authenti 
cating a user to the user device and for storing a status 
indicator comprising status information associated With 
the authentication information; 

a status checking module for checking the status indicator 
stored in association With the authentication informa 
tion, Wherein the user is alloWed access to the user 
device if the user is authenticated Wherein the status 
indicator indicates that the authentication information is 
valid; and 

an updating module for transmitting a request for status 
information for the authentication information to a 
authentication information status source periodically at 
a ?rst predetermined time interval, receiving a response 
comprising status information in response to the request, 
and updating the stored status indicator With the received 
status information. 

17. The authentication system of claim 20, Wherein the 
updating module is con?gured to transmit a further request 
for status information at a further predetermined time interval 
if a response to a previous request is not received, Wherein the 
further predetermined time interval is less than the ?rst pre 
determined time interval. 

18. The authentication system of claim 21, Wherein a sec 
ond further predetermined time interval is tWice the duration 
of a ?rst further predetermined time interval. 

19. The authentication system of claim 20, 
Wherein the authentication information is a certi?cate com 

prising public key data, and 
further comprising an authentication module, Wherein the 

authentication module is con?gured to: 
transmit a challenge to an authentication token, 
receive from the authentication token a response com 

prising the challenge signed using private key data 
stored at the authentication token, and 

verify the response using the public key data, such that 
the user is authenticated if the response is veri?ed and 
the status indicator indicates that the certi?cate is 
valid. 

20. The authentication system of claim 20, Wherein the 
authentication module is con?gured to lock the user out of the 
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user device if the stored status indicator indicates that the 
certi?cate used to authenticate the user is not valid. 

21. The authentication system of claim 20, Wherein the 
authentication module is con?gured to issue a user-invoked 
request for status information for the certi?cate to the certi? 
cate status source. 

22. The authentication system of claim 20, Wherein the 
certi?cate is valid if it is at least one of: not expired; either on 
hold or not revoked; or trusted. 

23. The authentication system of claim 23, Wherein the 
authentication module is further con?gured to verify a user 
entered passWord, such that the user is authenticated if the 
response is veri?ed, the status indicator indicates that the 
certi?cate is valid, and the user-entered passWord is also 
veri?ed. 

24. The authentication system of claim 20 Wherein the 
authentication system is resident on a Wireless communica 
tion device. 
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25. A method for managing secure access to a Wireless 
communication device, the method comprising: 

receiving a request to authenticate a security token; 
determining, using authentication certi?cate status infor 

mation, Whether an authentication certi?cate is revoked, 
Wherein the authentication certi?cate comprises public 
key data and Wherein both the authentication certi?cate 
and the authentication certi?cate status information are 
locally stored at the Wireless communication device; 

authenticating the security token using the locally stored 
authentication certi?cate if the locally stored authenti 
cation certi?cate is determined to be not revoked; and 

requesting authentication certi?cate status information 
from a remotely located certi?cate status source via a 
Wireless communication link, 

Wherein the act of requesting authentication certi?cate sta 
tus information is automatically performed periodically 
according to a predetermined time interval. 

* * * * * 


