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SECURE IDENTIFICATION OF EXECUTION 
CONTEXTS 

RELATED APPLICATIONS 

[0001] This application claims priority from provisional 
patent application Ser. No. 60/983,797, ?led 30 Oct. 2007, 
entitled “A VirtualiZation-Based Approach To Retro?tting 
Protection In Commodity Operating Systems,” the entire con 
tents of Which is hereby incorporated by reference herein. 
[0002] This application is related to: 
[0003] Attorney Docket A189, entitled “Providing VMM 
Access to Guest Virtual Memory,” ?led on even date here 
With, the entire contents of Which is hereby incorporated by 
reference for all purposes; 
[0004] Attorney Docket A193, entitled “Cryptographic 
Multi-ShadoWing With Integrity Veri?cation,” ?led on even 
date hereWith, the entire contents of Which is hereby incor 
porated by reference for all purposes; 
[0005] Attorney Docket A194, entitled “Transparent 
VMM-Assisted User-Mode Execution Control Transfer,” 
?led on even date hereWith, the entire contents of Which is 
hereby incorporated by reference for all purposes; and 
[0006] Attorney Docket A195, entitled “Transparent 
Memory-Mapped Emulation of I/O Calls,” ?led on even date 
hereWith, the entire contents of Which is hereby incorporated 
by reference for all purposes. 

FIELD OF THE INVENTION 

[0007] One or more embodiments of the present invention 
relate to identifying an application or process in a virtual 
machine in order to locate resources associated With the iden 
ti?ed application. 

BACKGROUND OF THE INVENTION 

[0008] Commodity operating systems (OS) are used in 
amaZingly diverse environments, from ubiquitous use in the 
home, to service in commercial, government, and military 
settings. These systems are tasked With handling all manner 
of sensitive data, from individual passWords and cryptokeys, 
to databases of social security numbers, to sensitive docu 
ments, and voice tra?ic. 
[0009] The security of knoWn commodity operating sys 
tems, hoWever, is less than ideal. While some facets of their 
security Will continue to improve, it is believed that competi 
tive pressures to provide richer functionality and retain com 
patibility With existing applications Will keep the complexity 
of such systems high and, therefore, their security assurance 
loW. 
[0010] Over the years, a variety of techniques has been used 
for executing multiple softWare modules Within a computer 
system, thereby providing some amount of security. Early 
computer systems could execute multiple softWare programs, 
but they could only execute one program at a time. Such 
computers might load one program into memory and execute 
it to completion or other termination, before proceeding to a 
subsequent program that Would then be loaded into memory 
and executed. As another example, various multitasking oper 
ating systems enable multiple programs (or selected portions 
thereof) to be loaded into memory at one time and executed in 
an alternating manner, according to a scheduling algorithm. 
Also, some processors include multithreading capabilities 
that enable multiple threads of one or more programs to be 
executed simultaneously on a single processor. Finally, mul 
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tiprocessor computer systems have also become common 
place, in Which each processor can execute one or more 
threads all at the same time. 

[0011] Many computer systems generally attempt to isolate 
the code and data of each different softWare module from the 
code and data of any other softWare module Within the com 
puter system. As a result, one softWare module then cannot 
interfere With the execution of another softWare module by 
altering the latter’s code or data. Such isolation may be pro 
vided for code and/or data that is stored on a hard drive (or 
other secondary data storage means) and/ or that is resident in 
main memory (or other primary data storage means). The 
term “data” is generally used in a broad sense, to include data 
that is operated on by the instructions (code) of a softWare 
module as Well as the contents of a stack and any other 
possible forms of data that are associated With a softWare 
module. 
[0012] As one example of the isolation of code and data, 
many systems implement a virtual addressing mechanism, in 
Which different softWare modules Within the system have 
different virtual address spaces, With each virtual address 
space generally being mapped to different portions of the 
physical address space of the computer system, so that the 
virtual addresses of a given softWare module are generally 
only mapped to physical addresses that contain the code or 
data of that particular softWare module. Virtual addressing 
mechanisms are Well understood by one of ordinary skill in 
the art. A given softWare module may attempt to access every 
memory location in its oWn virtual address space, accessing 
every memory location to Which it has access, and it Will still 
only be able to access its oWn code and data (assuming that 
there is no shared memory). Thus, providing a virtual 
addressing mechanism provides some isolation betWeen the 
code and data of multiple softWare modules in a computer 
system and, therefore, provides some security. 
[0013] Various other protection mechanisms may also be 
implemented in such computer systems to isolate the code 
and/or data of multiple softWare modules from one another. 

[0014] The x86 architecture provides tWo primary memory 
protection mechanisms that may be used by an OS (or other 
system softWare) to try to isolate the code and data of multiple 
tasks or processes that execute on the processor, namely, a 
segmentation mechanism and a paging mechanism. WindoWs 
and Linux use the paging mechanism, but they generally do 
not take advantage of the segmentation mechanism. Instead, 
these OSs de?ne segments that include the entire addressable 
range of the processor, so that the segmentation protection 
mechanism becomes ineffective in providing isolation 
betWeen the code and data of multiple tasks. Thus, for sim 
plicity, this discussion focuses on the paging mechanism of 
the x86 processor, Which implements a virtual addressing 
mechanism. The invention, hoWever, is not limited to imple 
mentations using the x86 processor, or implementations 
using similar memory protection mechanisms. 
[0015] Generally, for WindoWs and Linux, different user 
processes are generally given different virtual address spaces. 
The OS creates a different set of page tables (and a page 
directory) for each virtual address space, Which maps the 
respective virtual addresses to physical addresses. Thus, the 
page tables for a given user process map that process’s virtual 
addresses to the physical addresses that contain the code and 
data for that process. The page tables for the user processes 
also contain mappings for code and data of the OS, but the 
user processes cannot use these mappings because the user 
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processes are executed at a Current Privilege Level (CPL) of 
3 and these mappings are set to require a supervisor, i.e., a 
higher, privilege level (a CPL of 0, l or 2). Otherwise, the 
page tables for a given user process generally only contain 
mappings to physical memory pages that contain that pro 
cess’s code and data. Therefore, a user process can generally 
only access its oWn code and data. Executing the user pro 
cesses at a CPL of 3 also prevents the processes from modi 
fying their oWn page tables. OtherWise, a process could add 
entries to its page tables that map to any physical address in 
the system, so that the process could give itself access to the 
code and data of other software modules, including other user 
processes and the OS. 

[0016] WindoWs and Linux generally provide adequate 
protection for the softWare modules in a computer system, so 
long as all of the softWare modules are Well designed and Well 
behaved, i.e., they are not attempting to circumvent the pro 
tection mechanism. Thus, many processes may be running 
concurrently in such a computer system, With the OS giving 
each process a share of the system resources, including pro 
cessor time, memory space and hard disk space, Without any 
of the processes interfering With the code or data of the other 
processes. 

[0017] As shoWn in FIG. 1, a simple computer system 2A 
has multiple softWare modules. The computer system 2A 
includes system hardWare 100A, an OS 20A, a ?rst applica 
tion 40A and a second application 40B. The system hardWare 
100A may be conventional hardWare based on, for example, 
the x86 platform, and the OS 20A may be, for example, 
WindoWs or Linux. The applications 40A and 40B may be 
any applications designed to run on the system hardWare 
100A and the OS 20A. The OS 20A also includes a set of 
drivers 29A, Which may be conventional drivers for the OS 
20A, possibly including one or more drivers from a company 
that is different from the OS vendor (a third party vendor). 
[0018] The OS 20A, in conjunction With the system hard 
Ware 100A, attempts to isolate the code and data of the appli 
cations 40A and 40B from one another. For example, the OS 
20A and the system hardWare 100A may implement a virtual 
addressing mechanism, as described above. As illustrated in 
FIG. 1, implementing such a protection mechanism may be 
characterized as establishing an isolation barrier 80B 
betWeen the applications 40A and 40B, preventing (or at least 
hindering) one application from accessing the code and data 
of the other application. There may also be some code and/or 
data that is shared explicitly or transparently betWeen the 
applications 40A and 40B. Techniques are knoWn for alloW 
ing such sharing of code and data, While maintaining isolation 
betWeen the applications 40A and 40B. For example, the OS 
20A may mark physical memory pages that contain shared 
code or data as read only, such as When using a copy-on-Write 
(COW) technique. 
[0019] The isolation barrier 80B may be referred to as an 
“OS isolation barrier” because it is implemented by the OS 
20A, in conjunction With the system hardWare 100A. The OS 
20A, again in conjunction With the system hardWare 100A, 
also establishes an OS isolation barrier 80A betWeen the OS 
20A and all applications in the system, including the appli 
cations 40A and 40B, so that the applications are prevented 
(or hindered) from directly accessing the code and data of the 
OS 20A. In the case of a WindoWs or Linux OS running on an 
x86 platform, as above, the OS isolation barrier 80A is estab 
lished by executing the applications in the system at a CPL of 
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3 and requiring a supervisor privilege level to access memory 
pages containing the code and data of the OS 20A. 
[0020] Although the WindoWs and Linux OSs provide 
adequate isolation betWeen softWare modules for computer 
systems that contain only Well designed and Well behaved 
softWare modules, malicious softWare modules have been 
knoWn to Wreak havoc in such computer systems by circum 
venting these protection mechanisms. In particular, such 
malicious softWare modules have been knoWn to breach the 
OS isolation barriers 80B and 80A, and corrupt the code 
and/or data of other applications in the system, and/or of the 
OS itself. Numerous security vulnerabilities have been dis 
covered in the WindoWs OSs and in the Linux distributions, 
and many of these vulnerabilities have been exploited by 
hackers using different types of malicious softWare, such as 
viruses, Worms, etc. Poorly designed or implemented soft 
Ware as Well as miscon?gured, though Well-Written, softWare 
may inadvertently bypass these protection mechanisms too 
and may, unintentionally, Wreak havoc in a computer system. 
While the present description generally relates to protecting 
against malicious softWare, it also applies to protecting 
against softWare that inadvertently has the same or similar 
effects as intentionally malicious softWare. 
[0021] As is too Well-knoWn, hackers exploit the vulner 
abilities of today’s systems for a variety of reasons and With a 
variety of goals, some being relatively benign and others 
being quite destructive or disruptive. As one example, a mali 
cious softWare module may be Written and deployed that 
searches for sensitive data on a computer’s hard drive or in its 
memory and transmits any such sensitive data back to the 
hacker that launched the malicious code. 
[0022] Security threats and data breaches have been gain 
ing greater notoriety, and it is Widely accepted that something 
should be done to improve the security of the ubiquitous 
personal computer. In particular, there is a recogniZed need to 
improve the security for the vast number of computers based 
on the x86 architecture. Many believe that softWare changes 
alone Will not provide adequate protection. Accordingly, 
many different companies are Working toWard solutions that 
involve substantial changes to both the system hardWare and 
the system softWare, i.e., the operating system, of a computer 
system. Many such security measures, hoWever, require sub 
stantial changes to application level softWare as Well. 
[0023] With respect to the ubiquitous x86 platform, much 
of the Work being done in this area requires substantial hard 
Ware changes or an entirely neW hardWare platform. This 
Work Would also require substantial changes to existing soft 
Ware platforms, including system softWare and possibly 
application softWare. Applications in some of these imple 
mentations might also have limited access to input/output 
devices because of a limited supply of trusted device drivers. 

[0024] The amount of money that is invested in computer 
hardWare and softWare based on the x86 architecture through 
out the World is enormous. Many individuals, businesses, 
schools, governments and other organizations Will be reluc 
tant to scrap their current x86 systems, along With all the 
softWare that currently runs onx86 systems, and replace them 
With neW technology. Even if a neW, more secure and Widely 
accepted hardWare platform Were available today, it Would 
still take a long time for the neW hardWare to become any 
Where near as Widespread as the x86 platform is today. In the 
meantime, a large number and proportion of computers 
Would remain vulnerable to the security threats described 
above. 
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[0025] Notwithstanding the foregoing, there are some pro 
posed security measures that may be implemented primarily 
in softWare. In particular, there are some such measures that 
use virtualiZation technology to create multiple virtual 
machines (V Ms), Where different softWare modules run in 
different VMs. It is Widely recogniZed that a Well-designed 
and implemented virtualiZation layer can generally provide 
much greater isolation betWeen multiple VMs than a general 
OS can provide betWeen multiple softWare modules. 
[0026] A general computer system 2B, referring noW to 
FIG. 2, is described in co-pending application Ser. No. 
11/5 84, 1 78, ?led 20 Oct. 2006, titled “Isolating Data Within a 
Computer System Using Private ShadoW Mappings,” herein 
incorporated by reference in its entirety for all purposes, in 
Which multiple VMs are implemented to isolate multiple 
softWare modules from one another. The computer system 2B 
includes system hardWare 100B, Which may be conventional 
hardWare, such as hardWare based on the x86 platform. The 
system hardWare 100B may be substantially the same as the 
system hardWare 100A of FIG. 1, or it may be substantially 
different. VirtualiZation softWare 200A executes on the sys 
tem hardWare 100B and supports a plurality of VMs, such as 
a ?rst VM 300A and a second VM 300B, in a knoWn manner. 
VirtualiZation softWare 200A may comprise a virtual 
machine monitor (VMM,) for example, such as a VMM as 
implemented in a virtualiZation product of VMWare, Inc. of 
Palo Alto, Calif. Such a VMM and other possible units of the 
virtualiZation softWare 200A are described in greater detail 
beloW. 
[0027] In supporting the VM 300A, the virtualiZation soft 
Ware 200A virtualiZes a virtual system hardWare 31 0A, Which 
may be based on an existing hardWare platform, such as the 
x86 platform. An OS 20B, along With a set of drivers 29B, 
runs on the virtual system hardWare 310A. The OS 20B may 
be any OS designed to run on the hardWare platform virtual 
iZed in the virtual hardWare 310A. For example, if the virtual 
hardWare 310A is based on the x86 platform, the OS 20B may 
be, for example, a WindoWs OS, Solaris OS, Mac OS X, 
Novell NetWare, or a Linux OS. The set of drivers 29B may be 
conventional drivers for the OS 20B. A ?rst application 40H 
and a second application 40D run on the OS 20B. The appli 
cations 40H and 40D may be any applications designed to run 
on the platform of the virtual hardWare 310A and the OS 20B. 
[0028] Similar to the OS 20A of FIG. 1, the OS 20B, in 
conjunction With the virtual system hardWare 3 10A, attempts 
to isolate the code and data of the applications 40H and 40D 
from one another, establishing an OS isolation barrier 80B 
betWeen the applications 40H and 40D. Also similar to the OS 
20A of FIG. 1, the OS 20B, again in conjunction With the 
virtual system hardWare 310A, also establishes an OS isola 
tion barrier 80A betWeen the OS 20B and all applications in 
the VM 300A, including the applications 40H and 40D. Thus, 
the VM 300A may be substantially the same as the computer 
system 2A, except that the virtual system hardWare 310A is 
virtual hardWare, virtualiZed by the virtualiZation softWare 
200A, instead of physical hardWare. 
[0029] In supporting the VM 300B, the virtualiZation soft 
Ware 200A virtualiZes a virtual system hardWare 310B in a 
like manner as done for the VM 300A. 

[0030] The virtualiZation softWare 200A isolates the VMs 
in the computer system 2B from one another. For example, 
the virtualiZation softWare 200A alloWs softWare Within the 
VM 300A to access portions of physical memory in the sys 
tem hardWare 100B and it alloWs softWare Within the VM 
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300B to access other portions of the physical memory. The 
virtualiZation softWare 200A maps attempted memory 
accesses from the respective VMs 300A and 300B to different 
portions of the physical memory, ensuring that no memory 
address generated by softWare in one VM can access code or 
data of another VM. In a similar manner, the virtualiZation 
softWare 200A maps attempted hard disk accesses from the 
respectiveVMs 300A and 300B to different portions of one or 
more hard disks in the system hardWare 100B, ensuring that 
one VM cannot access the hard disk space of another VM. 

[0031] The virtualiZation softWare 200A also takes other 
precautions to isolate the VMs in the computer system 2B 
from one another, and from the virtualiZation softWare 200A, 
itself. For example, US. Pat. No. 7,281,102 to Agesen et al., 
“Restricting Memory Access to Protect Data When Sharing a 
Common Address Space”, (“the ’102 patent”), describes 
methods that may be used to enable a VMM to occupy a 
portion of a linear address space of a VM, While preventing 
the VM from accessing the memory of the VMM. There are 
also various other methods that enable virtualiZation softWare 
to coexist With VMs in a virtual computer system, While 
protecting or isolating the virtualiZation softWare from soft 
Ware Within the VMs. The virtualiZation softWare 200A may 
prevent softWare Within the VMs 300A and 300B from 
directly accessing a Direct Memory Access (DMA) device to 
prevent the possibility that the DMA device could be used to 
access either the hard disk space or the memory of otherVMs 
or of the virtualiZation softWare itself. 

[0032] Thus, the virtualiZation softWare 200A, in conjunc 
tion With the system hardWare 100B, may be said to establish 
a ?rst isolation barrier 280B betWeen the VMs 300A and 
300B and a second isolation barrier 280A betWeen the virtu 
aliZation softWare 200A and all VMs in the computer system 
2B, including the VMs 300A and 300B. The isolation barriers 
280A and 280B may be referred to as “virtualiZationbarriers” 
because they are implemented by the virtualiZation softWare 
200A, in conjunction With the system hardWare 100B. The 
isolation barriers 280A and 280B may also be referred to as 
virtualiZation barriers because they are established through 
the virtualiZation of hardWare resources, such as the virtual 
iZation of system memory. 
[0033] VirtualiZation techniques may provide better secu 
rity and more effective isolation betWeen multiple softWare 
modules than a general OS may provide. Thus, the virtual 
iZation barriers 280A and 280B of FIG. 2 can generally pro 
vide much better isolation betWeen the multiple VMs 300A 
and 300B and the virtualiZation softWare 200A than the OS 
isolation barriers 80A and 80B of FIG. 1 provide betWeen the 
multiple applications 40A and 40B and the OS 20A. Although 
computer systems that establish multiple VMs and that run 
different softWare modules Within the different VMs gener 
ally provide better isolation for the softWare modules than do 
general OSs, such virtual computer systems have other limi 
tations. 

[0034] As an example of one limitation, if the softWare 
Within a VM becomes corrupted by malicious softWare, the 
same problems described above relative to non-virtualiZed 
computer systems can occur Within the affected VM. The 
softWare modules Within the particular VM may be compro 
mised by the malicious softWare. Approaches to retro?tting 
operating systems to possess higher-assurance security 
execution environments using multiple virtual machines, neW 
operating systems, secure co-processors, or substantial 
changes to the processor architecture have been explored. 
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Unfortunately, these may demand not insigni?cant changes 
in hoW applications are Written and used, and hoW OS 
resources are managed. Such departures from standard opera 
tion pose a substantial barrier to adoption of these knoWn 
approaches. 

SUMMARY OF THE INVENTION 

[0035] Application security is ultimately limited by the 
functions provided by commodity operating systems. A vir 
tual-machine-based system in accordance With an embodi 
ment of the present invention may protect the privacy and 
integrity of application data, even in the event of a total 
operating system compromise. Embodiments of the present 
invention present an application With a normal vieW of its 
resources, but the OS sees an encrypted vieW of these 
resources. This functionality alloWs the operating system to 
carry out the complex tasks of managing an application’s 
resources, Without alloWing it to read or modify them. Thus, 
embodiments of the present invention offer defenses against 
application data being compromised. 
[0036] Embodiments of the present invention build on 
multi-shadoWing, a mechanism that presents different vieWs 
of “physical” memory, depending on the context performing 
the access. This approach offers an additional dimension of 
protection beyond the hierarchical protection domains imple 
mented by traditional operating systems and processors. 
[0037] Embodiments of the present invention do not 
replace the role of an existing operating system (OS) for 
managing resources. Instead, the isolation capabilities of the 
virtualiZation layer are extended to alloW for protection of 
entities inside a virtual machine. 
[0038] In one embodiment, a computer system comprising 
a virtual machine monitor (VMM) running on system hard 
Ware and supporting a virtual machine (VM) implements a 
method of establishing an identity of a ?rst execution context 
running in the VM Where the method comprises: providing a 
shim program in a virtual address space of the ?rst execution 
context; the shim program, upon initialization, associating a 
?rst page, having a ?rst page address, With the ?rst execution 
context and passing the ?rst page address to the VMM; the 
VMM, upon receipt of the ?rst page address from the shim 
program, assigning a unique identi?er (ASID) for the ?rst 
execution context, generating a second identi?er value and 
Writing the second identi?er value and the ASID at the ?rst 
page address; and the VMM returning the ASID to the shim 
program. 
[0039] In another embodiment, a computer system com 
prising a virtual machine monitor (VMM) running on system 
hardWare and supporting a virtual machine (VM) implements 
a method of con?rming an identity of a ?rst execution context 
running in the VM, the method comprising: the VMM receiv 
ing ?rst identifying data corresponding to the ?rst execution 
context; the VMM retrieving second data as a function of the 
received ?rst identifying data; the VMM retrieving third data 
as a function of the received ?rst identifying data; and the 
VMM con?rming the identity of the ?rst execution context as 
a function of the retrieved second and third data. 
[0040] In yet another embodiment, a computer system 
comprising a virtual machine monitor (V MM) running on 
system hardWare and supporting a virtual machine (VM) 
having a ?rst execution context running therein implements a 
method of facilitating a guest operating system (OS) running 
in the VM to perform at least one function for the ?rst execu 
tion context, the method comprising: the VMM intercepting a 
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?rst event from the ?rst execution context to the guest OS; the 
VMM con?rming an identity of the ?rst execution context. 
Further, if the identity is con?rmed: the VMM saving a state 
of the ?rst execution context in a memory space provided for 
the identi?ed ?rst execution context and passing a second 
event to the guest OS, the second event being a function of the 
?rst event and comprising control return location informa 
tion; the guest OS processing the second event and returning 
control as a function of the control return location informa 
tion; the VMM receiving a request to resume the ?rst execu 
tion context; the VMM determining if the request to resume 
the ?rst execution context is valid; and if the request to resume 
is valid, the VMM restoring the saved state of the ?rst execu 
tion context; and the ?rst execution context resuming opera 
tion. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0041] FIG. 1 illustrates a computer system running mul 
tiple softWare modules on a general operating system; 
[0042] FIG. 2 illustrates a virtual computer system With 
multiple virtual machines (V Ms) for running multiple soft 
Ware modules; 
[0043] FIG. 3 illustrates a virtual computer system installed 
on a host platform, With a virtual machine monitor (V MM) at 
the same system level as the host operating system; 
[0044] FIG. 4 illustrates an alternative con?guration of a 
virtual computer system, Which includes a kernel on Which is 
run the VMM of FIG. 3; 
[0045] FIG. 5 is a representation of components used for 
knoWn address mapping function; 
[0046] FIG. 6 is a block diagram of the architecture of one 
embodiment of the present invention; 
[0047] FIG. 7 is a representation of multiple physical 
address mapping modules in accordance With one embodi 
ment of the present invention; 
[0048] FIGS. 8A and 8B represent a ?owchart of a process 
in accordance With one embodiment of the present invention; 
[0049] FIG. 9 is a state transition diagram for managing 
cloaked pages in accordance With one embodiment of the 
present invention; 
[0050] FIG. 10 is a representation of the components 
involved in metadata protection in accordance With an 
embodiment of the present invention; 
[0051] FIG. 11 is a representation of the control How for 
handling faults and interrupts in accordance With an embodi 
ment of the present invention; 
[0052] FIG. 12 is a state transition diagram for the control 
How for handling system calls in accordance With an embodi 
ment of the present invention; and 
[0053] FIG. 13 is a ?owchart of the steps for accessing 
memory in accordance With one embodiment of the present 
invention. 

DETAILED DESCRIPTION 

[0054] Application security is often limited by the poor 
assurance of commodity operating systems. A virtual-ma 
chine-based system in accordance With an embodiment of the 
present invention may protect the privacy and integrity of 
application data, even in the event of a total OS compromise. 
Embodiments of the present invention present an application 
With a normal vieW of its resources, but the OS With an 
encrypted vieW of those resources. This alloWs the operating 
system to carry out the complex tasks of managing an appli 
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cation’s resources, without allowing it to read or modify 
them. Thus, embodiments of the present invention offer 
defenses against application data being compromised. 
[0055] Embodiments of the present invention build on 
“multi-shadowing,” a mechanism that presents different 
views of “physical” memory, depending on the context per 
forming the access. This approach offers an additional dimen 
sion of protection beyond the hierarchical protection domains 
implemented by traditional operating systems and proces 
sors. 

[0056] Many embodiments of the present invention do not 
replace the role of an existing OS for managing resources. 
Instead, the isolation capabilities of the virtualiZation layer 
are extended to allow protection of entities inside a virtual 
machine. 
[0057] The technique of “multi-shadowing” leverages the 
extra level of indirection offered by memory virtualiZation in 
a virtual machine monitor (VMM) to provide a protection 
layer. Conceptually, as will be described below, a typical 
VMM maintains a one-to-one mapping from guest “physical” 
addresses to actual machine addresses. Multi-shadowing 
replaces this with a one-to-many, context-dependent map 
ping, providing multiple views of guest memory. Embodi 
ments of the present invention extend multi-shadowing to 
present an application with a cleartext view of its pages, and 
the OS with an encrypted view, a technique referred to as 
“cloaking.” Encryption-based protection allows resources to 
remain accessible to the OS, yet secure, permitting the OS to 
manage resources without compromising application privacy 
or integrity. 
[0058] Multi-Shadowed Cloaking 
[0059] Prior to the detailed description of embodiments of 
the present invention, the operation of traditional virtualiZed 
systems will be brie?y explained, followed by an explanation 
of how these systems are extended to support multi-shadow 
ing according to embodiments of the present invention. The 
manner in which multi-shadowing is coupled with encryption 
to implement cloaking, providing both encrypted and unen 
crypted views of memory is then discussed. 
[0060] Discussion of Virtualization 
[0061] As is well known in the art, a virtual machine (VM) 
is a software abstraction, i.e., a “virtualiZation” of an actual or 
an abstract physical computer system. The VM runs as a 
“guest” on an underlying “host” hardware platform. Guest 
software, such as a guest OS and guest applications, may be 
loaded onto the virtual computer for execution. The guest OS 
may, but need not be, the same as the OS or other system 
software running at the system level in the host. For example, 
a Windows OS may run in the VM even though the OS used 
to handle actual I/O (input/output), memory management, 
etc., on the host might be a Linux OS. As long as a suitable 
interface is provided between the VM and the ho st platform, 
a user of a VM need not even be aware that she is not using a 

“real” computer, that is, a system with hardware dedicated 
exclusively to her use. The existence of the underlying host 
can be made transparent to a user of the VM and to the guest 
software itself. 
[0062] A Hosted Virtual Computer System 
[0063] FIG. 3 illustrates the main components of a com 
puter system 2X that supports a VM 300X, as generally 
implemented in the Workstation virtualiZation product of 
VMware, Inc. As in conventional (non-virtualiZed) computer 
systems, both system hardware 100X and system software 
19W are included. The system hardware 100X includes CPU 
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(s) 112X, which may be a single processor, or two or more 
cooperating processors in a known multiprocessor arrange 
ment. The system hardware also includes system memory 
118X, one or more disks 120X, and some form of Memory 
Management Unit (MMU) 116X. One of ordinary skill in the 
art will understand that the system may not contain any disks. 
In other words, the system may instead use network-attached 
storage (NAS), such as a remote ?le server, i.e., one using 
NFS (Network File System) or CIFS (Common Internet File 
System) protocols, or a remote storage array via a storage 
area network (SAN), or via a standard network, e. g., using the 
iSCSI (Internet Small Computer System Interface) protocol. 
Further, ?ash memory could be used to replace the disks. As 
is understood in the ?eld of computer engineering, the system 
hardware also includes, or is connected to, conventional reg 
isters, interrupt handling circuitry, a clock, etc., which, for the 
sake of simplicity, are not shown in the ?gure. 
[0064] The system software 19W either is or at least 
includes an operating system 20W, which has drivers 29W as 
needed for controlling and communicating with various 
devices 123X, and usually with the disk 120X as well. Con 
ventional applications 40W, if included, may be installed to 
run on the hardware 100X via the system software 19W and 
any drivers needed to enable communication with those 
devices. 
[0065] The virtual machine (V M) 300Xialso known as a 
“virtual computer”iis a software implementation of a com 
plete computer system. In the VM, the physical system com 
ponents of a “real” computer are emulated in software, that is, 
they are virtualiZed. Thus, the VM 300X will typically 
include virtualiZed (“guest”) system hardware 310X, which 
in turn includes one or more virtual CPUs 312X (V CPU), 
virtual system memory 318X (V MEM), one or more virtual 
disks 320X (VDISK), and one or more virtual devices 323X 
(V DEVICE), all of which are implemented in software using 
known techniques to emulate the corresponding components 
of an actual computer. It should be noted, however, that a 
VDISK and a VDEVICE are typically included but are not 
strictly necessary. The concept, design and operation of vir 
tual machines are well known in the ?eld of computer science. 

[0066] The VM 300X also includes system software 19X, 
which may include a guest operating system 20X, which may, 
but need not, simply be a copy of a conventional, commodity 
OS, as well as drivers 29X as needed, for example, to control 
the virtual device(s) 323X. Note that a diskivir‘tual or physi 
caliis also a “device,” but is usually considered separately 
because of its essential role. Of course, most computers are 
intended to run various applications, and a VM is usually no 
exception. Consequently, by way of example, FIG. 3 illus 
trates one or more applications 40X installed to run on the 

guest OS 20X; any number of applications, including none at 
all, may be loaded for running on the guest OS, limited only 
by the requirements of the VM. Software running in the VM 
300X, including the guest OS 20X and the guest applications 
40X, is generally referred to as “guest software.” 
[0067] Note that although the virtual hardware “layer” 
310X will be a software abstraction of physical components, 
the VM’s system software 19X may be the same as would be 
loaded into a hardware computer. The modi?er “guest” is 
used here to indicate that the VM, although it acts as a “real” 
computer from the perspective of a user and guest software, is 
actually just computer code that is executed on the underlying 
“host” hardware and software platform 100X, 19W. Thus, for 
example, I/ O to a virtual device 323X will actually be carried 
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out by I/O to a corresponding hardware device 123X, but in a 
manner transparent to the VM. 

[0068] Some interface is usually required betWeen the VM 
300X and the underlying “host” hardWare 100X, Which is 
responsible for actually executing VM related instructions 
and transferring data to and from the actual, physical memory 
118X and other system hardWare 100X. The interface 
betWeen the VM and the underlying host system is often 
referred to as a Virtual Machine Monitor (V MM). As used in 
this patent, the term VMM should not be interpreted as being 
limited in any Way to or by existing virtualiZation softWare 
that is referred to as a VMM. Instead, the term VMM should 
be interpreted broadly as virtualiZation software that supports 
the operation of a virtual machine, Whether such virtualiZa 
tion software is referred to as aVMM, a hypervisor, or if some 
other terminology is used; or, in the event that some virtual 
iZation functionality is implemented or supported in hard 
Ware, the term VMM may be interpreted broadly as virtual 
iZation logic that supports the operation of a virtual machine. 
[0069] AVMM is usually a relatively thin layer of softWare 
that runs directly on top of a host, such as the system softWare 
19W, or directly on the hardWare, and virtualiZes the 
resources of the hardWare platform. FIG. 3 shoWs virtualiZa 
tion softWare 200X, Which may be implemented as a VMM, 
running directly on the system hardWare 100X. The virtual 
iZation softWare 200X is also referred to as a VMM 200X 
herein, although it may alternatively comprise other virtual 
iZation software that may not be considered or called aVMM. 
The VMM 200X Will typically include at least one device 
emulator 254X, Which may also form the implementation of 
the virtual device(s) 323X. The interface exported to the 
respective VM is usually such that the guest OS 20X cannot 
determine the presence of the VMM. The VMM also usually 
tracks and either forWards (to the host OS 20W) or itself 
schedules and handles all requests by its VM for machine 
resources, as Well as various faults and interrupts. FIG. 3 
therefore illustrates an interrupt (including fault) handler 
252X Within the VMM. The VMM also includes a memory 
manager 256X. The general features of VMMs are Well 
knoWn and are therefore not discussed in further detail here. 

[0070] A single VM 300X is illustrated in FIG. 3 merely for 
the sake of simplicity; in many installations, there Will be 
more than one VM installed to run on the common hardWare 

platform; all may have essentially the same general structure, 
although the individual components need not be identical. 
Also, as shoWn in FIG. 3, a singleVMM 200X is the interface 
for the single VM 300X. It Would also be possible to include 
the VMM as part of its respective VM. Although the VMM is 
usually completely transparent to the VM, the VM and VMM 
may be vieWed as a single module that virtualiZes a computer 
system. The VM and VMM are shoWn as separate softWare 
entities in the ?gures merely for the sake of clarity. Moreover, 
it Would also be possible to use a single VMM to act as the 
interface for more than one VM. 

[0071] In the system illustrated in FIG. 3, both the host OS 
and the VMM are installed at system level, meaning that they 
each run at the greatest privilege level and can therefore 
independently modify the state of the hardWare proces sor(s). 
For I/O to at least some devices, hoWever, the VMM may 
issue requests via the host OS 20W. To make this possible, a 
special driverVMDRV 290 is installed just as any other driver 
Within the host OS 20W is installed and exposes a standard 
API to a user-level application VMAPP 292. When the sys 
tem is in the VMM context, meaning that the VMM is taking 
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exceptions, handling interrupts, etc., but the VMM Wishes to 
use the existing I/ O facilities of the host OS, the VMM calls 
the driver VMDRV 290, Which then issues calls to the appli 
cationVMAPP 292, Which then carries out the I/ O request by 
calling the appropriate routine in the host OS. 
[0072] A line 280X symboliZes the boundary betWeen the 
virtualiZed (VM/VMM) and non-virtualiZed (host software) 
“Worlds” or “contexts.” The driver VMDRV 290 and appli 
cation VMAPP 292 thus enable communication betWeen the 
Worlds. The boundary 280X may also be characterized as a 
“virtualiZation barrier”, as that term is used above. The vir 
tualiZation barrier 280X, hoWever, does not provide as com 
plete a barrier, or as secure a barrier, betWeen the host OS 
20W and the VM 300X as the virtualiZation barrier 280B 
provides betWeen the VM 300A and the VM 300B shoWn in 
FIG. 2. This is primarily because the system softWare 19W 
has direct access to the system hardWare 100X, including all 
of the memory 118X and the disk 120X, including, in par 
ticular, the memory and disk space that contains the code and 
data of the VMM 200X and the VM 300X. Accordingly, the 
virtualiZation barrier 280X may be referred to more speci? 
cally as a “limited virtualiZation barrier,” While the virtual 
iZation barrier 280B may be referred to more speci?cally as a 
“complete virtualiZation barrier” or as a “bidirectional virtu 
aliZation barrier.” Another virtualiZation barrier Would be 
established betWeen the VM 300X and any other VM in the 
computer system 2X, although no such other virtualiZation 
barrier is illustrated in FIG. 3 because only one VM is illus 
trated. A virtualiZation barrier 280W betWeen the VM 300X 
and the VMM 200X operates substantially the same as the 
virtualiZation barrier 280A shoWn in FIG. 2. 
[0073] A Kernel-Based Virtual Computer System 
[0074] In the computer system 2X of FIG. 3, the VMM is 
co-resident at system level With a host operating system. Both 
the VMM and the host OS can independently modify the state 
of the host processor, but the VMM calls into the host OS via 
a driver and a dedicated user-level application to have the ho st 
OS perform certain I/ O operations on behalf of the VM. The 
virtual computer in this con?guration is thus fully hosted in 
that it runs on an existing ho st hardWare platform and together 
With an existing host OS. 

[0075] In other implementations, a dedicated kernel, takes 
the place, and performs the conventional functions, of the 
host OS, and virtual computers run on the kernel. A “kernel 
based” virtual computer system, in Which a kernel serves as 
the system softWare for one or more VMlVI/VM pairs, is 
illustrated in FIG. 4. Compared With a system in Which 
VMMs run on a host OS, use of a kernel offers greater modu 
larity and facilitates provision of services that extend across 
multiple VMs (for example, for resource management). Com 
pared With the hosted deployment described above, a kernel 
may offer greater performance because it can be co-devel 
oped With the VMM and be optimiZed for the characteristics 
of a Workload consisting of VMMs. The ESX Server virtual 
iZation product of VMWare, Inc., has such a con?guration. A 
kemel-based virtualiZation system of the type illustrated in 
FIG. 4 is described in US. Pat. No. 6,961,941 to Nelson et al., 
“Computer Con?guration for Resource Management in Sys 
tems Including a Virtual Machine”, (“the ’941 patent”). 
[0076] As shoWn in FIG. 4, the general con?guration of a 
kemel-based virtual computer system 2Y, includes one or 
more virtual machines (VMs), such as a ?rst VM 300Y and a 
second VM 300Z, each of Which is installed as a “guest” on a 
“host” hardWare platform 100Y. The hardWare platform 
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100Y includes one or more processors (CPUs) 112Y, system 
memory 118Y, and one or more disks 120Y. The hardware 
100Y may also include other conventional mechanisms such 
as a Memory Management Unit (MMU) 116Y and various 
devices 123Y. 

[0077] The VM 300Y includes virtual system hardWare 
310Y, Which typically includes at least one virtual CPU 312Y, 
at least one virtual disk 320Y, a virtual system memory 318Y, 
and various virtual devices 323Y. The VM 300Y also includes 
a guest operating system 20Y (Which may simply be a copy of 
a conventional operating system) running on the virtual sys 
tem hardWare 310Y, along With a set of drivers 29Y for 
accessing the virtual devices 323Y and the virtual disk 320Y. 
One or more applications 40Y may execute in the VM 300Y 
on the guest OS 20Y and the virtual system hardWare 310Y. 
All of the components of the VM may be implemented in 
softWare using knoWn techniques to emulate the correspond 
ing components of an actual computer. This implementation 
of the VM 300Y may generally be substantially the same as 
the implementation of the VM 300X shoWn in FIG. 3. 

[0078] The VMs 300Y and 300Z are supported by a virtu 
aliZation software 200Y comprising a kernel 202Y and a set 
of VMMs, including a ?rst VMM 250Y and a second VMM 
250Z. In this implementation, each VMM supports one VM. 
Thus, the VMM 250Y supports the VM 300Y and the VMM 
250Z supports the VM 300Z. The VMM 250Y includes, 
among other components, device emulators 254Y, Which may 
constitute the virtual devices 323Y that the VM 300Y 
accesses. The VMM 250Y may also include a memory man 
ager 256Y. The VMM also usually tracks and either forWards 
(to some form of system softWare,) or itself schedules and 
handles, all requests by its VM for machine resources, as Well 
as various faults and interrupts.A mechanism knoWn in the art 
as an exception or interrupt handler 252Y may therefore be 
included in the VMM. 

[0079] The computer system 2Y may, initially, have an 
existing operating system 20Z that may be at system level, 
and the kernel 202Y may not yet even be operational Within 
the system. The initial system level interface betWeen the OS 
20Z and the system hardWare 1 00Y is represented by a dashed 
line in FIG. 4. In such a case, one of the functions of the OS 
20Z may be to make it possible to load the kernel 202Y, after 
Which the kernel runs on the native hardWare 100Y and man 

ages system resources. In effect, the kernel, once loaded, 
displaces the OS 20Z. Thus, the kernel 202Y may be vieWed 
either as displacing the OS 20Z from the system level and 
taking this place itself, or as residing at a “sub-system level.” 
When interposed betWeen the OS 20Z and the hardWare 
100Y, the kernel 202Y essentially turns the OS 20Z into an 
“application,” Which has access to system resources only 
When alloWed by the kernel 202Y. The kernel then schedules 
the OS 20Z as if it Were any other component that needs to use 
system resources. Accordingly, another interface is shoWn 
betWeen the OS 20Z and the kernel 202Y for enabling the OS 
20Z to access the system hardWare 100Y. This second inter 
face is shoWn With a solid line in FIG. 4. 

[0080] The OS 20Z may also be included to alloW applica 
tions unrelated to virtualiZation to run; for example, a system 
administrator may need such applications to monitor the 
hardWare 100Y or to perform other administrative routines. 
The OS 20Z may thus be vieWed as a “console” OS (COS). In 
such implementations, the kernel 202Y may also include a 
remote procedure call (RPC) mechanism to enable commu 
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nication betWeen, for example, the VMM 250Y and any 
applications 40Z installed to run on the COS 20Z. 

[0081] As described in the ’941 patent, the kernel 202Y 
handles the various VMM/V Ms and the COS 20Z as entities 
that can be separately scheduled, Which are referred to as 
“Worlds.” The Worlds are controlled by a World manager, 
represented in FIG. 4 Within the kernel 202Y as module 212Y. 
The kernel 202Y may also include an interrupt/exception 
handler 214Y that is able to intercept and handle interrupts 
and exceptions for all devices on the machine. 
[0082] The kernel 202Y includes a system memory man 
ager 210Y that manages all machine memory that is not 
allocated exclusively to the COS 20Z. When the kernel 202Y 
is loaded, the information about the maximum amount of 
memory available on the machine is available to the kernel, as 
Well as information about hoW much of it is being used by the 
COS. Part of the machine memory is used for the kernel 202Y 
itself and the rest is used for the virtual machine Worlds. 
Virtual machine Worlds use machine memory for tWo pur 
poses. First, memory is used to back portions of each World’s 
memory region, that is, to store code, data, stacks, etc. For 
example, the code and data for the VMM 250Y is backed by 
machine memory allocated by the kernel 202Y. Second, 
memory is used for the guest memory of the virtual machine. 
The memory manager may include any algorithms for 
dynamically allocating or deallocating memory among the 
different VMs. 
[0083] The kernel 202Y is responsible for providing access 
to all devices on the physical machine. In addition to other 
modules that the designer may choose to load onto the system 
for access by the kernel, the kernel Will typically load con 
ventional drivers as needed to control access to devices. 
Accordingly, a module 240Y containing loadable kernel 
modules and drivers is shoWn in FIG. 4. The kernel 202Y may 
interface With the loadable modules and drivers in a conven 
tional manner, i.e., using anAPI or similar interface. 
[0084] A ?rst virtualiZation barrier 280V betWeen the COS 
20Z and the VMs 300Y and 300Z, a second virtualiZation 
barrier 280Y betWeen the VMs 300Y and 300Z, and a third 
virtualiZation barrier 280Z betWeen the virtualiZation soft 
Ware 200Y and the VMs 300Y and 300Z, as Well as the COS 
20Z, are represented in FIG. 4. There Would also be additional 
virtualiZation barriers betWeen any other VMs in the com 
puter system. The virtualiZation barriers 280V and 280Y may 
be substantially the same as the virtualiZation barrier 280B of 
FIG. 2, While the virtualiZation barrier 280Z may be substan 
tially the same as the virtualiZation barrier 280A. 
[0085] OvervieW of Memory Mapping inVirtual Computer 
Systems 
[0086] When memory addresses are generated in the VM 
300X of FIG. 3, either by the applications 40X or the guest 
system softWare 19X, the addresses are generally mapped to 
corresponding addresses in the physical memory 118X. Both 
the guest OS 20X and the memory manager 256X are 
involved in this mapping process. Similarly, When memory 
addresses are generated in the VM 300Y of FIG. 4, either by 
the applications 40Y or the system softWare of the VM 300Y, 
the guest OS 20Y and the memory manager 256Y are 
involved in the process of mapping the addresses to corre 
sponding addresses in the physical memory 118Y. These 
address mapping processes are substantially similar in both 
the hosted virtual computer system 2X of FIG. 3 and the 
kemel-based virtual computer system 2Y of FIG. 4. Thus, the 
folloWing description is generally limited to the process of 






































