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SERVICE AND DIAGNOSTIC LOGIC SCAN 
APPARATUS AND METHOD 

FIELD AND BACKGROUND OF THE 
INVENTION 

[0001] The ?eld of the invention relates to programmable 
controllers and systems. 
[0002] Programmable logic controllers (PLCs) and pro 
grammable automation controllers (PACs) both contain com 
plex logic trees for controlling operation of diverse systems of 
devices to automate processes. The processes are controlled 
by the programmable logic controller scanning a logic pro 
gram contained therein. As the scan through the logic pro 
gram progresses, different operations occur depending on the 
state of connected devices and status indicators as reported 
via feedback from the connected devices and status indica 
tors. 

[0003] When systems having programmable logic control 
lers or programmable automation controllers fail or do not 
Work properly, determining the root cause of the failure or 
error can be very dif?cult. Due to user requirements, service 
engineers are not usually permitted to modify the installed 
logic program as a method for determining the root cause of 
the abnormal installed logic program execution. Often, the 
abnormal logic operation can be found in the installed logic 
program. Diagnosing and ?xing, or debugging, the problem is 
made much more dif?cult When the service engineer is not 
permitted to make changes to the installed logic program. 
[0004] Presently, the only option for service engineers try 
ing to debug installed logic programs is to access the variables 
Within the installed program and change the variables to 
different forced values and observe the installed program 
logic operation using the forced values. Service engineers 
cannot modify or alter the actual logic or programming of the 
installed logic program, hoWever, so that they may only test 
the existing logic program. 
[0005] Accordingly, a need exists for an improved system 
and method for programmable logic controllers and pro gram 
mable automation controllers to make testing and ?xing 
abnormal logic operations easier and more convenient than 
presently available. 

BRIEF DESCRIPTION OF THE INVENTION 

[0006] A programmable logic controller (PLC) or pro 
grammable automation controller (PAC) according to an 
embodiment of the invention includes a diagnostic and ser 
vice logic program in addition to a main logic program. The 
programmable logic controller is sWitchable betWeen operat 
ing the main logic program for normal operations and oper 
ating the diagnostic and service logic program in a debugging 
or test mode. The diagnostic and service logic program is 
connectable to the same devices connected to the program 
mable logic controller main logic program, so that it is fully 
functional for testing and debugging the programmable logic 
controller system operation. Changes made to the diagnostic 
and service logic program do not affect the main logic pro 
gram during debugging and testing. 
[0007] In another aspect of the invention, the main logic 
program and diagnostic and service logic program can run 
simultaneously, With an interface sWitch used to control 
Which logic program instructions are used by a particular 
device. 
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[0008] According to a further aspect of the invention, 
changes made in the diagnostic and service logic program can 
be copied to the main logic programming. 
[0009] In yet another embodiment of the invention, a 
method for operating a programmable logic controller system 
includes determining if testing or debugging is necessary, 
sWitching from a main logic program to a diagnostic and 
service program, debugging and testing the programmable 
logic controller system, sWitching back to the main logic 
program. 
[0010] A further embodiment of the invention includes 
copying changes from the diagnostic and service program 
after debugging and testing before sWitching back to the main 
logic program. 
[0011] The various features of novelty Which characteriZe 
the invention are pointed out With particularity in the claims 
annexed to and forming a part of this disclosure. For a better 
understanding of the invention, its operating advantages and 
bene?ts obtained by its uses, reference is made to the accom 
panying draWings and descriptive matter. The accompanying 
draWings are intended to shoW examples of the many forms of 
the invention. The draWings are not intended as shoWing the 
limits of all of the Ways the invention can be made and used. 
Changes to and substitutions of the various components of the 
invention can of course be made. The invention resides as Well 
in sub-combinations and sub-systems of the elements 
described, and in methods of using them. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] FIG. 1 is a schematic diagram illustrating a pro 
grammable logic controller system in accordance With one 
embodiment of the invention; and 
[0013] FIG. 2 is a How chart shoWing an implementation of 
one embodiment of the invention. 

DETAILED DESCRIPTION OF THE INVENTION 

[0014] Referring noW to the draWings in Which like refer 
ence numerals are used to indicate the same or related ele 

ments, FIG. 1 schematically illustrates a controller 10, such as 
a PLC or PAC, in accordance With an embodiment of the 
invention having an installed, or main, logic program 20 
containing logic for operating one or more devices 80 con 
nected With the programmable logic controller 10 through a 
communications bus 40. The devices 80 can be motors or 
other mechanical motion devices, status indicators, such as 
thermometers, level detectors, or other sensors. Controller 10 
further includes diagnostic and service logic program 30 con 
nected to the communications bus 40 and devices 80 via a 
sWitch 25. 
[0015] SWitch 25 is a hardWare or softWare sWitch for 
changing betWeen the main logic program 20 and diagnostic 
and service logic program 30. The diagnostic and service 
(D&S) logic program 30 is initially a copy of the main logic 
program 20. Connection to the communications bus 40 and 
devices 80 via sWitch 25 permits the diagnostic and service 
logic program 30 to be used as if it Were the main logic 
program 20 Without the risk of actually modifying the main 
logic program 20 during debugging. 
[001 6] When an abnormal operation is detected in the main 
program logic 20, the sWitch 25 is used to activate the diag 
nostic and service logic program 30 for debugging the pro 
gram logic. A service engineer or other user may make 
changes to the program logic and operation, in addition to 
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simply forcing variable values to test different theories of 
failure in an effort to determine the root cause of the abnormal 
logic program operation. Changes can be freely made to the 
diagnostic and service logic program 30 during debugging, 
With no effect on the main logic program 20, so that operator 
requirements are satis?ed as Well. 

[0017] In a further aspect of the invention illustrated in FIG. 
1, the sWitch 25 may effectively be a softWare sWitch in the 
interface With the devices 80. In this aspect of the invention, 
the main logic program 20 and diagnostic and service logic 
program 30 are able to be active at the same time, and the 
controller 10 is operating both logic programs 20, 30 simul 
taneously. The diagnostic and service logic program 30 in this 
case is not necessarily a copy of the main logic program 20. 
[0018] The bene?t of this con?guration of the diagnostic 
and service logic program 30 is that a debugging section of 
logic can be implemented in the diagnostic and service logic 
program 30 that is not possible to be implemented in the main 
logic program 20. In one example of the advantages of this 
embodiment of the invention, a shorter sample period can be 
used in the diagnostic and service logic program 30 than in the 
main logic program 20. The shorter sample period permits 
more information is to be gathered about one or more device 
80 states, for example. In a still further example, a data log 
ging section can be implemented in the diagnostic and service 
logic program 30 that cannot otherWise be added to the main 
logic program 20. Thus, the diagnostic and service logic 
program 30 can be used to gather data about the devices 80 
that the system 1 0 otherWise could not be obtained using main 
logic program 10 alone. 
[0019] And, in yet another aspect of the invention Wherein 
the diagnostic and service logic program 30 operates at the 
same time as the main logic program, the diagnostic and 
service logic program 30 contains a section of testing code for 
evaluating a particular system response to a particular instruc 
tion or set of instructions that is not present in the main logic 
program 20 and cannot be added. 
[0020] Regardless of the con?guration of the controller 30, 
if the debugging reveals a solution in the form of changed 
program logic, the solution may be copied from the diagnos 
tic and service logic program 30 to the main logic program 20 
to implement the changes. The copying may be accomplished 
using computer commands or functions When the programs 
20, 30 are stored in the same or separate memories or other 
IC’s, such as FPGA’s, EEPROMs, or other programmable 
devices Within the programmable logic controller 10. Alter 
natively, the main logic program 20 can be manually updated 
With the changes made in the diagnostic and service logic 
program. 
[0021] A method in accordance With one embodiment of 
the invention is illustrated in FIG. 2. The process starts 100, at 
Which point a determination 110 Whether the diagnostic and 
service logic program 30 is needed is made. If the diagnostic 
and service logic program 30 is not required, then the main 
logic program is run 200, and the automated system runs 
normally until it is determined 110 that the diagnostic and 
service logic program is required. 
[0022] Once it is determined there is a need, the diagnostic 
and service program is made active 120 using sWitch 25, for 
example, so that any connected devices 80 Will subsequently 
respond to output from the diagnostic and service program. A 
user or service engineer can then have access to the program 
mable logic controller and modify the diagnostic and service 
program as much as necessary to test, debug 140 and deter 
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mine a ?x for any problems identi?ed in the programmable 
logic controller program logic or With the system itself. 

[0023] After the ?xes are determined through debugging 
140, in practice, a service engineer can use the diagnostic and 
service logic program to demonstrate the ?xes. If the ?xes are 
approved, then either they can be copied 160 into the main 
logic program to replace that logic With the ?xed version, or 
the main logic program can be manually revised before mak 
ing the main logic program active 180 again and subsequently 
running, or scanning 200 the main logic program to control 
devices 80. 

[0024] In a variation of this embodiment, When the diag 
nostic and service logic program is simply run to test different 
aspects of the control logic, but actual changes to the logic 
program are not necessary, then the user may progress 
directly to sWitching back to making the main logic program 
active 180 and continuing to scanning 200 the main program 
logic 20. 
[0025] In a still further alternative embodiment of the 
invention, an undo function could be incorporated into the 
main logic program 20, in Which the main logic program 20 in 
its current state is copied and saved in a memory, so that any 
changes can be undone. That is, an undesirable change can 
simply be canceled by Writing the immediately prior version 
of the main logic program from memory back to the Working 
version being modi?ed. In a variation of this embodiment, the 
main logic program 20 can include version control, Whereby 
different versions of the main logic program 20 are retained, 
so that it is possible to revert, or roll back, to the earlier version 
once non-permanent changes have been tested and can be 
discarded. 

[0026] While the present invention has been described With 
references to preferred embodiments, various changes or sub 
stitutions may be made on these embodiments by those ordi 
narily skilled in the art pertinent to the present invention With 
out departing from the technical scope of the present inven 
tion. 

[0027] The construction and arrangement of the diagnostic 
and service program system and method, as described herein 
and shoWn in the appended ?gures, is illustrative only. 
Although only a feW embodiments of the invention have been 
described in detail in this disclosure, those skilled in the art 
Who revieW this disclosure Will readily appreciate that many 
modi?cations are possible (e.g. variations in siZes, dimen 
sions, structures, shapes and proportions of the various ele 
ments, values of parameters, mounting arrangements, use of 
materials, orientations, etc.) Without materially departing 
from the novel teachings and advantages of the subject matter 
recited in the appended claims. Accordingly, all such modi 
?cations are intended to be included Within the scope of the 
present invention as de?ned in the appended claims. The 
order or sequence of any process or method steps may be 
varied or re-sequenced according to alternative embodi 
ments. In the claims, any means-plus-function clause is 
intended to cover the structures described herein as perform 
ing the recited function and not only structural equivalents but 
also equivalent structures. Other substitutions, modi?cations, 
changes and omissions may be made in the design, operating 
conditions and arrangement of the preferred and other exem 
plary embodiments Without departing from the spirit of the 
embodiments of the invention as expressed in the appended 
claims. Therefore, the technical scope of the present inven 
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tion encompasses not only those embodiments described 
above, but all that fall Within the scope of the appended 
claims. 

What is claimed is: 
1. A programmable controller facilitating debugging and 

testing comprising: 
a main logic program containing instructions for control 

ling at least one device; 
a diagnostic and service logic program that is a copy of the 
main logic program; and 

a sWitch connected With the main logic program and diag 
nostic and service logic program for selecting one of the 
main logic program and diagnostic and service logic 
program to send instructions to the at least one device. 

2. The programmable controller according to claim 1, fur 
ther comprising a communication path betWeen the main 
logic program and diagnostic and service program for copy 
ing programming betWeen the diagnostic and service pro 
gram and main logic program. 

3. The programmable controller according to claim 1, 
Wherein the sWitch is one of a hardWare sWitch and a softWare 
sWitch. 

4. The programmable controller according to claim 1, fur 
ther comprising a communications bus connected to said 
sWitch for communicating commands to the at least one 
device from the selected one of the main logic program and 
diagnostic and service logic program. 

5. The programmable controller according to claim 1, 
Wherein the sWitch comprises one of a sWitch on the control 
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ler and an interface sWitch connected betWeen the diagnostic 
and service logic program, main logic program and the at 
least one device. 

6. The programmable controller according to claim 1, 
Wherein the main logic program and the diagnostic and logic 
program are operating at the same time. 

7. A method for servicing a programmable controller com 
prising: 
making a diagnostic and service logic program having the 

same programming logic as a main logic program on the 
programmable controller active to communicate With at 
least one connected device; 

debugging the programmable controller using the diagnos 
tic and service logic program; and 

making the main logic program active again folloWing 
debugging. 

8. The method according to claim 7, further comprising 
copying changes made to the diagnostic and service logic 
program to the main logic program before making the main 
logic program active again. 

9. A method for servicing a programmable controller com 
prising: 

debugging the programmable controller by making 
changes to the programming logic of a logic program on 
the programmable controller; 

restoring the programming logic after debugging. 
10. The method of claim 9, Wherein restoring comprises 

one of undoing the changes and reverting to a prior version of 
the logic program. 


