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(57) ABSTRACT 

A tag has a sensor that can detect a condition in the region of 
the tag. The tag effects an operational adjustment relating to 
the sensor based on sensor con?guration information in a 
received wireless signal.According to a different aspect, a tag 
can receive wireless signals containing positioning informa 
tion, and wireless signals containing location information 
indicating with a ?rst accuracy the current location of the tag. 
The further signals conform to one of a radio frequency 
identi?cation communication protocol, a cellular telephone 
network communication protocol, a satellite communication 
protocol, and a wireless computer network communication 
protocol. The tag determines from the positioning informa 
tion with a second accuracy greater than the ?rst accuracy the 
current location of the tag, the tag being responsive to the 
location information for more rapidly effecting the determi 
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METHOD AND APPARATUS FOR TRACKING 
AND MONITORING CONTAINERS 

[0001] This application claims the priority under 35 U.S.C. 
§1 19 of provisional application No. 60/974,636 ?led Sep. 24, 
2007, the disclosure of Which is hereby incorporated herein 
by reference. 

FIELD OF THE INVENTION 

[0002] This invention relates in general to techniques for 
tracking and monitoring and, more particularly, to techniques 
for tracking and monitoring shipping containers. 

BACKGROUND 

[0003] A variety of different products are transported in 
shipping containers. Products are packed into the container 
by a shipper, and then the container doors are closed and 
secured With some type of lock. The locked container is then 
transported to a destination, Where a recipient removes the 
lock and unloads the container. 
[0004] It is often advantageous to the shipper if some form 
of monitoring can be carried out While the container is being 
transported. As one example, the cargo in the container may 
be relatively valuable products such as computers or other 
electronic devices, and thieves may attempt to break into the 
container and steal these products While the container is in 
transport. As a different example, the cargo in the container 
may include products such as fresh fruit, for Which it is 
advantageous to continuously monitor temperature, humidity 
and/or other environmental conditions, in order to avoid or 
minimize spoilage. Another consideration is that it may be 
bene?cial to the shipper and/or the recipient to be able to 
accurately track the current location of the container as it 
travels from the shipper to the recipient. 
[0005] It is not cost-feasible to have a person Watch a con 
tainer at all times in order to provide security and/or moni 
toring. Accordingly, electronic systems have previously been 
developed to provide a degree of automated security and/or 
monitoring. For example, one existing approach is to attach a 
radio frequency identi?cation (RFID) tag to a container. The 
tag then provides monitoring as to both security and environ 
mental conditions, and can send Wireless signals that contain 
status information, including Warnings about alarm condi 
tions. Although pre-existing systems of this type have been 
generally adequate for their intended purposes, they have not 
been satisfactory in all respects. By Way of example and not 
limitation, one draWback is that, throughout mo st of the jour 
ney of the container, the RFID tag is outside the range of 
communication With any RFID system, and thus is not able to 
reliably communicate information to a system or a person at 
a remote location. In many locations Where an RFID system 
Would be useful, no RFID system is installed. Also, even 
When the tag is Within the communication range of an RFID 
system, that RFID system may be oWned or operated by 
someone other than the shipper or the recipient for the con 
tainer of interest. Consequently, the tag on the container may 
be denied any use of that system, or there may be unreason 
able costs, delays and/or challenges involved With an attempt 
by the tag to actually communicate information through that 
RFID system. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0006] A better understanding of the present invention Will 
be realiZed from the detailed description that folloWs, taken in 
conjunction With the accompanying draWings, in Which: 
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[0007] FIG. 1 is a diagrammatic vieW of a tracking and 
monitoring system that embodies aspects of the present 
invention. 
[0008] FIG. 2 is a diagrammatic perspective vieW of a ship 
ping container and a radio frequency identi?cation tag that are 
components of the system of FIG. 1. 
[0009] FIG. 3 is diagrammatic top vieW ofthe tag ofFIG. 2, 
and also has broken lines shoWing portions of tWo doors of the 
container of FIG. 2. 
[0010] FIG. 4 is a block diagram of the circuitry Within the 
tag of FIG. 2. 
[0011] FIGS. 5, 6 and 7 are ?oWcharts that shoW selected 
aspects of the operation of the tag of FIG. 2. 

DETAILED DESCRIPTION 

[0012] FIG. 1 is a diagrammatic vieW of a tracking and 
monitoring system 10 that embodies aspects of the present 
invention. The system 10 includes a container 11 having a tag 
12 supported thereon. FIG. 2 is a diagrammatic perspective 
vieW of the container 11 and tag 12. The container 11 is a 
conventional shipping container of a Well-knoWn type, and in 
particular happens to comply With an industry-standard 
speci?cation knoWn as an ISO 668:1995(E) Series 1 freight 
container. The majority of containers that are currently in 
commercial use conform to this ISO standard. HoWever, this 
particular type of container is shoWn only by Way of example. 
The present invention is not limited to this particular type of 
container, or to containers in general. 
[0013] The container 11 is made almost entirely of steel or 
aluminum, except that a not-illustrated ?oor Within the con 
tainer may be made of either Wood or metal. The container 11 
has at one end a large opening 14 With an approximately 
square shape. TWo rectangular doors 16 and 17 are supported 
by hinges for pivotal movement about respective spaced ver 
tical axes 18 and 19. The axes 18 and 19 are located near 
respective side edges of the opening 14. The doors 16 and 17 
are each shoWn in a closed position in FIG. 2, and can each 
pivot 900 to 2700 outWardly from the closed position to an 
open position, Which is not shoWn in the draWings. 
[0014] The doors 16 and 17 each have a respective vertical 
outer edge 21 or 22, Which is disposed adjacent the associated 
pivot axis 18 or 19. In addition, the doors 16 and 17 each have 
a respective vertical inner edge 23 or 24. When the doors 16 
and 17 are in the closed position of FIG. 2, the inner edges 23 
and 24 are adjacent, With a small gap betWeen them. In order 
to secure the doors 16 and 17 in their closed positions, the 
door 16 has a vertical rod 32 rotatably supported thereon, and 
the door 17 has a vertical rod 33 rotatably supported thereon. 
Each of the rods 32 and 33 has a respective handle 36 or 37 
thereon. The handles 36 and 37 canbe used to manually rotate 
the rods 32 and 33 betWeen locked and released positions. In 
the locked position, each handle can engage a retention 
bracket mounted on the associated door, and the bracket 
maintains the handle and rod in the locked position. As each 
rod is pivoted betWeen its locked and released positions, each 
end of the rod can move into or out of engagement With a 
locking bracket or locking recess provided on the container 
11. 
[0015] When the container 11 has been packed With items 
or products that are to be shipped, various considerations 
come into play. As a ?rst example, there are situations in 
Which it is desirable to be able to monitor environmental 
conditions Within the container. For example, products such 
as fresh fruit may keep better if environmental conditions 
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Within the container 11 remain Within certain acceptable lim 
its. Thus, it may be desirable to monitor relevant environmen 
tal conditions such as temperature or humidity. As a second 
example, after the doors 16 and 17 have been closed and 
secured at the point of shipment, it may be desirable to have 
some form of security and monitoring in order to verify that 
the doors are not opened again until the container arrives at its 
destination. For example, While the container is in transit, 
thieves may attempt to break into the container 11 to steal 
valuable cargo therein, such as computers or other electronic 
devices. As a third example, the shipper may Wish to have 
accurate information about the current location of the con 
tainer as it progresses along its journey from the shipper to the 
recipient. The tracking and monitoring system 10 of FIG. 1 
addresses these types of concerns. 

[0016] FIG. 3 is diagrammatic top vieW of the tag 12 of 
FIGS. 1 and 2, and also shoWs portions of the tWo container 
doors 16 and 17 in broken lines. The tag 12 includes a resil 
iently-?exible metal support clip 51. The support clip 51 is 
approximately C-shaped, and grips around an edge portion of 
the container door 17, in order to removably support the tag 
12 on the door 17. The clip 51 includes tWo spaced legs 52 and 
53, and a bight 54 that extends betWeen the legs, at one end of 
the legs. An interior module 56 is ?xedly secured to the outer 
side of the leg 52, and an exterior module 57 is ?xedly secured 
to the outer side of the leg 53. 

[0017] The modules 56 and 57 contain most but not all of 
the circuitry of the tag 12. The circuitry is discussed in more 
detail later, but one part of the circuitry is a ?at, ?exible door 
sensor 58 that is ?xedly secured to the outer side of the bight 
54 of the clip 51. In the disclosed embodiment, the door 
sensor 58 is a capacitive proximity sensor that is responsive to 
the presence or absence of the metal door 16 Within the 
vicinity of the sensor 58. It is not necessary for the metal door 
16 to touch the door sensor 58. 

[0018] Although the door sensor 58 is a capacitive proxim 
ity sensor, it Would alternatively be possible to use some other 
type of sensor, such as a pressure sensor that is engaged by 
door 16, and actuated by the physical pres sure exerted on it by 
the door 16. The interior module 56, door sensor 58 and 
exterior module 57 are electrically coupled by a ribbon cable 
that is not visible in the draWings. The ribbon cable extends 
along the outer side of the clip 51, from the interior module 56 
to the door sensor 58, and then on to the exterior module 57. 

[0019] Referring again to FIG. 1, When the container 11 is 
in operational use, it Will typically contain a plurality of 
products or other items that are being shipped, tWo of Which 
are indicated diagrammatically at 71 and 72. These items may 
each have a radio frequency identi?cation (RFID) tag 73 or 74 
supported thereon. In the disclosed embodiment, the tags 73 
and 74 are conventional and commercially-available compo 
nents, and are therefore not described here in detail. Within 
the interior of the container 11, the tag 12 can emulate a 
device of the type commonly knoWn as an RFID reader. In 
particular, as indicated diagrammatically at 76 and 77, the tag 
12 can transmit ultra high frequency (UHF) Wireless signals 
76 and 77. In the disclosed embodiment, the UHF signals 76 
and 77 conform to a conventional RFID communication pro 
tocol, but they could alternatively conform to some other 
protocol. In response to the signals 76 and 77, the tags 73 and 
74 can transmit UHF signals 76 and 77 back to the tag 12. In 
the disclosed embodiment, the UHF transmissions 76 and 77 
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occur in each direction at a frequency of 433.92 MHZ, but 
they could alternatively occur at some other suitable fre 
quency. 
[0020] The system 10 includes a computer-based central 
system 81 that can communicate With the tag 12 in order to 
facilitate the tracking and monitoring of the container 11. As 
one aspect of this, the central system 81 is coupled to a 
stationary RFID reader 83. A typical system might include a 
plurality of readers 83, but for clarity only one reader 83 is 
shoWn in FIG. 1. In the disclosed embodiment, the reader 83 
is a conventional device, and is therefore not described here in 
detail. The reader 83 can transmit and receive UHF Wireless 
signals 84, in order to communicate With a tag 12. These UHF 
communications are carried out at the above-mentioned fre 
quency of 433 . 92 MHZ, but they could alternatively be carried 
out at some other suitable frequency. In the disclosed embodi 
ment, the signals 84 conform to an existing RFID communi 
cation protocol knoWn as the EchoPoint 2.2 protocol, but they 
could alternatively conform to some other communication 
protocol. Signals 84 transmitted from the reader 83 to the tag 
12 include a reader identi?cation code that uniquely identi?es 
the particular reader 83. 
[0021] The system 10 also includes a stationary RFID sign 
post 87 of a knoWn type, and the signpost 87 is electrically 
coupled to the central system 81. The signpost 87 transmits 
Wireless signposts signals 88. In the disclosed embodiment, 
the signpost signals 88 conform to a knoWn RFID communi 
cation protocol, and are near ?eld signals With a relatively 
high roll-off and a relatively short transmission range, for 
example about four to tWelve feet. A typical system Would 
include a plurality of the signposts 87 but, for clarity, only one 
signpost 87 is shoWn in FIG. 1. 
[0022] Each signpost has a unique identi?cation code 
called a signpost code. The signpost includes that unique 
signpost code in each of the Wireless signals 88 that it trans 
mits. Thus, if the tag 12 is receiving Wireless signals 88 from 
the signpost 87, the signpost code embedded Within those 
signals Will uniquely identify the particular signpost that 
transmitted the signals. This in turn Will give a coarse indica 
tion of the current location of the tag 12 because, in order to 
have received signpost signals from a given signpost, the tag 
must be Within a radius of about 12 feet from that signpost. In 
the disclosed embodiment, the signpost signals 88 are rela 
tively loW frequency (LF) signals that have a frequency of 
122.88 KHZ. HoWever, it Would alternatively be possible to 
use any other suitable frequency. 

[0023] The tag 12 also has a unique identi?cation code. If 
the tag 12 sends the central system 81 a communication 
containing the unique signpost code of the signpost, the 
unique tag code of the tag, and the unique container identi? 
cation 156 of the container 11 on Which the tag is mounted, 
then the central system can determine the approximate cur 
rent location of the container and tag. In particular, the sign 
post code uniquely identi?es the particular signpost, and the 
central system knoWs Where that signpost is located. Further, 
as explained above, in order to have received signpost signals 
from that signpost, the tag and container must have passed 
Within a radius of about 12 feet from that signpost. And the 
unique tag code and unique container code tell the central 
system exactly Which tag and container passed near the sign 
post. 
[0024] The system 10 includes a plurality of cellular tele 
phone toWers, one of Which is shoWn diagrammatically at 91. 
The cell toWer 91 is operatively coupled to the central system 
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81 through a cellular telephone network 92 of a known type. 
Wireless signals 94 are transmitted inboth directions betWeen 
the tag 12 and the cellular telephone toWer 91, using a knoWn 
cellular telephone netWork communication protocol. In the 
disclosed embodiment, the protocol conforms to the General 
Packet Radio Service (GPRS) communication protocol. The 
GPRS protocol is a packet-oriented data service available to 
users of the Global System for Mobile communications 

(GSM). 
[0025] The system 10 further includes a Global Positioning 
System (GPS) satellite 101. The satellite 101 is an existing 
device. The satellite 101 transmits GPS Wireless signals 102 
that contain positioning information, and that can be received 
by the tag 12. There are actually a plurality of the satellites 
101 but, for clarity, only one satellite 101 is shoWn in FIG. 1. 
The tag 12 can take positioning information in signals 
received from several GPS satellites 101, and then calculate 
in a knoWn manner the current position of the tag 12 on the 
surface of the earth. Alternatively, the tag could take the 
positioning information received from several GPS satellites, 
and forWard this positioning information to the central system 
81, for example through the reader 83. The central system 81 
could then carry out the calculation of the current position of 
the tag 12 on the surface of the earth. 

[0026] The system 10 further includes a portable handheld 
unit 106 With a display 107, a manually operable keypad 108, 
and a cable 111. The cable 111 has at its outer end an electrical 
connector that can be releasably electrically coupled to a 
connector on the tag 12. In addition, the tag 12 and the 
handheldunit 106 can exchange Wireless signals, as indicated 
diagrammatically at 112. In the disclosed embodiment, the 
Wireless signals 112 are UHF signals at the above-mentioned 
frequency of 433.92 MHZ, but they could alternatively use 
any other suitable frequency. 
[0027] The system 10 could optionally have an antenna 116 
that is coupled to the central system 81, in order to permit the 
central system 81 to exchange Wireless signals 117 With a 
communication satellite 118. In turn, the communication sat 
ellite 118 could exchange Wireless signals 119 With the tag 
12. The antenna 116, satellite 118 and Wireless signals 117 
and 119 are shoWn in broken lines in FIG. 1, because they are 
optional. In the disclosed embodiment, the Wireless signals 
117 and 119 conform to a knoWn satellite communication 
protocol, Which is one of the family of protocols commonly 
knoWn as Satcom protocols. HoWever, it Would alternatively 
be possible for the Wireless signals 117 and 119 to conform to 
some other communication protocol. The communication 
path provided by the antenna 116 and satellite 118 could be 
used in place of some other illustrated communication path. 
For example, the communication path provided by the 
antenna 116 and satellite 118 could be used in place of the 
communication path provided by the cellular telephone net 
Work 92 and cell toWer 91, or the UHF communication path 
provided by the RFID reader 83. 
[0028] The system 10 could also optionally include a Wire 
less local area netWork (LAN) 126, Where the LAN is elec 
trically coupled to the central system 81, and can communi 
cate With the tag 12 through the transmission and reception of 
Wireless signals 127. In the disclosed embodiment, the Wire 
less signals 127 conform to a knoWn Wireless computer net 
Work communication protocol, Which is the IEEE 802.11g 
communication protocol. HoWever, it Would alternatively be 
possible to use any other suitable Wireless computer netWork 
communication protocol. Wireless LAN’s and communica 
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tion protocols of this type are often referred to as “Wi-Fi”. The 
LAN 126 is shoWn in broken lines in FIG. 1, because it is 
optional. The communication path provided by the LAN 126 
could be used in place of some other illustrated communica 
tion path. For example, the communication path provided by 
the LAN 126 could be used in place of the communication 
path provided by the cellular telephone netWork 92 and cell 
toWer 91, or the UHF communication path provided by the 
RFID reader 83. 

[0029] FIG. 4 is a block diagram shoWing in more detail the 
internal circuitry of the tag 12. This circuitry includes a con 
trol circuit 141, and the control circuit includes a processor 
143, a memory 144, a GPS timer 146, and a GPS counter 147. 
The processor 143 is a microprocessor of a knoWn type, and 
is therefore not described here in detail. The GPS timer 146 
and the GPS counter 147 are shoWn in FIG. 4 as hardWare 
registers. Alternatively, hoWever, one or both of the timer and 
counter could be locations in the memory 144 that are main 
tained by a softWare program executed by the processor 143. 
In the disclosed embodiment, the memory 144 is a diagram 
matic representation of the relevant storage Within the control 
circuit 141, and may include more than one type of memory. 
For example, the memory 144 may include one or more of 
read only memory (ROM), random access memory (RAM), 
?ash memory, or any other suitable type of memory. 

[0030] FIG. 4 diagrammatically shoWs some of the differ 
ent types of information stored Within the memory 144. In 
particular, the memory stores a computer program 151 that is 
executed by the processor 143, and that is discussed in more 
detail later. The program 151 may be referred to herein as 
?rmWare. The memory also stores a container identi?cation 
156, Which is a code that uniquely identi?es the particular 
container 11 (FIG. 1) on Which the tag 12 is currently 
mounted. The memory contains sensor con?guration infor 
mation 157, Which is explained in more detail later. The 
memory stores an indication of a selected protocol 158. When 
the tag 12 needs to transmit data, the selected protocol 158 
indicates Whether the tag should ?rst try to transmit that 
information as Wireless signals 94 conforming to the GPRS 
cellular telephone netWork communication protocol, or as 
UHF Wireless signals 84 conforming to the RFID communi 
cation protocol. 
[0031] The memory 144 stores a preset 159 for the timer 
146, and a limit value 160 for the counter 147. The memory 
stores a ?ag 161 that indicates Whether or not the tag is 
currently operating in a particular operational mode, as 
explained later. The memory 144 also stores tamper informa 
tion 162. In particular, if the tag 12 determines that someone 
is trying to tamper With the tag 12 and/or the container 11, the 
tag collects data regarding this activity and stores it in a log 
that is maintained Within the memory at 162. 

[0032] The memory 144 stores GPS data at 163. In this 
regard, each time the tag 12 calculates a “GPS ?x” (by deter 
mining its current physical location using GPS positioning 
information from GPS satellite signals), the result is saved at 
163 With other similar GPS data. The data saved for each GPS 
?x includes a time stamp specifying the time and date that the 
GPS ?x Was obtained. The memory 144 stores a GPS cap 164, 
Which is a limit value explained in more detail later. The 
memory 144 also stores location information 165. This infor 
mation is supplied to the tag 12 by the central system 81 (FIG. 
1), and provides a relatively rough indication of the current 
location of the tag 12 on the surface of the earth. 
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[0033] For example, With reference to FIG. 1, if the tag 12 
happens to be communicating With the central system 81 
through the cell toWer 91, then the central system 81 knows 
that the tag is Within the area or “cell” serviced by that par 
ticular cell toWer. Consequently, the central system 81 has a 
rough idea of the current location of the tag 12. Similarly, if 
the central system 81 is currently communicating With the tag 
12 through the RFID reader 83, the central system 81 knoWs 
that the tag is Within the communication range of the reader, 
and thus has a relatively rough idea of the current location of 
the tag 12. In either situation, to the extent the central system 
81 has a relatively rough idea of the current location of the tag 
12, the central system can transmit this coarse location infor 
mation to the tag, for example through the cell toWer 91 or 
through the reader 83. The tag 12 saves this information at 
165. Then, When the tag needs to calculate its precise current 
position from GPS satellite signals, the location information 
165 can give the tag 12 a rough initial idea of its current 
location, and that in turn permits the tag to more rapidly 
calculate a highly accurate GPS ?x indicating its current 
location on the surface of the earth. 

[0034] As discussed above in association With FIG. 1, the 
tag 12 can interrogate other tags 73 and 74 that are located 
Within the container 11, and thus collect information from 
those other tags. The tag 12 takes this information collected 
from other tags, and stores it in a section 166 of the memory 
144. The memory 144 also stores some geofencing data at 
167. The geofencing data 167 may, for example, identify 
portions of the surface of the earth that correspond to oceans, 
and portions that correspond to land. Thus, When the tag 
obtains a GPS ?x indicating Where the tag is currently located 
on the surface of the earth, the tag can determine from com 
paring the GPS ?x and the geofencing data Whether the tag is 
currently on land or at sea. The geofencing data could be 
con?gured so that the tag can also make other determinations, 
such as the particular country that the tag is currently in. 
Further, the tag can use geofencing to determine Whether it is 
currently near an international border, and thus Whether it 
may be subject to a customs inspection. 
[0035] The tag 12 includes a UHF transceiver 171 that is 
coupled to the control circuit 141, and the transceiver includes 
a transmitter 172 and a receiver 173. The control circuit 141 
can selectively turn the transmitter 172 and the receiver 173 
on and off, in order to reduce overall poWer consumption. As 
discussed above, the transmitter 172 and the receiver 173 
each operate at 433.92 MHZ. The transceiver 171 is coupled 
to tWo antennas 176 and 177. The antenna 176 is located in the 
interior module 56 (FIG. 3), and is used to communicate at 76 
and 77 (FIG. 1) With other tags 73 and 74 in the container. The 
antenna 177 is located in the exterior module 57 (FIG. 3), and 
is used to communicate at 84 With the reader 83, and at 112 
With the handheld unit 106. 

[0036] The tag 12 has an electrical connector 181 that is 
part of the exterior module 57 (FIG. 3), that is electrically 
coupled to the control circuit 141, and that can be accessed 
from externally of the tag. The cable 111 (FIG. 1) of the 
handheld unit 106 has at its outer end a connector 182 that can 
be releasably coupled to the connector 181. 
[0037] The tag 12 includes a loW-frequency (LF) RFID 
receiver 186 that is coupled to the control circuit 141, and to 
an antenna 187. The antenna 187 is located in the exterior 
module 57 (FIG. 3) of the tag. The Wireless signals 88 (FIG. 
1) from the signpost 87 are received by the tag 12 through the 
antenna 187 and the receiver 186. The receiver 186 operates at 
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a frequency of 122.88 KHZ. The control circuit 141 can 
selectively turn the LF receiver 186 on and off, in order to 
manage poWer consumption. 
[0038] The tag 12 includes a cellular transceiver 191 that is 
coupled to the control circuit 141, and that includes a trans 
mitter 192 and a receiver 193. The transceiver 191 is coupled 
to an antenna 196, and the antenna 196 is located in the 
exterior module 57 (FIG. 3). The tag 12 uses the transceiver 
191 and the antenna 196 to send and receive GPRS Wireless 
signals 94 to and from the cell toWer 91 (FIG. 1). The control 
circuit 141 can selectively and independently turn the trans 
mitter 192 and receiver 193 on and off, in order to reduce 
poWer consumption. 
[0039] The tag 12 has a GPS circuit 201 that is coupled to 
the control circuit 141, and that includes a receiver 202. The 
GPS circuit 201 is coupled to an antenna 203, and the antenna 
203 is located in the exterior module 57 (FIG. 3). The GPS 
signals 102 from the GPS satellite 101 (FIG. 1) are received 
by the tag 12 through the antenna 203 and the receiver 202. 
The control circuit 141 can selectively turn the receiver 202 
on and off, in order to manage poWer consumption. 
[0040] The tag 12 includes a sensor section 207 having 
several outputs that are each electrically coupled to a respec 
tive input of the control circuit 141. The sensor section 207 
includes several sensors, one of Which is the door sensor 58 
that has already been discussed above in association With 
FIG. 3. The other sensors include a temperature sensor 211, a 
humidity sensor 212, a motion sensor 213, a shock sensor 
214, and a light sensor 215. 
[0041] The temperature sensor 211, the humidity sensor 
212, and the light sensor 215 are all provided in the interior 
module 56 (FIG. 3). The housing of the interior module 56 has 
openings (or other some other appropriate structure) that 
gives these sensors access to the temperature, humidity and 
light conditions Within the interior of the container. In the 
disclosed embodiment, the motion sensor 213 and shock 
sensor 214 are also provided Within the interior module 56. 
HoWever, they could alternatively be provided elseWhere, for 
example in the exterior module 57. The light sensor 215 
detects the presence or absence of light Within the interior of 
the container 11. If the container doors are closed and locked, 
then the interior of the container should be dark, and the 
detection of light Within the container may suggest a break-in, 
or some other form of tampering. 

[0042] As explained earlier, the memory 144 stores sensor 
con?guration information 157. This con?guration informa 
tion includes an indication of Whether each of the sensors in 
the sensor section 207 is currently enabled or disabled, or in 
other Words Whether the control circuit 141 should currently 
accept or discard data from that sensor. For example, if the 
container 11 is loaded With fruit, the temperature Within the 
container is likely important, and thus the temperature sensor 
211 Will probably be enabled. In contrast, if the container 11 
is loaded With lumber, temperature may not be an issue, and 
the temperature sensor 211 may therefore be disabled. 
[0043] The sensor con?guration information 157 also 
includes thresholds for some or all of the sensors. For 
example, if the container 11 is loaded With fruit, the tempera 
ture Within the container should preferably not be alloWed to 
get too high or too loW. A high temperature may cause the fruit 
to ripen too rapidly and thus spoil, Whereas a loW temperature 
may injure the fruit by causing it to freeZe. Consequently, the 
sensor con?guration information 157 may include an upper 
limit value and a loWer limit value for the temperature sensor 
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211. If the actual temperature detected by the temperature 
sensor 211 goes above the upper limit or below the loWer 
limit, the control circuit 141 Would designate this condition as 
an environmental event that justi?es the transmission of a 
Wireless signal containing an alarm. 
[0044] The sensor con?guration information 157 could 
also optionally include other con?guration information relat 
ing to the sensors 207. As one example, the sensor con?gu 
ration information could specify that the door sensor 58 can 
trigger a tamper event by itself, or alternatively that the door 
sensor 58 and the light sensor 215 must both detect a problem 
in order to trigger a tamper event. 
[0045] The tag 12 includes a removable Subscriber Identity 
Module (SIM) card 217 that is electrically coupled to the 
control circuit 141. The SIM card is a component of a knoWn 
type that is commonly used in existing cellular telephones. 
Within the tag 12, the SIM card 217 facilitates communica 
tion betWeen the tag 12 and the cellular netWork 92 (FIG. 1). 
For example, the SIM card stores netWork speci?c informa 
tion used to authenticate and identify the tag to the cellular 
telephone netWork 92. The SIM card also stores other infor 
mation of a knoWn type that facilitates communication 
betWeen the tag and the cellular telephone netWork. The cel 
lular service plan for the SIM card 217 is con?gured to 
include global roaming capability. 
[0046] The SIM card 217 is located in the interior module 
56 (FIG. 3). When the container doors are closed and locked, 
a person outside the container does not have access to the 
interior module 56, thereby making it di?icult for any such 
person to remove and/or replace the SIM card (Which Would 
be a form of tampering that could interfere With the intended 
operation of the tag 12). In fact, for enhanced security in the 
disclosed embodiment, the interior module 56 is not con?g 
ured to permit ?eld replacement of the SIM card 217. In order 
to replace the SIM card, the interior module 56 needs to be 
disassembled in a manner that corresponds to a service pro 
cedure requiring the skill level of a factory technician. This is 
intended to make it even more di?icult for a person to tamper 
With the tag 12 by removing and/or replacing the SIM card 
217. 

[0047] The tag 12 includes a battery 218 that provides 
operating poWer to all of the electrical components Within the 
tag 12. In the disclosed embodiment, the battery 218 is a 
replaceable lithium battery that is a commercially-available 
part. HoWever, it Would alternatively be possible to use any of 
a variety of other commercially-available batteries. 
[0048] The tag 12 may optionally include a satellite trans 
ceiver circuit 221 that is electrically coupled to the control 
circuit 141 and also to an antenna 224. The transceiver 221 
includes a transmitter 222 and a receiver 223. The transceiver 
221 and the antenna 224 are shoWn in broken lines in FIG. 4, 
because they are optional. The tag 12 uses the transceiver 221 
and the antenna 224 to communicate via the Wireless signals 
119 With the communication satellite 118 (FIG. 1), for 
example according to a Satcom protocol. The control circuit 
141 can selectively and independently turn each of the trans 
mitter 222 and receiver 223 on and off, in order to manage 
poWer consumption. 
[0049] The tag 12 may also optionally include a Wireless 
LAN transceiver 231 that is electrically coupled to the control 
circuit 141, and to an antenna 232. The transceiver 231 
includes a transmitter 233 and a receiver 234. Since the trans 
ceiver 231 and the antenna 232 are optional, they are shoWn in 
broken lines in FIG. 4. The tag 12 can use the transceiver 231 
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and the antenna 232 to communicate via the Wireless signals 
127 With the Wireless LAN 126 (FIG. 1). The control circuit 
141 can selectively and independently turn the transmitter 
233 and receiver 234 on and off, in order to manage poWer 
consumption Within the tag 12. 
[0050] The tag 12 could include each of the satellite trans 
ceiver 221, the cellular telephone transceiver 191, the Wire 
less LAN transceiver 231 and the UHF transceiver 171. HoW 
ever, for reasons for practicality and economy, the tag 12 of 
FIG. 4 includes only a subset of these transceivers. In particu 
lar, the tag 12 includes the cellular telephone transceiver 191 
and the UHF transceiver 171. Alternatively, hoWever, the tag 
12 could include some other subset of the transceivers 221, 
191,231 and 171. 
[0051] In addition to or in place of the UHF transceiver 171 
and the antenna 177, the tag 12 could have not-illustrated 
passive or semi-passive circuitry of a type knoWn in the art. In 
response to an incoming UHF signal 84, the passive or semi 
passive circuitry Would use a portion of the energy of that 
signal to provide itself With operating poWer. Remaining 
energy from the signal Would be re?ected or re-transmitted, 
and the passive or semi-passive circuitry Would modulate that 
re?ected or retransmitted energy so as to add information, 
such as the unique identi?cation code of the tag 12. 
[0052] FIGS. 5, 6 and 7 are ?oWcharts that shoW selected 
aspects of the operation of the tag 12 under control of the 
softWare program 151 that is executed by the processor 143 
(FIG. 4). For simplicity and clarity, these ?oWcharts do not 
shoW all of the activity of the tag 12, but instead depict only 
selected aspects of the tag’s activity that facilitate an under 
standing of the present invention. Moreover, for simplicity 
and clarity, the ?oWcharts assume that optional components 
discussed above are omitted from the system 10, including 
the communications satellite 118 and Wireless LAN 126 of 
FIG. 1, and also the satellite transceiver 221, antenna 224, 
Wireless LAN transceiver 231 and antenna 232 of FIG. 4. 

[0053] With reference to FIGS. 1, 4 and 5, the ?owchart of 
FIG. 5 shoWs a transmit subroutine that is used by the tag 12 
to transmit data to the central system 81, through either the 
UHF link involving the RFID reader 83, or through the GPRS 
link utiliZing the cell toWer 91 and the cellular telephone 
netWork 92. The subroutine is entered at block 301, and 
control then proceeds to block 302, Where the tag checks the 
indication of selected protocols stored at 158 in the memory 
144. As explained earlier, the selected protocol 158 indicates 
Whether the tag should ?rst try to transmit data through the 
UHF link or the GPRS link. If the selected protocol is UHF, 
then control proceeds to block 303. Alternatively, if the 
selected protocol is GPRS, then control proceeds to block 
304. 

[0054] In block 303, the tag turns on the UHF transmitter 
172, transmits a UHF signal through the transceiver 171 and 
antenna 177, and then turns off the UHF transmitter 172. 
Control then proceeds to block 307, Where the tag determines 
Whether the transmission Was successful. If it Was successful, 
then control proceeds to block 308, Where the tag turns off the 
GPRS cellular receiver 193, and turns on the UHF receiver 
173 (if it Was not already on). In other Words, since the tag has 
just successfully transmitted information via the UHF link, 
the tag assumes that it can also successfully receive informa 
tion through that same link. Consequently, the tag ensures that 
the UHF receiver is on so it is ready to receive information 
through the UHF link, and turns the GPRS cellular receiver 
off in order to reduce poWer consumption. From block 308, 
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control proceeds to block 309, where control is returned to the 
routine that called the subroutine of FIG. 5. 
[0055] Referring again to block 307, assume that the tag has 
just tried transmit information via the UHF link, but the 
transmission was not successful. Control then proceeds from 
block 307 to block 311. In block 311, the tag turns on the 
GPRS cellular transmitter 192, transmits a GPRS signal con 
taining the same information that the tag unsuccessfully tried 
to transmit in block 303, and then turns off the GPRS cellular 
transmitter. Control then proceeds to block 3 12, where the tag 
evaluates whether the transmission was successful. If the 
transmission was successful, then the tag proceeds to block 
313, where it turns off the UHF receiver 173, and turns on the 
GPRS receiver 193 (if it was not already on). In other words, 
since the tag has just successfully transmitted information via 
the GPRS link, the tag assumes that it can also successfully 
receive information through that same link. Consequently, the 
tag ensures that the GPRS receiver is on so it is ready to 
receive information through the GPRS link, and turns the 
UHF receiver off in order to reduce power consumption. 
Control then proceeds to block 309, for an exit from the 
subroutine. 
[0056] Referring to the block 312, if the tag determines that 
the attempts to transmit via the UHF and GPRS links were 
both unsuccessful, then control then proceeds to block 314, 
where the tag sets an error code, and then to block 309 where 
control is returned to the calling routine, along with the error 
code. 
[0057] Referring back to blocks 302 and 304, assume that 
the selected protocol identi?ed at 158 is GPRS, such that 
control proceeds from block 302 to block 304. In block 304, 
the tag turns on the GPRS cellular transmitter, transmits a 
GPRS signal, and then turns off the GPRS cellular transmit 
ter. Control then proceeds to block 317, where the tag evalu 
ates whether the GPRS transmission was successful. If so, 
then control proceeds from block 317 to block 313, which has 
already been described. Otherwise, control proceeds to block 
318, where the tag turns on the UHF transmitter, transmits a 
UHF signal, and then turns off the UHF transmitter. Control 
then proceeds to block 319, where the tag evaluates whether 
the UHF transmission was successful. If so, then control 
proceeds from block 319 to block 308, which has already 
been described. Otherwise, control proceeds from block 319 
to block 320, where the tag sets an error code. Control then 
proceeds to block 309, where control is returned to the calling 
routine, along with the error code. 
[0058] If the door sensor 58 detects that a container door is 
open at a point in time when the tag 12 believes that the 
container doors should both be closed and locked, then tam 
pering may be occurring, and the tag 12 ?ags it as tamper 
event that merits immediate transmission of some form of 
alarm to the central system 81. Similarly, if the temperature 
sensor 211 is enabled and the tag determines that the detected 
temperature in the container 1 1 is above an upper threshold or 
below a lower threshold, the tag ?ags it as an environmental 
event that merits immediate transmission of some form of 
alarm to the central system 81. FIG. 5 shows that if there is a 
tamper event 322, then the transmit subroutine is promptly 
entered at 301 in order to transmit an alarm to the central 
system 81. Similarly, if there is an environmental event 323, 
then the transmit routine is promptly entered at 301 in order to 
transmit an alarm to the central system 81. 

[0059] In the ?owchart of FIG. 5, if a GPRS transmission is 
not successful, the tag attempts to instead make a UHF trans 

Apr. 23, 2009 

mission. Alternatively, however, since GPRS is one form of 
GSM, if a GPRS transmission is not successful, then it would 
be possible to attempt some other form of GSM transmission 
before attempting a UHF transmission. 

[0060] For simplicity and clarity, the discussion of the 
?owchart of FIG. 5 has assumed that, whether data is sent in 
a UHF communication or in a GPRS communication, the 
transmitted data is the same. Alternatively, however, it would 
be possible for the data in a GPRS communication to differ in 
some respects from the data in a counterpart UHF communi 
cation. In this regard, for example, a UHF communication 
may need to conform to an existing RFID communication 
protocol, and that protocol may de?ne and/or limit what data 
can be included in the UHF communication. In contrast, a 
GPRS communication would not have comparable restric 
tions regarding what data can be transmitted. Thus, it would 
be possible for a GPRS communication to include all of the 
data that would be transmitted in a counterpart UHF commu 
nication, and also some additional data. Consequently, a 
GPRS communication from the tag to the central system 81 
could include all of the following: (1) the unique identi?ca 
tion code of the tag sending the communication, (2) a data 
element representing the tag model number, hardware revi 
sion and ?rmware version, (3) the unique container identi? 
cation 156 (FIG. 4), (4) the latitude and longitude for each of 
one or more GPS ?xes from the GSP data 163, and a time 
stamp for each such GPS ?x, (5) status information indicating 
whether there has been an alarm event or a tamper event, 
whether the tag is currently locked, and the current state of the 
battery, (6) an indication for each of the sensors 58 and 
211-215 as to whether or not that sensor is currently enabled 
and, if so, the current output value from that sensor, and (7) an 
error detection and correction code. 

[0061] The ?owchart of FIG. 6 shows a subroutine used by 
the tag 12 to carry out acquisition of a “GPS ?x”. Before 
discussing the ?owchart of FIG. 6 in detail, it will be helpful 
to brie?y discuss the GPS timer 146 and GPS counter 147 
(FIG. 4). The GPS timer 146 determines the time interval that 
elapses from the acquisition of one GPS ?x to the start of an 
acquisition for the next GPS ?x. Stated differently, the timer 
145 is started when acquisition of a GPS ?x is completed, and 
the next GPS acquisition is started when the timer expires. 
The duration of the timer is determined by the timer preset 
stored at 159 in the memory 144. The GPS counter 147 
determines how many GPS ?xes the tag 12 accumulates 
before attempting to report those accumulated GPS ?xes to 
the central system 81. After an accumulation of several GPS 
?xes has been transmitted to the central system 81, the GPS 
counter 147 is cleared. Then, the counter is incremented each 
time the tag successfully acquires a new GPS ?x. When the 
value in the counter reaches the counter limit value stored at 
160 in the memory 144, the tag transmits the accumulated 
GPS ?xes to the central system 81, and then clears the counter 
147 again. 
[0062] Turning now in more detail to FIG. 6, and with 
reference to FIGS. 1 and 4, the subroutine of FIG. 6 is entered 
from a calling routine at block 341. Control proceeds to block 
342, where the tag turns on the GPS receiver 202, and 
retrieves from the memory 144 the location information 165. 
As discussed earlier, tag receives the location information 
165 from the central system 81, and the location information 
provides the tag with a coarse indication of the tag’s current 
location. This coarse indication of the tag’s location gives the 
tag a rough starting point for a GPS calculation, thereby 
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permitting the tag to more rapidly calculate a GPS ?x that 
accurately indicates the tag’s current location. In block 342, 
the tag then initiates the GPS acquisition process, using the 
location information as a starting point. The tag then clears 
the location information 165 in the memory. In this regard, if 
the container 11 and tag 12 are moving, the location informa 
tion 165 Would become progressively more stale over time. 
Thus, although the location information is useful in obtaining 
an initial GPS ?x, When obtaining each subsequent GPS ?x, 
the tag can start from the most recent prior GPS ?x, and that 
prior GPS ?x Will likely be more accurate than the location 
information 165 from an earlier point in time. 

[0063] From block 342, control proceeds to blocks 343 and 
344. Blocks 343 and 344 represent a loop Where the acquisi 
tion routine Waits for the acquisition process to yield a GPS 
?x. In block 343, the tag checks to see Whether a GPS ?x has 
been obtained. If not, the tag proceeds to block 344, Where the 
tag checks to see Whether, during the GPS acquisition pro 
cess, it has received an RFID signal in the form of either a 
UHF signal 84 or a LF signal 88. Receipt of an RFID signal 
Will establish at least a rough indication of the tag’s current 
location (in the manner discussed earlier). Therefore, since 
use of the GPS receiver 202 imposes a signi?cant current 
drain on the battery 218, receipt of an RFID signal intention 
ally results in termination of the GPS acquisition process, so 
that the GPS receiver 202 can be turned off in order to con 
serve poWer. The current location of the tag is determined 
from the RFID communication rather than from a GPS ?x. 

[0064] In more detail, if the tag determines inblock 344 that 
it has not just received a UHF or LF signal, then control 
returns to block 343. In essence, the tag Waits in the loop 
de?ned by blocks 343 and 344 for the ?rst of either (1) the 
determination of a GPS ?x, or (2) the receipt of an RFID 
signal. 
[0065] If no RFID signal is received during the GPS acqui 
sition process, then When the tag ultimately determines a GPS 
?x, control proceeds from block 343 to block 347. In block 
347, the tag saves the neW GPS ?x in the GPS data section 163 
of the memory 144. At any given point in time, the GPS data 
section 163 of the memory 144 Will typically contain data 
from a plurality of successive GPS ?xes. Thereafter, still in 
block 347, the tag turns off the GPS receiver 202, and incre 
ments the count of GPS ?xes in the GPS counter 147. Control 
then proceeds to block 348, Where the tag restarts the GPS 
timer 146, in particular by loading the timer preset 159 into 
the timer 146. The tag then proceeds from block 348 to block 
349, Where control is returned to the calling routine. 
[0066] Referring back to the loop de?ned by blocks 343 
and 344, assume that an RFID signal is received during the 
GPS acquisition process, before the acquisition process 
yields a GPS ?x. The receipt of the RFID signal Will cause 
control to proceed from block 344 to block 353, Where the tag 
Will terminate the GPS acquisition process, and turn off the 
GPS receiver 202. Control Will then proceed to block 354, 
Where the tag calls the transmit routine of FIG. 5, in order to 
transmit a message to the control system 81. If the RFID 
signal Was a signpost signal 88 from the signpost 87, then the 
message sent to the central system 81 Will include the unique 
signpost code from that signpost signal. Alternatively, if the 
RFID signal Was a signal 84 from the reader 83, then the 
message sent to the central system 81 Will include the unique 
reader code from that signal 84. In either case, the signpost 
code or reader code Will give the central system information 
about the current location of the tag 12, because the central 
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system knoWs Which signpost or reader the tag is currently 
near. Control then proceeds from block 354 to block 348, 
Which has already been described. 

[0067] Before explaining the ?owchart of FIG. 7 in detail, 
it Will be helpful to brie?y summariZe the sequence of events 
that Would be encountered by the tag 12 as the associated 
container 11 is transported on a hypothetical journey from a 
shipping facility to a destination facility. Before the tag 12 is 
mounted on a container, it may sit in inventory for several 
Weeks at the shipping facility. During this time period, the tag 
12 is in a deep sleep state, in Which all nonessential circuitry 
Within the tag is turned off to conserve battery poWer. As part 
of this, the UHF transceiver 171 is off, the GPS receiver 202 
is off, the cellular transceiver 191 is off, and the LF receiver 
186 is off. As explained above, it is assumed for the sake of 
this discussion that the optional satellite transceiver 221 and 
Wireless LAN transceiver 231 are not present, but if they Were 
present, they Would also be off. 
[0068] At some point, the container 11 is loaded With items 
that are to be shipped, such as the items shoWn at 71 and 72 in 
FIG. 1. The tag 12 Will then be mounted on a door of the 
container, and then the container doors Will be closed and 
physically locked. The cable 111 of the handheld unit 106 is 
then coupled to the tag, and the handheld unit is used to 
commission the tag 12. Commissioning of the tag includes 
Waking the tag from its deep sleep state, and then providing 
the tag With some initialiZation information. After this, the tag 
Will be electronically locked, Which means that the tag begins 
actively performing its tracking and monitoring functions. 
The locked state of the tag is also sometimes referred to as a 
“sealed” state. After the tag has been electronically locked, 
the cable 111 of the handheld unit 106 is disconnected from 
the tag. 
[0069] For the purpose of this hypothetical example, it is 
assumed that the container 11 is to be transported on a non 
illustrated truck from the shipping facility to a seaport, then 
transferred from the truck to a not-illustrated ship for trans 
portation from that seaport to a different seaport, and then 
transferred from the ship to a different truck for transportation 
to a destination facility. At the destination facility, the tag is 
decommissioned and removed, and the container is then 
unloaded. When the container is at the shipping facility, at 
either seaport, or at the destination facility, there Will likely be 
RFID systems that each include one or more readers of the 
type shoWn at 83, and one or more signposts of the type shoWn 
at 87. At each of these locations, there Will also likely be a 
nearby cellular telephone toWer similar to the toWer 91 (FIG. 
1), in order to provide telephone service. In addition, at each 
of these locations, the tag should be exposed to GPS signals 
from multiple GPS satellites that are each similar to the GPS 
satellite shoWn at 101 in FIG. 1. 

[0070] During the ?rst and third segments of the journey, 
When the container 11 is traveling by truck, the tag 12 Will 
typically not be Within any local RFID system having a reader 
83 and/or a signpost 87. But the tag Will likely pass a series of 
cell toWers 91 during part or all of each of these segments of 
the journey (except in some countries Where GSM and GPRS 
service is not Widely available). Thus, during part or all of 
these segments of the journey, the tag Will be able to commu 
nicate With the central system 81 through a cellular telephone 
netWork such as that shoWn at 92 in FIG. 1. Further, through 
out the ?rst and third segments of the journey, the tag 12 Will 
likely receive GPS signals 102 from multiple GPS satellites. 
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[0071] During the second segment of the journey, the con 
tainer 11 Will be on a ship. A ship typically does not have any 
RFID system and, While out on the ocean, is typically not 
Within the range of any RFID system or any cellular telephone 
toWer. Therefore, While the ship is betWeen ports, the tag 12 
Will normally be outside the range of both RFID communi 
cations and cellular communications. 

[0072] During the second segment of the journey, the tag 12 
and the container 11 Will typically be in the hold of a ship 
having a hull that is made primarily of metal. Further, the 
container 11 Will probably be someWhere in a stack of con 
tainers that are all made of metal, and that stack of containers 
Will probably be betWeen stacks of other containers that are 
also made of metal. Consequently, the metal of the ship and 
the metal of the other containers Will collectively act as elec 
tromagnetic shielding that tends to prevent the tag 12 from 
receiving Wireless signals of any type, including RFID com 
munications, cellular telephone communications, Wireless 
computer netWork signals, and satellite signals. At best, if the 
container 11 happens to be near the top of its stack of con 
tainers, the tag 12 might possibly be able to receive some GPS 
or other satellite signals, but this Will be the rare exception 
rather than the rule. Consequently, the second segment of the 
journey (by ship) represents a signi?cant opportunity for 
conserving battery poWer. In particular, While the container 
11 is traveling by ship, the tag 12 can keep most of its trans 
ceivers off in order to conserve battery poWer, and also can 
attempt GPS acquisitions on a more infrequent basis in order 
to conserve battery poWer. 

[0073] If the route of the container happens to cross an 
international border, then the container 11 may be subject to 
a customs inspection. In particular, a customs inspector may 
electronically unlock the tag 12 (for example With a special 
handheld unit similar to that shoWn at 106 in FIG. 1). The 
inspector Would then open the container 11, perform the 
customs inspection, close the container 11, and then again 
electronically lock the tag 12. Unlocking of the tag 12 should 
result in suspension of GPS and GPRS activity. Locking of 
the tag should result in resumption of those activities. 
[0074] Turning noW in detail to FIG. 7, block 401 repre 
sents the above-mentioned deep sleep state of the tag 12, 
While the tag is sitting on a shelf, and before it is mounted on 
the container 11 and then commissioned. In the disclosed 
embodiment, the transceivers and receivers of the tag are all 
off in the deep sleep state, in order to conserve battery poWer. 
This includes the GPS receiver 201, the GPRS cellular trans 
ceiver 191, the UHF transceiver 171, and the LF receiver 186. 
At block 402, the processor 143 checks to see Whether the 
handheld unit 106 has its cable 111 coupled to the tag 12, and 
if so, Whether the handheld unit is telling the tag to Wake from 
its deep sleep state. It should be noted that the disclosed 
embodiment is speci?cally con?gured so that, to Wake the tag 
12 from its deep sleep state, a human operator must manually 
couple the cable 111 to the tag 12, and then manually press 
keys on the keypad 108. This helps the tag conserve battery 
poWer, by alloWing the tag to keep of all of its transceivers and 
receivers off, and by avoiding the need for the tag to periodi 
cally turn on at least one receiver in order to check for the 
presence of any Wireless signal telling it to Wake from its deep 
sleep state. HoWever, it Would alternatively be possible to 
con?gure the tag to periodically turn on a selected one of the 
receivers 173, 186, 234, 193 and 223 in order to check for 
Wireless signals that Will cause the tag to leave its deep sleep 
state and go through the commissioning process. 
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[0075] After the container 11 is loaded With cargo, the tag 
12 is mounted on the container door, and the container doors 
are closed and locked, the handheld unit 106 is used to com 
mission the tag 12. The commissioning process begins With 
an instruction to the tag 12 to Wake from its deep sleep state. 
When the tag receives this instruction through the cable 111, 
control Will proceed from block 402 to block 403. 

[0076] In block 403, the tag 12 accepts and stores some 
initialization information from the handheld unit 106. More 
speci?cally, the tag is provided With the unique container ID 
for the speci?c container 11 on Which the tag has been 
mounted, and stores this container identi?cation at 156 in the 
memory 144. The tag is also provided With sensor con?gu 
ration information for the sensors 207, and stores the con?gu 
ration information at 157. The tag is given a selected protocol, 
or in other Words an indication of Whether UHF communica 
tion or GPRS communication should be given preference 
When it is necessary to transmit information to the central 
system 81. This selected protocol is stored at 158. The tag is 
also provided With location information, and stores it at 165. 
For example, at this point in time, the tag 12 Will typically be 
in a shipping facility, and the central system 81 Will knoW the 
location of the shipping facility. The central system 81 can 
therefore give the tag 12 location information that Will make 
it easier for the tag 12 to obtain its ?rst GPS ?x. 

[0077] The tag also initialiZes certain portions of its 
memory. In particular, the tag clears the ?ag 161, the tamper 
information 162, the GPS data 163, and the collected tag data 
166. The tag initialiZes the timer preset 159 to a time interval 
of 30 minutes, initialiZes the counter limit 160 to a value of 5, 
and initialiZes the GPS cap 164 to a value of 5. The tag then 
loads the GPS timer 146 With the timer preset 159 in order to 
start the timer, and clears the GPS counter 147 in order to 
initialiZe the counter. Then, the tag is electronically locked, 
Which essentially means that it begins actively monitoring 
and tracking the container 11. 
[0078] From block 403, control proceeds to block 407. As 
soon as the tag has been commissioned and becomes active, 
its ?rst responsibility is to acquire and transmit the ?rst GPS 
?x of its journey. Accordingly, block 407 makes a call to the 
GPS acquisition subroutine of FIG. 6, Where the tag acquires 
a GPS ?x. Control then proceeds to block 408, Where the tag 
makes a call to the transmit subroutine of FIG. 5, in order to 
transmit this ?rst GPS ?x to the central system 81. 

[0079] Control then proceeds to block 411, Where the tag 
checks to see Whether it is currently locked. In general, the tag 
should remain locked throughout the entire journey from the 
shipping facility to the destination facility. HoWever, if this 
journey happens to cross an international border, then as 
discussed above, the tag may be unlocked to permit a customs 
inspection, and then locked again at the end of the inspection. 
Thus, in block 411, the tag is essentially checking to see 
Whether it is still locked, or in other Words Whether it has been 
temporarily unlocked for a customs inspection. As part of this 
evaluation, the tag could optionally use geofencing to deter 
mine Whether it is currently in the vicinity of an international 
border, Where a customs inspection Would be likely. If the tag 
determines that it has been unlocked, it proceeds to block 412, 
Where it loads the timer preset 159 into the GPS timer 146 in 
order to restart the timer, and clears the GPS counter 147. The 
tag Waits in blocks 411 and 412 until the customs inspection 
is completed and the tag is electronically locked again. The 
tag then proceeds from block 411 to block 416. 
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[0080] In block 416, the tag checks to see Whether it has 
received an indication that it is being decommissioned. This 
should only occur When the container 11 has reached the 
destination facility at the end of its journey, and When the tag 
is being decommissioned so that it can be removed from the 
container and put back on the shelf. If the tag is being decom 
missioned, then control proceeds from block 416 to block 
417. As the tag is being decommissioned, it is expected to 
acquire a ?nal GPS ?x and transmit that ?x to the central 
system 81. Accordingly, in block 417, a call is made to the 
GPS acquisition subroutine of FIG. 6, and then control pro 
ceeds to block 418. In block 418, a call is made to the transmit 
subroutine of FIG. 5, in order to transmit that ?nal GPS ?x to 
the central system 81. Control then proceeds to block 419, 
Where the tag is unlocked, and then to block 401, Where the 
tag returns to its deep sleep state. 

[0081] Referring again to block 416, during the entire jour 
ney of the container, the tag should normally ?nd that it is not 
being decommissioned, and should therefore proceed from 
block 416 to block 422. At block 422, the tag checks to see 
Whether it has just received a communication from the central 
system 81 With updated sensor con?guration information. If 
so, control proceeds to block 423, Where the tag saves this 
neW sensor con?guration information at 157 in the memory 
144. 

[0082] From block 423, or if Was determined in block 422 
that no neW sensor information Was received, control pro 
ceeds to block 427. In block 427, the tag checks to see 
Whether it has just received from the central system 81 a 
communication that contains neW location information. If so, 
then at block 428 the tag saves this neW location information 
at 165 in the memory 144. In this regard, during the journey of 
the container, the central system 81 may occasionally provide 
the tag 12 With updated location information that Will assist in 
obtaining a GPS ?x, particularly if the tag has been traveling 
under circumstances Where it has not been able to obtain a 
GPS ?x for a period of time. For example, during the second 
segment of the hypothetical journey outlined above, When the 
container and tag are in the hold of a ship, the tag Will prob 
ably not be able to receive any GPS signals. Accordingly, 
When the container and tag are removed from the hold of the 
ship, it Will help the tag more quickly acquire its ?rst GPS ?x 
in the second seaport if the tag has up-to-date location infor 
mation. 

[0083] From block 428, or if Was determined in block 427 
that no neW sensor information Was received, control pro 
ceeds to block 432. In block 432, the tag uses its UHF trans 
ceiver 171 and its antenna 176 to interrogate other tags 
present Within the container 11, such as the tWo tags shoWn at 
73 and 74 in FIG. 1. The tag 12 then takes the information that 
it collected from these other tags, and stores this collected tag 
data at 166 in the memory 144. 

[0084] Control then proceeds from block 432 to block 436. 
As explained earlier, the memory 144 contains a ?ag 161. 
During the ?rst and third segments of the hypothetical jour 
ney outlined above, While the container 11 is on a truck, the 
?ag 161 is a binary “0”. In contrast, during the second seg 
ment of that journey, While the container is on a ship, the ?ag 
161 is a binary “1”. In block 436, the tag 12 checks to see 
Whether the ?ag is a Zero. If so, then the tag believes it is not 
currently on a ship, and control proceeds to block 437. In 
block 437, the tag checks to see Whether it is currently being 
loaded onto a ship. 
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[0085] In this regard, the container 11 Will typically be 
loaded into and removed from a ship by a type of device 
commonly knoWn as a quay crane, and this type of crane 
creates certain motion and shock events that can be detected 
by the motion sensor 213 and the shock sensor 214. More 
over, if the GPS receiver 202 is not currently receiving a GPS 
carrier signal, that may indicate that the container 11 has been 
moved into the hold of the ship, Where the metal ship and 
other metal containers provide electromagnetic shielding that 
prevent the GPS carrier signal from reaching the tag 12. And 
if other receivers such as the GPRS cellular receiver 193, the 
LF receiver 186 and the UHF receiver 173 are also not receiv 
ing any signals, that constitutes a further indication that the 
container 11 and the tag 12 may be in the hold of the ship, or 
in some other similar situation. Accordingly, by evaluating 
one or more of the sensors, and/or other conditions, the tag 
can usually determine that it is beginning the second segment 
of its journey (by ship). 
[0086] When the tag determines that it has been loaded onto 
a ship (or placed in some other comparable situation), the tag 
proceeds from block 437 to block 438, Where it sets the ?ag in 
memory location 161, increases the timer preset 159 to 24 
hours, and restarts the GPS timer 146 by loading it With this 
neW preset. Thus, While the tag and container are on the ship, 
the tag Will conserve poWer by taking GPS ?xes signi?cantly 
less frequently than When the container and tag Were traveling 
by truck, thereby conserving battery poWer. From block 438, 
control proceeds to block 441. Similarly, if it is determined in 
block 436 that the ?ag is Zero, or if it is determined in block 
437 that the container 11 has not just been placed in a ship or 
similar situation, control proceeds to block 441. 
[0087] In block 441, the tag checks to see if the ?ag is set. 
If so, then the tag believes it has been on a ship (or in a similar 
situation), and control proceeds to block 442. In block 442, 
the tag checks to see Whether it is currently being removed 
from a ship. The tag can make this determination by evaluat 
ing one or more of the same types of considerations that Were 
used in block 437 to determine if the tag Was being loaded into 
a ship. If the tag determines in block 442 that it is being 
removed from a ship, then control proceeds to block 443. 

[0088] As discussed earlier, if the tag is receiving GPS 
signals, the tag can use the geofencing data 167 to determine 
Whether it is currently on land or at sea. Thus, if the tag is not 
on a ship, a geofencing analysis Will con?rm this. Altema 
tively, if the tag is on a ship and happens to be in a situation 
Where it can receive GPS signals, a geofencing analysis Will 
tell the tag that it is at sea, and thus each of blocks 437 and 442 
can be based on geofencing analysis. 

[0089] In block 443, the tag takes the counter limit value 
from memory location 160, and loads it into the counter 147. 
Further, the tag changes the timer preset 159 back to 30 
minutes, and forces the timer 146 to an expired state. The 
changes to the counter and the timer Will force the tag to 
immediately take a GPS ?x, as discussed beloW. This is 
important because, if the tag has been in the hull of a ship for 
several days and has not been able to communicate in any Way 
With the central system 81, the tag needs to promptly deter 
mine Where it is, and then report this information to the central 
system 81. From block 443, control proceeds to block 448. 
Alternatively, if it Was determined in block 441 that the ?ag 
Was not set, or if it Was determined in block 442 that the 
container Was not being removed from a ship, control Would 
proceed to block 448. 
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[0090] In block 448, the tag checks to see Whether the GPS 
timer 146 is expired. As explained earlier, if the timer is 
expired, it means that the tag should take a GPS ?x. There 
fore, if the timer has not expired, control proceeds from block 
448 back to block 411. OtherWise, if the timer is expired, 
control proceeds from block 448 to block 451. 
[0091] In block 451, the tag checks to see Whether the 
container has moved since the tag took its most recent GPS 
?x. For example, the motion sensor 213 and shock sensor 214 
are relatively sensitive, and if they are not detecting any 
motion or shock, then the container is probably not moving. 
And if the container has not moved since the last GPS ?x, then 
the tag is presented With a poWer-saving opportunity. In par 
ticular, rather than turn on the GPS receiver 202 and expend 
the battery poWer needed to obtain a neW GPS ?x, the con 
tainer instead proceeds to block 452, Where it retrieves the 
most recent prior GPS ?x from the GPS data 163, and stores 
this prior GPS ?x in the GPS data 163 as a neW GPS ?x With 
a neW time stamp. On the other hand, if it is determined at 
block 451 that the container has moved since the last GPS ?x, 
then control proceeds to block 452, Where a call is made to the 
GPS acquisition routine of FIG. 6, so that the tag acquires a 
neW GPS ?x and saves it in the GPS data 163. From either of 
blocks 452 and 453, control proceeds to block 457. 
[0092] In block 457, the tag checks to see Whether the GPS 
counter 147 has reached the upper limit value speci?ed by the 
counter limit 160. As discussed above, the GPS counter 147 
determines hoW many GPS ?xes the tag 12 Will accumulate 
before attempting to report those accumulated GPS ?xes to 
the central system 81. If the counter has reached the counter 
limit, then the tag has collected the required number of GPS 
?xes, and should transmit all of them to the central system 81. 
Therefore, in block 457, if the GPS counter 147 has not yet 
reached the limit speci?ed by the counter limit 160, control 
returns from block 457 back to block 411. Otherwise, control 
proceeds to block 461, Where the tag checks the GPS data 163 
in memory 144, in order to see Whether the number of GPS 
?xes stored there is greater than an upper limit speci?ed by 
the GPS cap 164. 

[0093] For example, if the container 11 has been on a seg 
ment on its journey Where it is on a truck and the tag has been 
taking regular GPS ?xes, but the tag has not been able to 
transmit the GPS ?xes to the central system 81, the tag may 
have accumulated a large number of GPS ?xes. Transmitting 
all of those GPS ?xes to the central system 81 Would provide 
the central system With more information than it needs, and 
may also incur an unnecessarily large charge for use of a 
cellular telephone network. According, if the number of 
stored GPS ?xes is too large, control proceeds from block 461 
to block 462, Where the tag selects a subset of the stored GPS 
?xes. For example, if the GPS data 163 happens to contain 
100 GPS ?xes, the tag might select ?xes 1, 25, 50, 75 and 100 
for transmission to the central system 81 (in chronological 
order). HoWever, the subset of GPS ?xes could alternatively 
be selected in any other suitable manner. From block 462, 
control proceeds to block 463, Where a call is made to the 
transmit subroutine of FIG. 5, in order to transmit the selected 
subset of GPS ?xes to the central system 81. 

[0094] On the other hand, if it is determined in block 461 
that the number of stored GPS ?xes is less than the number 
speci?ed by the GPS cap 164, then control proceeds directly 
from block 461 to block 463, Where the tag transmits all of the 
stored GPS data to the central system. From block 463, con 
trol proceeds to block 466, Where the tag clears the GPS 
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counter 147, so that the counter can again begin the process of 
counting neWly acquired GPS ?xes, in order to determine 
When the tag has accumulated enough GPS ?xes to justify 
transmitting GPS information to the central system 81. From 
block 466, control returns to block 411. 
[0095] Although a selected embodiment has been illus 
trated and described in detail, it should be understood that a 
variety of substitutions and alterations are possible Without 
departing from the spirit and scope of the present invention, as 
de?ned by the claims that folloW. 

What is claimed is: 
1. An apparatus comprising a tag having circuitry that 

includes: 
a ?rst portion having a sensor that detects a selected con 

dition in the region of said tag; and 
a second portion cooperable With said ?rst portion and 

having circuitry that can receive Wireless signals, said 
second portion responding to receipt of a Wireless signal 
containing sensor con?guration information by effect 
ing, in accord With the received sensor con?guration 
information, an operational adjustment relating to said 
sensor. 

2. An apparatus according to claim 1, 
Wherein said sensor con?guration information includes an 

indication of Whether said sensor is to be enabled; and 
Wherein said second portion implements said operational 

adjustment by causing said sensor to be one of enabled 
and disabled in accordWith said indication in said sensor 
con?guration information. 

3. An apparatus according to claim 1, 
Wherein said sensor con?guration information includes a 

threshold value; and 
Wherein said second portion implements said operational 

adjustment by causing information from said sensor to 
be processed as a function of said threshold value. 

4. An apparatus according to claim 1, 
Wherein said second portion includes a plurality of sensors 

that detect respective different conditions in the region 
of said tag, saidplurality of sensors including said sensor 
that detects said selected condition; and 

Wherein said second portion responds to receipt of the 
Wireless signal containing the sensor con?guration 
information by effecting, in accord With the received 
sensor con?guration information, operational adjust 
ments relating to at least tWo of said sensors. 

5.An apparatus according to claim 1, Wherein said Wireless 
signals received by said second portion conform to one of a 
radio frequency identi?cation communication protocol, a cel 
lular telephone netWork communication protocol, a satellite 
communication protocol, and a Wireless computer netWork 
communication protocol. 

6.An apparatus according to claim 5, Wherein said Wireless 
signals conform to said cellular telephone netWork commu 
nication protocol, and said cellular telephone netWork com 
munication protocol being the General Packet Radio Service 
(GPRS) protocol. 

7. An apparatus according to claim 5, Wherein said Wireless 
signals conform to said satellite communication protocol, 
said satellite communication protocol being a Satcom com 
munication protocol. 
8.An apparatus according to claim 5, Wherein said Wireless 

signals conform to said radio frequency identi?cation com 
munication protocol, and are ultra high frequency (UHF) 
Wireless signals. 




