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(57) ABSTRACT 

A method of redacting content from a document in electronic 
form includes the steps of selecting a geometric area on the 
document for redaction, representing the selected geometric 
area as one or more annotation objects, identifying informa 
tion in the document representing content and location and 
nature of content, representing the identi?ed information as 
one or more content objects, identifying content having the 
same geometric location as the annotation objects and creat 
ing a ?le With the identi?ed content removed to produce a 
redacted document. 
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METHOD, SYSTEM AND COMPUTER 
PROGRAM FOR REDACTION OF MATERIAL 

FROM DOCUMENTS 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation of US. patent 
application Ser. No. 09/215,804 ?led Dec. 18, 1998, now US. 
Pat. No. the entirety of Which is hereby incorporated 
by reference herein. 

FIELD OF THE INVENTION 

[0002] This invention relates to computer programs for 
redaction of material from documents stored as electronic 
?les. 

BACKGROUND OF THE INVENTION 

[0003] For a variety of reasons, documents must be pre 
sented in their original format, With certain material, such as 
text or illustrations, redacted. For example, in response to 
Freedom of Information Act requests, US. Government 
agencies must release certain documents. Often, these docu 
ments contain information Which is exempt from disclosure 
under FOIA. The documents themselves are released in their 
original format, but the material that is exempt from disclo 
sure must be removed. In other situations, such as in litiga 
tion, counsel may Wish to provide a document in response to 
a discovery request, but remove privileged portions of the 
document. 
[0004] Traditionally, the primary method of redacting 
information from documents Was to take a physical copy of 
the document, and cover over the text and images to be 
redacted. Covering Would be done manually With tools such 
as a black marker, a grease pencil, or strips of opaque tape. 
This process is sloW and labor intensive. Also, on revieW of 
the redacted document, if the revieWer determines that infor 
mation Which is required to be disclosed has been redacted, it 
is dif?cult to correct such errors. Once the process is com 
pleted, the document can be photocopied and a photocopy 
furnished to the requester. Many US. Government agencies 
have been placing such documents on World Wide Web serv 
ers to make the documents available over the Internet. The 
documents must be scanned before being placed on the Web 
server. 

[0005] Methods have been developed to perform redaction 
of electronic documents. Typically, these methods operate on 
tag image ?le format (TIFF) ?les. Conventionally, these prod 
ucts employ overlays of opaque blocks of color to cover 
information in the TIFF document. 
[0006] A variety of disadvantages are associated With TIFF 
?les, particularly When compared With the portable document 
format (PDF) ?les in the format developed by Adobe Sys 
tems, Inc. For example, in the TIFF format, designers have 
great ?exibility in creating tags, Which results in certain appli 
cations not being able to read all TIFF ?les. More recent 
versions of TIFF are not interchangeable With older versions. 
Also TIFF ?les for the same document are much larger than 
comparable PDF ?les. The overlays of opaque blocks of 
color, ordinarily saved separately from the document pages, 
causes a delay When a document is opened While the overlays 
are placed by softWare on the page. Generally, custom pro 
gramming and system integration is required for the TIFF 
programs to be operational, because not all applications are 
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compatible With TIFF ?les. If the overlays of blocks of color 
are not properly embedded in the document, it is possible for 
the overlays to be removed. The softWare packages that are 
commercially available for redaction of TIFF ?les are only 
available for certain operating systems, and do not operate on 
a variety of platform. For example, such systems are not 
compatible With both systems that operate on WindoWs PC’s 
and Macintosh PC’s. Finally, if large portions of the text are 
removed, the opaque blocks of color tend to be very large. 
This can render printing of the documents to be problematic. 

OBJECTS AND ADVANTAGES OF THE 
INVENTION 

[0007] It is an object of the invention to provide a method, 
a system, and a computer program for convenient identi?ca 
tion of portions of a document to be redacted, and for rapid 
redaction of electronic documents. 
[0008] It is a further object of the invention to provide a 
method, system, and computer program for redaction of elec 
tronic documents that eliminates the risk of unauthoriZed 
recovery from the redacted document of the material that Was 
excised. 
[0009] Among the advantages of the invention are that the 
foregoing objects are achieved. 
[0010] Additional objects and advantages of the invention 
Will become evident from the detailed description of a pre 
ferred embodiment, Which folloWs. 

SUMMARY OF THE INVENTION 

[0011] A method according to the invention includes the 
steps of selecting a geometric area on the document for redac 
tion and representing the geometric area as one or more 
objects. The information in the document representing mate 
rial to be revieWed, such as text and images, is then repre 
sented as a series of geometric locations and codes and stored 
as one or more objects. The objects representing the geomet 
ric area and the objects representing the document informa 
tion are then compared. An output is created in Which the 
document information is replaced Where the geometric loca 
tion of the geometric areas corresponds to the geometric 
location of the document information. The resulting output 
does not contain any of the removed information. 

BRIEF DESCRIPTION OF THE FIGURES 

[0012] FIG. 1 depicts a computer system according to the 
invention. 
[0013] FIG. 2 is a sample screen illustrating a step in a 
method according to the invention. 
[0014] FIG. 3 is a How chart illustrating steps and a method 
according to the invention. 
[0015] FIG. 4 is also a sample screen illustrating a step in a 
method according to the invention. 
[0016] FIG. 5 is a sample screen illustrating a document 
redacted according to the invention. 

DETAILED DESCRIPTION OF AN 
EMBODIMENT OF THE INVENTION 

[0017] Referring to FIG. 1, there is depicted schematically 
the principal hardWare components of a computer system 10 
of a type Which may be used in a method and system accord 
ing to the invention. Computer system 10 has a central pro 
cessing unit 15, a display 20, inputs 25, and a storage device 
30. Central processing unit 15 may be any one of numerous 
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conventional microprocessors, such as the Intel Pentium pro 
cessor or various Motorola processors employed in Macin 
tosh personal computers. Display 20 may be a CRT, LCD, or 
other display device. Inputs 25 are conventionally a keyboard 
and a mouse, although other input devices may be employed. 
Storage device 30 may include any storage medium on Which 
a computer program may be stored, including Without limi 
tation hard drive, ?oppy drives, tapes, and the like. Of course, 
storage device 30 may be accessed over a communications 
link or netWork. 

[0018] Referring to FIG. 2, there is shoWn a display 20 
during a step While a program according to the invention 
stored on a storage device is running on CPU 15. A program 
for the display and manipulation of portable document format 
(PDF) ?les is loaded from memory and begins running on the 
CPU. The PDF display program may be Adobe Acrobat, for 
example. The user opens the PDF ?le containing the docu 
ment to be redacted. A redaction program according to the 
invention is then loaded and begins running. The user has an 
option of draWing a geometric shape to start the selection 
process. As may be seen in FIG. 2, document 40 is displayed 
on display 20. The redaction program displays a rectangle 45 
superimposed over a portion of document 40. The user may 
manipulate the siZe and location of rectangle 45 by suitable 
features in the softWare, such as movement of a cursor 50 
using a mouse or other input device. The rectangle may also 
be referred to as a box or a frame. In principle, other geomet 
ric shapes may be employed. 
[0019] The user may select a particular siZe and location for 
rectangle 45 at any time. When the user does this, the redac 
tion program stores an object in memory having geographic 
information representing the location of the borders of rect 
angle 45 on document 40. Referring to FIG. 3, this step is 
indicated by block 300. The format of the geographic infor 
mation is a series of coordinate points relative to the PDF page 
draWing coordinate system. The objects may also contain 
information selected by a user employing a menu or other 
options embodied in the redaction program. Such informa 
tion may include codes identifying the nature of the redaction, 
or comments associated With the redaction. An example of the 
display of such codes is shoWn in FIG. 4. In FIG. 4, document 
40 is shoWn With several boxes 45 representing geographic 
areas to be redacted. As can be seen, codes 50, such as (j)(2), 
(k)(1), and the like, are shoWn associated With boxes 45. For 
the convenience of the user, the content, both text and images, 
Within the boxes, is also visible. The objects are stored in 
association With the document ?le. When another user next 
opens the document ?le, the annotations may be vieWed in 
combination With the ?le. In this manner, a ?rst line revieWer 
may create annotations for revieW and ready change by a 
manager. 

[0020] After any further changes have been made, the next 
step is the performance of the redaction. A preliminary step is 
the translation from the geometric space occupied by the 
rectangles, as re?ected in the stored annotations, to the layout 
of the textual content of the PDF format document. The ?rst 
step in the translation is the creation of a model of the content, 
as shoWn by the box labeled 305. The model is created by 
parsing the PDF stream. In the parsing process, the instruc 
tions, or information that relate to the text and images and the 
geographic location of the text and images are identi?ed and 
stored. For text, these instructions include those that relate to 
font selection, font siZe, the transformation matrix through 
Which individual characters are draWn, character and Word 

Mar. 12, 2009 

spacing, escaped characters, and the tokens that cause text to 
be emitted. The resulting model represents the text as a list of 
objects describing each occurrence of text using font charac 
teristics and geometric parameters. The model is stored in a 
convenient memory location. The objects Will be referred to 
as text occurrence objects. Similarly, image information is 
modeled as a list of objects describing each image. The 
objects With image information may be referred to as image 
occurrence objects. Text occurrence objects and image occur 
rence objects may also be referred to more generally as con 
tent objects. Information regarding text and images in a par 
ticular geographic location on the displayed document may 
be dispersed in a PDF stream. The creation of the model 
places the information in proximity in a document. 

[0021] The content objects are then compared to the anno 
tation objects. For text occurrence objects, in the comparison 
process, geometric intersections identi?ed, as indicated by 
the box labeled 310. It Will be understood that text associated 
With geometric intersections is to be redacted. The program 
can create an output ?le. For text that is not identi?ed as 

corresponding to an annotation object, the text object is repro 
duced in the output ?le. As text to be redacted is identi?ed, the 
text is replaced in an output ?le With appropriate material, as 
indicated by the block labeled 315. The replacing material 
may be exemption codes, hyphens, or other material selected 
by the user. The output ?le is also in the form of objects. The 
output ?le comprises a geometric representation as a series of 
objects of the textual content, With those portions to be 
redacted removed. The redacted text is never contained in the 
output ?le that constitutes the neWly-created document. 
[0022] If an image is to be redacted, the program carries out 
the redaction on a pixel-by-pixel basis. All pixels that have 
been identi?ed as to be redacted are replaced. For example, all 
pixels to be redacted may be changed to solid black. The 
redacted image information is therefore never contained in 
the output ?le Where the neWly-created document is found. 
[0023] As an option, the program Will insert additional 
characters in the output ?le for text to assure that the original 
Width is maintained. 

[0024] FIG. 5 depicts a displayed redacted document 20. 
Selected portions of an image have been replaced by all black 
pixels at 55. Selected portions of the text have been replaced 
by hyphens, as shoWn at 60. 

[0025] The resulting document no longer contains any of 
the redacted information, as the redacted information Was 
removed in the creation of the document. 

[0026] Batch annotation and redaction of documents is use 
ful for certain users. For example, Federal government agen 
cies may have lists of keyWords that are ordinarily redacted. 
The method of the invention may include batch annotation 
and redaction. The user is provided With the option of iden 
tifying Words that are to be redacted. The method then revieWs 
a selected document in portable document format and creates 
annotations corresponding to each identi?ed occurrence of 
the identi?ed Word. In a preferred embodiment, the PDF ?le 
is parsed and converted into text occurrence objects as 
described above. The program checks the text occurrence 
objects against the list of identi?ed Words. An annotation 
object is created coinciding With the geometric position of the 
Word as shoWn in the text occurrence object. The annotation 
object can be stored in association With the PDF ?le. Each 
occurrence of each of the selected Words is thereby desig 
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nated for redaction. The annotation object can then be con 
sidered a candidate annotation for revieW by a human 
reviewer. 
[0027] Through substantially standard techniques, a vari 
ety of information can be associated With each annotation. 
For example, the name of the revieWer, the time and date of 
creation, codes representing a reason for the exemption, and 
comments may be included. Displays may include different 
colors for different revieWers. 
[0028] The program, method and system of the invention 
have been described above With respect to the redaction of 
text from a document. HoWever, the program, method and 
system may be applied to content of other types, such as 
image information. 
[0029] The computer programs in accordance With the 
invention may be stored and distributed in any suitable stor 
age medium, such as ?xed disk, portable diskettes, and CD 
ROM or other read-only memories. Also, methods described 
as being carried out in softWare running on general-purpose 
computer hardWare may be implemented in hardWare. 
[0030] It Will be understood that various changes in the 
details, materials and arrangements of the programs, methods 
and systems Which have been described and illustrated above 
in order to explain the nature of this invention may be made by 
those skilled in the art Without departing from the principle 
and scope of the invention as recited in the folloWing claims. 

1. A method of redacting content from a document in 
electronic form, comprising the steps of: 

selecting a geometric area on the document for redaction; 
representing said geometric area as one or more annotation 

objects; 
identifying information in the document representing con 

tent and location and nature of content; 
representing said identi?ed information as one or more 

content objects; 
identifying content having the same geometric location as 

said annotation objects and creating a ?le With said 
identi?ed content removed to produce a redacted docu 
ment. 

2. The method of claim 1, Wherein one or more items of 
information are associated With said annotation object. 

3. The method of claim 1, Wherein the content is text. 

Mar. 12, 2009 

4. The method of claim 1, Wherein the redacted text is not 
found in the redacted document. 

5-16. (canceled) 
17. A system for redacting content from a document in 

electronic form, comprising: 
means for permitting a user to select a geometric area on 

the document for redaction; 
means for representing said geometric area as one or more 

annotation objects; 
means for identifying information in the document repre 

senting content and location and nature of content; 
means for representing said identi?ed information as one 

or more content objects; and 

means for identifying content having the same geometric 
location as said annotation objects and creating a ?le 
With said identi?ed content removed to produce a 
redacted document. 

18. The system of claim 17, Wherein one or more items of 
information are associated With said annotation object. 

19. The system of claim 17, Wherein the content is text. 
20. The system of claim 17, Wherein the information to be 

redacted is not found in the redacted document. 

21. A system for designating portions of a document for 
redaction, comprising the steps of: 
means for displaying all or a portion of the document; 
means for permitting a user to designate a geographic 

region of the document for redaction; and 
means for saving the designations With the document. 
22. The system of claim 21, further comprising means for 

associating one or more codes With each of said designations. 

23. The system of claim 21, Wherein said means for per 
mitting a user to designate further comprises means for per 
mitting a user to manipulate a frame displayed on the docu 
ment. 

24. The system of claim 21, Wherein said means for per 
mitting a user to designate comprises permitting a user to 
select content for batch designation and means for designat 
ing all geographic regions containing said selected content. 

* * * * * 


