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ABSTRACT 

A computer system and storage medium that in an embodi 
ment count the number of times that a ?le or registry entry is 
added, changed, or deleted at clients in a network. If the count 
exceeds a threshold, then a Warning is sent to the clients. The 
Warning may prompt the clients to delete or rename the ?le or 
registry entry, run an anti -Virus program, quarantine the ?le or 
registry entry, or issue a message. In this Way, Viruses may be 

(21) Appl.No.: 12/290,469 detected at clients. 
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VIRUS DETECTION IN A NETWORK 

CROSS REFERENCE TO RELATED 
APPLICATION 

[0001] This is a continuation application of US. patent 
application Ser. No. 10/865,252, ?led Jun. 10, 2004, entitled 
“Virus Detection in a Network,” which is herein incorporated 
by reference. 

FIELD 

[0002] An embodiment of the invention generally relates to 
computers. In particular, an embodiment of the invention 
generally relates to virus detection in a network of computers. 

BACKGROUND 

[0003] The development of the EDVAC computer system 
of 1948 is often cited as the beginning of the computer era. 
Since that time, computer systems have evolved into 
extremely sophisticated devices, and computer systems may 
be found in many different settings. Computer systems typi 
cally include a combination of hardware (such as semicon 
ductors, integrated circuits, programmable logic devices, pro 
grammable gate arrays, and circuit boards) and software, also 
known as computer programs. 
[0004] Years ago, computers were isolated devices that did 
not communicate with each other. But, today computers are 
often connected in networks, such as the Internet or World 
Wide Web, and a user at one computer, often called a client, 
may wish to access information at multiple other computers, 
often called servers, via a network. 
[0005] As computers have become more and more con 
nected via networks, computers have become increasingly at 
risk for contracting computer viruses. A computer virus may 
be any malicious, unauthorized, or otherwise dangerous com 
puter program or piece of code that “infects” a computer and 
performs undesirable activities in the computer. Some com 
puter viruses are simply mischievous in nature. But, other 
viruses can cause a signi?cant amount of harm to a computer 

and/ or its user, including stealing private data, deleting data, 
clogging the network with many emails or transmissions, 
and/or causing a complete computer failure. Some viruses 
even permit a third party to gain control of a user’s computer 
outside of the knowledge of the user, while others may utiliZe 
a user’s computer in performing malicious activities such as 
launching denial-of-service attacks against other computers. 
[0006] Viruses can take many different forms and can be 
spread in a wide variety of manners, e.g., as email attach 
ments, macros or scripts, Trojan horses, worms, logic bombs, 
etc., all of which, for the purposes herein, will be referred to 
hereinafter as “viruses”. Often, a virus will hide in, or 
“infect”, an otherwise healthy computer program, so that the 
virus will be activated when the infected computer program is 
executed. Viruses typically also have the ability to replicate 
and spread to other computer programs, as well as other 
computers. 
[0007] To address the risks associated with viruses, signi? 
cant efforts have been directed toward the development of 
anti-virus computer programs that attempt to detect and/or 
remove viruses that attempt to infect a computer. Such efforts 
have resulted in a continuing competition where virus cre 
ators continually attempt to create increasingly sophisticated 
viruses, and anti-virus developers continually attempt to pro 
tect computers from new viruses. 
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[0008] One capability of many conventional anti-virus pro 
grams is the ability to perform virus checking on virus-sus 
ceptible computer ?les after the ?les have been received and 
stored in a computer, e. g., after downloading emails or 
executable ?les from the Internet. Server-based anti-virus 
programs are also typically used to virus check the ?les acces 
sible by a server. Such anti-virus programs, for example, are 
often used by web sites for internal purposes, particularly 
download sites that provide user access to a large number of 
downloadable executable ?les that are often relatively sus 
ceptible to viruses. 
[0009] There are several well-accepted methods for detect 
ing computer viruses in memory, programs, documents or 
other potential hosts that might harbor them. One popular 
method, employed in many anti-virus products, is called 
“scanning.” A scanner searches (or scans) the potential hosts 
for a set of one or more (typically several thousand) speci?c 
patterns of code called “signatures” that are indicative of 
particular known viruses or virus families, or that are likely to 
be included in new viruses. A signature typically consists of a 
pattern to be matched, along with implicit or explicit auxiliary 
information about the nature of the match and possibly trans 
formations to be performed upon the input data prior to seek 
ing a match to the pattern. The pattern could be a byte 
sequence to which an exact or inexact match is to be sought in 
the potential host. Unfortunately, the scanner must know the 
signature in order to detect the virus, and malicious persons 
are continually developing new viruses with new signatures, 
of which the scanner may have no knowledge. 
[0010] In an attempt to overcome this problem, other meth 
ods of virus detection have been developed that do not rely on 
prior knowledge speci?c signatures. These methods include 
monitoring memory or intercepting various system calls in 
order to monitor for virus-like behaviors, such as attempts to 
run programs directly from the Internet without downloading 
them ?rst, changing program codes, or remaining in memory 
after execution. 
[0011] Despite all of these efforts at virus detection, viruses 
continue to plague computer users. Without a better way to 
detect computer viruses, users will continue to lose time and 
money detecting and recovering from malicious viruses. 

SUMMARY 

[0012] A computer system and storage medium are pro 
vided that in an embodiment count the number of times that a 
?le or registry entry is added, changed, or deleted at clients in 
a network. If the count exceeds a threshold, then a warning is 
sent to the clients. The warning may prompt the clients to 
delete or rename the ?le or registry entry, run an anti-virus 
program, quarantine the ?le or registry entry, or issue a mes 
sage. In this way, viruses may be detected at clients. 

BRIEF DESCRIPTION OF THE DRAWING 

[0013] FIG. 1 depicts a block diagram of an example sys 
tem for implementing an embodiment of the invention. 
[0014] FIG. 2 depicts a block diagram of an example data 
structure, according to an embodiment of the invention. 
[0015] FIG. 3 depicts a ?owchart of example processing for 
detecting changes at a watch controller, according to an 
embodiment of the invention. 
[0016] FIG. 4 depicts a ?owchart of example processing for 
handling noti?cations of changes at a monitor, according to 
an embodiment of the invention. 
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[0017] FIG. 5 depicts a ?owchart of example processing for 
responding to warnings at a watch controller, according to an 
embodiment of the invention. 

DETAILED DESCRIPTION 

[0018] Referring to the Drawing, wherein like numbers 
denote like parts throughout the several views, FIG. 1 depicts 
a high-level block diagram representation of a computer sys 
tem 100 connected to a client 132 via a network 130, accord 
ing to an embodiment of the present invention. The major 
components of the computer system 100 include one or more 
processors 101, a main memory 102, a terminal interface 111, 
a storage interface 112, an I/O (Input/Output) device interface 
113, and communications/network interfaces 114, all of 
which are coupled for inter-component communication via a 
memory bus 103, an I/O bus 104, and an I/O bus interface unit 
105. 
[0019] The computer system 100 contains one or more 
general-purpose programmable central processing units 
(CPUs) 101A, 101B, 101C, and 101D, herein generically 
referred to as the processor 101. In an embodiment, the com 
puter system 100 contains multiple processors typical of a 
relatively large system; however, in another embodiment the 
computer system 100 may alternatively be a single CPU 
system. Each processor 101 executes instructions stored in 
the main memory 102 and may include one or more levels of 
on-board cache. 
[0020] The main memory 102 is a random-access semicon 
ductor memory for storing data and programs. The main 
memory 102 is conceptually a single monolithic entity, but in 
other embodiments the main memory 102 is a more complex 
arrangement, such as a hierarchy of caches and other memory 
devices. For example, memory may exist in multiple levels of 
caches, and these caches may be further divided by function, 
so that one cache holds instructions while another holds non 
instruction data, which is used by the processor or processors. 
Memory may further be distributed and associated with dif 
ferent CPUs or sets of CPUs, as is known in any of various 
so-called non-uniform memory access (NUMA) computer 
architectures. 
[0021] The memory 102 includes a data structure 142 and a 
monitor 146. Although the data structure 142 and the monitor 
146 are illustrated as being contained within the memory 102 
in the computer system 1 00, in other embodiments some or all 
of them may be on different computer systems and may be 
accessed remotely, e.g., via the network 130. The computer 
system 100 may use virtual addressing mechanisms that 
allow the programs of the computer system 100 to behave as 
if they only have access to a large, single storage entity instead 
of access to multiple, smaller storage entities. Thus, while the 
data structure 142 and the monitor 146 are illustrated as 
residing in the memory 102, these elements are not necessar 
ily all completely contained in the same storage device at the 
same time. 

[0022] The monitor 146 receives noti?cations from the cli 
ents 132 via the network 130 regarding new and changed ?les 
and registry entries at the clients 132, saves data from the 
noti?cations in the data structure 142, and makes decisions 
regarding suspected viruses based on the data in the data 
structure 142. The data structure 142 is further described 
below with reference to FIG. 2. 
[0023] In an embodiment, the monitor 146 includes 
instructions capable of executing on the processor 101 or 
statements capable of being interpreted by instructions 
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executing on the processor 101 to perform the functions as 
further described below with reference to FIG. 4. In another 
embodiment, the monitor 146 may be implemented in micro 
code. In yet another embodiment, the monitor 146 may be 
implemented in hardware via logic gates and/ or other appro 
priate hardware techniques, in lieu of or in addition to a 
processor-based system. 
[0024] The memory bus 103 provides a data communica 
tion path for transferring data among the processors 101, the 
main memory 102, and the I/O bus interface unit 105. The U0 
bus interface unit 105 is further coupled to the system I/O bus 
104 for transferring data to and from the various I/O units. 
The U0 bus interface unit 105 communicates with multiple 
I/O interface units 111, 112, 113, and 114, which are also 
known as I/O processors (IOPs) or I/O adapters (IOAs), 
through the system I/O bus 104. The system I/O bus 104 may 
be, e.g., an industry standard PCI (Peripheral Component 
Interconnect) bus, or any other appropriate bus technology. 
The I/O interface units support communication with a variety 
of storage and I/O devices. For example, the terminal inter 
face unit 111 supports the attachment of one or more user 

terminals 121, 122, 123, and 124. 
[0025] The storage interface unit 112 supports the attach 
ment of one or more direct access storage devices (DASD) 
125, 126, and 127 (which are typically rotating magnetic disk 
drive storage devices, although they could alternatively be 
other devices, including arrays of disk drives con?gured to 
appear as a single large storage device to a host). The contents 
of the DASD 125, 126, and 127 may be loaded from and 
stored to the memory 102 as needed. The storage interface 
unit 112 may also support other types of devices, such as a 
tape device 131, an optical device, or any other type of storage 
device. 
[0026] The U0 and other device interface 113 provides an 
interface to any of various other input/output devices or 
devices of other types. Two such devices, the printer 128 and 
the fax machine 129, are shown in the exemplary embodiment 
of FIG. 1, but in other embodiment many other such devices 
may exist, which may be of differing types. The network 
interface 114 provides one or more communications paths 
from the computer system 100 to other digital devices and 
computer systems; such paths may include, e.g., one or more 
networks 130. 

[0027] Although the memory bus 103 is shown in FIG. 1 as 
a relatively simple, single bus structure providing a direct 
communication path among the processors 101, the main 
memory 102, and the I/O bus interface 105, in fact the 
memory bus 103 may comprise multiple different buses or 
communication paths, which may be arranged in any of vari 
ous forms, such as point-to-point links in hierarchical, star or 
web con?gurations, multiple hierarchical buses, parallel and 
redundant paths, etc. Furthermore, while the I/O bus interface 
105 and the I/O bus 104 are shown as single respective units, 
the computer system 100 may in fact contain multiple I/O bus 
interface units 105 and/or multiple I/O buses 104. While 
multiple I/O interface units are shown, which separate the 
system I/O bus 104 from various communications paths run 
ning to the various I/O devices, in other embodiments some or 
all of the I/O devices are connected directly to one or more 
system I/O buses. 
[0028] The computer system 100 depicted in FIG. 1 has 
multiple attached terminals 121, 122, 123, and 124, such as 
might be typical of a multi-user “mainframe” computer sys 
tem. Typically, in such a case the actual number of attached 
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devices is greater than those shown in FIG. 1, although the 
present invention is not limited to systems of any particular 
siZe. The computer system 100 may alternatively be a single 
user system, typically containing only a single user display 
and keyboard input, or might be a server or similar device 
Which has little or no direct user interface, but receives 

requests from other computer systems (clients). The com 
puter system 100 may use any appropriate operating system. 
In other embodiments, the computer system 100 may be 
implemented as a personal computer, portable computer, lap 
top or notebook computer, PDA (Personal Digital Assistant), 
tablet computer, pocket computer, telephone, pager, automo 
bile, teleconferencing system, appliance, or any other appro 
priate type of electronic device. 
[0029] The netWork 130 may be any suitable netWork or 
combination of netWorks and may support any appropriate 
protocol suitable for communication of data and/or code 
to/from the computer system 100. In various embodiments, 
the netWork 130 may represent a storage device or a combi 
nation of storage devices, either connected directly or indi 
rectly to the computer system 100. In an embodiment, the 
netWork 130 may support the In?niband architecture. In 
another embodiment, the netWork 130 may support Wireless 
communications. In another embodiment, the netWork 130 
may support hard-Wired communications, such as a tele 
phone line or cable. In another embodiment, the netWork 130 
may support the Ethernet IEEE (Institute of Electrical and 
Electronics Engineers) 802.3x speci?cation. In another 
embodiment, the netWork 130 may be the Internet and may 
support IP (Internet Protocol). In another embodiment, the 
netWork 130 may be a local area netWork (LAN) or a Wide 
area netWork (WAN). In another embodiment, the netWork 
130 may be a hotspot service provider netWork. In another 
embodiment, the netWork 130 may be an intranet. In another 
embodiment, the netWork 130 may be a GPRS (General 
Packet Radio Service) netWork. In another embodiment, the 
netWork 130 may be a FRS (Family Radio Service) netWork. 
In another embodiment, the netWork 130 may be any appro 
priate cellular data netWork or cell-based radio netWork tech 
nology. In another embodiment, the netWork 130 may be an 
IEEE 802.11B Wireless network. In still another embodi 
ment, the netWork 130 may be any suitable netWork or com 
bination of netWorks. Although one netWork 130 is shoWn, in 
other embodiments any number of netWorks (of the same or 
different types) may be present. 
[0030] The client 132 includes a Watch controller 134, pro 
grams 136, and a registry 138. The Watch controller 134 
detects a neW or changed ?le in the programs 136 or a neW or 

changed entry in the registry 138 and, in response, sends a 
noti?cation to the monitor 146. In another embodiment, the 
registry 138 is not present or not monitored by the Watch 
controller 134. The programs 136 include potential hosts for 
viruses, such as code capable of being executed or instruc 
tions/ statements capable of being interpreted via an unillus 
trated processor. The registry 138 includes con?guration and 
pro?le information, such as user pro?les, a list of the appli 
cations installed on the client 132, the types of documents that 
each application can create, a list of the hardWare installed on 
the client 132, the ports being used, and/or the programs to be 
executed at the time the client 132 is poWered on. Thus, an 
entry in the registry 138 may point to, identify, or otherWise 
designate a ?le in the programs 136 that may be a potential 
host for a virus. 
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[0031] The client 132 may further include some or all of the 
hardWare components previously described above for the 
computer system 100. Although only one client 132 is illus 
trated, in other embodiments any number of clients may be 
present. The computer system 100 acts as a server for the 
clients 132. 

[0032] It should be understood that FIG. 1 is intended to 
depict the representative major components of the computer 
system 100 and the client 132 at a high level, that individual 
components may have greater complexity than represented in 
FIG. 1, that components other than or in addition to those 
shoWn in FIG. 1 may be present, and that the number, type, 
and con?guration of such components may vary. Several 
particular examples of such additional complexity or addi 
tional variations are disclosed herein; it being understood that 
these are by Way of example only and are not necessarily the 
only such variations. 
[0033] The various softWare components illustrated in FIG. 
1 and implementing various embodiments of the invention 
may be implemented in a number of manners, including using 
various computer softWare applications, routines, compo 
nents, programs, objects, modules, data structures, etc., 
referred to hereinafter as “computer programs,” or simply 
“programs.” The computer programs typically comprise one 
or more instructions that are resident at various times in 

various memory and storage devices in the computer system 
100, and that, When read and executed by one or more pro 
cessors 101 in the computer system 100, cause the computer 
system 100 to perform the steps necessary to execute steps or 
elements embodying the various aspects of an embodiment of 
the invention. 

[0034] Moreover, While embodiments of the invention have 
and hereinafter Will be described in the context of fully func 
tioning computer systems, the various embodiments of the 
invention are capable of being distributed as a program prod 
uct in a variety of forms, and the invention applies equally 
regardless of the particular type of signal-bearing medium 
used to actually carry out the distribution. The programs 
de?ning the functions of this embodiment may be delivered to 
the computer system 100 via a variety of signal-bearing 
media, Which include, but are not limited to: 

[0035] (1) information permanently stored on a non-re 
Writeable storage medium, e.g., a read-only memory device 
attached to or Within a computer system, such as a CD-ROM 
readable by a CD-ROM drive; 
[0036] (2) alterable information stored on a reWriteable 
storage medium, e.g., a hard disk drive (e.g., DASD 125, 126, 
or 127) or diskette; or 

[0037] (3) information conveyed to the computer system 
100 by a communications medium, such as through a com 
puter or a telephone netWork, e. g., the netWork 130, including 
Wireless communications. 

[0038] Such signal-bearing media, When carrying 
machine-readable instructions that direct the functions of the 
present invention, represent embodiments of the present 
invention. 

[0039] In addition, various programs described hereinafter 
may be identi?ed based upon the application for Which they 
are implemented in a speci?c embodiment of the invention. 
But, any particular program nomenclature that folloWs is used 
merely for convenience, and thus embodiments of the inven 
tion should not be limited to use solely in any speci?c appli 
cation identi?ed and/ or implied by such nomenclature. 
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[0040] The exemplary environments illustrated in FIG. 1 
are not intended to limit the present invention. Indeed, other 
alternative hardware and/or software environments may be 
used without departing from the scope of the invention. 
[0041] FIG. 2 depicts a block diagram of an example data 
structure 142, according to an embodiment of the invention. 
The example data structure 142 includes records 205 and 210, 
but in other embodiments any number of records with any 
appropriate data may be presents. Each of the records 205 and 
210 includes a name ?eld 240, a date ?eld 245, a type ?eld 
250, a siZe ?eld 255, a properties ?eld 260, a modifying entity 
?eld 262, an extension ?eld 265, a certi?cate ?eld 270, a 
trusted ?eld 275, and a count ?eld 280, but in other embodi 
ments more or fewer ?elds may be present. 

[0042] The name ?eld 240 indicates the name or other 
identi?er of a ?le or any other type of object in the programs 
136 or an identi?er of an entry in the registry 138 that was 
created, changed, or deleted. The date ?eld 245 indicates the 
date and/or time that the ?le or entry identi?ed by the name 
?eld 240 was created, changed, or deleted. The type ?eld 250 
indicates whether the ?le or entry was created, changed, or 
deleted. The siZe ?eld 255 indicates the newly created or 
updated siZe of the ?le or entry. The properties ?eld 260 
includes any properties, characteristics, or attributes of the 
?le or entry. The modifying entity ?eld 262 identi?es the user 
or program that added, changed, or deleted the ?le registry or 
other type of object identi?ed by the name ?eld 240. The 
extension ?eld 265 indicates the extension of the ?le, such as 
exe, sys, dll, htm, or any other ?le extension. The certi?cate 
?eld 270 indicates any certi?cate of authenticity that is asso 
ciated with the ?le or entry. 
[0043] The trusted ?eld 275 indicates whether the ?le or 
entry is trusted to not be a virus. In another embodiment, the 
trusted ?eld 275 indicates whether the entity identi?ed in the 
modifying entity ?eld 262 is trusted not to introduce viruses. 
In various embodiments, a determination as to whether a 
particular ?le or entry is trusted to not be a virus may be made 
by the watch controller 134, the monitor 146, or a user of 
either the client 132 or the computer system 100, such as a 
system administrator or installer of the ?le or entry. For 
example, if a system administrator installs a new computer 
program in the clients 132, the system administrator may 
indicate in the trusted ?eld 275 that the new computer pro 
gram is trusted to not be a virus. 

[0044] The count ?eld 280 indicates the number of times 
that the monitor 146 has received noti?cations from the cli 
ents 132 that this ?le or entry has been created, updated, or 
deleted. 
[0045] The example data structure 142 further includes a 
threshold 285, which indicates the number of additions, 
changes, or deletions to ?les or registry entries that will be 
tolerated before a virus is suspected. Although only one 
threshold 285 is illustrated, in another embodiment each of 
the records 205 and 210 has its own threshold, some or all of 
which may be different. In another embodiment, the thresh 
old 285 may include both a high and low threshold, one of 
which is selected for use based on whether the trusted ?eld 
275 indicates that modifying entity 262 or the name 240 is 
trusted, as further described below with reference to FIG. 4. 
[0046] FIG. 3 depicts a ?owchart of example processing for 
detecting changes by the watch controller 134, according to 
an embodiment of the invention. Control begins at block 300. 
Control then continues to block 305 where the watch control 
ler 134 detects a new, changed, or deleted ?le in the programs 
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136 or a new, changed, or deleted entry in the registry 138. 
The change in the ?le may be in the siZe of the ?le, the 
certi?cate of authenticity, or the date of modi?cation, or any 
other appropriate change. Control then continues to block 3 10 
where the watch controller 134 sends a noti?cation and asso 
ciated data regarding the new, changed, or deleted ?le or 
registry entry to the monitor 146. The associated data may 
include the name of the ?le or entry, the date of creation or 

modi?cation, the type, the siZe, the properties, the modifying 
entity, the extension, the certi?cate of originality, all or in 
part, or any other appropriate data. Control then continues to 
block 399 where the logic of FIG. 3 returns. 

[0047] FIG. 4 depicts a ?owchart of example processing for 
handling noti?cations of changes by the monitor 146, accord 
ing to an embodiment of the invention. Control begins at 
block 400. Control then continues to block 405 where the 
monitor 146 receives a noti?cation and associated data from 
the watch controller 134 (previously sent at block 310, as 
described above) and searches for the name of the name of the 
?le or entry supplied in the associated data in the data struc 
ture 142. 

[0048] Control then continues to block 410 where the 
monitor 146 creates a new record in the data structure 142 if 
a record does not already exist. If the record already exists, 
then the monitor 146 increments the count 280 in the record. 
Control then continues to block 415 where the monitor 146 
determines whether the new, changed, or deleted program or 
entry or the modifying entity 262 is trusted based on the 
trusted ?eld 275. If the determination at block 415 is true, then 
the new, changed, or deleted program or entry is trusted or the 
modifying entity 262 is trusted, so control continues to block 
420 where the monitor 146 determines whether the count 280 
exceeds a high threshold. 

[0049] If the determination at block 420 is true, then the 
count 280 exceeds the high threshold, so control continues to 
block 425 where the monitor 146 sends a warning to the 
watch controller 134. In an embodiment, the warning may 
include instructions to perform a speci?ed action, such as 
instructions to perform a delete or rename of the suspected 
virus or host, instructions to run an anti-virus program, 
instructions to quarantine the suspected virus or host, or 
instructions to alert a user via a message or other noti?cation. 

In another embodiment, the trusted ?eld 275 is not present or 
not used, and the count 280 is compared to a single threshold 
285. Control then returns to block 405, as previously 
described above. 

[0050] If the determination at block 420 is false, then the 
count 280 does not exceed the high threshold, so control 
returns to block 405, as previously described above. 

[0051] If the determination at block 415 is false, then the 
new, changed, or deleted program or entry or the modifying 
entity 262 is not trusted, so control then continues to block 
430 where the monitor 146 determines whether the count 280 
is greater than a low threshold, which is less than the high 
threshold. If the determination at block 430 is true, then the 
count 280 is greater than the low threshold, so control con 
tinues to block 425 where the monitor 146 sends a warning to 
the watch controller 134. In an embodiment, the warning may 
include instructions to perform a speci?ed action, such as 
instructions to perform a delete or rename of the suspected 
virus or host, instructions to run an anti-virus program, 
instructions to quarantine the suspected virus or host, or 
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instructions to alert a user via a message or other noti?cation. 
Control then returns to block 405, as previously described 
above. 
[0052] If the determination at block 430 is false, then the 
count 280 is not greater than the loW threshold, so control 
returns from block 430 to block 405, as previously described 
above. 
[0053] FIG. 5 depicts a ?oWchart of example processing for 
responding to Warnings by the Watch controller 134, accord 
ing to an embodiment of the invention. Control begins at 
block 500. Control then continues to block 505 Where the 
Watch controller 134 receives a Warning (previously sent at 
block 425) from the monitor 146. Control then continues to 
block 510 Where, in response to the Warning, the Watch con 
troller 134, in various embodiments, performs a delete or 
rename of the suspected virus or host (Whether in a ?le or 
other object or referenced by a registry entry), runs an anti 
virus program, quarantines the suspected virus or host, or 
presents a message or other noti?cation to a user alerting the 
user to the problem, depending on a selection by the monitor 
146, a selection of the Watch controller 134, or any other 
criteria. Control then continues to block 599 Where the logic 
of FIG. 5 returns. 
[0054] In the previous detailed description of exemplary 
embodiments of the invention, reference Was made to the 
accompanying draWings (Where like numbers represent like 
elements), Which form a part hereof, and in Which is shoWn by 
Way of illustration speci?c exemplary embodiments in Which 
the invention may be practiced. These embodiments Were 
described in su?icient detail to enable those skilled in the art 
to practice the invention, but other embodiments may be 
utiliZed and logical, mechanical, electrical, and other changes 
may be made Without departing from the scope of the present 
invention. Different instances of the Word “embodiment” as 
used Within this speci?cation do not necessarily refer to the 
same embodiment, but they may. The previous detailed 
description is, therefore, not to be taken in a limiting sense, 
and the scope of the present invention is de?ned only by the 
appended claims. 
[0055] In the previous description, numerous speci?c 
details Were set forth to provide a thorough understanding of 
the invention. But, the invention may be practiced Without 
these speci?c details. In other instances, Well-knoWn circuits, 
structures, and techniques have not been shoWn in detail in 
order not to obscure the invention. 

1. A storage medium encoded With instructions, Wherein 
the instructions When executed comprise: 

receiving a plurality of noti?cations from a plurality of 
clients in netWork, Wherein each of the plurality of cli 
ents detected that an attribute of a ?le Was changed, and 
Wherein each of the plurality of noti?cations comprises 
a name of the ?le, a modifying entity, and the attribute of 
the ?le, Wherein the modifying entity identi?es a pro 
gram that changed the attribute of the ?le; 

determining a count of a number of times that the noti?ca 
tions that the attribute of the ?le Was changed Were 

received; 
selecting a threshold, Wherein the selecting the threshold 

further comprises selecting the threshold that is higher if 
the modifying entity is trusted by a system administrator 
and selecting the threshold that is loWer if the modifying 
entity is not trusted by the system administrator; and 

deciding Whether the ?le includes a suspected virus if the 
count exceeds the threshold. 
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2. The storage medium of claim 1, further comprising: 
if the deciding is true, sending a Warning to the plurality of 

clients; and 
if the deciding is false, refraining from sending the Warning 

to the plurality of clients. 
3. The storage medium of claim 1, Wherein the attribute 

comprises a siZe of the ?le. 
4. The storage medium of claim 1, Wherein the attribute 

comprises a certi?cate of authenticity. 
5. The storage medium of claim 1, Wherein the attribute 

comprises an extension of the ?le. 
6. The storage medium of claim 2, Wherein the ?le com 

prises a registry entry. 
7. The storage medium of claim 6, Wherein the Warning 

comprises an instruction to delete the registry entry. 
8. The storage medium of claim 2, Wherein the Warning 

comprises an instruction to execute an anti-virus program. 

9. The storage medium of claim 2, Wherein the Warning 
comprises an instruction to display a message. 

10. The storage medium of claim 1, Wherein the selecting 
the threshold further comprises selecting the threshold that is 
higher if the modifying entity is trusted by the system admin 
istrator to not introduce the suspected virus. 

11. A computer system comprising: 
a processor; and 

memory connected to the processor, Wherein the memory 
is encoded With instructions, Wherein the instructions 
When executed on the processor comprise: 
receiving a plurality of noti?cations from a plurality of 

clients in netWork, Wherein each of the plurality of 
clients detected that an attribute of a ?le Was changed, 
and Wherein each of the plurality of noti?cations com 
prises a name of the ?le, a modifying entity, and the 
attribute of the ?le, Wherein the modifying entity 
identi?es a program that changed the attribute of the 
?le, 

determining a count of a number of times that the noti 
?cations that the attribute of the ?le Was changed Were 

received, 
selecting a threshold, Wherein the selecting the threshold 

further comprises selecting the threshold that is 
higher if the modifying entity is trusted by a system 
administrator and selecting the threshold that is loWer 
if the modifying entity is not trusted by the system 
administrator, and 

deciding Whether the ?le includes a suspected virus if 
the count exceeds the threshold. 

12. The computer system of claim 11, Wherein the instruc 
tions further comprise: 

if the deciding is true, sending a Warning to the plurality of 
clients; and 

if the deciding is false, refraining from sending the Warning 
to the plurality of clients. 

13. The computer system of claim 11, Wherein the attribute 
comprises a siZe of the ?le. 

14. The computer system of claim 11, Wherein the attribute 
comprises a certi?cate of authenticity. 

15. The computer system of claim 11, Wherein the attribute 
comprises an extension of the ?le. 

16. The computer system of claim 12, Wherein the ?le 
comprises a registry entry. 
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17. The computer system of claim 16, wherein the Warning 
comprises an instruction to delete the registry entry. 

18. The computer system of claim 12, Wherein the Warning 
comprises an instruction to execute an anti-Virus program. 

19. The computer system of claim 12, Wherein the Warning 
comprises an instruction to display a message. 
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20. The computer system of claim 1 1, Wherein the selecting 
the threshold further comprises selecting the threshold that is 
higher if the modifying entity is trusted by the system admin 
istrator to not introduce the suspected Virus. 

* * * * * 


