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(57) ABSTRACT 

An application network appliance with a built-in virtual 
directory interface is described herein. According to one 
embodiment, a network element includes a virtual directory 
interface (V DI) coupled to multiple directory servers, and an 
authentication and authorization unit coupled to the VDI. In 
response to a packet of a network transaction received from a 
client over a ?rst network for accessing a server of a data 
center over a second network, the authentication and autho 
riZation unit obtains user attributes from the directory servers 
via the VDI and performs authentication and authorization 
using the user attributes to determine whether a user of the 
client is eligible to access the server of the datacenter, where 
the network element operates as a security gateway to the 
datacenter. Other methods and apparatuses are also 
described. 
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APPLICATION NETWORK APPLIANCE 
WITH BUILT-IN VIRTUAL DIRECTORY 

INTERFACE 

RELATED APPLICATIONS 

[0001] This application claims the bene?t of US. Provi 
sional Patent Application No. 60/966,649, ?led Aug. 28, 
2007, Which is incorporated by reference herein in its entirety. 

FIELD OF THE INVENTION 

[0002] The present invention relates generally to applica 
tion netWork appliances. More particularly, this invention 
relates to application netWork appliances With built-in virtual 
directory interface. 

BACKGROUND 

[0003] The ability to connect information technology infra 
structure reliably, cost-effectively and securely is of high 
importance for today’s global enterprises. To communicate 
With customers, clients, business partners, employees, etc., 
the Internet has proven to be more appropriate compared to 
private communication netWorks. HoWever, communication 
via the Internet, Which typically uses TCP/IP (Transmission 
Control Protocol/Intemet Protocol), also increases the 
requirements for data security. Network ?reWalls are one of 
the many examples of solutions for netWork security. 
[0004] Enterprise Web Application Services build an 
important foundation for such client, customer, and employee 
communication. A very common con?guration for hosting 
such enterprise Web Application Services is shoWn in FIG. 1. 
As shoWn in FIG. 1, an enterprise can offer Web Application 
Services to various clients and there are several possibilities 
for clients to connect to the servers depending on the location 
of the client relative to the servers’ location. The servers 
Which provide the Application Services are typically located 
in the enterprise’s data center 1016 and are accessible, 
directly or indirectly, via World-Wide-Web (WWW) servers 
1012. Sometimes enterprises provide access to the Applica 
tion Services by making the application servers directly 
accessible by putting those application servers into a Demili 
tariZed Zone (DMZ) 1011. 
[0005] A client 1003 may connect via a Local Area Net 
Work (LAN) through the enterprise’s intranet 1013. Another 
client 1004 may connect through a Wireless LAN (WLAN) to 
the intranet 1013. Yet another client 1005 may be located 
inside the enterprise’s campus netWork 1015, Which connects 
to the enterprise’s intranet 1013 . An enterprise may have Zero 
or more campuses 1014 and 1015. Yet another client 1001 
may connect through the Internet 1000, or a client 1002 may 
have a mobile connection to the Internet 1000. In any case to 
prevent illegitimate access to the enterprise’s Web Applica 
tion Services, the “inside” of the enterprise’s netWork, the 
intranet 1013, is protected by having a netWork perimeter 
1010, Which may comprise ?reWalls, associated netWork 
interconnect, and additional resources “Within” the perimeter 
netWork con?gured so as to be broadly accessible to users on 
the “outside” of the enterprise. 
[0006] Behind the perimeter 1010, access is granted to 
legitimate client requests only, While illegitimate access is 
rejected. The fundamentals in determining Whether an access 
request is legitimate or not are based on the netWork reference 
model from the International Organization for Standardiza 
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tion (ISO). This ISO netWork reference model classi?es Net 
Work Services into seven layers. 

[0007] Traditional security products generally assume the 
existence of a trusted intranetilocations Where enterprises 
control their oWn LANs, sWitches and routersiWhich can be 
organiZed into or placed Within some type of security perim 
eter, to protect its resources from the un-trusted Internet. 
HoWever, in today’s business environment, enterprises no 
longer enjoy the same level of trust and control of their intra 
nets, as enterprises increasingly rely on contractors, partners, 
consultants, vendors, and visitors on-site for daily operation. 
As a result, enterprises are exposing internal resources to this 
Wide set of clients Whose roles are also frequently changing. 
Thus, the netWork trust boundary, delineating inside and out 
side clients, is disappearingia phenomenon referred to as 
“de-perimeteriZation”. In such an environment, protection of 
an enterprise’s resourcesisuch as its intellectual property, as 
Well as mission-critical and operational systemsibecomes 
of critical importance. Also, most security exploits easily 
traverse perimeter security, as enterprises typically let 
through email, Web and any encrypted netWork tra?ic, such as 
Secure Sockets Layer (SSL), Simple Mail Transfer Protocol 
(SMTP) With Transport Layer Security (TLS), and authenti 
cated Virtual Private NetWork (VPN) traf?c, for example via 
IP Security (IPSec). Traditional perimeter security 
approaches, for example ?reWalls, intrusion detection sys 
tems and intrusion prevention systems have little or no bene?t 
at the perimeter in providing access control functions to the 
resources. They have become more attack mitigation mecha 
nisms than access control mechanisms. Enterprises are com 
ing to terms With the fact that a hardened perimeter strategy is 
un-sustainable. 

[0008] Traditional ?reWall or router access control lists 
cannot protect application resources from unauthoriZed 
access because netWork parameters such as Internet Protocol 
(IP) addresses and IP port numbers no longer deterministi 
cally identify resources, nor identify users, clients, or appli 
cations accessing these resources. NetWork ?reWall technol 
ogy Was invented When enterprises had a limited set of 
applications such as Telnet, File Transfer Protocol (FTP), and 
Email, and its primary functions Were to limit access to spe 
ci?c applications from the outside and to limit access by 
systems Within the enterprise to speci?c applications outside 
the ?reWall. NetWork layer parameters such as source, desti 
nation IP address and TCP or UDP port numbers Were su?i 
cient to identify the client and the operations the clients 
intended to perform on a particular resource. HoWever, With 
the proliferation of mobile devices and tunneled applications, 
the netWork layer parameters are no longer useful to identify 
the client, the resource accessed, and the operation. FireWalls 
have evolved over the time, embracing functions such as deep 
packet inspection and intrusion detection/prevention, to 
handle application-level attacks, but the core access control 
function remains the same. 

[0009] In effect, de-perimeteriZation demands that access 
control functions are positioned close to application 
resources and that a micro-perimeter is established in the 
heart of the data center by placing an identity-based policy 
enforcement point in front of any application resource. Enter 
prise business drivers for such an enforcement point are the 
need for rich and uniform protection of resources, business 
agility via attribute-based, policy-driven provisioning, and 
regulatory compliance. Traditional server-centric authoriza 
tion solutions providing role-based authorization often 
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require custom code development, extensive cross-vendor 
testing Whenever there is a version change (of the underlying 
operating system, agent or application), and are costly and 
dif?cult to maintain because of their proprietary nature. Also, 
traditional server-based netWork appliancesiprimarily 
focused on loW-bandWidth ISO Layer-4 to ISO Layer-7 
perimeter servicesiare unsuitable for data center deploy 
ment, both in functional richness and in ISO Layer-7 perfor 
mance. 

[0010] Authorization or access control typically deter 
mines the alloWed set of actions by a legitimate client, possi 
bly intercepting every access of the client to a resource in the 
system. Authentication is used in conjunction With authori 
zationiauthentication determines and veri?es the basic 
identity of, for example, a user or a client process. Then, based 
on determining the user’s or client’s identity, an authorization 
decision can be appropriately made. Of course, if a client’s or 
user’s identity can not be veri?ed, the authorization decision 
is quite simple4deny access or authority to perform any 
action. 

[0011] Typically, authentication is performed once every 
session, unlike authorization, Which is performed for every 
client action. Granular authorization is achieved by leverag 
ing details of the identity such as attribute values, group 
membership, role assignment etc. Typically, Information 
Technology (IT) infrastructure implements access control in 
many places and at different levels. 
[0012] Traditionally, authentication and authorization is 
done inside the application, hoWever because of the long 
cycle of development and deployment in the process, not all 
applications have the same level of support. Many applica 
tions have a basic form of authentication using user name and 
a secret passWord. Certain vendor-speci?c applications sup 
port role-based authorization Which is often vendor propri 
etary and does not interoperate Well With implementations in 
another applicationsiit creates multiple silos of applications 
Within an enterprise netWork infrastructure. Role provision 
ing is often challenging; Without careful planning, enterprises 
often end up With the number of roles greater than the number 
of users, Which eviscerates any potential management e?i 
ciency gains. As a result, a large number of applications are 
left behind With no protection and With no support for authen 
tication or authorization. With de-perimeterization, enter 
prises are seeing a need to protect these applications uni 
formly With netWork-centric solutions that do not mandate 
modifying the application. 

SUMMARY OF THE DESCRIPTION 

[0013] An application netWork appliance With a built-in 
virtual directory interface is described herein. According to 
one embodiment, a netWork element includes a virtual direc 
tory interface (V DI) coupled to a plurality of directory serv 
ers, and an authentication and authorization unit coupled to 
the VDI. In response to a packet of a netWork transaction 
received from a client over a ?rst netWork for accessing a 
server of a datacenter over a second netWork, the authentica 
tion and authorization unit is con?gured to obtain one or more 
user attributes from at least one of the directory server via the 
VDI. The authentication and authorization unit is con?gured 
to authenticate and/or authorize the packet based on at least 
the user attributes to determine Whether a user of the client is 
eligible to access the server of the datacenter. The netWork 
element operates as a security gateWay to the datacenter and 
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each client of the ?rst netWork has to go through the security 
gateWay in order to access a server of the second netWork. 
[0014] Other features of the present invention Will be 
apparent from the accompanying draWings and from the 
detailed description Which folloWs. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] The present invention is illustrated by Way of 
example and not limitation in the ?gures of the accompanying 
draWings in Which like references indicate similar elements. 
[0016] FIG. 1 illustrates a typical corporate computer net 
Work connected to the Internet; 
[0017] FIG. 2 illustrates the application of an application 
netWork appliance (ANA) as the APS according to one 
embodiment of the invention; 
[0018] FIG. 3 is a netWork connected block diagram of an 
ANA according to one embodiment of the invention; 
[0019] FIG. 4 is a block diagram of a Virtual Directory 
Infrastructure system for Triangulated Authorization accord 
ing to another embodiment of the invention; 
[0020] FIG. 5 is a block diagram of the APS combined With 
embedded PDP and PEP; 
[0021] FIG. 6 is a block diagram of a system for Triangu 
lated Authorization of a ?rst request according to one 
embodiment of the invention; 
[0022] FIG. 7 is a How diagram of a method for Triangu 
lated Authorization of a ?rst request according to one 
embodiment of the invention; 
[0023] FIG. 8 is a block diagram of a system for Triangu 
lated Authorization of a subsequent request according to one 
embodiment of the invention; 
[0024] FIG. 9 is a How diagram of a method for Triangu 
lated Authorization of a subsequent request according to one 
embodiment of the invention; 
[0025] FIG. 10 is a How diagram Which illustrates the 
HTTP protocol; 
[0026] FIG. 11 is a block diagram Which illustrates the 
CIFS protocol packet; 
[0027] FIG. 12 is a block diagram Which illustrates the 
application of the SQLnet protocol; 
[0028] FIG. 13 is a block diagram of a system for Triangu 
lated Authorization of a ?rst request using a Virtual Directory 
Infrastructure according to another embodiment of the inven 
tion; 
[0029] FIG. 14 is a How diagram ofa method for Triangu 
lated Authorization of a ?rst request using a Virtual Directory 
Infrastructure according to another embodiment of the inven 
tion; 
[0030] FIG. 15 is a block diagram of a system for Triangu 
lated Authorization of a subsequent request using a Virtual 
Directory Infrastructure according to another embodiment of 
the invention; 
[0031] FIG. 16 is a How diagram ofa method for Triangu 
lated Authorization of a subsequent request using a Virtual 
Directory Infrastructure according to another embodiment of 
the invention; 

DETAILED DESCRIPTION 

[0032] In the folloWing description, numerous details are 
set forth to provide a more thorough explanation of embodi 
ments of the present invention. It Will be apparent, hoWever, to 
one skilled in the art, that embodiments of the present inven 
tion may be practiced Without these speci?c details. In other 
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instances, well-known structures and devices are shown in 
block diagram form, rather than in detail, in order to avoid 
obscuring embodiments of the present invention. 
[0033] Reference in the speci?cation to “one embodiment” 
or “an embodiment” means that a particular feature, structure, 
or characteristic described in connection with the embodi 
ment is included in at least one embodiment of the invention. 
The appearances of the phrase “in one embodiment” in vari 
ous places in the speci?cation do not necessarily all refer to 
the same embodiment. 
[0034] One aspect of the invention is to perform Triangu 
lated Authorization as a means for network-centric, applica 
tion-agnostic authorization and access control to certain 
Application Services. The concept of Triangulated Authori 
zation operates on policies, which can take into account mul 
tiple aspects of clients, of the networking environment and of 
the applications and services requested by clients. Perform 
ing Triangulated Authorization requires analysis of the ISO 
Layer-7 application data, which can be transmitted via vari 
ous protocols. Using a LDTF in a multi-processing approach 
provides the compute power to perform such analysis e?i 
ciently. The concept of Triangulated Authorization can be 
enhanced by utilizing a Virtual Directory Infrastructure 
(VDI) to multiple directory stores. Further, because LDTF 
can support virtualization, for example In?niBand as the 
LDTF supports so-called virtual lanes, the concept of Trian 
gulated Authorization can also be implemented in a virtual 
ized manner. One physical ANA can then be used to serve 
multiple independent network domains thus increasing ?ex 
ibility and reducing the cost and the complexity of access 
control. 
[0035] One aspect of the invention is a Network Applica 
tion Protection system and method, for access control in a 
network environment by using Triangulated Authorization 
based on user attributes, environment attributes, and resource 
attributes to make rapid, reliable, and secure authorization 
decisions, based on a number of factors, including user 
attributes, environment attributes, and subject attributes. User 
attributes may include, among others: company department, 
role, project association, seniority, citizenship. Environment 
attributes may include, among others: network access 
method, location, time and date. Subject attributes may 
include, among others: protocol attributes, content attributes, 
and resource attributes. 

Overview 

[0036] The approach described herein applies combina 
tions of parallel, multi-processor computing technology with 
lossless, low-latency, high-bandwidth network fabric tech 
nology (also known as Lossless Data Transport Fabric, or 
LDTF) to form novel methods and systems for high perfor 
mance, high-reliability, high availability, and secure network 
applications. The various embodiments of the inventions 
described herein enable the implementation of highly reli 
able, highly scalable solutions for enterprise networking such 
as, for example, the APS 2000 from FIG. 2. 
[0037] Multiple network Services are e?iciently provided 
by terminating transport protocols centrally. As can be seen, 
any transport protocol can be terminated centrally, each 
PDU’s payload can be collected and converted into a data 
stream and, vice versa, a data stream can be converted into 
PDUs for any transport protocol and be transported via the 
given transport protocol. A simple concatenation of the PDU 
payload into a byte-stream is not su?icient. Key to the con 
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version is that state information must be maintained about the 
meta-data of each connection. Such meta-data includes the 
session information, for example via a unique connection 
identi?cation number, the transaction information, as well as 
the information regarding segments and packets. Finite state 
machines can be used to track the meta-data. 

[0038] Transport protocols are protocols which are used to 
transport information via networks. These include, obviously, 
the ISO Layer-3 protocols such as IPv4, IPv6, IPSec, the ISO 
Layer-4 protocols such as TCP, UDP, SCTP, the various ISO 
Layer-5 protocols such as FTP, HTTP, IMAP, SMTP, GTP, 
L2TP, PPTP, SOAP, SDP, RTSP, RTP, RTCP, RPC, SSH, 
TLS, DTLS, SSL, IPSec, and VPN protocols. However, other 
protocols and approaches are contemplated within the scope 
of the inventions, which serve as transport mechanisms for 
transmitting information and application data and can also be 
terminated in a centralized fashion by a protocol proxy and 
the corresponding PDUs can be transformed into a data 
stream for application layer processing. Examples of such 
are, CSIv2, CORBA, IIOP, DCOM and other Object Request 
Brokers (ORB), MPEG-TS or RTP as a transport for multi 
media information, RTSP or SIP as another transport for 
multi-media information, peer-to-peer transport mecha 
nisms, transport mechanisms based on J2EE such as Java 
RMI, streaming media protocols such as VoIP, IPTV, etc. 
[0039] For the sake of simplicity we will use the term 
Centralized Transport Protocol Termination throughout the 
rest of the description, however, this is for exemplary pur 
poses only and is not intended to be limiting. Centralized 
Transport Protocol Termination can be performed by dedi 
cated processing units, and different ISO Layer-7 services 
can be performed in other dedicated processing units. The use 
of a lossless low-latency high-bandwidth fabric for inter 
process communication between such dedicated processing 
units makes it possible to simultaneously support Centralized 
Transport Protocol Termination for multiple services. For 
example, TCP can be terminated once, transformed into a 
data stream and this data stream is transported from one 
dedicated processing unit to another using the lossless low 
latency high-bandwidth fabric. The low-latency nature of the 
fabric helps to reduce the overall latency in client-to-server 
transactions. 

[0040] In one embodiment, the Application Protection Sys 
tem (APS) 2000 is a network appliance that can act as a proxy 
between the client 2001 and the application server 2005, and 
can determine whether a client 2001 shall be granted access to 
certain applications 2005. In one example, the client 2001 is 
one or more ofthe clients 1001,1002,1003,1004,or 1005 of 
FIG. 1. In another example, the client 2001 can be a virtual 
machine or a cluster of computers, or a server (for server-to 

server connections, for example). The application server 
2005 can be, for example, without limitation, one or more ?le 
servers, one or more web servers, one or more database serv 

ers, one or more compute servers, one or more storage servers 

or one or more game servers. The decision whether access is 

granted or rejected involves an Identity Management Server 
2003 to identify the user, client, or application, for example 
using Lightweight Directory Access Protocol (LDAP) or 
Active Directory (AD), and is the result of querying a Policy 
Server 2002 to analyze the access policy for the requested 
application 2005. 
[0041] The APS 2000 may use a Triangulated Authoriza 
tion method which, for example, is based on multiple aspects 
of a client (such as the client 2001), the requested application 














