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ABSTRACT 
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(52) 
(57) 
An integrated circuit includes a programmable logic unit and 
an on-chip non-volatile memory. A JTAG port, TAP control 
ler circuit, and program/erase control circuitry provide user 
access to the non-volatile memory for storage of user data. 
The non-volatile memory may also be used to store device 
data such as a serial number, product identi?cation number, 
date code, or security data. Portions of the non-volatile 
memory may be made unavailable to the user once pro 
grammed, While other portions of the non-volatile may 
remain available for user access. 
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FIELD PROGRAMMABLE GATE ARRAY 
INCLUDINGA NONVOLATILE USER 
MEMORY AND METHOD FOR 

PROGRAMMING 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a divisional of co-pending US. 
patent application Ser. No. 11/336,396, ?led Jan. 20, 2006, 
Which claims priority from US. Provisional Patent applica 
tion Ser. No. 60/645,998, ?led Jan. 21, 2005, Which are 
hereby incorporated by reference as if set forth herein. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 
[0003] This invention relates to Field Programmable Gate 
Arrays (FPGAs). More particularly, this invention relates to a 
Field Programmable Gate Array having a non-volatile user 
memory. Still more particularly, this invention relates to con 
?guring an FPGA and storing data in the non-volatile user 
memory in the FPGA. 

[0004] 
[0005] Programmable logic devices are knoWn in the art. 
Programmable logic devices include complex programmable 
logic device (CPLD), Field-programmable gate array 
(FPGA), and other con?gurable integrated circuits knoWn in 
the art. An FPGA is the most complex type of programmable 
logic device, comprising any number of logic modules, an 
interconnect-routing architecture and programmable ele 
ments that may be programmed to selectively interconnect 
the logic modules to one another and to de?ne the functions of 
the logic modules. To implement a particular circuit function, 
the circuit is mapped into the array and the appropriate pro 
grammable elements are programmed to implement the nec 
essary Wiring connections that form the user circuit. 

[0006] An FPGA includes an array of general-purpose 
logic circuits, called cells or logic blocks, Whose functions are 
programmable. Programmable routing lines link the cells to 
one another. The cell types may be small multifunction cir 
cuits (or con?gurable functional blocks or groups) capable of 
realiZing Boolean functions of multiple variables. The cell 
types are not restricted to gates. For example, con?gurable 
functional groups typically include memory cells and con 
nection transistors that may be used to con?gure logic func 
tions such as addition, subtraction, etc., inside of the FPGA. A 
cell may also contain a plurality of ?ip-?ops. TWo types of 
logic cells found in FPGA devices are those based on multi 
plexers and those based on programmable read only memory 
(PROM) table-lookup memories. Erasable FPGAs can be 
reprogrammed many times. This technology is especially 
convenient When developing and debugging a prototype 
design for a neW product and for small-scale manufacture. 

[0007] An FPGA circuit can be programmed to implement 
virtually any set of digital functions. Input signals are pro 
cessed by the programmed circuit to produce the desired set 
of outputs. Such inputs ?oW from the user’s system, through 
input buffers and through the circuit, and ?nally back out the 
user’s system via output buffers referred to as input/output 
ports (I/Os). Such buffers provide any or all of the folloWing 
input/output (I/O) functions: voltage gain, current gain, level 
translation, delay, signal isolation, and hysteresis. The input/ 

2. Background 

Mar. 5, 2009 

output ports provide the access points for communication 
betWeen chips. I/O ports vary in complexity depending on the 
FPGA. 
[0008] FPGAs may be customiZed by a user to perform a 
Wide variety of combinatorial and sequential logic functions. 
Numerous architectures for such integrated circuits are 
knoWn. Examples of such architectures are found disclosed in 
US. Pat. No. 4,870,302 to Freeman, US. Pat. No. 4,758,745 
to El Gamal et al., and US. Pat. No. 5,132,571 to McCollum 
et al., as Well as many others. The architecture employed in a 
particular FPGA integrated circuit Will determine the rich 
ness and density of the possible interconnections that can be 
made among the various circuit elements disposed on the 
integrated circuit and thus profoundly affect its usefulness. 
[0009] Non-volatile memories, such as ?ash memories are 
knoWn in the art. Flash memories are electrically erasable and 
are generally used to store data Where it is undesirable that the 
data be lost When the device is not connected to a poWer 
source. Non-volatile memories are often used to store the 
con?guration data for FPGAs such as SRAM FPGAs that are 
based on volatile technology. Con?guration data may be 
loaded from a ?ash memory into an SRAM-based FPGA each 
time the FPGA is poWered up. Other ?ash memory devices 
are used in systems to store user data. User data is data 
generated or used in the operation of an FPGA device, as 
opposed to con?guration data Which is used to con?gure the 
programmable logic and routing to de?ne the function of the 
FPGA. 

[0010] Programmable logic devices available from Lattice 
Semiconductor Corporation, Hillsboro, Oreg. andAltera Cor 
poration, San Jose, Calif. use on-chip blocks of ?ash memory 
to load and control SRAM programmable elements in single 
chips. For example, the ispXP (eXpanded Programmability) 
product available from Lattice Semiconductor combines 
electrically-erasableiprogrammable-read-only memory 
(EEPROM) and SRAM technologies. These types of pro 
grammable logic devices add an advantage of not needing a 
separate non-volatile memory chip, but the SRAM program 
mable logic con?guration still has to be loaded from the 
non-volatile memory block during poWer-up. 
[0011] An example of a semiconductor device 700 employ 
ing on-board non-volatile memory to load con?guration data 
into an SRAM programmable logic unit 702 is shoWn in FIG. 
1. Non-volatile EEPROM array 50 stores the device con?gu 
ration. At poWer-up, this information is transferred in a par 
allel fashion into SRAM cells 704 in the programmable logic 
unit 702. The loading of the con?guration data from the 
non-volatile memory 50 into the SRAM programmable logic 
702 may be performed under the control of control logic 720. 
JTAG port 730 and system con?guration port 740 alloW for 
in-system programming. 
[0012] Field Programmable Gate Arrays (FPGAs) includ 
ing volatile memories that are available to store user data are 
knoWn in the art. SRAM-based FPGAs such as those, for 
example, available from Xilinx Corporation, San Jose, Calif. 
include SRAM-based volatile memory blocks. Some of these 
blocks may be available for user data. Even on non-volatile 
FPGAs, hoWever, such as antifuseibased FPGAs, the 
memory blocks are volatile (generally SRAM-based). Prior 
art FPGAs do not, therefore include on-chip non-volatile 
memories available for storing user data. 
[0013] It is a problem in FPGAs containing volatile logic 
and memory that the FPGA must be programmed each time 
the device is poWered up. Thus, the con?guration data and any 
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user data must be stored in a memory outside the FPGA. 
Thus, power up of the FPGA is sloW and requires an excessive 
amount of power in order to receive con?guration and user 
data over the Input/Output (I/O) of the FPGA. 
[0014] Furthermore, since all the con?guration memory 
and user data must be loaded using the I/O of the FPGA, 
security of the data is a problem. Security is a problem 
because the Wires connecting the I/O of the FPGA to the 
system loading the data may be easily tapped. Thus, those 
skilled in the art are continually looking for Ways to provide 
an FPGA that provides a fast, secure, poWer up With relatively 
loW poWer consumption. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] FIG. 1 shoWs a simpli?ed block diagram of a prior 
art programmable logic device including an on-chip non 
volatile memory. 
[0016] FIG. 2 shoWs a simpli?edblock diagram ofa portion 
of an FPGA including an on-chip non-volatile memory, in 
accordance With an embodiment of the present invention. 
[0017] FIG. 3 shoWs a simpli?ed block diagram of an 
FPGA including an on-chip user-accessible non-volatile 
memory, in accordance With an embodiment of the present 
invention. 
[0018] FIG. 4 shoWs a simpli?ed block diagram of a system 
including an FPGA With an on-chip user-accessible non 
volatile memory, in accordance With an embodiment of the 
present invention. 
[0019] FIG. 5 shoWs a ?oW diagram of a method for pro 
gramming an FPGA including a user-accessible non-volatile 
memory, in accordance With an embodiment of the present 
invention. 
[0020] FIG. 6 shoWs a ?oW diagram of a method for reading 
an FPGA including a user-accessible non-volatile memory, in 
accordance With an embodiment of the present invention. 
[0021] FIG. 7 shoWs a ?oW diagram of a method for con 
trolling access to a portion of a non-volatile memory on an 
FPGA, in accordance With an embodiment of the present 
invention. 

DETAILED DESCRIPTION 

[0022] This invention relates to a system and method for 
programming a Field Programmable Gate Array (FPGA) that 
includes a non-volatile memory. An advantage of the present 
invention is that con?guration data and user data may be 
loaded at one time into the FPGA. Thus, the con?guration 
data and user data do not need to be loaded at each poWer up. 
This reduces the time and poWer required for poWer up of the 
FPGA. Since the con?guration data and user data are not 
required to be loaded at each poWer up, security of the FPGA 
data is improved. Portions of the memory may be designated 
as read-only and may not be subsequently erased or over 
Written. 
[0023] In order to provide a non-volatile memory in the 
FPGA, the memory may be a ?ash memory and the circuitry 
of the FPGA may be con?gured from ?oating gate transistors. 
Alternatively, the programmable logic cells for the FPGA and 
the non-volatile memory may be based on other non-volatile 
transistors knoWn in the art such as, for example, SONOS, 
MONOS, silicon nanocrystal, ferro-electric, and solid-elec 
trolyte sWitching devices, and other types as Will be appreci 
ated by persons of ordinary skill in the art. In accordance With 
this invention, a programming system programs an FPGA 
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having a non-volatile memory in the folloWing manner. The 
system receives con?guration data for programming the non 
volatile FPGA and user data to be stored in the non-volatile 
user memory of the FPGA. Security data for the FPGA may 
also be received by the system and stored in the non-volatile 
memory of the FPGA. 

[0024] In some embodiments of the invention, the user data 
and security data may be stored in a system memory used to 
load the FPGA, The system may generate a programming ?le, 
for example a STAPL ?le, Which may include the including 
security data, con?guration data, and user data to be pro 
grammed into the programmable logic unit and the non 
volatile memory then used to load the con?guration data and 
the user data to the non-volatile memory in the FPGA. 

[0025] In some embodiments in accordance With this 
invention, the non-volatile memory may be programmed With 
speci?c device data and device type data. Speci?c device data 
is data that pertains to the particular FPGA. Some examples 
of speci?c device data include a device serial number, a date 
stamp, and an identi?er. The device type data is data that 
pertains to a particular family or product line of FPGAs. 
Some examples of device type data may include a product 
identi?er code, parameters for a particular function, and val 
ues of constants for certain applications performed by the 
FPGA. The system may read device type data from a ?rst 
portion of a system memory and the speci?c device data from 
another portion of the system memory. 
[0026] In some embodiments in accordance With this 
invention, the system may receive an identi?cation of a por 
tion of the non-volatile memory and a designation for the 
portion of the memory. The portion of non-volatile memory 
may be a page of memory or multiple pages of memory. The 
designation may then either be stored in a system ?le or in 
circuitry in the FPGA. The designation may indicate that the 
portion of non-volatile memory is read-only. If a portion of 
the memory is designated as read-only, the system is pre 
vented from erasing or over-Writing the portion of memory. 
[0027] FIG. 2 illustrates a block diagram ofan FPGA 800 
that includes a non-volatile memory 830. FPGA 800 includes 
a programmable logic unit 805, input/output (I/O) circuitry 
810, a JTAG port 820, a TAP controller circuit 825, a pro 
gram/erase control circuit 815, and a UJTAG port 807. The 
programmable logic unit (PLU) 805 is a block of program 
mable logic circuits comprised of programmable logic blocks 
or “tiles” and routing lines. PLU 805 may be, for example, a 
non-volatile programmable logic unit such as a ?ash-based 
FPGA block. Although the term “?ash” often refers to memo 
ries that are bulk erased on a page-by-page, sector-by-sector, 
or entire array basis, for the purposes of this disclosure “?ash” 
refers to any electrically erasable {and re-programmable) 
non-volatile memory technology, regardless of the particular 
erase scheme. Furthermore, although “?ash” most commonly 
refers to memory devices comprised of ?oating-gate transis 
tors, as used in this disclosure, “?ash” includes other non 
volatile technologies knoWn in the art such as, for example, 
SONOS, MONOS, silicon nanocrystal, ferro-electric, and 
solid-electrolyte sWitching devices. In one embodiment, the 
programmable logic cells of programmable logic unit 805 
include non-volatile transistors of the same type as are used in 
nonvolatile memory 830, for example, the non-volatile pro 
grammable elements employed in logic unit 805 and non 
volatile memory 830 may be comprised of the same types of 
?oating gate transistors. 
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[0028] U0 circuitry 810 is comprised of I/O pins and cir 
cuitry that provides connections between an external system 
860 and the programmable logic unit 805, for example via I/O 
tiles (dedicated I/O circuits) of the programmable logic unit 
(not shoWn). System 860 may be, for example, other elec 
tronic components residing on a circuit board With FPGA 
800. JTAG port 820 is comprised of I/O pins and circuits (for 
example, the same types of circuits as used in I/O 810) that are 
connected to hardWired circuits on the chip that implement all 
or part of the JTAG standard (see Joint Test Action Group 
(JTAG) standard IEEE 1149.1 et seq.). The JTAG port 820 is 
connected to a TAP controller circuit 825. The TAP controller 
is a hardWired circuit, for example, a state machine, imple 
menting some or all of the J TAG standard, including the Test 
Access Port (TAP), and in some embodiments, additional 
functions implemented through device-speci?c control logic. 
The functionality of the TAP controller, including the state 
diagram, is governed by the JTAG standard, and Will not be 
repeated here to avoid overcomplicating the disclosure. The 
TAP controller is connected to programming/ access circuitry 
815 and JTAG port 807. Programming/access circuitry 815 is 
hardWired circuitry that controls programming and erasing of 
the programmable elements in the programmable logic unit 
805 and non-volatile memory block 830 and also includes 
hardWired circuitry controlling access to the programmable 
logic unit 805 and non-volatile memory block 830. The pro 
gramming/access circuitry 815 also controls read operations 
and manages the signals and voltages required to program the 
non-volatile memory block 830 and the programmable logic 
unit 805. The programming/access circuitry 815 may imple 
ment all or some of IEEE standard 1532, Which speci?es hoW 
to use JTAG circuits and methods for programming. 

[0029] JTAG port 820 connects to non-volatile program 
mable logic unit 805 via TAP controller 825 and a user JTAG 
(UJTAG) port 807. U] TAG port 807 is a port to the program 
mable logic portion of the device through Which a user may 
access the programmable logic via the J TAG port 820. 
U] TAG port 807 is a hardWired circuit providing access to the 
programmable logic unit 805 for signals entering the device 
via the J TAG port 820. In one embodiment, UJTAG port 807 
is comprised of I/O tiles residing on the periphery of the 
programmable logic unit 805. In another embodiment, 
UJTAG port 807 is comprised of portions of a group of I/O 
tiles, While the remainder of those I/O tiles is used for non 
J TAG communication into and out of the programmable logic 
unit 805. The UJTAG port 807 may be de?ned, and its func 
tionality implemented using decode logic 835. The decode 
logic 835 is shoWn in FIG. 2 as implemented in program 
mable logic (dashed line), hoWever in other embodiments 
some or all of the decode logic may be hardWired. An impor 
tant aspect of the U] TAG port design is its connection With the 
TAP Controller 825 state machine. 

[0030] As shoWn in FIG. 2, read, input, and output access to 
the programmable logic unit 805 is provided to the user of the 
device via the JTAG port 820, the TAP controller 825, and the 
UJTAG port 807 and decode logic 835. Write access to the 
programmable logic unit 805 is provided to the user of the 
device via the JTAG port 820, the TAP controller 825, and the 
programming/access circuitry 815. Signals to/from the user 
and the external system to/from the programmable logic unit 
805 may also be provided via the regular I/O circuits 810 
directly to the programmable logic unit 805, for example via 
regular I/O tiles (not shoWn). As also shoWn in FIG. 2, read/ 
Write access to the non-volatile memory 830 is provided to the 
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user of the device via the J TAG port 820, the TAP controller 
825, and the programming/access circuitry 815. The pro 
grammable logic unit 805 has read access to the non-volatile 
memory, as shoWn in FIG. 2 and, consequently, read access to 
the non-volatile memory is also provided to the user through 
the programmable logic unit 805, via regular 110 810. 
[0031] The TAP controller 825 may be used as part of the 
program control circuitry for programming the pro gram 
mable logic unit 805 of the device. Rather than just using the 
TAP controller circuitry for programming of the program 
mable logic, an embodiment of the present invention includes 
a bi-directional bus interface in the TAP controller so it can 
read and Write data When it is not being used for programming 
the programmable logic. Since the JTAG port 820 provides a 
user-accessible connection to off chip devices, a user may 
access the non-volatile memory block 830 and the program 
mable logic block 805, and the I/O circuitry of the device, all 
via the J TAG port. 
[0032] In an exemplary embodiment, there is bidirectional 
access from the J TAG port to the programmable logic unit I/O 
tiles (not, shoWn) during normal operation of the device. The 
U] TAG tiles 807 are directly connected to the JTAG Test 
Access Port (TAP) Controller 825 in normal operating mode. 
As a result, functional blocks of the device architecture, such 
as a Clock Conditioning Circuit (CCC) With a phase lock loop 
(PLL), I/O tiles, and SRAM blocks (not shoWn) can be 
reached via the JTAG port. 
[0033] In one example, the UJTAG functionality is avail 
able by instantiating a decode logic macro in the con?gura 
tion data of a design to instantiate the decode logic 835. In one 
embodiment Write access to the non-volatile memory 830 is 
only available to the user or the FPGA programmable logic 
unit 805 via the program/access circuitry 815 (the program 
mable logic unit 805 FPGA’s direct access to the non-volatile 
memory 830 is read-only). In another embodiment, the pro 
grammable logic unit 805 has direct read/Write access to the 
memory, Without going through the program/access circuitry 
815. 
[0034] Bidirectional access to the JTAG port 820 from the 
programmable logic unit 805 creates ?exibility to implement 
many different applications based on importing/exporting 
data through the U] TAG port 807. Dynamic Recon?guration 
of clock conditioning circuits (CCCs), Which include PLL, 
can be performed dynamically through either an embedded 
shift register or static ?ash programming sWitches. These bits 
control the characteristics of a CCC: routing MUX architec 
tures, delay values, divider values, etc. An embedded shift 
register (for the dynamic con?guration of the CCC) is acces 
sible to the programmable logic unit 805, Which, in turn, has 
access to the U] TAG tiles. Therefore, the CCC con?guration 
shift register can receive and load the neW con?guration data 
stream received via the JTAG port 820. 
[0035] Dynamic recon?guration eliminates the need to 
reprogram the device When recon?guration of the CCC func 
tional blocks is needed. The CCC con?guration can be modi 
?ed While the device continues to operate. The user may be 
required to design a module to provide the con?guration data 
and control the CCC con?guration shift register. In essence, 
this is a user-designed TAP Controller requiring program 
mable logic resources. 
[0036] In some applications, design constants or param 
eters need to be modi?ed after programming the original 
design. The tuning process can be done using the UJTAG port 
Without reprogramming the device With neW values. If the 
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parameters or constants of a design are stored in distributed 
registers or embedded SRAM memory blocks, the neW values 
can be shifted onto pins of the JTAG port dedicated to the TAP 
Controller 825, replacing the old values. 
[0037] The U] TAG port 807 is used as the “bridge” for data 
transfer betWeen the JTAG pins 820 (via the TAP controller 
825) and the logic blocks of the programmable logic unit 805 
or SRAM logic. 
[0038] In many applications, the design needs to be tested, 
debugged, and veri?ed on real silicon or in the ?nal embedded 
application. In order to debug and test the functionality of 
designs, users may need to monitor some internal logic (or 
nets) during device operation. The approach of adding design 
test pins to monitor the critical internal signals has many 
disadvantages, such as limiting the number of user I/Os. 
Furthermore, adding external I/ Os for test purposes may 
require additional or dedicated board area for testing and 
debugging. 
[0039] The UJTAG port 807 offers a ?exible and cost 
effective solution for silicon test and debug applications. In 
this solution, the signals under test are shifted out to the TAP 
Controller 825. 
[0040] In one embodiment, all the test signals are moni 
tored through the TAP controller 825ino pins or additional 
board-level resources are required. In some embodiments of 
the invention, a device includes embedded volatile memory 
(for example, an SRAM memory block). In one embodiment, 
users can initialiZe an embedded SRAM memory using the 
UJTAG port Where the initialiZation data is imported using 
the TAP Controller. In another embodiment, similar function 
ality is available using the JTAG port. 
[0041] The contents of the non-volatile memory block 830 
are available to the programmable logic unit 805 during nor 
mal operation through a read operation. As a result, the 
decode logic 835 can be used to provide the nonvolatile 
memory block 830 contents to the JTAG port during normal 
operation. 
[0042] The non-volatile memory block 830 read address 
can be provided from outside the device through an input or 
can be generated internally using the programmable logic 
unit 805. In either case, data serialization logic may be used 
and can be designed using the logic of the programmable 
logic unit. Non-volatile memory contents may be read asyn 
chronously in parallel from the non-volatile memory and 
shifted out in a synchronous serial format. The TAP state 
machine may be used to coordinate a data shift procedure. 
[0043] FIG. 3 illustrates a block diagram of selected com 
ponents of an FPGA 800 according to an embodiment of the 
present invention. FIG. 3 illustrates in more detail an example 
of a programmable logic unit 805. PLU 805 includes pro 
grammable logic modules 110-113. Programmable logic 
modules 110-113 each include programmable circuitry con 
?gurable to perform logic operations on received data. A 
description of the con?guration of the circuitry in logic units 
is unnecessary to understand this invention and is omitted for 
brevity. 
[0044] Inputs and outputs of logic units 110 and 111 are 
connected to bus 120. In a programmable logic device, busses 
may be comprised of programmable routing lines that are 
interconnected according to a user program design. Bus 120 
includes routing lines 121-123 Which each carry signals. The 
inputs and outputs of logic units 112 and 113 are connected to 
bus 125. Bus 125 includes paths 126-128 Which each carry a 
signal. Bus 135 connects inputs/outputs 136 and 137. Bus 135 
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includes paths 138-140 that each carry a signal. Bus 130 
connects to busses 120,125 and 135. Bus 130 also connects to 
non-volatile memory 105. One skilled in the art Will recog 
niZe that each logic unit 110-113 may have separate inputs 
and outputs connected to separate busses. HoWever, the pre 
cise con?guration of the circuitry of PLU 805 is not necessary 
to understand this invention and is omitted for brevity. The 
busses merely convey hoW circuitry in PLU 805 may be 
con?gured. 
[0045] Each junction, such as junction 150, at Which a 
routing line in one bus 120, 125, 130 intersects With a corre 
sponding routing line in another bus 120, 125, and 130 
includes a sWitch. By closing the proper con?guration of 
sWitches, any component of programmable logic unit 805 
may be connected to any other component of PLU 805. For 
non-volatile based PLU’s, once logic units are con?gured by 
loading con?guration data, the logic units do not need to have 
the con?guration data re-loaded on subsequent poWer ups. 
[0046] FIG. 4 shoWs an example of a system 860 of Which 
an FPGA 800 may be a part. System 860 is controlled by a 
central processing unit (CPU) 201, Which may be, for 
example, a microprocessor or microcontroller. CPU 201 is 
connected to a read-only memory 211, and a random access 
memory 212. The memories connected to CPU 201 could be 
any kind of memory from a small SRAM chip to a high 
capacity hard disk drive. CPU 201 is also connected to an I/O 
device 223, Which may be any type of circuit or device that 
generates or receives signals, and may include an analog to 
digital or digital to analog converter. In one example, I/O 
device 223 is a keyboard, a pointing device or other device 
that may be used by a user to input or output data. CPU 201 is 
also connected to FPGA 800, via the JTAG port, as further 
described With reference to FIG. 3. CPU 201 can control the 
programming and erasing of FPGA 800, including the pro 
grammable logic unit 805 and non-volatile memory 830. 
[0047] FIG. 5 illustrates process 500 performed to load 
con?guration data and store user data into programmable 
logic unit 805 and non-volatile memory 830, respectively, of 
FPGA 800. Process 500 begins With step 501, in Which device 
data is Written into a portion of the non-volatile memory. 
Device data may include, for example: device speci?c data 
such as a serial number, a date stamp, or an identi?er; device 
type data such as a product identi?er code, parameters for a 
particular function, or values of constants for certain applica 
tions performed by the programmable logic unit; and security 
data such as an encryption or decryption key. Programming 
devices With unique serial numbers can help manufacturers, 
distributors, and users track devices and inventories. 

[0048] In some embodiments of the invention, step 501 
may include disabling certain types of access to a portion of 
the non-volatile memory. For example, security bits not 
accessible to the user may be set to instruct the program/erase 
control circuitry to disable read, Write, and erase access to a 
portion of the non-volatile memory used by the manufacturer. 
This Would prevent the user, or any other party, from acciden 
tally erasing or over-Writing device data such as a serial 
number, calibration data, etc. Furthermore, it could be used to 
prevent the user or other party from reading security data such 
as an encryption or decryption key. In addition, security bits 
accessible to the user may be used by the manufacturer or user 
to disable the capability to perform external read/Write func 
tions on a portion of the non-volatile memory via the JTAG 
port. For example, the user may disable JTAG accessibility to 
a portion of the non-volatile memory after programming user 
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data into the non-volatile memory. Even Where external 
access to the non-volatile memory is disabled, the program 
mable logic unit may be able to read the data from the non 
volatile memory through its read connection. 
[0049] Step 501 may be performed by the device manufac 
turer or other (trusted) party before the device is sent to a 
customer or an unsecure environment for programming. For 
example, the user may send a device With a secured decryp 
tion key along With an encrypted con?guration data ?le to a 
third party programmer to program the device With the con 
?guration data ?le. In this case, the third party programmer 
need not be a trusted party because the programmer Will not 
have access to either the decrypted con?guration data ?le or 
the decryption key. Decryption of con?guration data may be 
done, for example, With hardWired circuitry such as an AES 
decryption block in the program/ erase control circuitry. 
Decryption circuitry may also be programmed into the pro 
grammable logic unit for implementation of decryption func 
tions by the user. 
[0050] In step 505 con?guration data is received for the 
programmable logic unit 805 portion of the FPGA 800. The 
con?guration data may be stored in a ?le read from memory 
or may be received over a netWork connection. As stated 
above, con?guration data is data that is applied to circuitry of 
programmable logic unit 805 to program selected program 
mable elements to con?gure the programmable logic and 
routing to implement a user’s logic design. 
[0051] In optional step 510, user data is received. As stated 
above, user data is data that is stored in non-volatile memory 
and conveys information or de?nes parameters for perfor 
mance of a function. User data may include device type data 
and device speci?c data. Device type data is data that is 
common to all devices in a product family. Device type data 
includes, but is not limited to, speci?c parameters for a func 
tion, constants for functions, and other data that may describe 
the product family of FPGA 800. Device speci?c data may 
include, but is not limited to, serial numbers, date stamps and 
unique identi?ers particular to a speci?c FPGA device, cus 
tomer, or application. FIG. 6 is described beloW and shoWs a 
method for receiving the user data. 

[0052] In optional step 515, security data is received. Step 
515 Would generally be performed When security data Was not 
part of device data received in step 501, hoWever, in some 
embodiments, additional security data may be received to 
secure different data (e.g., user data or con?guration data) 
from the data secured by the security data provided in step 
501. Security data is data that may be used to secure other 
data. In some embodiments, the security data may be an 
encryption or decryption key that may be used to decrypt user 
data in FPGA 800, for example using AES encryption/de 
cryption or another knoW encryption/decryption scheme. A 
memory ?le may be generated in optional step 520. The 
memory ?le may be a ?le storing user data and security data 
that may be stored to the non-volatile memory at one time. In 
some embodiments, the security data may be placed in a ?le 
and may be stored in the non-volatile memory prior to storing 
other data. The security data may then be used to decrypt 
other received data prior to storage or use in programming. 

[0053] The memory ?le may also be stored in a system 
memory of a processor for future use. Alternatively, the 
memory ?le may include the con?guration data and the user 
data or con?guration, user, and security data. In these cases, it 
is preferable that the con?guration data is easily separated 
from the user data for loading and/ or editing. 
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[0054] In step 525, the con?guration data is loaded into 
programmable logic unit 805 to con?gure the circuitry. For 
purposes of this discussion, circuitry of programmable logic 
unit 805 includes all logic units and interconnections betWeen 
the logic units in programmable logic unit 805. In step 530, 
the user data is stored in the non-volatile memory 830. One 
skilled in the art Will recogniZe that steps may be preformed in 
a different order from What is shoWn in FIG. 4. For example, 
there may be time user and/ or security data is stored in the 
non-volatile memory prior to storing the con?guration data. 
One particular example of this is When security data is stored 
prior to other data for use in decrypting other data prior 
loading. After the con?guration data is loaded and the user 
data is stored, process 500 ends. 
[0055] In some embodiments, the user data is stored in a 
system memory of a device that performs the loading of data. 
In these instances device type data may be stored in a data ?le 
in the system memory. The device speci?c data may then be 
stored in a database having a separate record for each device. 
Process 600 illustrated in FIG. 6 is How diagram of a process 
for receiving the user data in an exemplary embodiment. 
Process 600 begins in step 605 by reading the device type data 
from the user memory. This may include reading a data ?le 
storing the device type data. In step 610, the device speci?c 
data is read. This may include reading a record for a particular 
device from a database. After step 610, process 600 ends. 
[0056] One advantage of a non-volatile memory is that 
certain portions of the memory may be protected or modi?ed 
Without affecting other portions of the memory. Furthermore, 
the path used to access portions of memories may be 
restricted. In most ?ash memories, the memory is divided into 
pages. Process 300, illustrated in FIG. 7, takes advantage of 
this fact to alloW designation of portions of the memory to 
alloW different uses of different portions. In a ?ash memory, 
a portion may be a page of memory or multiple pages of 
memory. Process 300 begins in step 305 by receiving an 
identi?cation of a portion of the non-volatile memory. For 
example, the identi?cation may identify a page of the 
memory. 
[0057] In step 310, a designation for the identi?ed portion 
of memory is received. Some examples of designations, 
include but are not limited to, read-only, and read-Write. 
Some other examples include the path that may be used to 
access the memory. This may include limiting user access to 
the JTAGport 820, to only accessing the non-volatile memory 
through the JTAG port 820, or through the I/O port 810 (via 
the programmable logic unit 805). Another example may 
include alloWing programmable logic unit 805 to read only 
through direct access and not to read/Write through program/ 
access circuitry 815. In this case read/Write access through the 
J TAG port may or may not be enabled. One skilled in the art 
Will recogniZe that designations may be used for other types 
of limitations of the paths through Which non-volatile 
memory 830 is accessed. 
[0058] Access to the non-volatile memory from the JTAG 
port may be disabled for all or a portion of the memory so that 
the PLU can control all user access to the memory (e.g., make 
certain portions read-only). In step 315, the designation is 
stored, this designation may be stored as part of a data ?le in 
system memory storing the user data or may be stored in the 
con?guration logic of programmable logic unit 805. Process 
300 then ends. 

[0059] While embodiments and applications of this inven 
tion have been shoWn and described, it Would be apparent to 
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those skilled in the art that many more modi?cations than 
mentioned above are possible Without departing from the 
inventive concepts herein. The invention, therefore, is not to 
be restricted except in the spirit of the appended claims. 
What is claimed is: 
1. A method for programming an integrated circuit includ 

ing a non-volatile memory and a programmable logic unit, the 
method comprising: 

programming device data into a ?rst portion of the non 
volatile memory; 

programming a user design into the programmable logic 
unit; and 

programming user data into a second portion of the non 
volatile memory. 

2. The method of claim 1, Wherein the device data includes 
a decryption key, further comprising: 

decrypting the user data before programming the user data 
into the non-volatile memory. 

3. The method of claim 1, Wherein the device data includes 
at least one of a serial number and a date code. 

4. The method of claim 1, further comprising: 
disabling Write access to the ?rst portion of the non-volatile 
memory after programming device data into the ?rst 
portion of the non-volatile memory. 

5. The method of claim 4, further comprising: 
disabling read access to the ?rst portion of the non-volatile 
memory after programming device data into the ?rst 
portion of the non-volatile memory. 

6. The method of claim 1, Wherein: 
programming user data into a second portion of the non 

volatile memory is performed via a TTAG port and a 
TAP controller circuit disposed on the integrated circuit. 
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7. A method for programming an integrated circuit includ 
ing a non-volatile memory and a programmable logic unit, the 
method comprising: 

receiving con?guration data for programming the pro 
grammable logic unit; 

receiving user data for Writing into the non-volatile 
memory; 

programming the programmable logic unit With the con 
?guration data; and 

Writing the user data into the nonvolatile memory. 
8. The method of claim 7, further comprising: 
receiving an identi?cation of a portion of said non-volatile 

memory; 
receiving a designation of said portion of said non-volatile 

memory; and 
storing said designation for said identi?ed portion of 
memory. 

9. The method of claim 8, Wherein the designation is read 
only. 

10. The method of claim 8, Wherein the designation iden 
ti?es a path through Which the identi?ed portion of memory is 
accessed. 

11. The method of claim 10, Wherein the path is a JTAG 
port. 

12. The method of claim 10, Wherein the path is through 
programmable logic. 

13. The method of claim 10, Wherein identi?cation of the 
path limits access to the identi?ed portion of the non-volatile 
memory to access only via the identi?ed path. 

* * * * * 


