
US 20090049193A1 

(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2009/0049193 A1 

Goya] (43) Pub. Date: Feb. 19, 2009 

(54) RESTRICTING COMMUNICATION OF Publication Classi?cation 
SELECTED PROCESSES TO A SET OF (51) Int Cl 
SPECIFIC NETWORKADDRESSES G06F 13/00 (2006.01) 

(75) Inventor: Pawan Goyala Mountain View, CA (52) US. Cl. ...................................................... .. 709/238 

(Us) (57) ABSTRACT 

Correspondence Address; Selected processes are associated with sets of speci?c net 
PERKINS COIE LLP work addresses, and the associations are stored. When a 
PATENT-SEA selected process creates a child process, an association 
R0, BOX 1247 between the child process and the set of network addresses 
SEATTLE, WA 98111-1247 (US) with which the parent process is associated is stored. When a 

selected process is deleted, the association between the 
(73) Assignee; Digital Asset Enterprises, LLC selected process and its set of network addresses is deleted. 

Each selected process is restricted to network address-based 
(21) APPL NO; 12/025,723 communication Via its associated set of network addresses. 

Certain communication protocol subroutines associated with 
(22) F 11 e d, Feb 4 2008 network address-based communication are intercepted by an 

' l ’ interception module. The interception module detects 

. . attempts by selected processes to communicate Via network 
Related U's' Apphcatlon Data addresses. If a selected process attempts to communicate Via 

(63) Continuation of application No, 09/ 503,97 5, ?led on an unassociated network addresses, the attempted communi 
Feb. 14, 2000, now Pat. No. 7,343,421. cation is prohibited. 

USER ADDRESS COMPUTER MEMORY 1_Q1 L SPACE 

l \103 
,._/1o7 Modified _/121 

Selected Loader 
Process Program 

I 

OPERATING SYSTEM 117 OPERATING SYSTEM 
"‘ W1," ADDRESS SPACE 

109 / Kernel Interception : ‘I \_105 
Module 

System Call _,113 
129 Vector Table 

@t l ' 118 115 
. _ Pointersto \J z 

> Association Table interception System 
131 Communication / T’ Module ' Cans 
_ \i Protocol Stack 127 115' P _ t t 

Pointers to ’“ 0'" era 0 

133 Interception Module +/ 135 139 system calls 

kq Pointers to Subroutines M ii (V116 
137 ll , Saved _Copies 

Saved Copies 01 Pointers '- of po'mers 

\ 100 





Patent Application Publication Feb. 19, 2009 Sheet 2 0f 5 US 2009/0049193 A1 

Load Selected Process *\ 251 

i 
Store Association between 

Process and Speci?c —/ 253 
Address 

I 
intercept System Calls _\ 255 

that Create Child Processes 

I 
Create Association between 
Child Process and Speci?c ‘ A 257 
Address Associated with 

Parent 

1 
intercept System Calls _/ 259 
that Delete Processes 

i 
Delete Association between 

Deleted Process and P‘ 261 
Associated Network Address 

i 
Intercept Communication q 263 

Protocot Subroutines 

i 
Examine Associations of p 265 

Calling Process 

1 
Restrict Network Address 
based Communication of \J 267 

Process to Associated Address 

FIG. 2A 





Patent Application Publication Feb. 19, 2009 Sheet 4 of 5 US 2009/0049193 A1 

_Load Selected Process '\ 251 

i 
Store Association between 

Process and Multiple ~—/ 351 
Addresses 

l 
Intercept System Calls _\ _ 

that Create Child Processes 255 

Create Association between 
Child Process and Multiple 
Addresses Associated with 

Parent 

l 
Intercept System Calls ' q 259 
that Delete Processes 

l 
Delete Association between 

Deleted Process and -~ 355 
Associated Network Addresses 

i 
Intercept Communication v 263 

Protocol Subroutines 

t 
Examine Associations of ,A 265 

Calling Process 

i 
Restrict Network Address-based 
Communication of Process to \d 267 

Associated Addresses 

FIG. 3A 

A 353 





US 2009/0049193 A1 

RESTRICTING COMMUNICATION OF 
SELECTED PROCESSES TO A SET OF 
SPECIFIC NETWORK ADDRESSES 

BACKGROUND 

[0001] 1. Field of Invention 
[0002] The present invention relates generally to computer 
netWork communication by software processes, and speci? 
cally to restricting process communication to a set of speci?c 
netWork addresses. 
[0003] 2. Background of Invention 
[0004] With the popularity and success of the lntemet, 
server technologies are of great commercial importance 
today. Typically, a single server program executes on a physi 
cal host computer, and services client requests made to the 
host. Most commonly, one netWork address is assigned to a 
physical host. HoWever, using Transmission Control Proto 
col/Internet Protocol (TCP/IP) and other transport protocols, 
more than one netWork address can be assigned to a single 
physical host computer. Where a single netWork address is 
assigned to a physical host, the server program services client 
requests made to the single netWork address. Where multiple 
netWork addresses are assigned, the server program services 
client requests made to the multiple netWork addresses. 
[0005] To service requests made to a host, a server program 
executing on the host typically opens a communication trans 
port channel (socket) and alloWs receipt of incoming commu 
nications targeted for any of the netWork addresses assigned 
to the host. Accepting a communication request by a server 
executing TCP/IP is a three-step process that includes Waiting 
for the communication request from a client, sending an 
acknowledgment signal to the client, and receiving a return 
acknoWledgment signal from the client. This three-step pro 
cess is called “three Way handshaking,” and is a feature of 
TCP/IP communication. 
[0006] A server program is simply a process. Multitasking 
operating systems can execute multiple processes simulta 
neously, so it is technically possible for more than one server 
program to execute on a single physical host computer. The 
ability to execute multiple server programs on a single physi 
cal host is desirable, because providing a unique physical host 
for each server program is expensive and inef?cient. Hosting 
services are often provided commercially by an Internet Ser 
vice Provider (ISP). Absent the execution of multiple server 
programs on a single physical host, an ISP Would have to 
provide a separate physical host computer for every customer 
that purchases host services. Often, a customer purchasing 
ho st services from an ISP Will neither require nor be amenable 
to paying for use of an entire host computer. Generally, only 
a fraction of the processing poWer, storage, and other 
resources of a host computer Will be required to meet the 
needs of an individual customer. 

[0007] Execution of multiple server programs on a single 
host Would alloW an ISP to utiliZe one host computer to 
provide commercial host services to multiple customers. 
Each customer Would be assigned a single server program, 
and Would be provided With resources on the single, physical 
ho st computer, effectively sharing the ho st With other custom 
ers. A client computer Would request data from a speci?c one 
of the servers by targeting communication requests to one of 
the netWork addresses of the host computer. Thus, the func 
tionality of numerous hosts Would be provided by a single 
physical ho st computer, servicing requests made to a plurality 
of server programs by multiple customers. 
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[0008] One problem that renders the execution of multiple 
servers on a single physical ho st commercially unviable today 
is the inability to restrict the communication of individual 
servers to a set of speci?c netWork addresses. There are tWo 
options by Which a server program can register itself With the 
operating system to receive incoming communication 
requests. The ?rst option is for a server to register itself to 
receive communication requests targeted to any of the net 
Work addresses of the physical host computer. A server pro 
gram registered according to the ?rst option receives commu 
nication requests arriving at all of the netWork addresses 
allocated to the host. Thus, multiple server programs so reg 
istered can execute simultaneously and service requests made 
to the netWork addresses associated With the physical host, 
but speci?c ones of the server programs can not be restricted 
to receiving and servicing requests made to speci?c ones of 
the netWork addresses allocated to the physical host. Thus, 
any request made by any client to any netWork address allo 
cated to the physical host could be received by any one of the 
server programs executing on the host. 

[0009] Commercially desirable server programs must be 
associated With speci?c netWork addresses. Each customer of 
an ISP Wants their server to receive and respond only to 
requests made thereto. Furthermore, each customer Wants 
only their server to receive its targeted requests. Customers 
could bene?t from the loWered expense of executing multiple 
server programs on a single physical host, but of course Would 
insist on privacy betWeen the multiple servers. 

[0010] Customers Would not accept a system in Which a 
request targeted to their server could be received by a server 
of another customer of the ISP. The other customer could be 
a competitor, and the request could comprise classi?ed data. 
And of course, servers are not generally programmed to pro 
cess requests intended for other servers, and thus requests 
received by another server could go unprocessed, or could be 
improperly processed. Even in the best case scenario in Which 
a server could process a received request intended for another 
server, the processing server Would be allocating resources, 
paid for by one customer of the ISP, to service a request made 
to another customer. Clearly, the execution on a single host of 
multiple server programs Which are not associated With spe 
ci?c netWork addresses is totally unacceptable for commer 
cial purposes. 
[0011] The second option by Which a server program can 
register itself With the operating system to receive incoming 
communication requests is for the process to register itself to 
receive communication requests targeted to an individual net 
Work address associated With the physical host. Server pro 
grams registered according to the second option receive com 
munication requests arriving only at a speci?c individual 
netWork address of the host. Thus, multiple server programs 
so registered can execute simultaneously. Each server pro 
gram receives and services requests made to a speci?c one of 
the netWork addresses associated With the physical host. 
HoWever, each server is restricted to receiving and servicing 
requests made to only one of the netWork addresses allocated 
to the physical host. Thus, no server program can service 
requests made to multiple netWork addresses. 
[0012] While it is desirable to be able to restrict a server 
program to communication via a speci?c set of netWork 
addresses, it is at the same time desirable to be able to include 
in the speci?c set more than one netWork address. Many 
existing server programs that execute on dedicated physicals 
hosts are con?gured to service communication requests made 
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to multiple network addresses. This functionality is a popular 
feature With purchasers of commercial host services. Were an 
ISP to commercially offer multiple server programs execut 
ing on a single physical host computer, the customers Would 
expect the servers to be able to communicate via multiple 
netWork addresses. Thus, it is desirable for an ISP to be able 
to provide, on a single physical host computer, multiple serv 
ers each of Which can service requests made to multiple 
netWork address. 
[0013] There is an additional security related problem that 
results from not being able to restrict server programs to 
communication via speci?c netWork addresses. Without a 
mechanism to restrict a process to accessing a speci?c set of 
netWork addresses, a server program could be Written that 
intentionally receives or monitors communication requests 
made to another server executing on the same host. If a 
customer of an ISP or an unauthoriZed third party learned a 
netWork address associated With another customer’s server, it 
Wouldbe possible for the unauthoriZed party to create a server 
program to receive or monitor, at a source code level, com 
munication via that address. The risk of such activity Would 
obviously be unacceptable to customers of ISP’s. Of course, 
ISP’s could examine the source code of all server programs to 
attempt to prevent such activity, but such checking Would be 
time consuming and expensive. It Would be desirable for a 
process executing on the host, external to every server pro 
gram, to ensure that no server program communicate via any 
unauthoriZed netWork address. 
[0014] It is also important to understand that many server 
programs are being provided today by ISP’s and other pro 
viders of host services. As explained above, it Would be desir 
able for existing ISP’s to be able to provide multiple server 
programs on a single physical host. HoWever, many such 
ISP’s Would not Want to replace their existing server pro 
grams With ones that could overcome the problems associated 
With providing multiple servers on a single physical host, 
even if such servers Were available. Upgrading server soft 
Ware is a time consuming and complicated process, often 
involving costly doWn time and high labor expenses. It Would 
be desirable to have a system to alloW existing providers of 
server programs to provide multiple server programs on a 
single physical host Without having to upgrade or replace 
their existing server softWare. 
[0015] In summary, What is needed is a method Whereby a 
process can be restricted to communication via a set of spe 
ci?c, multiple netWork addresses. That Way, ISP’s could pro 
vide multiple, commercially viable server programs on a 
single physical host computer. Furthermore, the method 
should be external to server programs executing on a host, so 
that unauthoriZed servers and third parties can be prevented 
from monitoring communication of other server programs. 
Finally, the method should not require the replacement of 
existing server programs. 

SUMMARY OF INVENTION 

[0016] The present invention alloWs the restriction of pro 
cess communication to a speci?c set ofnetWork addresses. In 
order to facilitate such restriction, selected processes are 
associated With speci?c netWork addresses. Network 
address-based communication of the selected processes is 
restricted to the associated netWork addresses. Certain 
attempts by selected processes to facilitate or conduct com 
munication via a netWork address are detected, including 
attempts to designate a netWork address to be used for sub 
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sequent communication. Only in response to a determination 
that the netWork address is associated With the process is the 
designation, and hence the subsequent communication, 
alloWed to proceed. Also detected are attempts by selected 
processes to communicate Without ?rst designating a speci?c 
netWork address. Before such communication is alloWed to 
proceed, an associated netWork address is designated for the 
communication. 

[0017] Selected processes that are to be restricted to com 
munication via a set of speci?c netWork address are loaded by 
a modi?ed loader program. A loader program is an operating 
system utility that is used to execute computer programs that 
are stored on static media. Typically, a loader program loads 
an executable image from static media into process address 
space, and then initiates execution of the loaded image by 
transferring execution to the ?rst instruction thereof. 

[0018] Like a standard loader program, the modi?ed loader 
of the present invention loads executable images from static 
media into process address space. Additionally, the modi?ed 
loader associates each loaded processes With a speci?c set of 
netWork addresses. The set can comprise one or more netWork 
address. The loader program associates the process With the 
set of addresses by storing an association betWeen a process 
identi?er of the process and the set of netWork addresses. In 
one embodiment, the associations are stored in an association 
table. In other embodiments, the associations are stored in 
other data structures as desired, for example a linked list. The 
association table (or other data structure) is preferably stored 
in operating system address space, but can also be stored in 
user space as desired. Each process that is to be restricted to 
communication via a speci?c set of netWork addresses is 
loaded by the modi?ed loader program in this manner. 

[0019] The loader program also associates the process With 
a dedicated local host address. A local host address is an 
address that is used to conduct intra-computer communica 
tions betWeen a server program and other processes running 
on the same physical computer. On a dedicated physical host 
computer, only one local host address is necessary because 
only a single server program executes on that computer. All 
intra-computer communication With the server program is 
conducted via the single local host address. In TCP/IP, the 
single local host address is 127.0.0. 1. On every physical host 
running TCP/IP, this address is reserved for intra-computer 
TCP/IP communication. HoWever, Where multiple server 
programs (processes) execute on a single physical computer 
(or in any scenario in Which intra-computer communication 
can be targeted to a plurality of processes), each such process 
must have its oWn local host address via Which it can conduct 
intra-computer communication. If each server program uti 
liZed the same local host address, intra-computer communi 
cation targeted for any server program could be received by 
any other server program. 

[0020] In order to ensure that all intra-computer communi 
cation is private, Whenever the modi?ed loader program loads 
a selected process, the modi?ed loader associates the selected 
process With a dedicated local host address. This association 
is then stored by the loader program. The dedicated local host 
address is reserved for the exclusive utiliZation of the selected 
process. The process uses its dedicated local host address for 
the sole purpose of intra-computer communication. Once the 
associations have been stored, the loader program proceeds to 
initiate execution of the loaded process by transferring execu 
tion to the ?rst instruction thereof. 
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[0021] The stored associations are used to restrict the com 
munication of processes to associated network addresses. In 
order to keep the associations complete and current, the 
present invention intercepts system calls that create child 
processes, and system calls that delete processes. System 
calls that create child processes are intercepted in order to 
associate a child process With the netWork addresses of the 
parent process. System calls that delete processes are inter 
cepted in order to delete an association betWeen a deleted 
process and a set of netWork addresses. 

[0022] When a system call that creates a child process is 
intercepted, an interception module examines the association 
table (or other data structure in Which associations are stored) 
to determine if the parent process is associated With a set of 
netWork addresses. If so, the interception module alloWs the 
creation of the child process to proceed, and then updates the 
association table to include an association betWeen the child 
process and the set of netWork addresses With Which the 
parent process is associated. Communications of the child 
process are restricted to this set of netWork addresses. If the 
parent process is not associated With a set of netWork 
addresses, the interception module simply alloWs the creation 
of the child process to proceed normally. 
[0023] When a system call that deletes a process is inter 
cepted, the interception module examines the association 
table to determine if the process to be deleted is associated 
With a set of netWork addresses. If so, the interception module 
alloWs the deletion of the process to proceed, and then deletes 
the association in the table between the deleted process and 
the set of netWork addresses. If the process is not associated 
With a set of netWork addresses, the interception module 
alloWs the deletion of the process to proceed normally. 
[0024] The present invention detects When a selected pro 
cess is attempting to designate a netWork address for subse 
quent communication, and When a selected process is 
attempting to conduct netWork-address based communica 
tion that does not require the pre-designation of a netWork 
address. In order to so detect, preferably the Transmission 
Control Protocol/Intemet Protocol (TCP/IP) stack of the 
operating system is modi?ed so as to intercept certain com 
munication protocol subroutines that are associated With net 
Work address-based communication. Modifying a communi 
cation protocol stack to intercept subroutines is similar to 
intercepting system calls. A communication protocol stack 
includes pointers to subroutines that perform various com 
munication based tasks. The protocol stack is modi?ed by 
replacing the pointers to certain subroutines that pertain to 
netWork address-based communication With pointers to the 
interception module, such that When the subroutines are 
called, the interception module executes instead. Examples of 
netWork address-based communication tasks performed by 
communication protocol stack subroutines include creating a 
communication channel, associating a communication chan 
nel With a netWork address, receiving data via a communica 
tion channel, and transmitting data via a communication 
channel. 
[0025] When a netWork address-based communication 
subroutine is intercepted, the interception module examines 
the association table to determine Whether the process that 
called the subroutine is associated With a set of netWork 
addresses (in other Words, the interception module deter 
mines Whether the process is selected). If a selected process is 
attempting to designate a netWork address for subsequent 
communication, the interception module ensures that the net 
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Work address is associated With the process. If the netWork 
address is not associated With the process, the interception 
module generates an error condition, and does not alloW the 
designation or subsequent communication to proceed. If a 
selected process is attempting to engage in netWork address 
based communication Without designating a netWork address 
to be utiliZed for the communication, the interception module 
ensures that the communication is conducted via an associ 
ated address. 
[0026] If a selected process is attempting to conduct net 
Work-address based communication that does not require the 
pre-designation of a netWork address, the interception mod 
ule determines if a netWork address has been predesignated. If 
not, the interception module designates an associated 
address. If an unassociated address has been designated, the 
interception module does not alloW the communication to 
proceed, and instead generates an error condition. Thus, pro 
cesses that are associated With a set of netWork addresses are 
restricted to executing netWork based communication via the 
associated set of addresses. Where the process that called the 
subroutine is not associated With a set of netWork addresses, 
the interception module alloWs the communication to pro 
ceed normally. 
[0027] In an alternative embodiment of the present inven 
tion, rather than modifying a communications protocol stack, 
the present invention intercepts system calls that pertain to 
netWork address-based communication. Interception of these 
system calls achieves the same result as the modi?cation of 
the communication protocol stack. A communication proto 
col stack is at a loWer level than a system call. In fact, in order 
to request a communication task, a process typically makes a 
system call. The system call, in turn, calls the subroutine in 
the appropriate communication protocol stack. Thus, inter 
cepting either the system call (higher level) or the subroutine 
(loWer level) Will generate the same result. 
[0028] Because the present invention restricts netWork 
based communication of selected processes to a speci?c set of 
one or more netWork addresses, the present invention may be 
readily utiliZed by ISP’s to provide multiple, commercially 
viable server programs executing on a on a single physical 
host computer. 
[0029] It is to be understood that one desirable embodiment 
of the present invention operates externally to all other pro 
cesses. The present invention detects When a process is 
attempting to designate a netWork address for subsequent 
communication, and When a process is attempting to conduct 
netWork-address based communication that does not require 
the pre-designation of a netWork address. If the process 
attempting the communication is associated With a set of 
netWork addresses, the communication is only alloWed to 
proceed via an associated address. Therefore, the present 
invention can ensure that unauthorized server programs (pro 
cesses) and third parties are prevented from monitoring com 
munication of other server programs. 

[0030] It is also to be understood that the present invention 
does not require that the source code of the selected processes 
be reWritten, or that the processes themselves be upgraded in 
any Way. The present invention can restrict the communica 
tion of any process, including all existing processes. There 
fore, the present invention can be used to restrict the netWork 
address-based communication of server programs Without 
requiring that the server programs be reWritten or upgraded. 
[0031] It Will be readily apparent to one skilled in the art 
that the present invention can be utiliZed to restrict process 
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communication of any type of process to a speci?c set of 
network addresses. Thus, although restricting network 
address-based communication of server programs is one 
important function of the present invention, the present inven 
tion is by no means so limited. For example, the present 
invention can also be utilized to restrict network address 
based communication of client processes, communication 
daemons, device drivers, and the like. All such uses are, of 
course, within the scope of the present invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0032] FIG. 1 is a block diagram illustrating a system for 
restricting process communication to a set of speci?c network 
addresses according to one embodiment of the present inven 
tion. 
[0033] FIG. 2A is a high level ?owchart illustrating the 
steps performed in order to restrict communication of 
selected processes to single network addresses, according to 
one embodiment of the present invention. 
[0034] FIG. 2B is a block diagram illustrating a system for 
restricting communication of selected processes to single 
network addresses, according to the embodiment of the 
present invention depicted in FIG. 2A. 
[0035] FIG. 3A is a high level ?owchart illustrating the 
steps performed in order to restrict communication of 
selected processes to a set of speci?c, multiple addresses, 
according to another embodiment of the present invention. 
[0036] FIG. 3B is a block diagram illustrating a system for 
restricting communication of selected processes to a set of 
speci?c, multiple addresses, according to the embodiment of 
the present invention depicted in FIG. 3A. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

I. System Overview 

[0037] FIG. 1 illustrates a system 100 for restricting pro 
cess communication to a set of speci?c network addresses 
according to one embodiment of the present invention. A 
computer memory 101 includes user address space 103 and 
operating system address space 105. A process 107 executes 
in user address space 103. Although FIG. 1 illustrates only a 
single process 107 executing in user address space 103, it is to 
be understood that within a given computer memory 101, 
multiple processes 107 can execute simultaneously. The com 
puter memory 101 is preferably part of an otherwise conven 
tional computer system, including at least one central pro 
cessing unit, at least one static storage device, and input/ 
output devices. 
[0038] An operating system kernel 109 executes in operat 
ing system address space 105. Techniques known in the art 
are utiliZed to insert an interception module 111 into the 
operating system 117. In a preferred embodiment, an inter 
ception module is dynamically loaded 111 into the operating 
system kernel 109, while the kernel 109 is active. The inter 
ception module 111 is preferably in the form of object code, 
the functional features of which are described in detail below. 
Preferably, a single interception module 111 that includes all 
of the object code described below is loaded into the operat 
ing system kernel 109. In alternative embodiments, multiple 
interception modules 111 are loaded, each module 111 
including a subset of the object code. 
[0039] Also inserted into the operating system 117 is an 
association table 127, which will be used to store associations 
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129 between selected processes 107 and sets of network 
addresses. Preferably, the association table 127 is loaded into 
the operating system kernel 109, while the kernel 109 is 
active. In alternative embodiments, the associations are not 
loaded into the kernel 109, but are stored in user address space 
103 or operating system address space 105 as desired. In 
alternative embodiments of the present invention, the asso 
ciations 129 are stored in a format other than a table 127, for 
example a linked list. 
[0040] Processes 107 that are selected to have their network 
address-based communication restricted to a set of speci?c 
network addresses are loaded into process address space 119 
by a modi?ed loader program 121. As explained above, a 
loader program is an operating system utility that is used to 
execute computer programs that are stored on static media. A 
loader program typically executes in user address space 103. 
When a user attempts to execute a computer program (for 
example by typing the name of an executable ?le at a com 
mand line, or by clicking on an icon associated with the 
program), the loader program executes and proceeds to load 
an executable image from static media into process address 
space 119, and then to initiate execution of the loaded image 
by transferring execution to the ?rst instruction thereof. 
[0041] The present invention utiliZes a modi?ed loader pro 
gram 121 to load selected processes 107 that are to have their 
network-address based communication restricted to a set of 
speci?c network addresses. Like a standard loader program, 
the modi?ed loader 121 loads executable images from static 
media into process address space 119. The modi?ed loader 
program 121 proceeds to store, in the association table (or 
alternative data structure) an association 129 between the 
process identi?er (or in alternative embodiments, alternative 
process identifying data such as process name) of the loaded 
process 107 and the set of speci?c network addresses for the 
process 107. Once the association 129 has been stored, the 
loader program 121 initiates execution of the process 107 by 
transferring execution to the ?rst instruction thereof. 
[0042] As stated above, only selected processes 107 are 
loaded by the modi?ed loader program 121. Non-selected 
processes are loaded with the standard, default operating 
system loader program, which simply loads and executes the 
process. Thus, non-selected processes are not associated with 
sets of network addresses. 

[0043] The loading of selected processes 107 and non 
selected processes with two different loader programs is pos 
sible because multitasking operating systems such as UNIX® 
allow the use of multiple loader programs. The decision as to 
which processes 107 are to be loaded with the modi?ed loader 
program 107 can be made by a system administrator, or by a 
user. A system administrator can limit access to the modi?ed 
loader program 121, and thus limit the ability of users to 
specify which processes will be selected. 
[0044] In an alternative embodiment of the present inven 
tion, a single, modi?ed loader program 121 is utiliZed to load 
both selected processes 107 and non-selected processes. In 
that embodiment, a list of selected processes 107 is stored in 
computer memory 101. The list is preferably dynamic, and 
can be updated with additions or deletions as desired. The 
modi?ed loader program 121 utiliZes the list to determine if a 
process to be loaded is a selected process 107. If so, the 
modi?ed loader program 121 loads the selected process 107, 
and stores the association 129, as described above. If the 
process is not selected, the modi?ed loader 121 simply loads 
the process in the manner of a default loader program. 
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[0045] In order to restrict the communication of selected 
processes 107 to speci?c sets of network addresses, the 
present invention intercepts certain system calls 115. Pointers 
114 to system calls 115 are located in an operating system 
interrupt vector table 113. It is to be understood that the term 
“interrupt vector table” as used herein denotes an area in 
operating system address space 105 in Which there are stored 
the addresses of system calls. In the UNIX® operating sys 
tem, this part of the operating system is called the “interrupt 
vector table,” and that term is used in this speci?cation. Other 
operating systems employ different terminology to denote the 
same system component. An interrupt vector table by any 
other name is still Within the scope of the present invention. 
[0046] A copy 116 is made ofa pointer 114 to each system 
call 115 to be intercepted. These copies 116 of pointers 114 
are preferably stored in operating system address space 105, 
but in an alternative embodiments are stored in user address 
space 103. Once the copies 116 have been saved, the pointers 
114 in the interrupt vector table 113 to the system calls 115 to 
be intercepted are replaced With pointers 118 to the intercep 
tion module 111, such that When a system call 115 to be 
intercepted is made, the interception module 111 executes 
instead. In one embodiment of the present invention, this 
copying, storing, and replacing of pointers is performed by 
the interception model 111. In other embodiments, copying, 
storing, and replacing of pointers is performed by a pointer 
management module executing in either operating system 
address space 105 or user address space 103 as desired. The 
pointer management module can either be a stand alone pro 
gram, or a component of a larger application program as 
desired. 
[0047] Executing alternative code When a system call 115 is 
made comprises intercepting the system call 115. The steps of 
inserting an interception module 111 into the operating sys 
tem 117, making a copy 116 of an operating system pointer 
114 to a system call 115, and replacing the operating system 
pointer 114 With a pointer 118 to the interception module 111 
facilitate interception of a system call 115. When a call is 
made to a system call 115 to be intercepted, the operating 
system 117 uses the pointer 118 in the interrupt vector table 
113 to the interception module 111 to execute the interception 
module 111. 
[0048] It is to be understood that the term “interception 
module” is used herein to denote alternative object code that 
executes in response to the making of a system call. The 
alternative object code that executes When a system call 115 
is made is sometimes referred to as a “system call Wrapper” as 
opposed to an “interception module.” Of course, the execu 
tion of alternative object code in response to the making of a 
system call is Within the scope of the present invention regard 
less of What the alternative object code is called. 
[0049] It is to be understood that in the present invention, 
not all system calls 115 need be intercepted. Only pointers 
114 to system calls 115 to be intercepted are replaced With 
pointers 118 to the interception module 111. Pointers 114 to 
system calls 115 Which are not to be intercepted are not 
replaced. Thus, When a non-intercepted system call 115 is 
made, the system call 115 executes, not the interception mod 
ule 111. 

[0050] Additionally, in order to restrict the communication 
of selected processes 107 to speci?c sets of netWork 
addresses, a communication protocol stack 131 is modi?ed so 
as to intercept certain communication subroutines 139. It is to 
be understood that the term “communication protocol stack” 
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is used herein to denote the layers of softWare (e.g. transport 
layer, intemetWork layer, hardWare interface layer) that facili 
tate inter-computer and inter-process communication accord 
ing to a speci?c protocol. The layers of softWare that make up 
a communication protocol stack 131 are typically stored in 
operating system address space 105. These layers of softWare 
are sometimes referred to by other names, for example “com 
munication protocol suite.” Of course, the present invention is 
not limited to any speci?c name. 

[0051] A communication protocol stack 131 contains 
pointers 133 to subroutines 139 that perform various commu 
nication tasks. Non-exhaustive examples of such subroutines 
139 include a subroutine that establishes a communication 
channel, a subroutine that binds a communication channel to 
a netWork address, and a subroutine that transmits data via a 
communication channel. 
[0052] The present invention intercepts certain ones of 
these subroutines 139. To prepare to intercept subroutines 
139, a copy 137 of a pointer 133 to each subroutine 139 to be 
intercepted is made. These copies 137 are preferably stored in 
operating system address space 105, but in an alternative 
embodiments are stored in user address space 103. Once the 
copies 137 have been made and saved, the pointers 133 in the 
communication protocol stack 131 to the subroutines 139 to 
be intercepted are replaced With pointers 135 to the intercep 
tion module 111, such that When a subroutine 139 to be 
intercepted is called, the interception module 111 executes 
instead. In one embodiment of the present invention, the 
modi?cation of the communication protocol stack 131, 
including the copying, storing, and replacing of pointers, is 
performed by the interception model 111. In other embodi 
ments, the modi?cation of the communication protocol stack 
131 is performed by a communication protocol stack modi 
?cation module executing in either operating system address 
space 105 or user address space 103 as desired. The pointer 
management module can either be a stand alone program, or 
a component of a larger application program as desired. In 
one embodiment, the communication protocol stack modi? 
cation module is the same softWare module as the pointer 
management module. 
[0053] Executing alternative code When a subroutine 139 is 
called comprises intercepting the subroutine 139. The steps of 
inserting an interception module 111 into the operating sys 
tem 117, making a copy 137 of a communication protocol 
stack 131 pointer 133 to a subroutine 139, and replacing the 
communication protocol stack 131 pointer 133 With a pointer 
135 to the interception module 111 facilitate interception of a 
subroutine 139. When a call is made to a subroutine 139 to be 
intercepted, the operating system 117 uses the pointer 135 in 
the communication protocol stack 131 to the interception 
module 111 to execute the interception module 111. 

[0054] It is to be understood that in the present invention, 
not all subroutines 139 needbe intercepted. Only pointers 133 
to subroutines 139 to be intercepted are replaced With point 
ers 135 to the interception module 111. Pointers 133 to sub 
routines 139 that are not to be intercepted are not replaced. 
Thus, When a non-intercepted subroutine 139 is made, the 
subroutine 139 executes, not the interception module 111. 
[0055] It is also to be understood that a single operating 
system 117 generally includes multiple communication pro 
tocol stacks 131, each protocol stack 139 facilitating commu 
nication according to a speci?c protocol. In one preferred 
embodiment of the present invention, the communication 
protocol stack 139 that is modi?ed is the Transport Control 



US 2009/0049193 A1 

Protocol (TCP/IP) stack 139. Other embodiments modify 
other protocol stacks 139 of other communication protocols 
as desired, for example User Data Protocol (U DP) or Internet 
Control Message Protocol (ICMP). 

II. Restricting Communication of Selected Processes 
to Single Network Addresses 

[0056] FIG. 2A illustrates the steps performed in order to 
restrict communication of selected processes 107 to single 
netWork addresses, according to one embodiment of the 
present invention. The modi?ed loader program 121 loads 
251 selected processes 107. For each selected process 107, 
the modi?ed loader 121 stores 253 an association 201 
betWeen the process 107 and a speci?c netWork address via 
Which the process 107 is permitted to communicate. In order 
to keep the associations 201 complete and current, system 
calls 115 that create child processes 107 and system calls 115 
that delete processes 107 are intercepted 255, 259. If a 
selected process 107 creates a child process 107, an associa 
tion 201 is created 257 betWeen the child process 107 and the 
netWork address via Which the parent process 107 is permitted 
to communicate. If a selected process 107 is deleted, the 
association 201 betWeen the deleted process 107 and a net 
Work address is also deleted 261. The stored associations 201 
are then utiliZed to restrict the selected processes 107 to 
communication via their associated speci?c netWork 
addresses. Certain netWork address-based communication 
protocol subroutines 139 are intercepted 263 in order to 
detect attempts by selected processes 107 to designate a net 
Work address for subsequent communication, and to detect 
attempts to communicate Without having designated a spe 
ci?c netWork address. When such attempts are detected, the 
associations 201 are examined 265, and the selected pro 
cesses 107 are restricted 267 to communication via their 
associated addresses. 
[0057] FIG. 2B illustrates a system 200 for restricting com 
munication of selected processes 107 to single netWork 
addresses, according to the embodiment of the present inven 
tion illustrated in FIG. 2A. In the embodiment depicted in 
FIG. 2A and FIG. 2B, each selected process 107 is restricted 
to netWork address-based communication via a single asso 
ciated address. 
a. Loading a Selected Process 
[0058] Each selected process 107 is loaded into user 
address space 103 by the modi?ed loader program 121. For 
each selected process 107, the modi?ed loader stores, in the 
association table 127, an association 201 betWeen the process 
and a single, speci?c netWork address. The selected process 
107 Will be restricted to the use of this netWork address for all 
netWork address-based communication. Additionally, the 
loader program stores an association 202 betWeen the process 
107 and a dedicated local host address. The dedicated local 
host address is associated only With the selected process 107, 
and only for intra-computer communication. Recall that on a 
dedicated physical host computer, only one local host address 
is necessary because only a single server program executes on 
that computer. All intra-computer communication With the 
server can be conducted via the single local host address. 
HoWever, Where multiple server programs (processes 107) 
execute on a single physical computer (or in any application 
Where intra-computer communication can be targeted to a 
plurality of processes 107), each such process 107 must have 
its oWn local host address via Which it can conduct intra 
computer communication. Thus, in the embodiment depicted 
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in FIG. 2A and FIG. 2B, each selected process 107 is associ 
ated With a single, dedicated local host address via Which the 
process 107 can conduct intra-computer communication, in 
addition to being associated With a single, speci?c netWork 
addresses via Which the process 107 can conduct inter-com 
puter communication. 
b. Intercepting System Calls 
[0059] In the embodiment depicted in FIG. 2A and FIG. 
2B, all system calls 115 that establish a child process are 
intercepted (for example, the UNIX® spaWn function). If a 
process 107 is restricted to communication via a single net 
Work address, it is necessary to so restrict all child processes 
107 created by the process 107. Otherwise, a process 107 
could effectively communicate via a non-associated netWork 
address by creating a child process 107, and instructing the 
child process to communicate via the non-associated netWork 
address. In order to restrict all progeny of selected processes 
107, all system calls 115 that establish a child process are 
intercepted. 
[0060] When a system call 115 that establishes a child 
process is made, the operating system 117 uses the pointer 
118 in the interrupt vector table 113 to execute the intercep 
tion module 111. The interception module 111 examines the 
association table 127 to determine Whether the process 107 
that is attempting to establish a child process is associated 
With a netWork address. If so, the interception module 111 
?rst utiliZes the saved copy of the pointer 116 to the system 
call 303 to make the system call 303. The system call 303 
establishes the child process 107 (in an alternative embodi 
ment, the interception module 111 establishes the child pro 
cess 107 itself, rather than making the system call 115). When 
the system call 303 terminates, the interception module 111 
stores, in the association table 127, an association 201 
betWeen the child process 107 and the single, netWork address 
With Which the parent process 107 is associated. The child 
process 107 Will then be restricted to netWork address based 
communication via this associated netWork address. The 
interception module 111 also stores, in the association table 
127, an association 202 betWeen the child process 107 and the 
local host address With Which the parent process 107 is asso 
ciated. The child process 107 Will then be restricted to intra 
computer communication via the associated local host 
address. If the process 107 that is attempting to establish a 
child process 107 is not associated With a netWork address, 
the interception module 111 simply makes the system call 
115 such that execution control returns to the calling process 
107 after the system call 115 executes. 

[0061] In order to keep the association table 127 current, 
the present invention also intercepts system calls 115 that 
delete (terminate) a process 107 (for example, the UNIX® 
exit function). Whenever a process 107 makes a system call 
115 to delete a process 107, the interception module 111 
executes instead. The interception module 111 examines the 
association table 127 to determine Whether the process 107 to 
be deleted is associated With a netWork address. If so, the 
interception module 111 utiliZes the copy of the pointer 116 to 
execute the system call 115. The system call 115 deletes the 
process 107 (in an alternative embodiment, the interception 
module 111 deletes process 107 itself, rather than making the 
system call 115). When the system call 115 exits, the inter 
ception module 111 continues to execute, and deletes the 
association 201 in the association table 127 betWeen the 
deleted process 107 and the netWork address. The intercep 
tion module 111 also deletes the association 202 betWeen the 
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deleted process 107 and its dedicated local host address. This 
is appropriate, because the process 107 no longer exists. If the 
process 107 to be deleted is not associated With a network 
address, the interception module 111 simply makes the sys 
tem call 115 such that execution control returns to the calling 
process 107 after the system call 115 executes. 
c. Maintaining a Complete Association Table 
[0062] Every selected process 107 is loaded by the modi 
?ed loader program 121, Which stores an association betWeen 
the process 107 and the single netWork address via Which the 
process 107 is permitted to communicate. Every system call 
115 that establishes a child process 107 is intercepted. If a 
selected process 107 establishes a child process 107, an asso 
ciation 201 betWeen the child process 107 and the associated 
netWork address of the parent process 107 is stored. Addition 
ally, every system call 115 that deletes a process 107 is inter 
cepted. If a deleted process 107 is associated With a netWork 
address, the association 201 is deleted. Thus, the association 
table 127 includes an association 201 betWeen every selected 
process 107 and the single netWork address via Which the 
selected process 107 is permitted to communicate. Because 
the association table 127 includes an association 201 for 
every selected process, the association table 127 can be uti 
liZed to determine Whether or not a speci?c process 107 is 
selected, and if so to restrict the communication of that pro 
cess to the associated netWork address. 
d. Detecting Attempted Communication 
[0063] Network address-based communication of selected 
processes 107 is restricted to the associated netWork 
addresses. In order to restrict selected processes 107 to com 
munication via associated addresses, certain attempts by pro 
cesses 107 to facilitate netWork address-based communica 
tion, and certain attempts by processes 107 to communicate 
via a netWork address are detected. Speci?cally detected are 
attempts by processes 107 to designate a netWork address for 
subsequent communication, and attempts by processes 107 to 
communicate Without ?rst designating a speci?c netWork 
address. When such attempts are detected, the association 
table 127 is examined to determine Whether the process 107 is 
a selected process 107. If so, it is ensured that all communi 
cation is via an associated address. 

i. Attempts to Designate a NetWork Address for 
Communication 

[0064] In order to detect When a process 107 attempts to 
designate a netWork address for subsequent communication, 
the present invention intercepts certain communication pro 
tocol subroutines 139 that facilitate netWork address-based 
communication. Speci?cally, the present invention intercepts 
subroutines 203 that associate a communication channel With 
a netWork address (for example, the TCP/IP bind function). 
Under TCP/IP and other communication protocols, many 
communication functions can not be executed until a process 
107 has ?rst associated a communication channel With a 
netWork address via Which the communication is to occur. If 
a process 107 attempts to utiliZe such a function to commu 
nicate via a netWork address Without ?rst having associated a 
communication channel With the netWork address, the func 
tion Will not execute the communication, but Will instead 
generate an error. By intercepting subroutines 203 that asso 
ciate a communication channel With a netWork address, the 
present invention can ensure that no selected process 107 
associates a communication channel With a non-associated 
netWork address. This further ensures that no selected process 
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107 communicates via a non-associated netWork address by 
utiliZing a communication function that requires that a com 
munication channel be associated With the netWork address. 
[0065] It is to be understood that by the term “communica 
tion channel” it is meant a logical interface via Which com 
munication can be conducted. A communication channel is 
typically although not necessarily associated With both a net 
Work address and a port. Typically, separate communication 
channels must be present at each end of a communication 
session. A communication channel is sometimes denoted by 
the term “communication channel end” or the term “commu 
nication channel end point.” Communication channels 
include but are not limited to TCP/IP sockets. In other Words, 
all TCP/IP sockets are communication channels, but not all 
communication channels are TCP/IP sockets. 

[0066] In order to intercept subroutines 203 that associate a 
communication channel With a netWork address, a communi 
cation protocol stack 131 is modi?ed so as to intercept these 
subroutines 203. In one preferred embodiment, the TCP/IP 
stack is modi?ed. In other embodiments, the protocol stacks 
of communication protocols are modi?ed as desired. Regard 
less, the communication protocol stack 131 to be modi?ed 
contains at least one pointer 133 to at least one subroutine 203 
that associates a communication channel With a netWork 
address. The present invention intercepts such subroutines 
203. When a process 107 calls a subroutine 203 to associate a 
communication channel With a netWork address, the operat 
ing system 117 uses the pointer 118 in the communication 
protocol stack 131 to execute the interception module 111. 
The interception module 111 examines the association table 
127 to determine Whether the process 1 07 that is attempting to 
associate a communication channel With a netWork address is 
a selected process (in other Words, a determination is made as 
to Whether the process 107 is associated With a speci?c 
address). If the process 107 is not associated With a netWork 
address, the interception module 111 simply calls the subrou 
tine 203 such that execution control returns to the calling 
process 107 after the subroutine 203 executes. 

[0067] If the process 107 is selected, the interception mod 
ule 111 examines the association table to determine Whether 
the netWork address that the process 107 is attempting to 
associate a communication channel With is associated With 
the process 107. If the address is associated With the process 
107, then the process 107 is permitted to communicate via the 
netWork address. In this case, the interception module 111 
calls the subroutine 203. The subroutine 203 associates the 
communication channel With the netWork address to alloW 
future communication via the netWork address by the process 
107 that called the subroutine 203. Execution control then 
returns to the calling process 107 after the subroutine 203 
executes. In an alternative embodiment, rather than calling 
the subroutine 203 the interception module 111 associates the 
communication channel With the netWork address associated 
With the process 107, and then returns execution control to the 
calling process 107. 
[0068] If the netWork address that the process 107 is 
attempting to associate a communication channel With is not 
associated With the process 107, another possibility is that the 
process 107 is attempting to associate a communication chan 
nel With the local host netWork address. If the address the 
process 107 is attempting to associate a communication chan 
nel With is the local host address of the physical host computer 
(for example, under TCP/IP 127 .0.0. l ), the interception mod 
ule 111 associates the communication With the dedicated 



US 2009/0049193 A1 

local host address of the process 107, and then returns execu 
tion control to the calling process 107. The process 107 can 
proceed to conduct intra-computer communication via its 
dedicated local host address. If the address the process 107 is 
attempting to associate a communication channel With the 
dedicated local host address of the process 107, the intercep 
tion module 111 calls the subroutine 203. The subroutine 203 
associates the communication channel With the dedicated 
local host address to alloW future intra-computer communi 
cation via the dedicated local host address by the process 107 
that called the subroutine 203. Execution control then returns 
to the calling process 107 after the subroutine 203 executes. In 
an alternative embodiment, rather than calling the subroutine 
203 the interception module 111 associates the communica 
tion channel With the dedicated local host address of the 
process 107, and then returns execution control to the calling 
process 107. 
[0069] If the netWork address that the process 107 is 
attempting to associate a communication channel With is not 
associated With the process 107 and is not a local host address, 
yet another possibility is that the process 107 is attempting to 
associate a communication channel With a Wildcard netWork 
address. It is possible for a process 107 to call a subroutine 
203 that associates a communication channel With a netWork 
address, and pass the subroutine 203 a Wildcard as the param 
eter that indicates the netWork address. Under TCP/IP, a Wild 
card is indicated by passing the value 0 (typically represented 
by a constant such as “INADDR_ANY”) as a parameter. 
Passing a Wildcard constitutes a request that the communica 
tion channel be automatically associated With a netWork 
address. Typically, the communication channel is associated 
With the target netWork address of the next incoming com 
munication request. This could be any netWork address asso 
ciated With the physical host. Because the selected process 
1 07 is restricted to communication via the associated netWork 
address, association of the communication channel With any 
address associated With the physical host is not permitted. 
Therefore, When the interception module 111 detects that a 
selected process 107 is attempting to associate a communi 
cation channel With a Wild card netWork address, the inter 
ception module 111 associates the communication channel 
With the netWork address With Which the process is associ 
ated. The process 107 is only permitted to conduct inter 
computer communication via the single associated netWork 
address. Thus, When the process 107 requests that a commu 
nication channel be automatically associated With a netWork 
address, the interception module 111 associates the commu 
nication channel With the netWork address With Which the 
process 107 is associated. After associating the communica 
tion channel With the netWork address, the interception mod 
ule 111 returns execution control to the calling process 107. 
[0070] lfthe process 107 is attempting to associate a com 
munication channel With any netWork address other than the 
netWork address With Which the process is associated, a local 
host address, or a Wildcard address, the interception module 
111 generates an error condition. In one embodiment, the 
interception module 111 generates an error condition by 
throWing an exception. In another embodiment, the intercep 
tion module 111 generates an error condition by returning an 
error code to the process 107 that called the as subroutine 203. 
Regardless, the process 107 is unable to communicated via 
the unassociated netWork address. 

ii. Attempts to Communicate Without Having 
Designated an Address 

[0071] In order to detect When a process 107 attempts net 
Work address based communication Without having ?rst des 
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ignated a netWork address, the present invention also inter 
cepts subroutines 205 that facilitate netWork address-based 
communication Without requiring that a communication 
channel ?rst be associated With a netWork address. Certain 
subroutines alloW netWork addressed-based communication 
Without requiring that the process 107 ?rst associate a com 
munication channel With a netWork address. Non-exhaustive 
examples of such subroutines 205 include the TCP/IP connect 
function, sendto function, and sendmessage function. The 
connect function attempts to establish a connection betWeen 
a local communication channel and a remote computer. The 
sendto and sendmessage functions attempt to transmit data 
(send packets) to a remote computer. These are only examples 
of subroutines 205 that facilitate netWork address-based com 
munication Without requiring that a communication channel 
?rst be associated With a netWork address. Of course, the 
present invention is not limited in scope to these speci?c 
examples. 
[0072] Generally, subroutines 205 that facilitate netWork 
address-based communication Without requiring that the pro 
cess 107 ?rst associate a communication channel With a net 
Work address do require that the calling process 107 specify a 
communication channel. If the speci?ed communication 
channel has already been associated With a netWork address, 
subsequent communication Will be conducted via that 
address. HoWever, if the communication channel has not 
already been associated With a netWork address, the commu 
nication channel is automatically associated With a randomly 
chosen netWork address that is available for inter-computer 
communication. This could be any netWork address associ 
ated With the physical host. Because the selected process 107 
is restricted to communication via a single, speci?c netWork 
address, association of the communication channel With a 
randomly selected netWork address associated With the physi 
cal host is not acceptable. To prevent this unacceptable ran 
dom association, the present invention intercepts subroutines 
205 that facilitate netWork address-based communication 
Without requiring that a communication channel ?rst be asso 
ciated With a netWork address. 

[0073] The communication protocol stack 131 is modi?ed 
so as to intercept subroutines 205 that facilitate netWork 
address-based communication Without requiring that a com 
munication channel ?rst be associated With a netWork 
address. When a process 107 calls a subroutine 205 that that 
facilitates netWork address-based communication Without 
requiring that a communication channel ?rst be associated 
With a netWork address, the operating system 117 uses the 
pointer 118 in the communication protocol stack 131 to 
execute the interception module 111. The interception mod 
ule 111 examines the association table 127 to determine 
Whether the process 107 that called the subroutine 205 is a 
selected process. If the process 107 is not associated With a 
netWork address, the interception module 111 simply calls the 
subroutine 205 such that execution control returns to the 
calling process 107 after the subroutine 205 executes. 

[0074] If the process 107 is selected, the interception mod 
ule 111 ?rst determines Whether or not the communication 
channel that Was passed to the subroutine 205 is already 
associated With a netWork address. If the communication 
channel is not already associated With a netWork address, the 
interception module 111 associates the communication chan 
nel With the netWork address via Which the process 107 is 
permitted to communicate. The interception module 111 calls 
the subroutine 205, Which facilitates the netWork address 
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based communication by the process 107 (alternatively the 
interception module 111 facilitates the network address 
based communication by the process 107 itself, as opposed to 
calling the subroutine 205). The communication channel has 
now been associated with the network address via which the 
process 107 is permitted to communicate. Therefore, the sub 
sequent network address-based communication facilitated by 
the subroutine 205 (or interception module 111) will be via 
this permitted network address. 
[0075] If the communication channel is already associated 
with a network address, the interception module 111 deter 
mines whether or not that network address is the network 
address via which the process 107 is permitted to communi 
cate. If the network address with which the communication 
channel is associated is the network address via which the 
process 107 is permitted to communicate, the interception 
module 111 calls the subroutine 205. The subroutine 205 
facilitates the network address-based communication via the 
network address (alternatively, the interception module 111 
facilitates the network address-based communication itself, 
as opposed to calling the subroutine 205). Execution control 
then returns to the calling process 107. 
[0076] If the network address with which the communica 
tion channel is associated is not the network address via 
which the process 107 is permitted to communicate, the inter 
ception module 111 generates an error condition. In one 
embodiment, the interception module 111 generates an error 
condition by throwing an exception. In another embodiment, 
the interception module 111 generates an error condition by 
returning an error code to the process 107 that called the 
subroutine 205. Regardless, the process 107 is unable to 
communicated via the unassociated network address. 

III. Restricting Communication of Selected 
Processes to Speci?c, Multiple Network Address 

[0077] FIG. 3A illustrates the steps performed in order to 
restrict communication of selected processes to a set of spe 
ci?c, multiple addresses, according to another embodiment of 
the present invention. The modi?ed loader program 121 loads 
251 selected processes 107. For each selected process 107, 
the modi?ed loader 121 stores 351 an association 301 
between the process 107 and a set of network addresses via 
which the process 107 is permitted to communicate. In order 
to keep the associations complete and current, system calls 
115 that create child processes 107 and system calls 115 that 
delete processes 107 are intercepted 255, 259. If a selected 
process 107 creates a child process 107, an association 301 is 
created 353 between the child process 107 and the set of 
network addresses via which the parent process 107 is per 
mitted to communicate. If a selected process 107 is deleted, 
the association 301 between the deleted process 107 and a set 
of network addresses is also deleted 355. The stored associa 
tions 301 are then utiliZed to restrict the selected processes 
107 to communication via their associated sets of speci?c 
network addresses. Certain network address-based commu 
nication protocol subroutines 139 are intercepted 263 in order 
to detect attempts by selected processes 107 to designate a 
network address for subsequent communication, and to 
detect attempts to communicate without having ?rst desig 
nated a speci?c network address. When such attempts are 
detected, the associations 301 are examined 265, and the 
selected processes 107 are restricted 267 to communication 
via the associated addresses. 
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a. Loading a Selected Process 
[0078] FIG. 3B illustrates a system 300 for restricting com 
munication of selected processes to a set of speci?c, multiple 
addresses, according to another embodiment of the present 
invention. In the embodiment depicted in FIG. 3A and FIG. 
3B, each selected process 107 is loaded into user address 
space 103 by the modi?ed loader program 121. For each 
selected process 107, the modi?ed loader stores, in the asso 
ciation table 127, an association 301 between the process and 
a set of speci?c, multiple network address. The selected pro 
cess 107 will be restricted to the use of this set of network 
addresses for all network address-based communication. The 
loader program also stores an association 202 between the 
process 107 and a dedicated local host address, as in the 
embodiment depicted in FIG. 2A and FIG. 2B. Thus, in the 
embodiment depicted in FIG. 3A and FIG. 3B, each selected 
process 107 is associated with a single, dedicated local host 
address via which the process 107 can conduct intra-com 
puter communication, in addition to being associated with a 
set of speci?c, multiple network addresses via which the 
process 107 can conduct inter-computer communication. 
b. Intercepting System Calls 
[0079] As in the embodiment depicted in FIG. 2A and FIG. 
2B, in the embodiment depicted in FIG. 3A and FIG. 3B all 
system calls 115 that establish a child process are intercepted. 
When a system call 115 that establishes a child process is 
made, the operating system 117 uses the pointer 118 in the 
interrupt vector table 113 to execute the interception module 
111. The interception module 111 examines the association 
table 127 to determine whether the process 107 that is 
attempting to establish a child process is associated with a set 
of network addresses. If so, the interception module 111 ?rst 
utiliZes the saved copy of the pointer 116 to the system call 
303 to make the system call 303. The system call 303 
executes, thereby establishing the child process 107. 
[0080] When the system call 303 terminates, the intercep 
tion module 111 continues to execute. The interception mod 
ule 111 stores, in the association table 127, an association 301 
between the child process 107 and the set of speci?c, multiple 
network address with which the parent process 107 is asso 
ciated. The child process 107 will then be restricted to net 
work address based communication via this set of associated 
network addresses. The interception module 111 also stores, 
in the association table 127, an association 202 between the 
child process 107 and the local host address with which the 
parent process 107 is associated. The child process 107 will 
then be restricted to intra-computer communication via the 
associated local host address. If the process 107 that is 
attempting to establish a child process 107 is not associated 
with a network address, the interception module 111 simply 
makes the system call 115 such that execution control returns 
to the calling process 107 after the system call 115 executes. 
[0081] As in the embodiment depicted in FIG. 2A and FIG. 
2B, in order to keep the association table 127 current, in the 
embodiment depicted in FIG. 3A and FIG. 3B system calls 
115 that delete a process 107 are also intercepted. Whenever 
a process 107 makes a system call 115 to delete a process 107, 
the interception module 111 executes instead. The intercep 
tion module 111 examines the association table 127 to deter 
mine whether the process 107 to be deleted is associated with 
a network address. If so, the interception module 111 utiliZes 
the copy of the pointer 116 to execute the system call 115. The 
system call 115 executes and deletes the process 107. When 
the system call 115 exits, the interception module 111 con 
tinues to execute. The interception module 111 deletes the 
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association 301 in the association table 127 between the 
deleted process 107 and the set of network addresses. The 
interception module 111 also deletes the association 202 
between the deleted process 107 and its dedicated local host 
address. If the process 107 to be deleted is not associated with 
a network address, the interception module 111 simply makes 
the system call 115 such that execution control returns to the 
calling process 107 after the system call 115 executes. 
c. Maintaining a Complete Association Table 
[0082] Every selected process 107 is loaded by the modi 
?ed loader program 121, which stores an association 301 
between the process 107 and a set of speci?c, multiple net 
work addresses via which the process 107 is permitted to 
communicate. Every system call 115 that establishes a child 
process 107 is intercepted. If a selected process 107 estab 
lishes a child process 107, an association 301 between the 
child process 107 and the associated set of network addresses 
of the parent process 107 is stored. Additionally, every system 
call 115 that deletes a process 107 is intercepted. If a deleted 
process 107 is associated with a set of network addresses, the 
association 301 is deleted. Thus, the association table 127 
includes an association 301 between every selected process 
107 and the set of speci?c, multiple network addresses via 
which the selected process 107 is permitted to communicate. 
Because the association table 127 includes an association 301 
for every selected process, the association table 127 can be 
utiliZed to determine whether or not a speci?c process 107 is 
selected, and if so to restrict the communication of that pro 
cess to the associated set of network addresses. 
d. Detecting Attempted Communication 
[0083] Network address-based communication of the 
selected processes is restricted to the associated network 
addresses. In order to restrict selected processes 107 to com 
munication via associated addresses, certain attempts by pro 
cesses 107 to facilitate network address-based communica 
tion, and certain attempts by processes 107 to communicate 
via a network address are detected. Speci?cally detected are 
attempts by processes 107 to designate a network address for 
subsequent communication, and attempts by processes 107 to 
communicate without ?rst designating a speci?c network 
address. When such attempts are detected, the association 
table 127 is examined to determine whether the process 107 is 
a selected process 107. If so, it is ensured that all communi 
cation is via an associated address. 

i. Attempts to Designate a Network Address for 
Communication 

[0084] In order to detect when a process 107 attempts to 
designate a network address for subsequent communication, 
the present invention intercepts certain communication pro 
tocol subroutines 139 that facilitate network address-based 
communication. Speci?cally, as in the embodiment depicted 
in FIG. 2A and FIG. 2B, in the embodiment depicted in FIG. 
3A and FIG. 3B subroutines 203 that associate a communi 
cation channel with a network address are intercepted. 
[0085] When a process 107 calls a subroutine 203 to asso 
ciate a communication channel with a network address, the 
operating system 117 uses the pointer 118 in the communi 
cation protocol stack 131 to execute the interception module 
111. The interception module 111 examines the association 
table 127 to determine whether the process 107 that is 
attempting to associate a communication channel with a net 
work address is a selected process. If the process 107 is not 
associated with a set of network addresses, the interception 
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module 111 simply calls the subroutine 203 such that execu 
tion control returns to the calling process 107 after the sub 
routine 203 executes. 

[0086] If the process 107 is selected, the interception mod 
ule 111 examines the association table 127 to determine 
whether the network address that the process 107 is attempt 
ing to associate a communication channel with is one of the 
addresses in the set associated with the process 107. If the 
address is in the set, then the process 107 is permitted to 
communicate via the network address. In this case, the inter 
ception module 111 calls the subroutine 203. The subroutine 
203 associates the communication channel with the network 
address to allow future communication via the network 
address by the process 107 that called the subroutine 203. 
Execution control then returns to the calling process 107 after 
the subroutine 203 executes. 

[0087] If the network address that the process 107 is 
attempting to associate a communication channel with is not 
in the set associated with the process 107, another possibility 
is that the process 107 is attempting to associate a communi 
cation channel with the local host network address. The 
embodiment depicted in FIG. 3A and FIG. 3B processes such 
an attempt in the manner of the embodiment depicted in FIG. 
2A and FIG. 2B. 

[0088] If the network address that the process 107 is 
attempting to associate a communication channel with is not 
associated with the process 107 and is not a local host address, 
yet another possibility is that the process 107 is attempting to 
associate a communication channel with a wildcard network 
address. Recall that passing a wildcard to a subroutine 203 
that associates a communication channel with a network 
address constitutes a request to associate a communication 
channel with any network address available for network 
address-based communication. Because the process 107 is 
permitted to conduct network address-based communication 
via a set of multiple network addresses, each multiple net 
work address of the set is available for network address-based 
communication. Therefore, it is desirable to associate a com 
munication channel with each of the network address of the 
set. Thus, when a process 107 attempts to associate a com 
munication channel with a wild card network address, the 
interception module 111 ?rst associates the communication 
channel with one of the network addresses in the set. Next, the 
interception module 111 creates a communication channel 
(socket) for each remaining network address in the set, and 
proceeds to associate each created communication channel 
with one of the remaining network addresses. The result is 
that for each network address in the set, there exists a separate, 
associated communication channel. The resulting communi 
cation channel-network address pairs 303 are then stored, 
preferably in an auxiliary table 305, but alternatively in other 
data structures as desired. The stored communication chan 
nel-network address pairs 303 are then available to the pro 
cess 107 for subsequent network address-based communica 
tion. Also stored (preferably in the auxiliary table 305) is an 
indicator 309 that the set of communication channel-network 
address pairs 303 associated with the previously existing 
communication channel that the process attempted to associ 
ate with a wild card network address. The purpose of this 
indicator 309 is explained below. 
[0089] If the process 107 is attempting to associate a com 
munication channel with any network address other than a 
network address with which the process 107 is associated, a 
local host address, or a wildcard address, the interception 
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module 111 generates an error condition. In one embodiment, 
the interception module 111 generates an error condition by 
throwing an exception. In another embodiment, the intercep 
tion module 111 generates an error condition by returning an 
error code to the process 107 that called the subroutine 203. 
Regardless, the process 107 is unable to communicated via 
the unassociated netWork address. 

ii. Attempts to Communicate Without Having 
Designated an Address 

[0090] As in the embodiment depicted in FIG. 2A and FIG. 
2B, in order to detect When a process 107 attempts netWork 
address based communication Without having designated a 
netWork address, subroutines 205 that facilitate netWork 
address-based communication Without requiring that a com 
munication channel ?rst be associated With a netWork address 
are also intercepted. When a process 107 calls a subroutine 
205 that facilitates netWork address-based communication 
Without requiring that a communication channel ?rst be asso 
ciated With a netWork address, the operating system 117 uses 
the pointer 118 in the communication protocol stack 131 to 
execute the interception module 111. The interception mod 
ule 111 examines the association table 127 to determine 
Whether the process 107 that called the subroutine is a 
selected process, If the process 107 is not associated With a set 
of netWork addresses, the interception module 111 simply 
calls the subroutine 205 such that execution control returns to 
the calling process 107 after the subroutine 205 executes. 
[0091] If the process 107 is selected, the interception mod 
ule 111 ?rst determines Whether or not the communication 
channel that Was passed to the subroutine 205 is already 
associated With a netWork address. If the communication 
channel is not already associated With a netWork address, the 
interception module 111 associates the communication chan 
nel With a random one of the netWork addresses via Which the 
process 107 is permitted to communicate. The interception 
module 111 calls the subroutine 205, Which facilitates the 
netWork address-based communication by the process 107. 
The communication channel has noW been associated With 
one of the netWork addresses via Which the process 107 is 
permitted to communicate. Therefore, the subsequent net 
Work address-based communication facilitated by the sub 
routine 107 Will be via this permitted netWork address. 
[0092] If the communication channel is already associated 
With a netWork address, the interception module 111 deter 
mines Whether or not that netWork address is one of the 
netWork addresses via Which the process 107 is permitted to 
communicate. If the netWork address is one of the netWork 
addresses via Which the process 107 is permitted to commu 
nicate, then the interception module 111 calls the subroutine 
205. The subroutine 205 facilitates the netWork address 
based communication via the netWork address. Execution 
control then returns to the calling process 107 after the sub 
routine 205 executes. 
[0093] If the netWork address With Which the communica 
tion channel is associated is not one of the netWork addresses 
via Which the process 107 is permitted to communicate, the 
interception module 111 generates an error condition. In one 
embodiment, the interception module 111 generates an error 
condition by throWing an exception. In another embodiment, 
the interception module 111 generates an error condition by 
returning an error code to the process 107 that called the 
subroutine 205. Regardless, the process 107 is unable to 
communicated via the unassociated netWork address. 
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e. Managing Communication Via Multiple Addresses 
[0094] Recall that a communication channel can be associ 
ated With a Wildcard netWork address. An attempt to create 
such an association is a request by a process 107 that subse 
quent communication utiliZing the communication channel 
be conducted via any available netWork address. Such a com 
munication channel can be thought of as a Wildcard commu 
nication channel. In the embodiment depicted in FIG. 3A and 
FIG. 3B, When a process 107 attempts to associate a commu 
nication channel With a Wildcard netWork address, the inter 
ception module 111 associates the communication channel 
With a set of communication channel-network address pairs 
that includes each netWork address of the permitted set, as 
described above. Subsequent communication utiliZing the 
channel can be via any one of the channel-address pairs that is 
available. Therefore, in the embodiment depicted in FIG. 3A 
and FIG. 3B, certain communication protocol subroutines 
139 and certain system calls 115 are intercepted to ensure that 
communication utiliZing a Wildcard communication channel 
(listening socket) is via any available address in the set, but 
not via an address not in the set. 

i. Receiving Incoming Requests to Initiate 
Communication 

[0095] In the embodiment depicted in FIG. 3A and FIG. 
3B, subroutines 307 that receive, on an existing communica 
tion channel, an incoming request to initiate a communication 
session are intercepted (e.g., the TCP/IP accept function). 
Under TCP/IP and other communication protocols, a process 
107 can pass such a subroutine 307 either a communication 
channel that is associated With a speci?c netWork address, or 
a Wildcard communication channel. When a process 107 
passes a Wildcard communication channel, the process 107 is 
requesting that an incoming request be received via Whatever 
netWork address is available. In the case of the embodiment 
depicted in FIG. 3A and FIG. 3B, the request can be received 
via any one of the addresses in the set, so it is desirable to 
determine Which address in the set is available ?rst, and then 
to receive the request via that address. 
[0096] When a process 107 calls a subroutine 307 that 
receives an incoming request to initiate a communication 
session, the operating system 117 uses the pointer 118 in the 
communication protocol stack 131 to execute the interception 
module 111. The interception module 111 determines 
Whether the communication channel that the process 107 
passed to the subroutine 307 is a Wildcard communication 
channel. To so determine, the interception module 111 exam 
ines the indicator 309 in the auxiliary table 305 to determine 
Whether the communication channel is associated With a set 
of communication channel-network address pairs 303. If so 
the channel is a Wildcard channel, and an incoming commu 
nication request can be received via any one of the commu 
nication channel-network address pairs 303. Therefore, the 
interception module 111 retrieves the pairs 303 from the 
auxiliary table 305, and proceeds to identify one of the chan 
nel-network pairs 303 that is presently ready to receive an 
incoming communication request. If none of the pairs 303 are 
ready, the interception module 111 Waits until a ?rst one is 
ready. In order to identify one of the communication channel 
netWork address pairs 303 as being ready to accept an incom 
ing communication request, the interception module 111 
preferably calls a communication protocol subroutine 139 
that determines Which of a speci?ed set of communication 
channels is ready to receive an incoming communication 
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request (eg the TCP/IP select function). Once a pair 303 is 
identi?ed as ready, the interception module 111 calls the 
subroutine 307 that receives an incoming request to initiate a 
communication session, and passes it the communication 
channel that has been identi?ed as being ready to receive the 
incoming request. Because the communication channel is 
ready to receive the incoming request, When the subroutine 
307 executes the channel receives the request immediately, 
and the subroutine 307 proceeds to return control to the call 
ing process 107. 
[0097] If the existing communication channel is not a Wild 
card channel, then the interception module 111 simply calls 
the subroutine 307 for the process 107, passing it the com 
munication channel. 

ii. Identifying Available Communication Channels 

[0098] Also intercepted are subroutines 311 that identify an 
available communication channel (e. g., the TCP/IP select 
function). Under TCP/IP and other communication protocols, 
a process 107 can pass such a subroutine 311 one or more 

communication channels, and the subroutine 311 Will indi 
cate a ?rst one of the channels to become available for com 
munication. Recall that a Wildcard communication channel is 
associated With a set of communication channel-netWork 
address pairs 303. If a process passes a Wildcard communi 
cation channel to a subroutine 311 that identi?es an available 
communication channel, it is desirable to pass the subroutine 
311 not the Wildcard communication channel, but instead all 
of the communication channels of the set of pairs 303 asso 
ciated With the Wildcard channel. 
[0099] When a process 107 calls a subroutine 311 that 
identi?es an available communication channel, the operating 
system 117 uses the pointer 118 in the communication pro 
tocol stack 131 to execute the interception module 111. The 
interception module 111 determines Whether the process 107 
passed a Wildcard communication channel to the subroutine 
307. If so, the interception module 111 retrieves the set of 
communication channel-network address pairs 303 associ 
ated With the Wildcard communication channel. The intercep 
tion module 111 proceeds to call the subroutine 311, passing 
it the communication channels of the pairs 303 in place of the 
Wildcard communication channel. In other Words, the Wild 
card communication channel is expanded into all of the com 
munication channels associated thereWith. 
[0100] If the subroutine 311 Was passed only a Wildcard 
communication channel, the interception module 111 passes 
the subroutine 311 all of the associated channels, and the 
subroutine 311 indicates a ?rst one to be ready for commu 
nication. If the subroutine 311 Was passed a Wildcard com 
munication channel and other, non-Wildcard communication 
channels, the interception module 311 passes the subroutine 
311 all of the channels associated With the Wildcard channel, 
plus the other, non-Wildcard channels passed to the subrou 
tine 311. The subroutine 311 then indicates the ?rst one of all 
of these channels to be ready for communication. If no com 
munication channel passed to the subroutine 311 is a Wildcard 
channel, then the interception module 111 simply calls the 
subroutine 307 for the process 107. 

iii. Duplicating Communication Channels 

[0101] Also intercepted are system calls 115 that duplicate 
a communication channel (eg the UNIX® dup and dup2 
functions). Whenever such a system call 115 is made, the 
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interception module 111 determines Whether the channel to 
be duplicated is a Wildcard channel. To so determine, the 
interception module 111 examines the indicators 309 in the 
auxiliary table 305 to determine Whether or not the channel to 
be duplicated is associated With a set of channel-address pairs 
303. If so, after alloWing the system call 115 to execute and 
duplicate the channel, the interception module 111 stores an 
indicator 309 in the auxiliary table 305 that the duplicate of 
the channel is associated With the set of channel-address pairs 
303 With Which the duplicated Wildcard channel is associated. 
Then, if a process 107 subsequently uses the duplicate of the 
channel for communication, the interception module 111 Will 
be able to determine that the duplicate is a Wild card channel. 

[0102] If the channel to be duplicated is not a Wildcard 
channel, the interception module 111 simply makes the sys 
tem call for the process 107. 

iv. Closing Communication Channels 

[0103] Also intercepted are system calls 115 that close a 
communication channel (eg the UNIX® close function). 
Whenever such a system call 115 is made, the interception 
module 111 determines Whether the communication channel 
to be closed is a Wildcard channel. If so, the interception 
module 111 determines if any duplicates of the channel have 
been made. To so determine, the interception module 111 
examines the indicators 309 in the auxiliary table 305 to 
determine if any other channels are associated With the set of 
channel-address pairs 303 With Which the Wildcard channel to 
be closed is associated. If at least one duplicate of the channel 
exists, the interception module 111 takes no action concern 
ing the set of pairs 303. If no duplicates exist, the channel to 
be closed is the only channel associated With the set of pairs 
303, so the interception module 111 deletes the set of pairs 
303 from the auxiliary table 305. Regardless, the interception 
module proceeds to make the system call 115 to close the 
communication channel for the process 107. 

IV. Alternative Embodiments 

[0104] It is to be understood that in one embodiment of the 
present invention, rather than modifying a communications 
protocol stack 131, the present invention intercepts certain 
system calls 115 associated With netWork address-based com 
munication. Each communication protocol subroutine 139 is 
associated With a system call 115. A communication protocol 
stack 131 and its subroutines 139 are at a loWer than system 
calls 115. In order to request a communication task, a process 
107 can make a system call 115, Which, in turn, calls the 
subroutine 139 in the appropriate communication protocol 
stack 131. Thus, interception of the appropriate system calls 
115 achieves the same result as the modi?cation of the com 
munication protocol stack 131. Thus, intercepting either the 
system calls 115 (higher level) or the communication proto 
col subroutines 139 (loWer level) Will generate the same 
result. 

1-95. (canceled) 
96. A computer-readable storage medium storing instruc 

tions that, When executed, perform a method comprising: 
associating at least one selected process With at least one 

netWork address; 
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determining whether an attempted network address-based 
communication of a selected process is Via an associated 

address; and 
in response to a determination that the communication is 

Via an associated address, allowing the communication 
to proceed. 

97. An apparatus, comprising: 
means for associating at least one selected process with at 

least one network address; 

means for determining whether an attempted network 
address-based communication of a selected process is 
Via an associated address; and 
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means for allowing the communication to proceed in 
response to a determination that the communication is 
Via an associated address. 

98. An apparatus, comprising: 
a component con?gured to associate at least one selected 

process with at least one network address; and 
a component con?gured to determine whether an 

attempted network address-based communication of a 
selected process is Via an associated address and to allow 
the communication to proceed if the communication is 
Via the associated address. 

* * * * * 


