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(57) ABSTRACT 

Systems and methods are provided for delivering security 
services. According to one embodiment, multiple virtual 
routers are established within a service processing switch, 
which is operable to be logically interposed between a public 
communications network and multiple subscriber sites. Each 
of the virtual routers has associated therewith a subset of 
processing and storage resources of the service processing 
switch. Subscribers are provided with respective sets of cus 
tomiZed application layer services. Subscriber resource iso 
lation is provided by partitioning the virtual routers between 
the subscribers including allocating and con?guring parti 
tions, having subsets of the virtual routers, to the subscribers. 
Changeable provisioning of processing capacity between the 
subscribers is provided by dynamically reallocating 
resources of the service processing switch between the parti 
tions based on comparative processing demands of the cus 
tomiZed application layer services. 
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SYSTEM AND METHOD FOR DELIVERING 
SECURITY SERVICES 

CROSS-REFERENCES TO RELATED 
INVENTIONS 

[0001] This application is related to a co-pending com 
monly assigned application titled “PACKET ROUTING 
SYSTEM AND METHOD” by inventor Abraham R. Mat 
theWs and Steven P. Weir, attorney docket 1384.002US1, and 
to tWo provisional applications each titled “SYSTEMS AND 
METHOD FOR DELIVERING INTERNETWORKING 
SERVICES” attorney dockets 1384.012PRV AND 
1384.013PRV each ?led on even date hereWith, all incorpo 
rated herein by reference. 

FIELD OF THE INVENTION 

[0002] This invention relates to the ?eld of internet proces 
sors, and more speci?cally to a method and apparatus of 
delivering security services such as ?reWalls. 

BACKGROUND OF THE INVENTION 

[0003] The service provider game has groWn extremely 
croWded and ?ercely competitive, With numerous players 
offering similar products and services. While having a large 
number of comparable services is arguably bene?cial to the 
enterprise, it poses a host of potentially disastrous conse 
quences for a service provider. If all competitors in a given 
market are offering services that are indistinguishable by the 
customer base, the burden of differentiation falls squarely on 
cost, With the least-cost competitor emerging “victorious”. 
Jockeying for the cost-leader position rapidly drives doWn 
service pricing, reducing margins to rubble and rendering the 
service a commodity. Furthermore, numerous offerings that 
are similar in attributes and cost make it very dif?cult to lock 
in customers. 

[0004] Operational costs also present a signi?cant chal 
lenge to service providers. Cumbersome, manual provision 
ing processes are the primary culprits. Customer orders must 
be manually entered and processed through numerous anti 
quated back-end systems that have been pieced together. 
Once the order has been processed, a truck roll is required for 
onsite installation and con?guration of Customer Premises 
Equipment (CPE), as Well as subsequent troubleshooting 
tasks. This is a sloW and expensive process that cuts into 
margins and forces signi?cant up-front charges to be imposed 
on the customer. In order to be successful in today’s market, 
service providers must leverage the public netWork to offer 
high-value, differentiated services that maximize margins 
While controlling capital and operational costs. These ser 
vices must be rapidly provisioned and centrally managed so 
that time-to-market and, more importantly, time-to-revenue 
are minimized. Traditional methods of data netWork service 
creation, deployment, and management present signi?cant 
challenges to accomplishing these goals, calling for a neW 
netWork service model to be implemented. 
[0005] Basic Internet access, a staple of service provider 
offerings, has been commoditiZed to the point that margins 
are nearly non-existent. This fact has driven service providers 
to look for neW value-added features and services to layer 
over basic connectivity so that they are able to differentiate on 
factors other than cost. The most signi?cant opportunity for 
differentiation is found in managed netWork services. Man 
aged netWork services enable enterprise IT organiZations to 
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outsource time-consuming tactical functions so that they can 
focus strategic core business initiatives. 
[0006] Enterprise customers are noW demanding cost-ef 
fective, outsourced connectivity and security services, such 
as Virtual Private NetWorks (VPNs) and managed ?reWall 
services. Enterprise netWorks are no longer segregated from 
the outside World; IT managers are facing mounting pressure 
to connect disparate business units, satellite sites, business 
partners, and suppliers to their corporate netWork, and then to 
the Internet. This raises a multitude of security concerns that 
are often beyond the core competencies of enterprise IT 
departments. To compound the problem, skilled IT talent is an 
extremely scarce resource. Service providers, With expert 
staff and World-class technology and facilities, are Well posi 
tioned to deliver these services to enterprise customers. 
[0007] While IT managers clearly see the value in utiliZing 
managed netWork services, there are still barriers to adoption. 
Perhaps the most signi?cant of these is the fear of losing 
control of the netWork to the service provider. In order to ease 
this fear, a successful managed netWork service offering must 
provide comprehensive visibility to the customer, enabling 
them to vieW con?gurations and performance statistics, as 
Well as to request updates and changes. Providing IT manag 
ers With poWerful Customer NetWork Management (CNM) 
tools bolsters con?dence in the managed netWork service 
provider and can actually streamline the service provisioning 
and maintenance cycle. 

Customer Premises Equipment (CPE)-based Managed Fire 
Wall Services 

[0008] Data netWork service providers have traditionally 
rolled out managed netWork service offerings by deploying 
specialiZed CPE devices at the customer site. This CPE is 
either a purpose-built netWork appliance that, in addition to 
providing speci?c service features, may also serve some rout 
ing function, or a mid to high-end enterprise-class server 
platform, typically UNIX-based. In the case of a managed 
?reWall solution, the CPE device provides services that may 
include VPN tunnel termination, encryption, packet ?ltering, 
access control listings, and log ?les. The CPE at each cus 
tomer site is aggregated at a multiplexer via leased lines 
and/or public Frame Relay PVCs (permanent virtual circuits) 
at the service provider POP (point of presence), then into a 
high-end access router and across the WAN (Wide area net 

Work). 
[0009] In many cases, service providers and enterprise cus 
tomers ?nd it too expensive and cumbersome to deploy CPE 
based security at every site, but rather deploy secure Internet 
access points at one or tWo of the largest corporate sites. In 
this model, all remote site Internet traf?c is backhauled across 
the WAN to the secure access point and then out onto the 
Internet, resulting in increased tra?ic on the corporate net 
Work and performance sacri?ces. 
[0010] Service providers face signi?cant challenges When 
deploying, managing and maintaining CPE-based managed 
?reWall services. When a customer expresses interest in uti 
liZing such a service, a consultation With experienced security 
professionals is required to understand the corporate netWork 
infrastructure and site-speci?c security requirements, yield 
ing a complex set of security policies. This may be accom 
plished through a set of conference calls or a number of 
on-site visits. Once the security requirements and policies 
have been identi?ed, the service provider must procure the 
CPE device. In some cases, the equipment vendor may pro 
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vide some level of pre-con?guration based upon parameters 
supplied by the service provider. While CPE vendors are 
driving towards delivering fully templatiZed, pre-con?gured 
systems that are plug-and-play by enterprise staff, most ser 
vice providers still assume the responsibility for on-site, 
hands-on con?guration, and a truck-roll to each of the cus 
tomer sites is necessary. This is particularly true in server 
based CPE systems, where a relatively high degree of tech 
nical sophistication and expertise is required to install and 
con?gure a UNIX-based system. 
[0011] Typically, a mid-level hardware and security spe 
cialist is sent onsite, along with an account manager, to com 
plete the CPE installation and con?guration. This specialist 
may be a service provider employee or a systems integrator/ 
Value-Added Reseller (VAR) who has been contracted by the 
service provider to complete CPE rollout. This complex pro 
cess begins with physical integration of the CPE device into 
the customer network. In the case of a CPE appliance, where 
the OS and ?rewall/VPN software components have been 
pre-loaded, the tech can immediately proceed to the system 
con?guration phase. Server-based CPE services, however, 
require the additional time-consuming step of loading the 
system OS and software feature sets, adding a further degree 
of complexity. 
[0012] In the con?guration phase, the tech attempts to 
establish contact between the CPE device and central man 
agement system at the service provider NOC (network opera 
tions center). In cases where the device has not been previ 
ously assigned an IP address, an out-of-band signaling 
mechanism is required to complete the connection, typically 
a modem and a POTS line. If the integration process has been 
successful, NOC staff should be able to take over the process, 
pushing speci?c policy con?gurations (and possibly an IP 
address) down to the CPE device through a browser-driven 
management interface. This entire process must be repeated 
for every enterprise site utiliZing the managed ?rewall ser 
vice. 

[0013] Additionally, maintenance processes and costs for 
CPE-based managed ?rewall services can also be over 
whelming to both the service provider and enterprise custom 
ers. Enterprises are forced to either keep cold spares onsite or 
be faced with periods of absent security when their ?rewall 
fails, a situation that is unacceptable to most of today’s infor 
mation intensive corporations. Service providers must have 
an inventory of spares readily available, as well as staff 
resources that can, if necessary, go onsite to repeat the system 
con?guration process. Troubleshooting thousands of CPE 
devices that have been deployed at customer sites is an 
extremely formidable challenge, requiring extensive call cen 
ter support resources, as well technicians that can be quickly 
deployed onsite. 
[0014] As CPE-based ?rewall services have traditionally 
been deployed in private enterprise networks, the original 
management systems for these devices have dif?culty scaling 
up to manage several large, multi-site service provider cus 
tomers. CPE device vendors are scrambling to ramp up these 
systems to carrier-grade and scale. Firewall management sys 
tems are typically GUT-based (graphical user interface 
based), browser-driven interfaces that run on industrial grade 
UNIX platforms in the service provider NOC. The manage 
ment system interfaces with the CPE devices based on IP 
address. The CPE-based managed ?rewall model faces ser 
vice providers with another issue: capital costs. In addition to 
the signi?cant costs required to build out a POP/ access infra 
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structure, including multiplexers and high-capacity access 
routers, the service provider must also assume the initial costs 
of the CPE device, including ?rewall and VPN software 
licensing charges. In many cases, these costs are passed on to 
the customer. This creates steep up-front costs that, coupled 
with per-site installation charges, can present a serious barrier 
to service adoption. In markets where several service provid 
ers are offering managed ?rewall services, a service provider 
may absorb the CPE cost to obtain a price leadership position, 
cutting deeply into margins. 
[0015] The CPE-based model is also limited when rolling 
out services beyond the managed ?rewall offering. New ser 
vices, such as intrusion detection, may require additional 
hardware and/or software. This results in higher capital costs, 
as well as another expensive truck roll. 

[0016] Thus, there is a need for a method and apparatus of 
delivering a variety of network services, for example security 
services such as ?rewalls. 

SUMMARY OF THE INVENTION 

[0017] The present invention provides a ?exible, scalable 
hardware and software platform that allows a service provider 
to easily provide intemet services, virtual private network 
services, ?rewall services, etc., to a plurality of customers. 
This solution can be changes to provision each customer with 
more or less processing power and storage, according to 
individual changing needs. 
[0018] One aspect of the present invention provides a 
method of delivering security services. This method includes 
connecting a plurality of processors in a ring con?guration 
within a ?rst processing system, establishing a secure con 
nection between the processors in the ring con?guration 
across an internet protocol (IP) connection to a second pro 
cessing system to form a tunnel, and providing both router 
services and host services for a customer using the plurality of 
processors in the ring con?guration and using the second 
processing system. 
[0019] Another aspect of the present invention provides a 
system of delivering security services. This system includes a 
plurality of processors in a ring con?guration within a ?rst 
processing system, and means for establishing a secure con 
nection 418 between the processors in the ring con?guration 
across an internet protocol (IP) connection to a second pro 
cessing system to form a tunnel, and for providing both router 
services and host services for a customer using the plurality of 
processors in the ring con?guration and using the second 
processing system. 
[0020] Yet another aspect of the present invention provides 
a system 201 for delivering security services. This second 
system includes a plurality of processors within a ?rst pro 
cessing system connected in a ring con?guration, and a tunnel 
formed using a secure connection between the processors in 
the ring con?guration across an internet protocol (IP) con 
nection to a second processing system, wherein both router 
services and host services are provided for a customer using 
the plurality of processors in the ring con?guration and using 
the second processing system. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0021] FIG. 1 is a block diagram of one embodiment of the 
present invention, system 100 having a plurality of ISP boxes 
10 connected to the internet 99 
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[0022] FIG. 2 is a block diagram of one embodiment of the 
present invention, service provider netWork 200. 
[0023] FIG. 3 is a block diagram of one embodiment of the 
present invention, an IP service delivery platform 300. 
[0024] FIG. 4 is a block diagram of one embodiment of the 
present invention, a system 400 providing a plurality of vir 
tual private netWorks 410, 420, 430, 440. 
[0025] FIG. 5 is a block diagram of one embodiment of the 
present invention, a ring-network hardWare platform 230. 
[0026] FIG. 6 is a block diagram of one embodiment of the 
present invention, service processing sWitch 600. 
[0027] FIG. 7 is a block diagram of one embodiment of the 
present invention, service system 700 including conventional 
existing netWork elements. 
[0028] FIG. 8 is a block diagram of one embodiment of the 
present invention, hardWare elements 230 and softWare ele 
ments 220. 
[0029] FIG. 9 is a block diagram of one embodiment of the 
present invention, multiprocessor system 900 using ring net 
Work 932. 
[0030] FIG. 10 shoWs a block diagram ofa system 1000 for 
comparison. 
[0031] FIG. 11 shoWs a block diagram ofa system 100 for 
comparison. 
[0032] FIG. 12 shoWs a block diagram ofa system 1200 for 
comparison. 
[0033] FIG. 13 shoWs a block diagram ofa system 1300 for 
comparison. 
[0034] FIG. 14 shoWs a graph of CheckPoint operational 
“soft” costs 1400. 
[0035] FIG. 15 shoWs a graph of ?ve year total capital cost 
1500. 

DESCRIPTION OF PREFERRED 
EMBODIMENTS 

[003 6] In the folloWing detailed description of the preferred 
embodiments, reference is made to the accompanying draW 
ings that form a part hereof, and in Which are shoWn by Way 
of illustration speci?c embodiments in Which the invention 
may be practiced. It is understood that other embodiments 
may be utiliZed and structural changes may be made Without 
departing from the scope of the present invention. 
[0037] The leading digit(s) of reference numbers appearing 
in the Figures generally corresponds to the Figure number in 
Which that component is ?rst introduced, such that the same 
reference number is used throughout to refer to an identical 
component Which appears in multiple Figures. Signals and 
connections may be referred to by the same reference number 
or label, and the actual meaning Will be clear from its use in 
the context of the description. 
[0038] In some embodiments, the present invention 
deploys one or more virtual private netWorks (V PNs) running 
on one or more carrier-class platforms that scale to provide 
cost-effective solutions for internet service providers (ISPs). 
In particular, security services such as ?reWalls can be pro 
vided by the ISPs for services they provide to their customers, 
Wherein a plurality of customers are hosted on a single net 
Work of processors. An ISP is providing hosting services 
(e. g., hosting an internet Web site for a customer) and routing 
(moving data to and from the internet) for their customers. 
[0039] FIG. 1 shoWs one embodiment of the present inven 
tion having a system 100 that includes a plurality of similar 
ISP (internet service provider) boxes 110 connected to the 
internet 99. In this embodiment, each box 110 represents a 
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subsystem having routing services provided by a block called 
access router 111, and hosting services provided by blocks 
113 and 114. The ISP is typically a company that provides 
internet services (such as connectivity to the internet, as Well 
as servers that store data and provide data according to 
requests by users, and netWork connectivity to users) to a 
plurality of customers including customerA and customer B. 
In some embodiments, customer premises equipment 117 
and 118 (also called CPE 117 and 118, this is hardWare and 
the softWare that controls the hardWare, that is installed at the 
customer’s premises; this can include servers, routers and 
sWitches, and the netWork connecting to individual user’s 
Workstations, and various interfaces to external communica 
tions netWorks) is used to provide at least a portion of the 
function to support customers A and B respectively, and the 
ISP 110 provides the rest in blocks 113 and 114 respectively. 
The function to support customers includes such things as 
Web site hosting, database and other servers, e-mail services, 
etc. The customer’s CPE 117 and 118 connect to the ISP 
through, e.g., access router 111 and security services 112 to 
customerA site one 113 and customer B site one 114, and also 
to the internet 99 in a manner that isolates customer A and 
customer B from one another except for communications and 
E-mail that Would normally pass across the internet 99. 

[0040] Further, by establishing secure connections 
betWeen tWo ISP boxes 110 across the internet 99, a virtual 
private netWork or VPN 410 (see FIG. 4 beloW) can be cre 
ated. This function alloWs, for example, customerA’s o?ice at 
a ?rst site (e.g., headquarters 117) to connect seamlessly to 
customer A’s of?ce at a second site (e.g., branch of?ce 119) 
using What appears to them as a private netWork, but Which 
actually includes some CPE at site 117, some services 113 
provided Within ISP 110.1, a secure encrypted connection 
across internet 99, some services also in ISP 110.2, and some 
CPE at site 119. Users at sites 117 and 119 can communicate 
With one another and share data and servers as if they Were on 
a single private netWork provided by, e.g., VPN 410. 
[0041] FIG. 2 is a block diagram of one embodiment of the 
present invention, service provider (SP) netWork 200. A con 
ventional netWork “cloud” 98 includes the SP’s internet pro 
tocol (IP) or asynchronous transfer mode (ATM) core, as is 
Well knoWn in the internet art. IP system 201 connects to such 
existing infrastructure 98, as Well as to other optional con 
ventional hardWare such as described in FIG. 2 beloW, to 
provide SP netWork 200. IP System 201 provides hardWare 
230 and softWare 220 to provide a plurality of virtual routers 
(V Rs) 210. Each VR 210 provides support for router services 
and server services such as those that provide customer site 
services 113 ofFIG. 1. EachVR 210 is supported by an object 
group 211, Which is a group of generally dissimilar objects 
such as routing object 212, packet ?ltering object 213, ?re 
Wall object 212, netWork address translation (NAT) object 
215, and/or other objects. In some embodiments, each VR 
210 is a separate instantiation. 

[0042] In some embodiments, softWare 220 includes IP 
netWork operating system (IPNOS) 223, service management 
system (SMS) 221 (e.g., in some embodiments, this is the 
InvisionTM softWare from CoSine Communications Inc., 
assignee of the present invention), and customer netWork 
management system (CNMS) 222 (e.g., in some embodi 
ments, this is the IngageTM softWare from CoSine Communi 
cations Inc., assignee of the present invention). SMS 221 
provides such services as con?guration of blades 239, de?n 
ing subscribers, determining services, and generation of IP 
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security (IPSec) public/private key pairs. CNMS 222 pro 
vides such services as providing subscribers (customers) vis 
ibility to services. In some embodiments, CNMS software 
runs at least in part in a user’s CPE or workstation, typically 
at a company’s information services (IS) headquarters. 
[0043] In some embodiments, IP server switch (IPSX) 
hardware 230 includes one or more scalable hardware enclo 

sures, each having a plurality of service “blades” 239 (i.e., an 
insertable and removable printed circuit card having one or 
more processors, each having its own CPU and memory) each 
connected in a ring con?guration (such as a counter-rotating 
dual ring 232). In some embodiments, three types of blades 
239 are provided: control blade(s) 234, processor blade(s) 
236, and access blade(s) 238, IPSX hardware also includes 
highly available, redundant, and hot-swappable hardware 
support 240 including power supplies 241 and fans 242. 
[0044] FIG. 3 is a block diagram of one embodiment of the 
present invention, an IF service delivery platform (IPSDP) 
300. The hardware and software of SP network 200 can be 
viewed as generating various network “clouds” such as edge 
cloud 95, access concentration cloud 96, and service process 
ing cloud 97. These are built upon the existing conventional 
SP’s IP orATM core cloud 98 and they connect to the external 
internet cloud 99. IPSDP 300 includes an ISP’s SP network 
200 connected to one or more customer’s of?ces 301 each of 
which includes some amount of CPE 110. In the embodiment 
shown, three corporate remote of?ces 301.1 are connected to 
SP network 200 using various conventional communications 
devices, well known to the art, such as frame relay switch 326, 
M13 multiplexor (mux) 327, DSLAM (digital subscriber link 
access multiplexor) 328, and dial-up RAS (remote access 
server) 329 (used to receive dial-up connections, for example, 
from the modem 311 connected to laptop computer 316 in 
portable system 310 of dial-up telecommuter 301.3). In the 
embodiment shown, SP network 200 includes two systems 
201, on connecting through frame relay switch 326, M13 
multiplexor (mux) 327, DSLAM 328, and dial-up RAS 329 to 
remote o?ice’s CPE 110, and the other connecting directly to 
the customer’s corporate headquarter’s CPE 1110 (which also 
includes a control and monitoring function provided by 
CNMS 222) using conventional communications protocols 
such as frame relay (FR, an access standard de?ned by the 
ITU-T in the 1.122 recommendation “Framework for Provid 
ing Additional Packet Mode Bearer Services”), internet pro 
tocol (IP), FTl (fractional T1), T1/E1 (a digital transmission 
link with capacity of 1.544 Megabits per second), FT3 (frac 
tional T3), T3 (capacity of 28 T1 lines), and/or OC3 (optical 
carrier level 3:three times the OC1 rate of 51.840 Mbps) 
(each of which is a conventional communications service 
well known to the art). 
[0045] In some embodiments, IPDSP 300 provides aVPN 
410, using secure connections across the internet 99, to con 
nect remote of?ces 301 to one another. 

[0046] FIG. 4 is a block diagram of one embodiment of the 
present invention, a system 400 providing a plurality of vir 
tual private networks 410,420,430, 440. VPNs 420, 430, and 
440 are each equivalent to the VPN 410 that supports sub 
scriber 1, except that they are for other subscribers. Each 
subscriber has a set of partitioned virtual routers 210. For 
example, subscriber 1 has two locations, 411 and 412, con 
nected in a VPN 410. VR 210 at location 411 can include 
some CPE 110 as well as support provided in system 201-1. 
VR 210 at location 412 can include some CPE 110 as well as 

support provided in system 201-2. These two VRs 210 estab 
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lish a “tunnel,” a secure connection, that allows them to main 
tain secure communications that support the VPN 410 even 
across packet networks such as the internet 99. Each VR 210 
is the equivalent of an independent hardware router. Since 
eachVR 410 is supported by an object group 211, objects can 
be easily added or omitted to enable customiZed services on a 
subscriber-by-subscriber basis to meet each subscribers indi 
vidual needs. SMS 221 running on SP network 200 allows 
ease of service provisioning (dynamically adding additional 
processors/processing power when needed, reducing the pro 
cessors/processing power used for VPN 410 when not 
needed). In some embodiments, IPNOS 223 uses an open 
Application Program Interface (API) to enable new services 
to be added to the platform whenever needed. 

[0047] In some embodiments, system 401 at a ?rst site 
(e.g., an ISP premises locally connected to a customer of?ce) 
includes IPSX 201-1 having aVR 210 connected to CPE 117. 
This system 401 appears to the outside world as a single 
router having ?rewall services, server(s) and user(s), etc. 
These functions can be provided by either orbothVR 210 and 
CPE 117, thus allowing a customer to outsource many or most 
of these services to the service provider and IPSX 201-1. 
Similarly, system 402 at a second site (e.g., another ISP 
premises locally connected to a remote o?ice of the same 
customer) includes IPSX 201-2 having aVR 210 connected to 
CPE 119. This system 402 also appears to the outside world as 
a single router having ?rewall services, server(s) and user(s), 
etc. These functions can be provided by either orboth VR 210 
and CPE 119, thus allowing a customer to outsource many or 
most of these services to the service provider and IPSX 201-2. 

[0048] FIG. 5 is a block diagram of one embodiment of the 
present invention, a ring-network hardware platform 230. 
Hardware platform 230 includes plurality of service “blades” 
239 (i.e., an insertable and removable printed circuit card 
having one or more processors, each having its own CPU and 
memory) each connected in a ring con?guration (such as a 
counter-rotating dual ring 232). In some embodiments, three 
types of blades 239 are provided: control blade 234 (not 
shown here), processor blades 236 (providing such functions 
as point-to-point (PPTP) connectivity, ?rewall protection 
against hacking, intruders, or accidental access), and access 
blades 238 (providing such functions as NAT, encryption, and 
routing). 
[0049] FIG. 6 is a block diagram of one embodiment of the 
present invention, service processing switch 600. In some 
embodiments, service processing switch 600 includes a hard 
ware enclosure 230 having power supplies 241 that are hot 
swappable, redundant, capable of automatic failover (when 
one fails, others take over), and which can be AC or DC 
sourced. In some embodiments, dual hot-swappable, variable 
speed fans 242 are provided. In some embodiments, software 
updates can be made without system downtime by swapping 
out all object groups 211 (virtual routers), changing the soft 
ware modules, and then resuming processing. In some 
embodiments, all service blades 239 are hot-swappable (they 
can be removed and/or inserted without bringing the system 
down) and include automatic failover from primary mode to 
protect mode. In some embodiments, dual counter-rotating 
rings 232 support primary and protect redundancy. In some 
embodiments, system 600 provides NEBS Level 3 compli 
ance and is Y2K ready, provides SONET (synchronous opti 
cal network) 1+1 Line Protection Switching, and includes 
integrated metallic cross-connects to enable DS3 (digital sig 
























