
US 20090043971A1 

(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2009/0043971 A1 

Kim (43) Pub. Date: Feb. 12, 2009 

(54) 

(75) 

(73) 

(21) 

(22) 

(62) 

(60) 

DATA INTEGRITY FOR DATA STORAGE 
DEVICES SHARED BY MULTIPLE HOSTS 
VIA A NETWORK 

Inventor: Han-gyoo Kim, Irvine, CA (US) 

Correspondence Address: 
DORSEY & WHITNEY, LLP 
INTELLECTUAL PROPERTY DEPARTMENT 
370 SEVENTEENTH STREET, SUITE 4700 
DENVER, CO 80202-5647 (US) 

Assignee: XiMeta Technology, Inc., Road 
Town (VG) 

Appl. No.: 12/255,433 

Filed: Oct. 21, 2008 

Related US. Application Data 

Division of application No. 10/951,474, ?led on Sep. 
27, 2004, now Pat. No. 7,457,880. 

Provisional application No. 60/506,829, ?led on Sep. 
26, 2003, provisional application No. 60/590,722, 

?led on Jul. 22, 2004, provisional application No. 
60/581,691, ?led on Jun. 21,2004. 

Publication Classi?cation 

(51) Int. Cl. 
G06F 12/02 (2006.01) 

(52) U.S. Cl. ................ .. 711/150; 711/147; 711/E12.002 

(57) ABSTRACT 

Access by multiple hosts, such as computers, to a data storage 
device by way of a network while maintaining data integrity. 
In one embodiment, a method for accessing the storage 
device includes acquiring a resource “lock” that provides 
exclusive access to one of the hosts at a time. In another 

embodiment, the ?le systems of a ?rst and second host pro 
vide ?le system attributes stored in a storage device to provide 
mutually exclusive access for each host to free blocks of the 
device. In another embodiment, a networked system contains 
a ?rst host having exclusive direct access to a storage device 
over a digital network. A second host requiring access to the 
storage device communicates with the ?rst host by way of the 
digital network. File access requests generated by the second 
host are transferred by a redirection ?lter driver within the 
second host to the ?rst host. 
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DATA INTEGRITY FOR DATA STORAGE 
DEVICES SHARED BY MULTIPLE HOSTS 

VIA A NETWORK 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a divisional patent application of 
US. patent application Ser. No. 10/951,474, ?led Sep. 27, 
2004 and entitled “Data Integrity for Data Storage Devices 
Shared by Multiple Hosts Via a Network,” Which claims the 
bene?t under 35 U.S.C. § 119(e) to US. Provisional Appli 
cation No. 60/506,829, ?led Sep. 26, 2003 and entitled 
“Device-Level Data Integrity Scheme for Data Devices 
Shared by Multiple Hosts through LAN,” and Which claims 
the bene?t under 35 U.S.C. § 119(e) to US. Provisional 
Application No. 60/590,722, ?led Jul. 22, 2004 and entitled 
“LoW-Level Communication Layers and Device Employing 
Same,” and Which claims the bene?t under 35 U.S.C. § 119(e) 
to US. Provisional Application No. 60/581,691, ?led Jun. 21, 
2004 and entitled “File System Features That Enable a Stor 
age Device to Be Shared Directly by Multiple Hosts at Device 
Level,” the disclosures of Which are hereby incorporated 
herein by reference in their entireties. 

BACKGROUND OF THE INVENTION 

[0002] a. Field of the Invention 

[0003] The invention relates generally to a data storage 
device shared by multiple hosts by Way of a network. More 
speci?cally, the invention relates to ef?cient access by mul 
tiple hosts of a data storage device over a netWork While 
maintaining the data integrity of the storage device. 
[0004] b. Background of the Invention 
[0005] Generally, hosts, as referred to herein, are electronic 
devices that employ data storage devices to store digital data 
for later retrieval and processing by the host. Hosts include, 
but are not limited to, computers (including desktop personal 
computers, laptop personal computers and Workstations), 
personal digital assistants (PDAs), digital audio systems, 
digital television sets, television set-top boxes, digital game 
devices, smart phones, hand-held computers and other digital 
data processing devices. Data storage devices include, but are 
not limited to, hard disk drives, tape drives, ?ash memory 
units, and compact disc (CD) and digital versatile disc (DVD) 
drives. Further, the data Written to or read from a storage 
device may take any of a variety of forms, including, for 
example, numerical, textual, audio and video data. 
[0006] Often, data storage devices are not connected 
directly With a host, but instead communicate With the host 
via an intermediate electronic device called a device control 
ler, Which couples a data storage device With a central pro 
cessing unit (CPU) and/or logic memory of the host, thus 
providing a mechanism for transferring data therebetWeen. 
Generally, the host also employs its operating system (i.e., the 
softWare resident on a host that controls the overall operation 
of the host) to facilitate communication betWeen the CPU 
and/ or logic memory and the device controller. For example, 
FIG. 1 depicts a typical hardWare con?guration for a com 
puter system. A device controller 11 attached to a system bus 
9 of a computer system enables data transfers betWeen data 
devices 12, 13, and a CPU 3 and logic memory 4. As shoWn in 
FIG. 1, the device controller 11 may control one or more data 
storage devices. 
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[0007] Generally, in situations in Which a data storage 
device is to be shared betWeen tWo or more hosts, the storage 
device is not shared among the hosts directly at device level. 
Instead, the storage device often resides Within one of the 
hosts involved, While the remaining hosts communicate With 
the data storage device by Way of the host containing the data 
device. Typically, communication betWeen the hosts occurs 
via a netWork ?le system. In general, a ?le system (for 
example, the NT File System (N TFS) employed by Microsoft 
WindoWs®) is the portion of an operating system responsible 
for the storage and tracking of ?les, and a ?le system that 
cooperates With other ?le systems over a netWork is termed a 
netWork ?le system. Typically, maintaining a stable state in 
such a system requires that all ?le Write operations by one 
host, including the Writing of any ?le directory information 
and other ?le “meta-data,” be alloWed to complete prior to 
alloWing access by another host. 
[0008] HoWever, in such a netWork a complete computer 
system or host providing a netWork ?le system is required for 
each data storage device added to the netWork, thus signi? 
cantly increasing the cost of the system. More importantly, 
the multiple hosts possess a ?le system dependency When 
sharing data at the ?le system level, as all of the hosts involved 
must agree on a particular netWork ?le system protocol. Fur 
ther, When a change in the netWork ?le system is required, that 
change must be implemented in all hosts involved. In addi 
tion, the usage of ?les remotely accessible through netWork 
?le systems typically is limited compared to What is possible 
by Way of direct access of the ?les from a data storage device, 
such as a hard disc drive. 

[0009] Sharing a storage device directly at the device level 
through a netWork provides certain advantages over indirect 
sharing of the storage device via netWork ?le systems. Direct 
sharing tends to be more e?icient in terms of latency and 
access times. Direct sharing is more cost effective because 
less expensive hardWare, in the form of a netWork device 
controller may be used instead of an entire computer system, 
Which alloWs direct connection of each storage device via a 
netWork. No additional operating system or ?le system soft 
Ware is required, Which also eliminates the ?le system depen 
dency problems and limitations identi?ed above. 
[0010] HoWever, given that such a system provides no cen 
traliZed control of data transfers betWeen the hosts and the 
storage device, data integrity is a potential problem. For 
example, With each host of the system Writing and reading 
various portions of the storage device, one host may easily 
overWrite portions of ?les previously Written by another host, 
thus possibly causing partial or total loss of the data contained 
in the ?les. 
[0011] To further explain, sharing a data storage device 
over a netWork presents unique challenges compared to, for 
example, those involved With sharing a netWork printer. A 
netWork printer is often shared by more than tWo host com 
puters, but the nature of the data being transferred over the 
netWork necessitates the tWo situations be treated differently. 
[0012] Print commands from computers to netWork print 
ers apply only to complete ?les. As a result, all commands 
issued to a netWork printer are guaranteed to be serialized at 
the ?le level so that no overlapped or interleaved ?les may be 
printed. In other Words, a ?le in the shared netWork printer 
environment cannot be divided into smaller portions to be 
interleaved With portions of other ?les to be printed. 
[0013] HoWever, ?les intended for a data storage device, 
such as a hard disk drive, are ultimately translated into one or 
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more physical sectors of the data device by Way of ?le system 
softWare. Further, no guarantee exists that the ?le Will not 
occupy several discontinuous series of sectors on the data 
storage device. Therefore, different ?les from various hosts 
sharing the storage device may possibly be mapped onto 
overlapping sectors unless the ?le systems of the hosts coop 
erate in some manner. 

[0014] Given the foregoing, systems and methods that 
alloW multiple hosts to access a shared data storage device in 
an ef?cient manner Without loss of data integrity Would be 
advantageous. 

BRIEF SUMMARY OF THE INVENTION 

[0015] Generally, embodiments of the present invention 
alloW read and/or Write access by multiple hosts, such as 
computers or other information appliances, to a data storage 
device by Way of a netWork While maintaining the data integ 
rity of the data storage device. In one particular embodiment, 
a method for accessing the data storage device provides, in 
part, acquiring a resource lock, Which provides exclusive 
access to one of the multiple hosts at a time. The host holding 
the lock may then directly access the storage device Without 
interference from the other hosts. After accessing the storage 
device, the accessing host releases the lock on that storage 
device so that other hosts may then be alloWed to access the 
storage device. The lock may be implemented entirely in 
softWare, hardWare, or a combination thereof. In one embodi 
ment, the lock is implemented Within the data storage device, 
and the data storage device accepts and executes lock access 
commands issued by the multiple hosts. 
[0016] In another embodiment, a netWorked system is pro 
vided Which includes a data storage device and a plurality of 
hosts coupled to the storage device by Way of a digital net 
Work. In addition, a resource lock is included Which provides 
exclusive access to the data storage device to one of the 
plurality of hosts at a time. Digital netWorks employable for 
coupling the data storage device With the multiple hosts 
include, but are not restricted to, a local area netWork such as 
Ethernet (LAN), a Wide area netWork (WAN), the Internet, a 
virtual private netWork (V PN), and any other digital netWork. 
[0017] In another embodiment of the invention, a net 
Worked system With a data storage device shared by a plural 
ity of hosts over a netWork utiliZes a ?le system providing a 
“check out” attribute for each cluster of free blocks available 
for ?le storage. A host attempting to claim a cluster of free 
blocks analyZes the associated check out attribute to deter 
mine if another host has already claimed the cluster. If not, the 
ho st sets the check out attribute With a value indicating that it 
has claimed the cluster, thereby providing the host exclusive 
access to the cluster. In a further embodiment, a resource lock 
may be employed to protect the access to the check out 
attribute. Mutually exclusive access to other ?le system data 
structures may be provided in a similar fashion. 
[0018] In a further embodiment, a ?rst host has exclusive 
direct access to a data storage device, Which is accessed by 
Way of the host’s local ?le system over a digital netWork. A 
second host requiring access to the data storage device com 
municates With the ?rst host by Way of the digital netWork. 
File access requests generated by the second host are redi 
rected aWay from its oWn local ?le system to the ?rst host by 
a redirection ?lter driver. The ?rst host maintains direct 
access to the storage device While the second host communi 
cates With the device through the ?rst host’s ?le system. In 
one embodiment, the ?rst and second hosts each include a ?le 

Feb. 12, 2009 

netWork system for transferring ?le access requests from the 
second to the ?rst host. In another embodiment, each of the 
?rst and second hosts employ a netWork connection (such as 
a socket connection program) to alloW the second host to 
issue ?le access requests through the ?rst host. 
[0019] Additional embodiments and advantages of the 
invention Will be realiZed by those skilled in the art upon 
reading the detailed description of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0020] FIG. 1 depicts a block diagram of a typical data 
storage device connection Within a computer system. 
[0021] FIG. 2 depicts a block diagram of a computer net 
Work connecting multiple host computers With a data storage 
device at the device level. 
[0022] FIG. 3 depicts a block diagram of a typical data 
abstraction hierarchy of a computer system Wherein each 
layer of the hierarchy provides a different vieW of a ?le. 
[0023] FIG. 4 depicts a block diagram describing a ?le 
access process of a typical computer system employing the 
data abstraction hierarchy of FIG. 3. 
[0024] FIG. 5 depicts a How diagram describing a typical 
?le read or Write operation. 
[0025] FIG. 6 depicts a How diagram of a ?le Write opera 
tion according to an embodiment of the invention employing 
a netWork of multiple hosts sharing a data storage device and 
a resource lock. 

[0026] FIG. 7 depicts a How diagram of a ?le read operation 
according to the embodiment of the invention associated With 
FIG. 6. 
[0027] FIG. 8 depicts a typical logical vieW of a conven 
tional ?le system on a data storage device. 
[0028] FIG. 9 depicts a logical vieW of a Microsoft Win 
doWs® NTFS partition. 
[0029] FIG. 10 depicts a typical netWork of hosts that share 
a data storage device directly at the device level. 
[0030] FIG. 11 depicts a free block list of a ?le system 
according to an embodiment of the invention. 
[0031] FIG. 12 depicts a process of accessing a root direc 
tory in a conventional ?le system. 
[0032] FIG. 13 depicts a process ofaccessing multiple root 
directories of a ?le system according to an embodiment of the 
invention. 
[0033] FIG. 14A depicts an example of a ?rst partial direc 
tory structure of a ?le system according to an embodiment of 
the invention. 
[0034] FIG. 14B depicts an example of a second partial 
directory structure of a ?le system according to an embodi 
ment of the invention. 
[0035] FIG. 14C depicts an example of a third partial direc 
tory structure of a ?le system according to an embodiment of 
the invention. 
[0036] FIG. 15 depicts the entire directory structure of the 
examples in FIGS. 14A, 14B and 14C. 
[0037] FIG. 16 depicts a system employing multiple data 
storage devices using a ?le system according to an embodi 
ment of the invention. 
[0038] FIG. 17 depicts a block diagram of a netWorked 
system according to an embodiment of the invention main 
taining the data integrity of a data storage device shared by 
multiple hosts by Way of netWork ?le systems. 
[0039] FIG. 18 depicts a block diagram of a netWorked 
system according to an embodiment of the invention main 
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taining the data integrity of a data storage device shared by 
multiple hosts by way of network connection programs. 

DETAILED DESCRIPTION OF THE INVENTION 

[0040] One embodiment of the invention allows direct con 
nection of one or more hosts to one or more data storage 

devices, as illustrated in FIG. 2. A direct connection between 
a ?rst host 10 and a data storage device (or subsystem) 20 over 
a network, such as a LAN 50, (and also between a second host 
30 and a third host 40, and the data storage device 20) may 
permit the hosts 10, 30, 40 to access the storage device with 
out requiring a server to manage such access. Also, such 
direct connection allows the hosts to circumvent the use of a 
network ?le system, as described above, and access the data 
storage device at a lower, more e?icient level of abstraction. 
Typically, the connection between the hosts 10, 30, 40 and the 
data storage device 20 is facilitated by way of a network 
device controller 31, 32, 33 and 34 identi?ed with each host 
10, 30, 40 and data storage device 20, respectively. In addi 
tion, each host 10, 30, 40 normally includes a system bus 21, 
22, 23, respectively, with a central processing unit (CPU) 51, 
52, 53 and logical memory 54, 55, 56, coupled with the 
network device controller 3 1, 32, 33, to communicate with the 
storage device 20. 
[0041] FIG. 3 provides a graphical representation of the 
various levels of abstraction by which data stored on a data 
storage device may be viewed. At the top of the abstraction 
hierarchy is a user process 100 (e.g., a user application, an 
assembly language program, an operating system daemon, or 
the like) executed on a host computer accessing the storage 
device 103, which refers to a ?le 201 by a ?le name (such as 
“MyFile” in FIG. 3), the ?le 201 being viewed as a sequence 
of bytes of arbitrary length. At a lower level of abstraction, a 
?le system 101 of the computer system views that same data 
as a collection of data sectors 204 within a linear array of 
“logical sectors” or “blocks” 202, the blocks 202 of the array 
typically being numbered from Zero up to some maximum 
sector number. Below that, a software device driver (usually 
including a computer program having instructions to operate 
or control the storage device 103), in conjunction with an 
input/output system 102 may view the data of the ?le in a 
fashion closer to its actual physical con?guration 203, or 
layout, within the data storage device 103. Generally, an 
input/output system, such as the Basic Input/Output System, 
or “BIOS,” of a personal computer, translates operating sys 
tem calls for access to a data storage device into a form 
understandable by that device. For example, assuming the use 
of a hard disk drive as a data storage device, the input/ output 
system 102 may recogniZe the ?le as a set of data sectors 
arranged across one or more disk surfaces, or “platters.” Fur 
ther, each platter is then normally divided into several tracks, 
or “cylinders,” which in turn are typically divided into mul 
tiple physical sectors. In many hard disk drives, each logical 
block 202 corresponds to a physical sector of the drive. Other 
physical media, such as tape drives, CDs or DVDs, exhibit 
other physical data sector layouts, all of which are compatible 
with and embraced by the present invention. Data abstraction 
hierarchies other than that shown in FIG. 3 are also possible. 
In fact, any data abstraction hierarchy and/or any data layout 
currently known or otherwise compatible with digital data 
storage is encompassed by the present invention. 
[0042] Most host computer systems also utiliZe a data 
buffer, or “cache,” normally implemented inside the main 
logical memory of the computer system and logically resid 
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ing within the data hierarchy between the ?le system 101 and 
the input/output system 102. The buffer is usually employed 
to increase system performance by saving a copy of a portion 
of often-used (or recently used) data stored on the data storage 
device 103 for future computer CPU or main memory 
accesses to shorten the time required to access that data. Due 
to the limited siZe of the buffer compared to the data storage 
device 103, the buffer typically is able to hold only a small 
percentage of the total amount of data residing in the data 
storage device 103 at any given time. 
[0043] FIG. 4 depicts a buffer system 105 placed within the 
data access hierarchy of FIG. 3. Shown within the buffer 105 
is a copy 106 of a portion of user data 108 residing in the data 
storage device 103. However, when the copy 106 is valid 
(e.g., the copy 106 exactly matches the contents of the corre 
sponding data 108 in the data storage device 103), all requests 
to access the corresponding data 108 of the data storage 
device 103 will instead access the copy 106 in the buffer 105 
without directly accessing the data 108 resident on the device 
103. 

[0044] In the example of FIG. 4, user data 106 is read from 
the buffer 1 05 instead of the data storage device 103 if the user 
data 106 in the buffer 105 is valid. During write operations, all 
user data to be written to the data storage device 103 will be 
copied into either a free space of the buffer 105, or into an area 
of the buffer 105 holding a copy of that data. The physical 
sectors holding the user data 108 of the data storage device 
103 are written from the copy 106 in the buffer 105 at a later 
time, depending on the particular buffer ?ushing strategy 
employed. The details of various caching and ?ushing strat 
egies are well-known in the art, and are not critical to the 
various embodiments of the invention described herein. 

[0045] As illustrated in FIG. 4, the buffer 105 also normally 
maintains a cache of meta-data 107 corresponding to and 
describing the copy 106 of user data. Meta-data, such as ?le 
descriptors, are data necessary for mapping portions of ?les 
201 to blocks 202 for proper storage and retrieval of ?le data. 
Meta-data may include, for example, a ?le’s length and physi 
cal location on a data storage device 103. This information is 
stored on physical sectors of the data storage device 103 as 
meta-data 109 associated with the data storage device 103. 
Depending on the implementation of the particular ?le sys 
tem 101 employed, additional mapping information 110, 
such as certain ?le directories found in the data storage device 
103, may also be cached as meta-data in various data struc 
tures of the ?le system 101 itself. 

[0046] FIG. 5 shows a generaliZed method of reading or 
writing data ?les (or portions thereof normally employed by 
a single host directly connected to a single data storage 
device, using the data hierarchy of FIG. 4. In operation 301, 
the ?le system 101 receives a ?le read or write request from a 
user process 100. Following receipt, in operation 302 the ?le 
system 101 attempts to access a copy 107 of the meta-data in 
the buffer 105 that contains the mapping information describ 
ing the translation from the ?le 201 to the corresponding 
blocks 202. In operation 303, the system determines whether 
the copy 107 of the meta-data stored in the buffer 105 is valid. 
If the meta-data 107 is valid, operation 305 is executed. If, 
however, the meta-data 107 is invalid or not present in the 
buffer 105, the input/output system 102 executes operation 
304 and converts the location of the blocks 202 of the required 
meta-data into the corresponding location of physical sectors 
203 of the data storage device 103, reads the corresponding 
meta-data 109 from the physical sectors 203 of the data stor 
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age device 103, and copies the meta-data 109 into the buffer 
105, resulting in a valid copy 107 of the meta-data in the 
buffer 105. Optionally, the ?le system 101 may perform 
operation 303 once again to ensure the meta-data 107 in 
buffer 105 is valid. 

[0047] In operation 305, With a valid copy 107 of the meta 
data noW available in the buffer 105, the ?le system 101 reads 
the copy 107. Continuing With operation 306, the ?le system 
101 determines Whether the requested data access requires a 
read or Write of ?le data. In the case of a read operation, 
operation 307 is executed, in Which the ?le system 101 deter 
mines the proper blocks 202 of the actual user data desired 
and attempts to access a valid copy 106 of the user data in the 
buffer 105. In operation 308, the ?le system 101 determines if 
the copy 106 of user data is not valid or is nonexistent in the 
buffer 105. If the copy 106 of user data is invalid or not 
present, operation 309 is performed, in Which the input/out 
put system 102 converts the location of the blocks 202 hold 
ing that data into the corresponding location of physical sec 
tors 203 of the data storage device 103, reads the user data 108 
from the physical sectors 203 of the data storage device 103, 
and copies the user data 108 into the buffer 105, resulting in 
a valid copy 106 of the user data in the buffer 105. Operation 
308 then may be executed once again to ensure the copy 106 
of the user data in the buffer 105 is valid. In operation 310, the 
?le system 101 then reads the copy 106 of the user data from 
the buffer 105, thus completing the read request from the user 
process 100. 

[0048] If, instead, the ?le system 101 determined in opera 
tion 306 that a Write operation is involved, operation 311 is 
executed, in Which the ?le system 101 uses the copy 107 of 
meta-data previously read from the buffer 105 in operation 
305 and transfers the user data 106 and associated meta-data 
107 to be Written to an appropriate location in the buffer 105, 
thus making those portions of the buffer 105 valid. At some 
later time, When the buffer 105 is to be “?ushed” (i.e., data in 
the buffer 105 is to be Written to the data storage device 103), 
operation 312 is performed, in Which the user data 106 and 
associated meta-data 107 in the buffer 105 are Written to the 
data storage device 103 as user data 108 and meta-data 109 by 
Way of the input/output system 102, thereby completing the 
Write operation. 
[0049] As mentioned earlier, alloWing multiple hosts con 
current direct access to the data storage device 103 may cause 
data integrity problems in both the meta-data 109 and the ?le 
data 108 located on the data storage device 103, as Well as any 
copies 106, 107 ofthat data in a buffer 105 of each host. For 
example, referring to FIG. 2, one host 10 might be in the 
process of updating a preexisting ?le resident on a storage 
device 20 by Way of multiple Write operations. Before 
completion of the update, a second host 30 may read the same 
?le from the data storage device 103, thus receiving an inter 
mediate and incorrect copy of the ?le. 

[0050] In addition, the use of a buffer 105 Within each of the 
hosts exacerbates any potential data integrity problems. For 
example, if each host is accessing copies 106, 107 of meta 
data and ?le data from its oWn buffer 105, updates to those 
copies 106, 107 Will not be seen by other hosts until that 
information is ?ushed from the buffer 105 and Written to the 
data storage device 103. Accordingly, each host may be 
attempting to update the same data ?le in different Ways, 
completely unaWare that multiple, dissimilar copies of the 
same ?le exist, thus destroying the data integrity of that ?le. 
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[0051] To address this problem, one embodiment of the 
invention involves the use of a resource “lock” to prevent 
access to the data storage device 103 at the device level by 
more than one ho st at any particular time. Generally speaking, 
the lock is acquired by a host attempting access the storage 
device, including any reading or Writing of a data ?le to the 
device 103, and is released after the access operation has been 
completed. In most embodiments, completion of a Write com 
mand Would include the host in possession of the lock ?ush 
ing the contents of its buffer 105, thus ensuring the meta-data 
and ?le data of the data storage device 103 has been updated. 
Only one host may possess the lock at any one time, thereby 
prohibiting access to the data storage device by any other 
host. The lock may also be implemented as a “semaphore” or 
similar construct knoWn in the art. Generally, a semaphore is 
a ?ag or similar indicator that is Writable and readable by one 
or more hosts, and is used to relay a simple message betWeen 
those hosts. 

[0052] The lock itself may be implemented in several dif 
ferent Ways. The lock may be implemented entirely in soft 
Ware (such as device driver or netWork protocol), although 
hardWare implementations are possible as Well, as are hybrid 
hardWare/softWare implementations. In one embodiment, the 
data storage device 103 itself may internally store the value of 
the lock for access by each of the hosts using the device 103. 
All access and manipulation of the lock by the host Would 
then be controlled, for example, by a device-level controller 
Within or operably connected to the data storage device 103. 
In addition to lock control, the device-level controller may 
process standard device-level commands normally targeted 
for a data storage device, such as the commands associated 
With the Small Computer Systems Interface (SCSI) or Inte 
grated Drive Electronics (IDE) interfaces knoWn in the art. 
[0053] Generally, a device-level controller is implemented 
by Way of an embedded microcontroller system designed and 
employed to perform tasks speci?c to the control and main 
tenance of the associated data storage device, including the 
processing of device-level commands, as described above. 
Typically, such a system employs resources, in terms of algo 
rithmic capability, speed and logical memory, minimally suf 
?cient to perform its assigned duties in terms of data storage 
device control, but not to implement commands beyond 
device control. (For example, the microcontroller may 
respond to device-level command, but Would not implement 
and run an operating system.) Accordingly, the term “com 
puter,” as is generally employed in the art, does not embrace 
a device-level controller of the embodiments of the present 
invention. 

[0054] In some embodiments, the data storage device 103 
(or associated controller) may provide lock control and 
access for the hosts by Way of lock-speci?c commands that 
facilitate the checking and setting of the lock. For example, 
the data storage device 103 may provide an “acquire lock” 
command that provides both a checking and setting of the 
lock in one operation. In other Words, if the lock is already 
held by another host, the data storage device 103 Will return a 
failure indication to the requesting host. OtherWise, a success 
indication can be returned, indicating to the requesting host 
that the lock acquisition Was successful, in Which case the 
requesting host may proceed With accessing data on the data 
storage device 103. In another implementation, the request 
ing host may be able to specify a timeout period as a param 
eter of the acquire lock command so that the data storage 
device 103 attempts to acquire the lock for the requesting host 
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for the timeout period if the lock is held by another ho st before 
returning a failure indication. In addition, the data storage 
device 103 Would also support a “release lock” command to 
alloW the host holding the lock to alloW access by the other 
hosts. In another embodiment, a netWork device controller 
34, as shoWn in FIG. 2, may implement the locking mecha 
nism instead of the data storage device 103 of FIGS. 3 and 4. 
[0055] In yet another implementation, the lock may be 
implemented by one of the hosts accessing the data storage 
device 1 03. Other hosts Would then access the lock by making 
requests via the netWork to the host implementing the lock. In 
another embodiment, responsibility for maintaining the lock 
may be distributed among all or some subset of the hosts 
involved, With each host possessing a local copy of the state of 
the lock, including the identity of the host currently in pos 
session of the lock. In that particular case, care must be taken 
to ensure that each of the hosts maintains a current copy of the 
state of the lock. 
[0056] FIG. 6 generally shoWs the steps of a Write operation 
of a ?le according to an embodiment of the invention employ 
ing a resource lock to enhance the data integrity of the ?le 
being Written. Using the system of FIG. 4 as a template for a 
host and a data storage device, operation 401 is ?rst executed, 
in Which the user process 100 issues a ?le Write request to the 
?le system 101. In operation 402, the ?le system 101 ?rst 
acquires the lock before initiating the actual Write operation. 
As stated above, acquisition of the lock may be delayed if 
another host is already in possession of the lock. In one 
embodiment, the requesting host may “time out” if the lock 
has not been acquired Within a predetermined period of time, 
thus alloWing the host to complete other tasks before attempt 
ing to acquire the lock once again. During operation 402, the 
?le system 101 may intermittently check for the lock explic 
itly, or such an intermittent check may be performed auto 
matically by another softWare routine. Altemately, the ?le 
system may place a request for the lock, and then be inter 
rupted by another softWare routine When the lock becomes 
available. 
[0057] Once the lock is acquired, operation 403 is per 
formed, in Which the ?le system 101 checks for a valid copy 
107 of the meta-data in the buffer 105. In some cases, the ?le 
system 101 may assume beforehand that the meta-data 107 in 
the buffer 105 is invalid if the previous lock holder Was 
another host, thereby circumventing an exhaustive check of 
the buffer 105. In such a case, an identi?cation of the last host 
to hold the lock may also be implemented in conjunction With 
the lock itself. For example, a host may Write a speci?c ?le 
system data structure on the data storage device 103 after 
acquiring a lock indicating it is the most recent holder of the 
lock. 
[0058] If the meta-data in the buffer 105 is not present or 
valid, operation 404 is executed, in Which the corresponding 
meta-data 109 is read from the data storage device 103 (i.e., 
the data storage device 103) using the input/ output system 
102. Otherwise, the ?le system 101 may proceed to operation 
405. Once operation 404 is complete, the ?le system 101 may 
again check if validity of the meta-data in the buffer 105 is 
valid in operation 403. With a valid copy 107 of the meta-data 
noW in the buffer 105, operation 405 is performed, in Which 
the ?le system 101 reads that copy 107 of the meta-data, 
translates the information for the ?le 201 into a set of blocks 
202 containing the desired user data, and then Writes the neW 
data into the proper location in the buffer 105. In addition, the 
meta-data is updated based on any changes necessary due to 
the neW user data to be Written. 

[0059] The ?le system 101 then determines in operation 
406 if the host Will hold the lock after the Write operation. If 
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not, in operation 408 the host ?ushes all ?le data and meta 
data in the buffer 105 to the data storage device 103 using the 
input/output system 102 to perform the logical-to-physical 
sector translation before it releases the lock in operation 409. 
If the host holds the lock, the host then determines in opera 
tion 407 if another Write request is pending. If so, the Write 
procedure resumes by returning to operation 403. If there is 
no pending Write request, the host determines if it Will still 
hold the lock in operation 406 based on other criteria, such as 
anticipated near-term data storage device access require 
ments. 

[0060] As a result, the lock mechanism prevents multiple 
hosts from simultaneously or concurrently Writing to the data 
storage device 103 by alloWing only one host at any time to 
hold the lock for Writing operations. Accordingly, the Writing 
by any host holding a lock is likely valid, because all previous 
Write operations to the shared data storage device 103 by 
other hosts are fully recorded by ?ushing all user data 106 and 
meta-data 107 from the buffer 105 to the data storage device 
103 before another host can acquire a lock. 

[0061] In an alternative embodiment, all hosts connected to 
the data storage device 103 may cooperate to time-share 
access to the data storage device 103 by allocating a limited 
lock hold time to each host, thus preventing monopoliZation 
of the lock by any single host. The limited hold time may be 
invariant (for example, ten seconds per host), prioritized by 
host (for example, host A has a ten second lock While host B 
has a ?ve second lock), or varying With some other parameter 
(for example, larger ?les may permit longer locks, lock dura 
tion may be determined by data throughput speed of the 
storage device and the host, and so forth). 
[0062] FIG. 7 illustrates the process How of a read opera 
tion, according to another embodiment of the invention, uti 
liZing a lock to guarantee the ?le data read is consistent With 
the data resident on the data storage device 103. In operation 
501, the ?le system receives a read request from a user pro 
cess 100. Thus, in operation 502, the ?le system 101 acquires 
a lock before initiating a read operation. Once the ?le system 
101 acquires the lock, operation 503 is executed, in Which the 
?le system 101 determines if the copy 107 of meta-data and 
other mapping information is present and valid in the buffer 
105. If not, in operation 504 the ?le system 101 reads the 
corresponding meta-data 109 from the data storage device 
103 by Way of the input/output system 102 into the buffer 105. 
The ?le system 101 may then return to operation 503 to 
ensure the validity of the meta-data 107 in the buffer 105. In 
operation 505, the ?le system 101 reads the copy 107 of the 
valid meta-data from the buffer 105, performs a translation 
from the name of the ?le 201 to a set of blocks 202, and 
searches the buffer 105 for a valid copy 106 of the ?le data 
corresponding to the blocks 202. If a copy 106 of the ?le data 
is not in the buffer 105, or such a copy is not valid, the ?le 
system 101 performs operation 506, in Which the ?le data 108 
is read from the data storage device 103. Again, at this point 
the ?le system 101 may return to operation 505 to ensure the 
validity of the ?le data 106 in the buffer 1 05. With a valid copy 
106 of the ?le data in the buffer 105, the ?le system 101 
executes operation 507 and completes the read request by 
obtaining the data copy 106 from the buffer 105, before 
releasing the lock in operation 508. Since the ?le system 101 
has not Written any meta-data or ?le data to the buffer 105, 
?ushing the buffer prior to releasing the lock is not required, 
as Was the case during the Write operation described in FIG. 6. 
In alternative embodiments, the ?le system 1 01 may retain the 
lock to execute further read or Write operations prior to releas 
ing the lock. 
















