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METHODS AND FRAMEWORK FOR 
CONSTRAINT-BASED ACTIVITY MINING 

(CMAP) 

STATEMENT REGARDING FEDERALLY 
SPONSORED RESEARCH & DEVELOPMENT 

[0001] The United States Government has acquired certain 
rights in this invention pursuant to Contract No. N000l4-06 
C-OOl 8, issued by the Department of the Navy. 

BACKGROUND OF THE INVENTION 

[0002] This invention relates generally to data mining, and 
more speci?cally, to methods and framework for constraint 
based activity mining (CMAP). 
[0003] In many applications, including military surveil 
lance, scienti?c data analysis, manufacturing processes, and 
business intelligence, human and/ or machine activities have 
been recorded and analyZed. Often, discovery of recurrent 
patterns from such activities Will provide invaluable insights 
and enable effective actions in these application domains. 

[0004] Early studies, such as association rule mining and its 
variations, often assume that all data is stored in a single data 
table and hence ignore any complex structures among the 
data. Recently, the data mining community has recogniZed 
the need to discover patterns from multiple relational tables, 
since many datasets have been saved in relational databases 
for a long time. 

[0005] Different approaches have been taken to discover 
such patterns. A generic approach is to consider a pattern as a 
logic clause. HoWever, it is very challenging to develop an 
ef?cient algorithm to discover patterns of such generic form. 
Researchers have addressed this challenge by restricting the 
alloWed forms of patterns and designing special algorithms to 
discover patterns of the restricted form. 

[0006] A very common technique is to use “mode”, ?rst 
introduced in PROGOL. This often reduces the valid pattern 
space signi?cantly, for example, up to a feW orders of mag 
nitude. HoWever, a mode satisfaction test often depends on 
the order of pattern elements, Which is usually not signi?cant 
in determining the semantics of a pattern. For example, a 
mode on a close predicate can require any atom on close to use 

only variables introduced in predicates preceding it. This 
mode is satis?ed by Example 2, but not by Example 3, (See 
Table 1 below) even though the tWo patterns are equivalent. 
Hence, the mode restriction must be carefully taken into 
account When designing the mining algorithms. 
[0007] Often, the mode declaration also speci?es the data 
type for predicate arguments. This data type speci?cation 
further reduces the pattern search space. For example, the 
same variable in a pattern cannot assume tWo different types. 

In addition, a constant parameter in a pattern should have the 
correct type as speci?ed by the corresponding predicate. 
[0008] One knoWn data mining tool, WARMR, adapts a 
mode constraint to discover frequent patterns in ?rst-order 
logic form. Speci?cally, a pattern is a conjunction of positive 
literals. Even though WARMR exploits the mode constraints, 
Which is sometimes referred to as bias, it does not perform or 
scale Well due to the generic pattern formulation. On the other 
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hand, there are some other specialiZed algorithms, e.g., to 
discover sequential patterns Which are similar to Example 5 
(if the starting and ending time of each action are collapsed 
into a single time point), or to discover sub-graphs Which are 
similar to Example 1 (if airport is considered as node and ?y 
as edge in a graph). Such specialiZed algorithms may be 
reasonably ef?cient, but the forms of restrictions are built into 
the algorithms, and cannot be extended to handle other forms. 

[0009] WARMR ?rst introduces the concept of a multi 
relational activity pattern, called “query”, as an extension to 
association rules. It uses a level-Wise re?nement framework 

similar to the APRIORI algorithm used in association rule 
mining. The major difference in the WARMR algorithm is in 
generation of neW candidate patterns from existing ones. It 
uses the typical logic re?nement operation: unify tWo vari 
ables, replace one variable by a constant, or add a neW atom (a 

pattern element). 
[0010] WARMR requires that atoms must satisfy mode 
constraints Which in turn restricts the use of constants or 

variables in each argument. This helps to reduce the search 
space signi?cantly. Unfortunately, due to the intrinsic large 
search space (note that an association rule is a degenerated 
pattern using atoms of a single predicate With a single con 
stant argument), WARMR can only handle very small data 
sets (With small number of predicates and data records). 

[0011] Another data mining tool, FARMER, improves 
WARMR With a more ef?cient algorithm. HoWever, its 
assumption of unique object identi?ers (OIs) in patterns pre 
vents FARMER from discovering many interesting patterns. 
An improved version of FARMER relaxes the OI assumption 
(to a Weak OI assumption) but sacri?ces the ef?ciency of the 
original algorithm to some extent. HoWever, even the Weak 
OI assumption is overly restrictive. For instance, and again 
referring to Table 1, Example 7 cannot be discovered by 
FARMER under the OI assumption. Example 7 and Example 
8 cannot be discovered at the same time using FARMER 

under the Weak OI assumption (since R has to be speci?ed as 
OI to discover Example 8 and reverse the speci?cation to 
discover Example 7). In addition, WARMR or FARMER does 
not consider other constraints. 

[0012] FARMER improves WARMR by signi?cantly 
reducing the number of generated candidate patterns, under 
the assumption that variables in a pattern are object identities 
(OIs). TWo variables in the same pattern cannot take the same 
value assignment, and a variable cannot be assigned to a 
constant in the same pattern. For example, in pattern occur 

(El, Tl), occur(E2, T2), close(T1, T2), the occurrence time of 
the tWo events T 1 and T2 cannot be the same (even though they 
shall be close to each other) due to the OI requirement. With 
this OI assumption, FARMER uses a much simpler re?ne 
ment operation, that is, FARMER alWays adds a neW atom to 
the existing pattern in order to obtain a candidate pattern. 
Combined With the mode constraints, the re?nement step in 
FARMER Will generate much less redundant patterns than 
the WARMR algorithm. In addition, although not explicitly 
mentioned, FARMER assumes that all atoms in the pattern 
are “connected” through common variables shared by atoms. 
It actually exploits this assumption to add atoms that must use 
one variable in the existing pattern. 
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TABLE 1 

Feb. 12, 2009 

Example 1 A person takes a round-trip ?ight: 
person(P)—>?y(P, A1 T1, A2, T2), 
?y(P, A2, T3, A1, T4), A1 == A2. 

Here, ?y provides one hop 
?ight information including 
the person who ?ies, the 
departure airport and time, 
as well as the arrival airport 
and time. 

Example 2 A person takes a connected ?ight: 

?y(P,A2, S2,A3, E2), close(E1, S2),A1 == A3. 
Example 3 A person takes a connected ?ight: 

person(P)—>close(T1, T2), 
This pattern is equivalent to 
Example 2, since the order 
of the pattern elements or 
the name of the variables 
does not change the meaning 
of the pattern. 
This pattern is equivalent to 
Example 2, since close is a 
symmetric relation, i.e., 
close(S2, E1) is the same as 
close(E1, S2). 
Here L is the location in 
drive and lodge. 

Example 5 A person takes a sequence of actions: 
person(P)—>?y (P, A1, S1, A2, E1), 
drive(P, L1, S2, L2, E2), lodge(P, L3, S3, E3), 
before(E1, S2), before(E2, S3). 

Example 6 A frequent ?ier: person(P)—>?y(P, S, E), 
count(S)/(max(S) — min(S) + 1) > 6. 

Here max and min return the 
maximum and minimum 
year for all the ?ights 
(starting time) a person 
takes, and count returns the 
number of distinct ?ights 
(each has a different starting 
time). 

Example 7 A ?ight stops in two metropolitan 
airports: ?ight(F) —>stop(F, A1), 
airport(A1, R1), region(R1, ‘metro’), 
stop(F, A2), airport(A2, R2), 
region(R2, ‘metro’), A1 == A2. 

Example 8 A ?ight stops in two airports of two 
different metropolitan regions: ?ight(F) 
—>stop(F, A1), airport(A1, R1), 
region(R1, ‘metro’), stop(F, A2), 
airport(A2, R2), region(R2, ‘metro’), A1 == 
A2, R1 == R2. 

pattern. 

Note that the two 
metropolitan regions can be 
the same or different in this 

BRIEF DESCRIPTION OF THE INVENTION 

[0013] In one aspect, a method of mining data to discover 
activity patterns within the data is provided. The method 
includes receiving data to be mined from at least one data 
source, determining which of a number of speci?ed interests 
and constraints are associated with the mining task, selecting 
corresponding mining agents that combine search algorithms 
with propagators from the speci?ed constraints, ?nding any 
activity patterns that meet the speci?ed interests and con 
straints, and analyzing said activities patterns found to meet 
the speci?ed interests and constraints. 
[0014] In another aspect, a computer-based system for con 
straint-based mining of activity patterns within a framework 
is provided. The system comprises a data input, a plurality of 
data mining tools within the framework and operable to run 
on the system, the data mining tools con?gured to search data 
received at the data input for one or both of temporal and 
spatial patterns for activities of interest within one or more 
scenarios, a plurality of constraints, the constraints based on 
knowledge and experiences, and operable to cause the system 
to determine whether one or more patterns satis?es the con 

straints, the constraints organized based on a subsumption 
relationship among the constraints, and at least one database 
con?gured for operation as a pattern repository. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] FIG. 1 is a diagram illustrating a constraint-based 
activity mining (CMAP) roadmap. 
[0016] FIG. 2 illustrates operational concepts of a CMAP 
framework. 
[0017] FIG. 3 identi?es interaction scenarios between a 
CMAP software system and various user types. 
[0018] FIG. 4 illustrates decomposition of a manage data 
sources use case. 

[0019] FIG. 5 illustrates decomposition of a manage pat 
tern destinations use case. 

[0020] FIG. 6 illustrates decomposition of a manage min 
ing tasks use case. 

[0021] FIG. 7 illustrates an analyze discovered patterns use 
case. 

[0022] FIG. 8 illustrates a manage plug in modules use 
case. 

[0023] FIG. 9 illustrates development of a CMAP plug in 
module. 
[0024] FIG. 10 illustrates an evaluate CMAP use case. 

[0025] FIG. 11 illustrates classes in a CMAP framework 
utilized in pattern discovery. 
[0026] FIG. 12 illustrates classes in a CMAP framework 
related to a DataTable class within a CMAP framework. 
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[0027] FIG. 13 illustrates various data types supported in 
one embodiment of a CMAP framework. 
[0028] FIG. 14 illustrates additional classes related to a 
PatternSet class within a CMAP framework. 
[0029] FIG. 15 illustrates the composition of an individual 
pattern within a CMAP framework. 
[0030] FIG. 16 illustrates classes related to a Constraint 
class within a CMAP framework. 
[0031] FIG. 17 illustrates classes utiliZed to represent an 
expression used in a SemanticFilter constraint within a 
CMAP framework. 
[0032] FIG. 18 illustrates classes related to a Task key class 
within a CMAP framework. 
[0033] FIG. 19 illustrates steps for using a CMAP frame 
work to discover and analyze activity patterns. 
[0034] FIG. 20 illustrates sample steps to manage data 
sources, pattern destinations and tasks within a CMAP frame 
work. 
[0035] FIG. 21 illustrates that the CMAP framework is 
operable to send noti?cations to remote recipient agents. 
[0036] FIG. 22 includes ?ow diagrams illustrating opera 
tion of the CMAP mechanism to discover patterns meeting 
speci?ed constraints. 

DETAILED DESCRIPTION OF THE INVENTION 

[0037] The embodiments provided herein describe and 
specify a software architecture and discovery mechanism for 
Constraint-based Mining of Activity Patterns (CMAP) 
framework, operation of which is illustrated by the functional 
diagram 10 of FIG. 1. The CMAP framework is a uniform 
framework which is utiliZed to discover patterns in the same 
generic form as supported by WARMR. However, the CMAP 
framework supports a large range of constraints and exploits 
them to improve data mining e?iciency. The CMAP frame 
work is also open and extensible so that new optimiZation 
algorithms can be plugged into the framework. 
[0038] The CMAP framework incorporates semi-auto 
mated, multi-source data mining techniques within a CMAP 
platform 12 to uncover trends in activity, links among objects, 
and hidden models of behavior/activity to identify relation 
ships and support intent analysis and COA (course of action) 
alternatives. The framework includes data mining tools, or 
plug in modules 14, that support searching vast amounts of 
data for either temporal or spatial patterns 20 for activities of 
interest 22 in a given scenario, including developing intelli 
gent agents for data mining. The CMAP framework also 
supports human-in-the-loop analysis so that users can use 
appropriate constraints 30, based on knowledge and experi 
ences 32 to select the right data sources and discover useful 
information for their needs. Additionally, a logical represen 
tation 40 of multiple sensor and intelligence sources 42 is 
utiliZed in the data mining. 
[0039] As described herein, the CMAP framework also 
includes data mining agents that support the searching of vast 
amounts of data for either temporal or spatial patterns 20 for 
an activity of interest 22. In one embodiment, the data mining 
agents are plug in modules 14 for the software platform 12. 
More importantly, the data mining agents (modules 14) 
enable extensive use of generic constraints 30 to capture rich 
domain semantics, and are exploited to improve mining e?i 
ciency. 
[0040] In order to capture data from multiple sources 42, 
data is represented as facts from different ?rst order predi 
cates in logic representations 40. In the illustrated embodi 

Feb. 12, 2009 

ment, constraints 30 are used to capture, for example, users’ 
domain knowledge and user experiences 32 to support 
human-in-the-loop analysis. Temporal and/or spatial patterns 
20 for activities of interest 22 are represented as ?rst order 
logic clauses. Using these technologies, the CMAP system 
discovers patterns 50 from multi-source data 52 according to 
various mining requests 54 supported by the mining agent 
plug in modules 14. 
[0041] FIG. 2 illustrates the concept of operation of the 
CMAP framework 100 in a speci?c operation. As described 
above, the CMAP system 12 includes a data mining platform 
and mining agent plug in modules 14 to support data mining 
operations. Blocks 102-110 are the central components of the 
data mining platform, and include a data access module 102, 
data structures 104, search algorithms 106, constraint propa 
gators 108, and a pattern access structure 110. Blocks 112 
118 are the data mining agent plug in modules for providing 
temporal and/ or spatial mining capabilities. In the example of 
FIG. 2, a ?rst temporal mining agent 112, a second temporal 
mining agent 114, a ?rst spatial mining agent 116, and a block 
118 representing any additional temporal or spatial mining 
agents are shown. The other blocks are external to the CMAP 
system 100, and are shown for reference. 
[0042] Speci?c to FIG. 2, data from intelligence sources 
120, repositories 122, and sensors 124 (via sensor fusion 
engines 126) are fed into the CMAP framework 100 where 
users are able to specify their interests and constraints as 
described above. The CMAP framework then selects corre 
sponding mining agents that combine the generic search algo 
rithms 106 with appropriate constraint propagators 108 to 
discover activity patterns meeting the speci?ed interests and 
constraints. The discovered patterns are saved into reposito 
ries 130 and/or reported 131 to the users. These patterns can 
be evaluated 132 and matched 134 against the new data to 
categoriZe 136 new activities or to detect 138 abnormal activi 
ties. Finally, users are able to take appropriate actions 140 
using the activity categorization 136 or detected 138 abnor 
mality. It should be noted that the CMAP framework 100 is 
only responsible for pattern mining. 
[0043] The following ?gure descriptions are provided to 
describe major use cases to support the operation of the 
CMAP framework. Referring to FIG. 3, the use cases identify 
key interaction scenarios between the CMAP software sys 
tem 150 and various types of human users, speci?cally, the 
analyZer 152 who is interested in discovering patterns, the 
system administrator 154 who has the knowledge of manag 
ing the CMAP software including data sources, pattern des 
tinations and plug in modules, and the software developer 
156. In practice, the same user may be capable of assuming 
multiple roles, for example, both an analyZer and an admin 
istrator. 

[0044] FIG. 3 also illustrates seven top-level use cases for 
the various types of human users. Five of the use cases, 
manage data sources 160, manage plugin modules 162, man 
age pattern destinations 164, manage mining tasks 166, and 
analyZe discovered patterns 168, are within the boundary of a 
deployed system while the others, develop plugin modules 
170 and evaluate CMAP 172 are development scenarios. The 
following paragraphs describe each of these use case sce 
narios in detail. 

[0045] With regard to managing data sources, an adminis 
trator 154 knows the potential sources of data for discovering 
activity patterns, and hence can add 200 a data source to the 
system so that analyZers 152 can create a mining task using 












