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STORING NODES REPRESENTING 
RESPECTIVE CHUNKS OF FILES IN A DATA 

STORE 

BACKGROUND 

[0001] Various types of data stores can be used, including 
content-addressable data stores, chunk-based data stores, and 
distributed ?le systems. A content-addressable data store is a 
data store in Which retrieval of a data item is based on the 
content of the data item. A chunk-based data store refers to a 
data store in Which pieces of ?les, rather than entire ?les, are 
stored in the data store. 
[0002] A challenge faced by the various data store archi 
tectures is the ability to ef?ciently handle large amounts of 
data, such as for data stored in backup or archiving storage 
systems, storage systems to store data of a large enterprise, 
and so forth. An issue associated With certain data-store archi 
tectures is that they do not scale very Well as the amount of 
data that has to be stored increases. The inability to scale 
effectively can lead to reduced data storage system perfor 
mance or limits on the amount of data that can be stored in the 

storage system. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0003] Some embodiments of the invention are described 
With respect to the folloWing ?gures: 
[0004] FIG. 1 is a block diagram of an example arrange 
ment that includes a server computer coupled to a client 
computer and a server computer, Where the server computer 
provides a data store architecture according to an embodi 
ment; 
[0005] FIG. 2 illustrates a chunk used in the data store 
according to an embodiment; 
[0006] FIG. 3 illustrates a node used in the data store 
according to an embodiment; 
[0007] FIG. 4 illustrates a page used the data store accord 
ing to an embodiment; 
[0008] FIG. 5 is a How diagram ofa process ofstoring a data 
chunk, according to an embodiment; 
[0009] FIG. 6 is a How diagram of a ?rst algorithm of 
performing a page Write, according to an embodiment; 
[0010] FIG. 7 illustrates multiple sessions and associated 
pending sets and pending journals used in a second algorithm 
of performing a page Write, according to an embodiment; 
[0011] FIG. 8 is a How diagram of tasks performed by the 
second algorithm of performing a page Write, according to an 
embodiment; 
[0012] FIG. 9 is a How diagram of converting a pending set 
to an uncompacted page, according to an embodiment; 
[0013] FIG. 10 is a How diagram of converting uncom 
pacted pages to compacted pages, according to an embodi 
ment; 
[0014] FIG. 11 is a How diagram ofloading a page, accord 
ing to an embodiment; 
[0015] FIG. 12 is a How diagram of unloading a page, 
according to an embodiment; 
[0016] FIG. 13 illustrates a hole locations table, according 
to an embodiment; 
[0017] FIG. 14 is a How diagram ofupdating the hole loca 
tions table, according to an embodiment; 
[0018] FIG. 15 is a How diagram of?lling holes, according 
to an embodiment; 

Feb. 5, 2009 

[0019] FIG. 16 illustrates an example digest and use of a 
subset of the example digest, Where the subset of the example 
digest is used to look up a node in the index, according to an 
embodiment; 
[0020] FIG. 17 illustrates an example index slice ?le that is 
part of the index according to an embodiment; 
[0021] FIG. 18A is a How diagram oflooking up a digest, 
according to an embodiment; 
[0022] FIG. 18B is a How diagram of updating an index 
slice ?le, according to an embodiment; 
[0023] FIG. 19 illustrates the in-memory portion of the 
index according to an embodiment; 
[0024] FIG. 20 is a How diagram of updating slice ?les 
using a slice cache, according to an embodiment; 
[0025] FIG. 21 is a How diagram of querying Whether nodes 
are present using a slice cache, an over?oW table, and a Bloom 
?lter, according to an embodiment; 
[0026] FIG. 22 illustrates an example Bloom ?lter used 
With the index, according to an embodiment; and 
[0027] FIGS. 23-24 are How diagrams of a procedure for 
resolving a node Without going to permanent storage, accord 
ing to an embodiment. 

DETAILED DESCRIPTION 

[0028] A data store architecture according to some embodi 
ments is a chunk-based data store in Which a ?le is divided 
into multiple chunks, With the chunks being stored rather than 
the ?les. A “?le” refers to any element of a ?le system, Which 
generally refers to any system for organizing data in a data 
store. Examples of a ?le include one or more of the folloWing: 
a document (such as a document produced or edited by a 
softWare application), a collection of data, a sequence of data, 
a program, a database record, or any other grouping of data. A 
“?le” can also refer to a directory, folder, orpath in Which data 
is located. A “?le” can also refer to one part of a larger ?le, 
such as a ?le collected Within an archive, an e-mail message, 
an attachment of an e-mail message, and so forth. 

[0029] In some embodiments, the term “chunk” refers to a 
segment of the ?le, Where the chunk is produced by chunking 
(dividing) the ?le based on the content of the ?le (Which may 
result in chunks of varying siZes). Alternatively, chunking of 
the ?le can be based on ?xed siZes to divide a ?le into chunks 
of roughly equal siZe. In some embodiments, individual 
chunks may refer to discontiguous regions of a ?le, as long as 
it is possible to recreate the ?le given a complete set of its 
chunks. In some embodiments some or all chunks may 
encompass the entirety of their respective ?les. The bene?t of 
chunking is that if tWo ?les are partially identical (such as 
When one is an edited or neWer version of another), the tWo 
?les can share many common chunks. The presence of com 
mon chunks means that When a second ?le is stored that 
contains common chunks With a ?rst ?le, only the chunks of 
the second ?le that are not already present in the data store 
have to be stored. 
[0030] A feature of some embodiments of the data store is 
that the data store is content-addressable, Which means that to 
retrieve a data item (e.g., a chunk), the requester presents a 
value computed based on the content of the data item. In some 
embodiments, a cryptographic hash function is used to obtain 
a cryptographic hash of the content of each data item, Which 
in a chunk-based store is a chunk. The hash function produces 
a hash value that is computed based on the content of the 
chunk. Example hash functions that can be employed include 
the MD-5 (message digest algorithm 5) and SHA (secure 
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hash algorithm) hash functions. The bene?t of a content 
based data store, especially when used in the chunk-based 
data store context, is that if the same data item is stored twice 
(or two data items of identical content are stored), then only a 
single copy has to be kept, which saves storage space. Also, 
since the data store can be presented with a hash, the data store 
can inform the requester (e. g., a client computer) whether the 
data store has the corresponding data item. If the requester 
determines that the data store already has the particular data 
item, then the requester would not have to send over the data 
item that is already in the data store over a network, which 
saves network bandwidth. 

[0031] In some embodiments, another feature of the data 
store is that it is an HDAG (hash-based directed acyclic 
graph) data store. In the HDAG data store, the hashes of the 
chunks that make up a ?le are themselves collected into an 
object that is stored in the data store. An HDAG is a directed 
acyclic graph (DAG) in which pointers hold cryptographic 
hashes instead of addresses. A cryptographic hash (or more 
simply “hash”) is a small number produced from arbitrarily 
siZed data by a hash function such that any change to the input 
data with high probability changes the hash, and given the 
hash, there is low probability that any two data items will have 
the same hash. 

[0032] If the object containing the hashes is large enough, 
then the object can itself be chunked, and the process can 
continue recursively. Note that the chunking algorithm for 
such an object can be different from (or alternatively, it can be 
the same as) the chunking algorithm on the data. If a data item 
is in a directory (or folder), the hashes of all of the data items 
in the directory, along with metadata (e.g., ?le names, cre 
ation and modi?cation timestamps, access control lists) asso 
ciated with the data items in the directory, are considered as an 
object to be stored. The result of this is that if a directory 
hierarchy (say, a machine’s ?le system or a folder along with 
all of its subfolders and so on recursively) is to be stored, a 
directed acyclic graph (DAG) of nodes is constructed, where 
each leaf node of the DAG represents a chunk of a ?le and 
each non-leaf node of the DAG points to its children by 
containing their hashes. There will be a single root node for 
this DAG. The data store can tell, in response to a query, not 
only whether the data store has the data item represented by 
the queried hash, but also whether the data store contains the 
complete HDAG rooted at the node associated with that hash. 
(That is, the node associated with that hash and all recursive 
descendents of that node, including leaf nodes.) So if the 
requester asks about the root hash and the data store replies 
that the data store has the complete HDAG rooted there, the 
requester can safely infer that none of the rest of the graph has 
to be sent to the data store. If not, the root node is sent and a 
similar query is made for each of the root’s children. By this 
process, if a small change is made to a large directory struc 
ture, the data store can quickly note that the only data items 
that are to be sent are the actual new or changed chunks and 
the spine of nodes (spine of nodes refers to a section of the 
DAG between the new or changed leaf nodes to the root node) 
leading from the corresponding new or changed leaf nodes to 
the root node. Similarly if one directory structure is similar to 
another, only the actual differences and the spines above them 
have to be sent. 

I. Overall Architecture 

[0033] FIG. 1 shows an example arrangement that includes 
a server computer 100 that is coupled to a client computer 102 
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over a data network 104. Note that more than one client 
computer 102 can be coupled to the server computer 100 over 
the data network 104. 

[0034] The server computer 100 (or multiple server com 
puters) implement(s) the data store according to some 
embodiments. The server computer 100 (or server comput 
ers) can also be referred to as a “data storage system.” The 
server computer 100 includes data store software 106 that is 
executable on one or more central processing units (CPUs) 
108 of the server computer 100. The server computer 100 also 
includes a persistent storage 110 (e.g., magnetic or optical 
disk-based storage, nonvolatile semiconductor storage, etc.) 
and a temporary or volatile storage 112 (implemented with 
volatile memory devices such as dynamic random access 
memories, static random access memories, and so forth). 
“Persistent storage” refers to storage which maintains its 
stored content even if power is removed from a system in 
which the persistent storage is located. “Temporary storage” 
or “volatile storage” refers to storage which may lose its 
stored content if power is removed from the system the tem 
porary or volatile storage is located in. 

[0035] To implement the data store according to some 
embodiments, various data structures are contained in the 
persistent storage 110, while other data structures are pro 
vided in the temporary storage 112.As depicted in FIG. 1, one 
of the data structures stored in the temporary storage 112 is 
the data store software 106 that canbe loaded for execution on 
the CPU(s) 108. A routine of the data store software 106 is a 
listener 113, which is used to communicate with the client 
computer 102 (and with other client computers). The listener 
113 listens for incoming requests (write requests, read 
requests, chuck lookup requests, etc.) from a client computer 
102. In one example implementation, the listener 113 listens 
for incoming requests on a particularport and creates sessions 
for clients. A session includes a socket and various session 
con?guration information (e.g., client preferences) and client 
permissions and identi?cation to allow for the server com 
puter 100 to enforce access control. Various basic requests 
that the client can make of the server computer 100 include 
the following: (1) store one or more chunks; (2) retrieve one 
or more chunks; and (3) query whether the data store contains 
one or more chunks. Other types of requests can also be 
supported. Generally, to store a chunk, the server computer 
100 converts the chunk (received from the client) into a node, 
and when the server computer 100 is sure that the node will 
not disappear if the server computer 100 crashes, the server 
computer returns the hash (in some implementations) of the 
chunk to the client. To retrieve a chunk, the client provides a 
digest to the server computer, and the server computer 
responds with the corresponding chunk or an indication that 
the server computer does not have the chunk. The client then 
can also request retrieval of all chunks in the HDAG rooted at 
a particular node. To query whether the data store contains a 
chunk, the client provides the hash, and the server computer 
responds with an indication whether or not the data store has 
the corresponding chunk. The client can also request that the 
server provide an indication of whether or not the data store 
contains a complete DAG rooted at the given node. 

[0036] The server computer 100 and the client computer 
102 communicate by sending and receiving chunks, which 
represent pieces of ?les or higher-level nodes in an HDAG. 
The server computer 100 actually manages nodes of the 
HDAG, where the nodes represent the chunks and contain 
enough information to allow the nodes to be transformed into 
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chunks When desired. A chunk is a sequence of bytes, While a 
node is an object, Which may live partially in the persistent 
storage 110. The nodes of the HDAG are the fundamental 
objects in the data store. Note that although reference has 
been made to HDAG, it is noted that in other embodiments, 
HDAG does not have to be used. In such other embodiments, 
the nodes can be considered to be part of a prede?ned struc 
ture that de?nes relationships among the nodes, Where the 
prede?ned structure can be a tree structure or other type of 
structure. Note that as used in this document the term “tree” 
refers to any hierarchical graph structure that can be described 
by a node and the transitive closure of its children. In particu 
lar, unless otherWise speci?ed, the term “tree” refers to 
directed acyclic graphs (DAGs), hash-based directed acyclic 
graphs (HDAGs), and general (possibly cyclic) directed 
graphs. 
[0037] In one example implementation as depicted in FIG. 
2, a chunk 200 contains the folloWing information: an iden 
ti?er (e.g., in the form of a UID or unique identi?er 202) to 
identify the format of the chunk (in one implementation, all 
chunks in the data store can have the same UID to indicate an 
“HDAG chunk”); type information 204 to indicate a type of 
the chunk (note that the type information is not used by the 
data store); information 206 indicating a number of children 
that the node has (Which may be Zero); a digest 208 for each 
child of the node, Where the digest represents a hash, such as 
an MD-S or SHA hash (With the digest including a header 
identifying the length of the digest and the method of com 
putation of the digest, folloWed by the contents of the digest); 
and remaining data (or payload data) 210 of the chunk (note 
that in this example implementation the length of the data is 
not encoded in the chunk, but rather, the length is obtained out 
of band in one example, such as by receiving the overall siZe 
of the chunk). Note that the payload data can include the data 
bytes from the corresponding chunk of the ?le, Where the data 
bytes can be transformed data such as compressed or 
encrypted data, or the data bytes can be untransformed data. 
In some implementations, the digest (hash) is computed over 
the entirety of the chunk using a hash function. In other 
implementations, a digest (hash) for the chunk can be com 
puted based on less than the entire content of a chunk. In the 
ensuing discussion, a “digest” is used interchangeably With 
“hash.” 
[0038] Any chunk that is less than a predetermined length 
or Whose unique identi?er does not identify the chunk as an 
HDAG chunk is treated as a “blob,” Which is assumed to have 
no children. The digest of the blob is computed over its 
complete content. 
[0039] In other implementations, the chunk 200 can con 
tain other information. 

[0040] To prevent against data loss if the server computer 
100 should crash, every node that the server computer 100 
knoWs about and Whose presence has been asserted to a client 
(either through a query request, through acknoWledgment of 
a store request, or as being part of a structure Whose com 
pleteness is queried) is kept in the persistent storage 110, 
either in a page 114 (from among plural pages 114) or a 
pending journal 116 (from among plural pending journals) 
(as depicted in FIG. 1). For improved performance, the server 
computer 1 00 keeps objects representing some of the nodes in 
the temporary storage 112. 
[0041] In the ensuing discussion, the persistent storage 110 
is referred to as “disk,” While the temporary storage 112 is 
referred to as “memory.” Also, rather than refer to “server 

Feb. 5, 2009 

computer” in the folloWing discussion, reference is made to 
“data store,” Where “data store” can mean a stored collection 
of data, or the system (e.g., server computer 100) used to 
enable storing of data in the data store. 
[0042] As depicted in FIG. 3, each node 300 is associated 
With a digest 302 and With a location 304. Note that the node 
can also include other information, as for example informa 
tion used to obtain data to recreate the node’s associated 
chunk, information used to select nodes to Write to pages, or 
information used to maintain data structures Within the data 
store. There are various locations in the data store. A “loca 
tion” refers to a set in the data store. The node can have a 
location “on page n.” What this means is that the data for the 
node is kept in ?les representing page n. The in-memory 
representation of such a node contains references to nodes 
representing children of this node (if any), as Well as, in some 
cases, information to alloW the data store to retrieve other data 
needed to recreate the chunk off of the corresponding on-disk 
page 114. 
[0043] Another location of a node is “pending,” Which 
means that the node has not yet been Written to a page (114), 
but the data has been joumaled to a ?le (pending journal 116) 
for crash recovery. The in-memory representation (118) of 
such a node contains references to nodes representing chil 
dren (if any) of this node, as Well as the data to reconstitute the 
chunk and other information used to decide When to Write the 
node to a page 114. In another implementation, memory 
space can be saved by alloWing some pending nodes to refer 
to their pending journal data ?les rather than keep chunk data 
in memory 112. 
[0044] Another possible location of a node is “missing,” 
Which indicates that the node associated With the particular 
digest is knoWn not to exist in the data store. 
[0045] Yet another possible location of a node is “banned,” 
Which means that the node associated With this digest is 
knoWn not to exist in the data store and, moreover, the node is 
not alloWed to exist in the data store. Alternatively, a 
“banned” node can be kept in the data store but Will never be 
retrieved. The data of the node may be associated With infor 
mation about the entity that banned the node, When the node 
Was banned, and the reason for the node being banned. Infor 
mation about banned chunks is stored in a banned chunk 
journal 120 (Which is stored on disk 110). 
[0046] Another location of a node is “unknown,” Which is a 
transient indication that the data store does not knoW Whether 
the node associated With this digest is on a page or is missing 
(not in the data store). If such a node is asked to resolve, then 
the index Will be asked to look for the node. If the node is not 
found, the location Will be set to “missing.” 
[0047] Another structure that is kept in the memory 112 is 
a node cache 122 (FIG. 1), Which contains references to node 
objects 118 in memory 112. The node cache 122 is a Weak 
map from digests to nodes. In one implementation, the only 
Way to get a reference to a node (other than by asking an entity 
Who already has the reference) is to ask the node cache 122 to 
look up a given digest. This ensures that the data store can 
only contain a single node object for a given digest. Node 
information Will stay in the node cache 122 only as long as 
some other entity holds a (strong) reference to the nodes, after 
Which point the nodes Will disappear from the node cache 
122. A “strong” reference is distinguished from a “Weak” 
reference held by the node cache 122, Which alloWs the node 
to be removed from memory 112 if no other entity has a 
reference to the node. Examples of strong references include 
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the following: nodes known to have children have references 
to those children; loaded pages 124 (Which are pages that 
have been loaded from the disk 110 to the memory 112) have 
references to nodes the loaded pages contain; pending node 
sets 126 contain references to all pending nodes (Where a 
pending node is a node that has location “pending” as dis 
cussed above); a banned node list 128 contains references to 
all banned nodes (Which are nodes that have location 
“banned” as discussed above); a miss cache 130 contains 
references to the m nodes most recently discovered to be not 
in the data store (Where m can be some prede?ned number); 
an index 132 contains references to nodes on recently-Written 
pages, Whose index information has not yet been Written to 
appropriate index slice ?les 134 on disk 110 (the index 132 
and index slice ?les 134 are described further beloW); the 
index 132 (or more speci?cally a collision table 142 associ 
ated With the index) also contains references to nodes With 
digests that are indistinguishable (by the index) With digests 
for nodes already in the index; nodes knoWn to have holes 
(nodes that keep their trees from being complete) have refer 
ences to one (or perhaps more) of these holes; and the data 
store may keep other references to nodes, either transiently in 
its execution or stored in longer-lived variables. 

[0048] As noted above, nodes are kept on pages 114 on disk 
1 1 0. Aside from pending nodes, the payload data (chunk data) 
is kept on the pages 114 on disk 110. As depicted in FIG. 4, 
each page 114 includes tWo (or more) ?les: a header ?le 402 
and a data ?le 420. The header ?le 402 of each page 114 
contains information about the page as a Whole, the digest of 
the nodes contained on the page, the off-page digests referred 
to by nodes on the page, the child references for nodes on the 
page, and information that refers into the data ?le for recon 
stituting the chunks. The data ?le of each page 114 contains 
the actual data that is not used until a chunk is reconstituted. 
Thus, the data ?le of each page 114 is typically larger than the 
header ?le. 

[0049] More speci?cally, the header ?le 402 of each page 
contains the folloWing information, as depicted in FIG. 4: a 
format version 404 to identify the version of the header ?le (to 
allow the layout of the header ?lc 402 to change over time, but 
still alloWing neW softWare to Work With old on-disk pages 
Without having to convert these old pages to a neW format); a 
Complete ?ag 406 to indicate Whether all nodes of the page 
114 are complete (the completeness of a node is discussed 
further beloW); information 408 indicating the siZe of chunks 
on the page 114 (to ansWer the question “HoW big is the page 
114?”); a table of digests 410 for the nodes on the page, in the 
order the nodes Will later come; a table of digests 412 (also 
referred to as the “extemal references list”) for nodes not on 
the page that are children of nodes on the page; and a node 
header entry 414 for each node on the page 114. Each node 
header entry 414 starts With format information, Which 
encapsulates information that Would otherWise take up stor 
age space. For example, since nearly every chunk Will start 
With the same UID, it can be assumed by the format, and 
therefore, the UID does not have to be stored in the data ?le. 
Also, leaf nodes have no children, and therefore there is no 
reason to take up storage space to say so. 

[0050] In some implementations, the formats of the data 
store include: blob, on-disk leaf, header-only leaf, header 
only non-leaf, and on-disk non-leaf. The blob format indi 
cates that a data ?le contains the entirety of the chunk, and the 
corresponding node header entry 414 in the header ?le 402 
contains the length of the chunk and the offset of the chunk in 
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the data ?le. The on-disk leaf format indicates that the data ?le 
contains a “type” ?eld (204 in FIG. 2) and the chunk data (not 
including the UID or the Zero number of children). The node 
header entry 414 for the node according to the on-disk leaf 
format contains the length and offset of this data in the data 
?le 420. 
[0051] A node according to the header-only leaf format is a 
special case in Which the amount of data is so small that it is 
not Worth keeping both a length and offset in the node header 
entry 414 for this node, and it is not Worth going to the data ?le 
420 to obtain the data When the chunk is to be reconstituted. 
As a result, the type (and perhaps data) information is kept in 
the node header entry 414 (With no corresponding entry in the 
data ?le 420). This can be used When the data ?eld for the 
chunk is actually empty (Which can be uncommon). 
[0052] A node according to the header-only non-leaf for 
mat is relatively common, and occurs When a non-leaf node 
contains only type information and child pointers (With the 
data ?eld of the chunk being empty). The node header entry 
414 for a node of the header-only non-leaf format contains the 
type ?eld (204 in FIG. 2) and a table of children. The table of 
children includes a number of children, folloWed by that 
many child indices, Where each child index is an index into 
the page’s table of local (on-page) nodes if the index is non 
negative, or into the page’s table of external (off-page) nodes 
if the index is negative. As a special case, since it is often the 
case that a non-leaf node just above leaves contains a large 
number of leaf nodes (Which do not themselves have chil 
dren) as children, When the number of children is itself nega 
tive, it is taken as meaning that the children are the nodes that 
folloW. For example, if node 7 on a page has —5 as its number 
of children, then the children are actually nodes 8, 9, 10, 11, 
and 12 on the page. Other representations can be used in other 
implementations. 
[0053] For a node having an on-disk non-leaf format, the 
type ?eld (204 in FIG. 2) and data are kept in the data ?le 420, 
and the node header entry 414 for this node contains the 
length and offset of this data. As With the header-only non 
leaf format, the node header entry also contains a table of 
children. 
[0054] For header-only nodes (header-only leaf or header 
only non-leaf nodes) the chunks can be reconstituted Without 
having to go to disk 110. By appropriately ordering the nodes 
(and by preserving locality When Writing pages), the data 
store can save space by compressing the child tables, and can 
also make it likely that if an entire tree (for example, the 
HDAG representing a ?le) is being retrieved, a single con 
tiguous section of the data ?le can be read in one pass, to 
improve performance. 
[0055] A characteristic of a page 114 according to some 
implementations is that the page is immutableionce a page 
is Written to disk 110, the content of the page (at least its 
header and data ?les) Will not change. 
[0056] In accordance With some embodiments, the content 
of a page is chosen to maximiZe or enhance locality and 
completeness. To enhance locality, nodes selected to be in a 
page are selected to try to maximize or increase the likelihood 
that a node Will be on the same page With its parents, children 
and siblings, Which means that if tWo nodes represent chunks 
in the same ?le, it is likely that they Will be on the same page. 
For example, if a ?le contains 100 chunks, it is likely that all 
of the 100 chunks are on one page or at most a feW pages. In 
this manner, locality of nodes is maximiZed or enhanced in a 
page. 
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[0057] Because pages are created to have signi?cant local 
ity, the odds are good that by loading a page to create one 
chunk of a ?le, the data store Will also knoW about nodes for 
many other chunks in the same ?le (perhaps even most other 
chunks in the same ?le). 
[0058] Also another feature of enhancing locality is that 
nodes corresponding to chunks shared by multiple ?les are 
also selected to reside in the same page. 

[0059] Maximizing or enhancing completeness in a page 
refers to creating (some or most) pages that contain only 
nodes that root complete DAGs (Whether the complete DAG 
is all on the same page or not). A complete DAG refers to a 
DAG tree that is complete (there are no missing nodes in the 
DAG tree). A DAG tree is a subtree (or subgraph) in the 
overall DAG tree (graph) representing all nodes of the data 
store. For a page that contains complete DAGs, the data store 
knoWs that any node on the page roots a complete tree, so that 
the data stored does not have to store completeness informa 
tion (thereby saving space by not storing unnecessary infor 
mation) for each node individually Within a page that contains 
only nodes that root complete DAGs. 
[0060] HoWever, in some embodiments, other pages may 
have incomplete nodes (in other Words, one or more children 
of the incomplete node is missing from the data store). An 
example of hoW this can happen is When nodes are being sent 
from a client one at a time to a data store, and the data store has 
not received all nodes. Another example of the cause for an 
incomplete node is When a client has started storing a DAG 
tree, but the client is interrupted before the storing can be 
completed. 
[0061] When a page contains incomplete nodes (Which, 
since complete nodes are preferentially put on pages With 
other complete nodes, usually means that the page contains 
only incomplete nodes) at the time the page is Written to disk 
110, a complete nodes journal 136 is associated With the page, 
Where the complete nodes journal 136 contains the digests of 
nodes on the page containing incomplete nodes that are later 
discovered to be complete (such as When neW chunks are 
received by the data store or as a result of pages being loaded 
from disk to memory). 
[0062] In some implementations, pages are numbered ran 
domly. When a page is to be Written, the data store rolls a 
random number (such as by using a random number genera 
tor) and checks to see Whether a page With that number 
already exists. If it does, the random number rolling is 
repeated. The space of page numbers is chosen to be large 
enough relative to the set of actual pages that this Will termi 
nate reasonably quickly. In alternative implementations, 
pages can be numbered in other Ways, such as for example 
sequentially, as long as some mechanism is used to keep track 
of page numbers no longer in use. The siZe of a page number 
is a con?guration parameter that impacts the layout of the 
index. If a page is deleted, such as because its content has been 
migrated or collected as garbage, care is taken to ensure that 
the page number is not reused before all references to that 
page have been removed from the index. 
[0063] At any point, the data store contains a set of loaded 
pages 124 in the memory 112. Loadedpages are the pages that 
the data store has loaded the header ?le for and Whose nodes 
the data store therefore knoWs about. Note that the data ?le of 
a page is not loaded into memory 112, just the header ?le 402. 
To bound memory use, the data store alloWs there to be a 
certain number of nodes due to loaded pages at any given 
time. (Alternatively, the criterion might be a certain number 
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of loaded pages or some other bound on the amount of 
memory or other resources consumed due to loaded pages.) 
When that number is exceeded, a page is selected to be 
unloaded from memory 112 (unload from memory 112 by 
removing the in-memory information). To choose the page to 
unload, the data store maintains a list of pages 138 (FIG. 1), 
sorted (more or less) by recency of activity. The one or more 
pages at the end of the list 138 (the least recently used one or 
more pages) is (are) unloaded from the memory 112. 
[0064] In a speci?c example, Whenever a digest lookup 
(performed for a read or Write operation of a chunk) deter 
mines that a node for the corresponding chunk is on a par 
ticular loaded page 124, or the node on the particular loaded 
page is being converted to a chunk, then the loaded page is 
marked as “active.” If the loaded page Was not already active, 
it is moved (or added) to the head of the list of pages 138. If the 
list 138 noW contains more than a certain (con?gurable) num 

ber, L, of pages the L+lth page (the last active page) is set to 
be inactive (and subject to unloading later). HoWever, if the 
inactive page is subsequently used, before being unloaded, 
the page Will be moved to the head of the list 138 and marked 
active, and another loaded page Will be marked inactive. 
[0065] This marking approach is used to avoid modifying 
the list of pages 138 after every node lookup. In most cases, it 
is expected that there is locality in lookups, so if a page is 
referenced, it is likely that the page is one of the more recently 
referenced pages, and thus Will already be marked active (and 
therefore one of the ?rst L pages in the list) and no list 
manipulation has to be performed. HoWever, if the number of 
pages that there is room for is much greater than the number 
of pages that are alloWed to be marked active, for a page to be 
unloaded the page Will have to have been unused for quite a 
relatively long amount of time. 
[0066] When a page is unloaded, each of the nodes the 
unloaded page contains has its data replaced by a special 
(shared) object that re?ects the fact that the data store knoWs 
that the node is on this page, but that the data store has no 
further information (including child information so that 
unloaded nodes do not hang onto their children) except for 
Whether or not the node is complete and What its hole is if the 
node is knoWn to have one. The list of nodes held by the 
unloaded page is then deleted or alloWed to be automatically 
collected as garbage. The result of this is that the only nodes 
that Will stick around in memory 112 around are those hung 
onto by other causes, such as being children of other loaded 
nodes. 

[0067] FIG. 5 shoWs a general process associated With stor 
ing a chunk into a data store. The data store receives (at 502) 
a chunk from a client. Based on the received chunk, the data 
store computes (at 504) the digest associated With the chunk, 
by applying a hash function on the entire content of the chunk 
(or some portion of the chunk). In some embodiments, the 
digest may be received With the chunk to remove the overhead 
of computing it if the client is trusted to assert it honestly. The 
data store next determines (at 506) if the data store contains 
the node associated With the computed digest (504). This 
determination is performed by ?rst going to the node cache 
122 to ?nd if the computed digest maps to a node in the node 
cache. If the node is not found in the node cache, then the data 
store Will attempt to ?nd the node associated With the digest 
using another mechanism, discussed further beloW. 
[0068] The data store determines (at 508) if the data store 
contains the node associated With the computed digest. If so, 
then the data store indicates that the node is contained in the 
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data store (and may also provide an indication to the 
requester), and nothing further has to be performed. If the data 
store does not contain the node, the data store interns (at 510) 
the chunk, Which involves creating a neW node in the “pend 
ing” location (by adding the node to one of the pending node 
sets 126 in the memory 112). Data including child references 
based on the chunk’s content is also associated With the neW 
node. Also, as part of the interning process, the chunk and its 
digest are Written out to the active pending journal 116 (cor 
responding to the pending node set) on disk 110, and the node 
contains a reference to the journal 116. Writing information 
relating to a pending node to a pending journal 116 alloWs for 
recovery of the pending node in case of a crash of the system 
containing the data store. 
[0069] Note that When the active pending journal 116 
becomes larger than some con?gurable bound, the active 
pending journal 116 is closed and a neW pending journal 116 
is opened to become the active pending journal. Each pending 
journal 116 keeps track of the amount of space used by 
interned chunks as Well as the list of the pending nodes 
themselves. 
[0070] Once the interning is performed, the computed 
digest is sent (at 512) from the data store to the requesting 
client. In some implementations, sending back the digest can 
be omitted since the client may already have computed the 
digest. In such embodiments, some other means may be used 
to acknoWledge to the client that the chunk is noW in the store. 
At this point, the store is considered to be completed, since 
adding the node to the pending journal 116 Would alloW the 
store to complete even if the server computer 100 Were to 
crash for Whatever reason. 

[0071] At startup, all pending journals are read into the 
memory 112, and pending nodes in pending node sets asso 
ciated With the pending journals are created for any chunks 
that do not correspond to nodes in the data store (nodes that 
are resolved to be “missing”). Nodes that are not “missing” 
may be on a page, in a collision table, in the banned list, or on 
a previously loaded pending journal. Note that the siZe of the 
pending journal Would not include the siZe of any chunks that 
have been Written to a page 114 on disk 110. 

[0072] When a page is Written to disk 110, pending nodes 
are converted to on-page nodes, and the pending journals the 
old pending nodes refer to are modi?ed to subtract out the siZe 
of the chunks Whose nodes are noW on the page on disk 110. 
Moreover, these nodes are removed from the pending node 
sets 126. 

[0073] If the siZe of a particular pending journal 116 falls 
beloW some con?gurable minimum siZe, the still-pending 
nodes associated With the pending journal (those that have not 
been converted to on-page nodes) are moved to the active 
pending journal (one at a time, Which may cause the active 
pending journal to ?ll up to a maximum level Which can cause 
a neW active pending journal to open), and the particular 
pending journal ?le is then deleted after all nodes have been 
moved from the particular pending journal. This alloWs the 
data store to reclaim space joumaled chunks no longer require 
for crash recovery. Note that the pending journal ?les do not 
have to be read in order to move the chunks; only those nodes 
still pending are processed, and pending nodes retain their 
data in memory. Therefore, there is no overhead due to nodes 
noW on pages. In some implementations, the only time the 
pending journal ?les are read is at startup. 
[0074] Since pages often are Written in batches, the algo 
rithm discussed above Will often have the result that a pending 
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journal 116 Will shrink and have its content migrated, only to 
?nd that some of the migrated nodes Were then Written out 
almost immediately. In order to prevent the unnecessary Work 
of Writing out nodes that are about to be Written to pages, 
When a pending journal shrinks su?iciently, rather than 
immediately migrate its still-pending content, the data store 
can schedule such a migration for some time in the future 
(Where this time can be con?gurable). This alloWs an entire 
batch of pages to be Written out to disk 110 and reduces the 
amount that has to be moved betWeen pending journals. 

II. Page Content Selection 

[0075] As discussed generally above, nodes Written to 
pages are selected to achieve enhanced locality in each page. 
To achieve increased locality, a ?rst algorithm for Writing 
nodes to pages can be performed, according to some embodi 
ments. As noted above, When a chunk is received by the data 
store and the chunk does not correspond to nodes already in 
the data store, the chunk is interned by creating a node in the 
“pending” location. The data associated With the pending 
node contains information about children (if any), holes (if 
any), as Well as data used for reconstituting the chunk. 
[0076] The data associated With the pending node further 
contains the folloWing information: a list of complete pending 
parents of this node (in an implementation Where there is 
typically at most one such parent, this list can be implemented 
as tWo references, one to a parent node and one to a list of 

“more parent nodes”); the “mass” of the node (Which is a 
measure of hoW much space this node Will take up in the data 
and header ?les of the page that the node Will be Written to; 
and a reference (initially null) to the “on page” node data that 
Will replace this data once the page is Written (the reference is 
created once it is decided to Write the node to a page). In one 
example, the “mass” of a node is the actual number of bytes of 
the node; in alternative implementations, the mass can be 
some other units. In one implementation, only the bytes Writ 
ten to the data ?le are counted, Which means that non-leaf 
nodes With no data have Zero mass. The mass is thus a value 

based (more or less) on the amount of disk space taken up by 
the node. 
[0077] For pending nodes that have children, the folloWing 
information is also further associated With such nodes: the 
total number of pending nodes in the complete DAG rooted at 
this node (in one implementation, this is the number With the 
DAG considered as a tree, Where nodes accessible from the 
node by multiple paths are counted multiple times); and the 
total mass of pending nodes in the complete DAG rooted at 
this node (With similar caveat as above). 
[0078] Note that for the total number of pending nodes and 
the total mass of pending nodes information associated With a 
node, only pending nodes are considered, since such nodes 
are chosen to be Written out. Nodes that are already on pages 
do not contribute to the total number of pending nodes or the 
total mass. 

[0079] A page has a con?gurable minimum and maximum 
siZe (in terms of number of nodes and mass). A leaf or com 
plete tree that is bigger than the maximum siZe is called 
“large” (large leaf or large tree).A leaf or complete tree that is 
not large is called small (small leaf or small tree). A small leaf 
or small tree can ?t on a page if the current siZe of the page 
plus the mass of the leaf or tree does not exceed the maximum 
size. 

[0080] The pending location keeps track of the complete 
lists (127) of large undominated leaves, small undominated 
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leaves, (roots of) large complete trees, (roots of) small com 
plete trees, and incomplete nodes. In some embodiments, 
some or all of these lists may be implemented using other data 
structures, such as sets or hash tables. An “undominated” leaf 
is a leaf node With no parent currently in the store. When an 
undominated leaf node is interned, the leaf node is put on the 
appropriate list (list of large undominated leaves or list of 
small undominated leaves) based on the siZe of the leaf node. 
When an incomplete non-leaf node is interned, the incom 
plete non-leaf node is placed on the list of incomplete nodes. 
HoWever, a particular complete non-leaf node When interned 
or a particular non-leaf node When it becomes complete 
causes the folloWing tasks to be performed: 

[0081] l) the non-leaf node is removed from the list of 
incomplete nodes; 

[0082] 2) the number of pending nodes in the tree of the 
non-leaf node is set to one more than the number of 
pending nodes in the pending children (those children 
that are pending nodes); 

[0083] 3) the mass of the non-leafnode’s tree is set to the 
sum of the masses of the trees rooted in its pending 
children plus the mass of the non-leaf node; 

[0084] 4) the particular non-leaf node’s children are 
removed from the various lists of the pending node sets 
to ensure that the lists only contain maximal pending 
elements (nodes that are undominated); 

[0085] 5) the particular non-leafnode’s children are told 
to add the particular non-leaf node as a complete pend 
ing parent; and 

[0086] 6) the particular non-leaf node is added to the 
large or small complete trees list, based on the mass of 
the particular non-leaf node’s tree. 

[0087] Periodically, as depicted in FIG. 6, the data store 
determines (at 602) Whether the data store should Write out a 
neW page to the disk 110 (FIG. 1) based on Whether a trigger 
has occurred. In some implementations, the triggering event 
for Writing out a neW page to disk 110 occurs if any one of the 
folloWing is true: (1) there is a large leaf node or a large 
complete tree; or (2) the amount of mass of pending nodes (or 
the number of pending nodes) is above some con?gurable 
threshold, Which can be expressed in terms of the number of 
pages Worth of data that is being kept in memory 112. 
[0088] The actual Writing of a page to disk 110 may be 
delayed until system resources become available, such as 
When the data store activity sloWs doWn, unless certain criti 
cal thresholds have been crossed. 
[0089] If a trigger event indicates that a Write of a page is to 
be performed, as determined at 602, the data store checks (at 
604) to see if there are one or more targets, Which are one or 

more nodes the data store Will attempt to provide all in one 
page. If there is a large leaf node, then one of the large leaf 
nodes (such as the ?rst large leaf node in the list of large leaves 
in one example) is chosen as a target. Otherwise, if there is a 
large tree, then the largest small descendants of the large tree 
are chosen. To choose the largest small descendants of the 
large tree, the children in the large tree are Walked, and any 
small children are added to a temporary list of targets. Large 
children in the tree are Walked recursively, adding their maxi 
mal small descendants to the list of targets. Effectively choos 
ing the largest small descendants refers to choosing subtrees, 
any of Which are small but Which have no small parents. If 
there are no large leaves or large trees, the list of targets Will 
be empty. OtherWise, the list of targets is sorted from largest 
to smallest according to the mass of each target node’s tree. 
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[0090] Next, a snapshot of the list of small complete trees 
(one of the lists 127 described above) is taken (at 606), and 
this list of small complete trees is sorted by the mass of each 
tree. The sorting provides a list of small complete trees sorted 
from biggest tree (biggest by mass) to smallest tree before 
anything is Written to the page. If there are no small trees, a 
snapshot of the list of small undominated leaves (another one 
of the lists 127 discussed above) is taken, preserving the 
temporal order of arrival. 
[0091] Next, the nodes that are to be Written to the page are 
selected (at 608). The selection of the nodes includes ?rst 
Walking through (at 610) the list of targets in some prede?ned 
order, such as from biggest tree to smallest tree. For each 
target, the data store determines (at 612) Whether there is 
suf?cient room for the tree in the list of targets on the page 
(note that there is alWays room for the ?rst tree in the list of 
targets). If there is suf?cient room, the tree is added to the 
page. 
[0092] To add a tree to a current page (note that the “tree” 
added Would usually be a subtree of the overall tree), the root 
node of the tree is added, and for each child of the root node, 
if the child is currently been Written to the page (in other 
Words, it is pending but has a reference to “on-page” data), the 
data store ignores the child node. Otherwise, if a child is a 
pending node, the child node is added recursively (as a tree) to 
the current page. If neither of the above tWo conditions is true 
(Which means that the child node is not currently being Writ 
ten to a page and is not a pending node), the child node is 
added to the page’s list of external references, Which is Written 
to the page’s header ?le. 
[0093] When a node is added to the current page, the data 
store adds the node to the page’s list of local nodes, Writes the 
data ?le component (if any) to the page data ?le being Written; 
and constructs an on-page data object for the node and sets the 
pending data object to refer to the on-page data object. The 
data store also tells the node’s parent(s) to (recursively) 
remove the node’s tree count and tree mass from the parent 
(s)’s tree counts and tree mass. Note that this may change a 
large tree into a small tree and cause it to move from one list 
to another (to move from the list of large complete trees to the 
list of small complete trees). Also, the data store clears the 
node’s parent list. Note that since this can be performed in a 
preorder Walk, subsequent calls Will only have to go up one 
level, unless the node’s descendants are also in other DAGs. 
The node is removed from the various lists of trees and leaves 
(list of large undominated leaves, list of small undominated 
leaves, list of large complete trees, list of small complete 
trees, and list of incomplete nodes). 
[0094] As many of the targets as possible from the list of 
targets are Written to the page. The processes of 610 and 612 
are iterated (at 613) for other targets in the list to alloW the 
data store to add as many targets as the data store can add to 
the current page. Once as many targets as possible are added 
to the page, the data store next Walks (at 614) the other list (the 
snapshot of the list of small trees or list of small leaves) to see 
Which small trees or small leaves can be added to the current 
page. The same process as in 610 and 612 can be performed. 

[0095] Since the list of targets (and if small trees exist, the 
snapshot of the list of small trees) are sorted from biggest 
pending tree to smallest pending tree, the data store can start 
out by putting the largest (small so that it is guaranteed to ?t) 
tree on the page. The data store then puts as many other trees 
as the data store can until some minimum page siZe is reached. 
It may be undesirable to ?ll the page to the maximum, since 






























