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(57) ABSTRACT 

A method and system for transferring electronic media infor 
mation over a public network in such a Way as to provide 
safeguards for inappropriate distribution of copyright or oth 
erWise protected materials are described. The media informa 
tion is transparently watermarked With a unique ID, such as 
one generated from X509 Digital Certi?cate and public-key 
cryptography public/private key pairs, such that the informa 
tion can be identi?ed as belonging to a particular individual. 
A system and method for monitoring the movement of such 
Watermarked ?les, positively identifying people Who have 
inappropriately distributed copyright materials over a public 
netWork Without permission, and taking appropriate enforce 
ment action against such people. 
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NETWORK-BASED CONTENT 
DISTRIBUTION SYSTEM 

RELATED APPLICATION 

[0001] The present application is a Continuation of co 
pending US. application Ser. No. 09/789,298 ?led on Feb. 
20, 2001, Which claims the bene?t of US. Provisional Appli 
cation No. 60/250,445 ?led on Nov. 30, 2000, US. Provi 
sional Application No. 60/223, 128 ?led onAug. 7, 2000, US. 
Provisional Application No. 60/209,506 ?led on Jun. 5, 2000, 
and US. Provisional Application No. 60/ 183,638 ?led on 
Feb. 18, 2000, and Which is a continuation of US. application 
Ser. No. 09/782,707 ?led on Feb. 12, 2001 (abandoned), and 
the contents of each of the aforementioned prior applications 
is incorporated herein by reference in its entirety. 

BACKGROUND 

[0002] 1. Field of the Invention 
[0003] The present invention relates to the ?eld of elec 
tronic media ?le content distribution. Additionally, the inven 
tion relates to embedding unique electronic signature infor 
mation, referred to as Watermarks, and inserting these 
Watermarks into an electronic media ?le to facilitate the 
authentication of the person responsible for the ?le. 
[0004] 2. RelatedArt 
[0005] The use of the Internet and the World Wide Web as 
tools for content delivery and e-commerce has increased dra 
matically in recent years. As a consequence, the delivery of 
electronic media content materials such as music, videos, 
softWare, books, multi-media presentations, images, and 
other electronic media over a netWork to one or more con 

sumers has likeWise increased dramatically. Users may doWn 
load such electronic media ?les legitimately from a content 
provider, for example a record label such as Sony Records or 
Capitol Records, or inappropriately from one of the content 
doWnload services Without the permission of the copyright 
oWner. Using a netWork such as the Internet, users may, and 
quite frequently do, transfer digital media ?les they have 
doWnloaded, Whether legitimately or otherWise, to others. 
[0006] In this Way, consumers of electronic media informa 
tion may simply and freely distribute such media information 
over a public netWork such as the Internet Without the per 
mission of the copyright oWner (or other property rights oWn 
ers). Such consumers Who inappropriately distribute copy 
right material over public netWorks cannot currently be 
positively identi?ed, if they can even be tracked doWn at all. 
Therefore, these consumers can quite often successfully deny 
culpability. 
[0007] A prevalent concern Within the media publishing 
and/or distribution business is that the supply vs. demand 
equation that drives the economics of valuable goods and 
services no longer applies to digital media. Since a digital 
media ?le such as a music or movie ?le can be duplicated 
essentially an unlimited number of times and distributed at 
virtually no cost, the economics for providing such digital 
materials to the public is not viable. In order to return the 
supply versus demand equation back to the digital media 
domain, individual digital media ?les must be con?gured in 
such a Way as to give them properties similar to physical 
objects. With such physical properties, these ?les can be 
handled and monitored in Ways that are similar to physical 
objects, thus alloWing the return of the necessary economic 
incentives and viability. 
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[0008] To date, there have been various approaches to solv 
ing the problems associated With the management, control 
and distribution of digital media ?les. Most of these 
approaches focus on protecting digital media ?les in such a 
Way as to limit the functionality of such ?les When outside of 
the domain that has been pre-approved by the authoriZed 
distributor of such media. An example is found in the distri 
bution of encrypted digital information along With an encryp 
tion key that Will only decrypt the information under a limited 
number of circumstances. 
[0009] Although encryption schemes have provided solu 
tions to other problems involving digital media content, it is 
not the preeminent ansWer to the problem of identifying and 
monitoring content ?les. For example, encryption schemes 
provide an unsatisfactory solution for digital media for the 
folloWing reasons: 
[0010] l) Encryption schemes are often targets for many 
hackers, and it is typically only a matter of time before 
decryption algorithms Will be discovered and published on a 
Wide scale. 
[0011] 2) The market is overWhelmed With a number of 
encryption schemes. Therefore, no single standard is likely to 
be adopted and enforced. 
[0012] 3) Encryption adds a great deal of expense to the 
distribution of digital media. In some cases, this extra expense 
may make the difference betWeen pro?table and unpro?table 
distribution. 
[0013] 4) Encryption adds a layer of complexity for the 
consumer that Will most likely result in loWer consumer sat 
isfaction. 
[0014] 5) Popular media sharing facilities, for example 
Napster, have educated tens of millions of consumers about 
the ease With Which media ?les can be transferred. It may in 
fact be too late to successfully change the accepted model for 
electronic media distribution. 
[0015] Consumers might possibly have embraced encryp 
tion of digital media ?les had it been introduced on a large 
scale before the Napster ?le-sharing model. Consumers gen 
erally Will learn to accept models that add a level of complex 
ity if these models are in fact the only models available. 
HoWever, the complexities that content distributors Would 
like to introduce into the market With encryption Will arrive 
after the superior model has been introduced. This Will likely 
result in media content ?le protection schemes such as 
encryption and copy protection disappearing over time. 

SUMMARY 

[0016] The solution to the numerous problems confronting 
the rights oWners of digital media is, therefore, not simply an 
issue of adding encryption. It is more accurately an issue of 
uniquely marking and identifying digital media ?les With 
authenticated information from a trusted authority and mak 
ing business decisions that Will maximiZe the potential 
return-on-investment for such ?les. Therefore, there is a need 
in the electronic media content distribution ?eld to be able to 
mark content ?les With an authenticated digital signature that 
uniquely identi?es the person Who is the source, to be able to 
monitor the ?les if they are transferred to others, and to have 
these capabilities While imposing minimal burden and incon 
venience on the consumer. 

[0017] One aspect of this system relates to a system for 
netWork-based content distribution. The system includes an 
interface module con?gured to interface With a netWork. A 
transaction module is coupled to the interface module and 
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con?gured to initialize a transaction with the user, authenti 
cate the identity of a user, obtain a digital certi?cate related to 
said user, search for content desired by said user, implement 
a payment transaction with the user, generate a watermark 
related to said user and transfer content to said user, and insert 
said watermark into said content. A transaction database is 
con?gured to store information related to transactions carried 
out by the transaction module. An archive database is con?g 
ured to store content selected by users. A certi?cation author 
ity is con?gured to authenticate users and issue digital cer 
ti?cates. 
[0018] Another aspect of the invention relates to a method 
for distributing content over a network. The method includes 
initiating a transaction with the user. The digital certi?cate of 
the user is then authenticated. The user is allowed to search 
for and select content to be downloaded. A watermark is 
generated by the system which relates to the content to be 
downloaded, the source of the content and the identity of the 
user. The watermark is inserted into the content prior to its 
downloading to the user. 
[0019] Another aspect of the invention relates to a method 
for verifying, searching for and identifying content accessible 
over a network. The method includes identifying ?les which 
are accessible over the network. For each such identi?ed ?le, 
the ?le is searched to determine whether it includes a water 
mark which is related to the source of the content and the 
identi?cation of the authorized user of the content. The 
method then involves determining whether the present loca 
tion of the content with the watermark is an authorized loca 
tion. 
[0020] Other features and advantages of the present inven 
tion will become more readily apparent to those of ordinary 
skill in the art after reviewing the following detailed descrip 
tion and accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0021] The details of the present invention, both as to its 
structure and operation, may be gleaned in part by study of the 
accompanying drawings, in which like reference numerals 
refer to like parts, and in which: 
[0022] FIG. 1 illustrates a typical network con?guration in 
which this invention may operate. 
[0023] FIG. 2 is a block diagram ofan example ofa system 
overview architecture. 
[0024] FIG. 3 is a ?owchart of a process of conducting a 
media content transaction. 
[0025] FIG. 4 is a diagram of a typical watermark. 
[0026] FIG. 5 is a ?owchart of a process of embedding a 
watermark in media content data. 
[0027] FIG. 6 is a block diagram of a content distribution 
system and customer site. 
[0028] FIG. 7 is a block diagram of a content distribution 
system and customer site. 

DETAILED DESCRIPTION 

[0029] Certain embodiments as disclosed herein provide 
for a method and system for distributing content over a net 
work. 
[0030] After reading this description it will become appar 
ent to one skilled in the art how to implement the invention in 
various alternative embodiments and alternative applications. 
However, although various embodiments of the present 
invention are described herein, it is understood that these 
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embodiments are presented by way of example only, and not 
limitation. As such, this detailed description of various alter 
native embodiments should not be construed to limit the 
scope or breadth of the present invention as set forth in the 
appended claims. 
[0031] The following discussion provides a number of use 
ful de?nitions of terms used in describing embodiments of the 
disclosed invention. 
[0032] As used herein, the terms “network” and “Internet” 
refer to a network or combination of networks spanning any 
geographical area, such as a local area network, wide area 
network, regional network, national network, and/or global 
network. Those terms may refer to hardwire networks, wire 
less networks, or a combination of hardwire and wireless 
networks. Hardwire networks may include, for example, ?ber 
optic lines, cable lines, ISDN lines, copper lines, etc. Wireless 
networks may include, for example, cellular systems, per 
sonal communication services (PCS) systems, satellite com 
munication systems, packet radio systems, and mobile broad 
band systems. A cellular system may use, for example, code 
division multiple access (CDMA), time division multiple 
access (TDMA), personal digital phone (PDC), Global Sys 
tem Mobile (GSM), or frequency division multiple access 
(FDMA), among others. 
[0033] As used herein, a VPN is a secure and encrypted 
communications link between nodes on the Internet, a Wide 
Area Network (WAN), or an Intranet. These nodes can com 
municate with each other, however, it is virtually impossible 
for a hacker to either comprehend the meaning of the signals 
or send signals that are believed to be authentic. One secure 
communications technology that is designed to facilitate a 
VPN is Secure Sockets Layer (or SSL). Other secure com 
munications technologies can be used as well. It is not a 
requirement that a VPN be a private network such as SITA, 
the international network for airline reservations. 

[0034] As used herein, a VPN provider refers to software, 
hardware, or both that secure an audio/video conferencing 
session in such a way as to minimize the possibility that it can 
altered or inappropriately viewed or transmitted. A VPN can 
operate between a number of internet-enabled devices, for 
example, a VPN can run on two PCs that are connected 

together using well known security technologies. In another 
embodiment, aVPN can operate between a PC and a Web Site 
using security technologies. In yet another embodiment, a 
VPN can additionally operate between many PCs and/or 
many Web Sites. Hand-held devices, mobile phones, and 
web-enabled TV sets can be used as client devices instead of 
PCs as part of the VPN as well. 

[0035] As used herein, the term “website” refers to one or 
more interrelated web page ?les and other ?les and programs 
on one or more web servers, the ?les and programs being 
accessible over a computer network, such as the Internet, by 
sending a hypertext transfer protocol (HTTP) request speci 
fying a uniform resource locator (URL) that identi?es the 
location of one of said web page ?les, wherein the ?les and 
programs are owned, managed or authorized by a single busi 
ness entity. Such ?les and programs can include, for example, 
hypertext markup language (HTML) ?les, common gateway 
interface (CGI) ?les, and Java applications. The web page 
?les preferably include a home page ?le that corresponds to a 
home page of the website. The home page can serve as a 
gateway or access point to the remaining ?les and programs 
contained within the website. In one embodiment, all of the 
?les and programs are located under, and accessible within, 
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the same network domain as the home page ?le. Alternatively, 
the ?les and programs can be located and accessible through 
several different netWork domains. 
[0036] As used herein, a “Web page” comprises that Which 
is presented by a standard Web broWser in response to an http 
request specifying the URL by Which the Web page ?le is 
identi?ed. A Web page can include, for example, text, images, 
sound, video, and animation. 
[0037] As used herein, “content ?le”, “media content ?le” 
and “content data” refer to the delivery of electronic media 
content materials such as music, videos, softWare, books, 
multi-media presentations, images, and other electronic data, 
for example over a network to one or more consumers. Con 

tent data Will typically be in the form of computer ?les for 
video, audio, program, data and other multimedia type con 
tent as Well as actual physical copies of valuable content, for 
example CD-ROM, DVD, VCR, Audio, TV or radio broad 
casted, streaming audio and video over netWorks, or other 
forms of embodying such information. The terms “content 
?le”, “media content ?le” and “content data” are used inter 
changeably herein. 
[0038] As used herein, “consumer” and “user” refer to a 
person that seeks to transfer or doWnload media content ?les, 
for example from a content provider or distributor. The terms 
“consumer” and “user” are used interchangeably herein. 

[0039] As used herein, a computer, may be any micropro 
cessor or processor controlled device that permits access to 
the Internet, including terminal devices, such as personal 
computers, Workstations, servers, clients, mini computers, 
main-frame computers, laptop computers, a netWork of indi 
vidual computers, mobile computers, palm-top computers, 
hand-held computers, set top boxes for a television, other 
types of Web-enabled televisions, interactive kiosks, personal 
digital assistants, interactive or Web-enabled Wireless com 
munications devices, mobile Web broWsers, or a combination 
thereof. The computers may furtherpossess one or more input 
devices such as a keyboard, mouse, touch pad, joystick, pen 
input-pad, and the like. The computers may also possess an 
output device, such as a screen or other visual conveyance 
means and a speaker or other type of audio conveyance 
means. 

[0040] These computers may be uni processor or multi 
processor machines. Additionally, these computers include 
an addressable storage medium or computer accessible 
medium, such as random access memory (RAM), an elec 
tronically erasable programmable read-only memory (EE 
PROM), programmable read-only memory (PROM), eras 
able programmable read-only memory (EPROM), hard disks, 
?oppy disks, laser disk players, digital video devices, com 
pact disks, video tapes, audio tapes, magnetic recording 
tracks, electronic netWorks, and other techniques to transmit 
or store electronic content such as, by Way of example, pro 
grams and data. In one embodiment, the computers are 
equipped With a netWork communication device such a net 
Work interface card, a modem, or other netWork connection 
device suitable for connecting to the communication net 
Work. Furthermore, the computers execute an appropriate 
operating system such as Linux, Unix, Microsoft® Win 
doWs® 95, Microsoft® Windows@ 98, Microsoft® Win 
doWs® NT, Apple® MacOS®, or IBM® OS/2®. As is con 
ventional, the appropriate operating system includes a 
communications protocol implementation Which handles all 
incoming and outgoing message tra?ic passed over the Inter 
net. In other embodiments, While the operating system may 
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differ depending on the type of computer, the operating sys 
tem Will continue to provide the appropriate communications 
protocols necessary to establish communication links With 
the Internet. 
[0041] The computers may advantageously contain pro 
gram logic, or other substrate con?guration representing data 
and instructions, Which cause the computer to operate in a 
speci?c and prede?ned manner as described herein. In one 
embodiment, the program logic may advantageously be 
implemented as one or more object frameWorks or modules. 
These modules may advantageously be con?gured to reside 
on the addressable storage medium and con?gured to execute 
on one or more processors. The modules include, but are not 
limited to, softWare or hardWare components that perform 
certain tasks. Thus, a module may include, by Way of 
example, components, such as, softWare components, object 
oriented softWare components, class components and task 
components, processes, functions, attributes, procedures, 
subroutines, segments of program code, drivers, ?r'mWare, 
microcode, circuitry, data, databases, data structures, tables, 
arrays, and variables. 
[0042] The various components of the system may advan 
tageously communicate With each other and other compo 
nents comprising the respective computers through mecha 
nisms such as, by Way of example, interprocess 
communication, remote procedure call, distributed object 
interfaces, and other various program interfaces. Further 
more, the functionality provided for in the components, mod 
ules, and databases may be combined into feWer components, 
modules, or databases or further separated into additional 
components, modules, or databases. Additionally, the com 
ponents, modules, and databases may advantageously be 
implemented to execute on one or more computers. In another 

embodiment, some of the components, modules, and data 
bases may be implemented to execute on one or more com 

puters external to the Web site. In this instance, the Web site 
includes program logic, Which enables the Web site to com 
municate With the externally implemented components, mod 
ules, and databases to perform the functions as disclosed 
herein. 
[0043] As used herein, the term “consumer ID” refers to a 
positive digital identi?cation of the user, computer, or player 
device oWned by a person Who doWnloads content, has access 
to content doWnload systems, or can access the systems 
described in this patent. A positive digital identi?cation may 
be any one or a plurality of the folloWing: an individual’s 
digital certi?cate, a digital certi?cate or digital certi?cate 
serial number digitally signed using the user’s private key, a 
transactional ID digitally signed using a user’s private key 
that can be veri?ed via the user’s public key, the serial num 
bers of computers or player devices oWned by or registered to 
a user, a message received by a system containing veri?ed 
biometrics data (?ngerprint, face recognition, eye/retina rec 
ognition, voice recognition etc.), or other legally recogniZ 
able means to identify an individual. 

[0044] As used herein, the term “digitally signing” includes 
the cryptographically standard process of using a private key 
to generate a message or message hash/digest that When 
decrypted using a public key validates that the message Was 
generated using an individual’s private key. 
[0045] As used herein, the term “authentication” refers to 
making it possible for the receiver of a message or ?le to 
ascertain its origin, so that an intruder should not be able to 
masquerade as someone else. 
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[0046] As used herein, the term “integrity” refers to making 
it possible for the receiver of a message or ?le to verify that it 
has not been modi?ed in transit, so that an intruder should not 
be able to substitute a false message for a legitimate one. 

[0047] As used herein, the term “non-repudiation” refers to 
minimizing the possibility of a sender being able to falsely 
deny later that he participated in communications activities. 
[0048] Additionally, this patent relates to neW electronic 
signature laWs passed in the US and Europe and soon to be 
passed in Japan. In late June of 2000, President Clinton signed 
the “Electronic Signatures in Global and National Commerce 
Act”, or “E-Sign Bill”. This bill puts the force of national laW 
behind electronic signature transactions. 
[0049] FIG. 1 illustrates a representative netWork con?gu 
ration 1 00 in Which this invention may be implemented. HoW 
ever, various other types of electronic devices communicating 
in a netWorked environment may also be used. A user 102, 
Which may be a consumer or any other recipient of content 
?les, communicates With a computing environment, Which 
may include multiple server computers 108 or a single server 
computer 110 in a client/ server relationship on a netWork 
communication medium 116. In a typical client/ server envi 
ronment, each of the server computers 108, 110 may include 
a server program that communicates With a client device 115, 
Which may be a personal computer (PC), a hand-held elec 
tronic device, a mobile or cellular phone, a TV set or any 
number of other electronic devices. 
[0050] The server computers 108, 110, and the client device 
115 may each have any conventional general purpose single 
or multi-chip microprocessor, for example a Pentium® pro 
cessor, a Pentium® Pro processor, a 8051 processor, a 
MIPS® processor, a PoWer PC® processor, an ALPHA® 
processor or any other processor. In addition, the micropro 
cessor may be any conventional special purpose micropro 
cessor such as a digital signal processor or a graphics proces 
sor. Additionally, the server computers 108, 110 and the client 
device 115 may be desktop, server, portable, hand-held, set 
top, or any other desired type of device. Furthermore, the 
server computers 108, 110 and the client device 115 each may 
be used in connection With various operating systems, includ 
ing, for example, UNIX, LINUX, Disk Operating System 
(DOS), VxWorks, PalmOS, OS/2, WindoWs 3.X, WindoWs 
95, WindoWs 98, and WindoWs NT. 
[0051] The server computers 108, 110 and the client device 
115 may each include a netWork terminal equipped With a 
video display, keyboard and pointing device. In one embodi 
ment of the netWork con?guration 100, the client device 115 
includes a netWork broWser 120 used to access the server 

computer 110. The netWork broWser 120 may be, for 
example, Microsoft Internet Explorer or Netscape Navigator. 
[0052] The user 102 at the client device 115 may utiliZe the 
broWser 120 to remotely access the server program using a 
keyboard and/or pointing device and a visual display, such as 
a monitor 118. Although FIG. 1 shoWs only one client device 
115, the netWork con?guration 100 may include any number 
of client devices. 
[0053] The netWork 116 may be any type of electronic 
transmission medium, for example, including but not limited 
to the folloWing netWorks: a virtual private netWork (herein 
after VPN), a public Internet, a private Internet, a secure 
Internet, a private netWork, a public netWork, a value-added 
netWork, an intranet, or a Wireless gateWay. The term “Virtual 
Private NetWork” (VPN) refers to a secure and encrypted 
communications link betWeen nodes on the Internet, a Wide 
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Area NetWork (WAN), Intranet, or any other netWork trans 
mission means. While theVPN nodes may communicate With 
each other, it is virtually impossible for a hacker to either 
comprehend the meaning of the signals or send signals that 
are believed to be authentic. One example of a secure com 
munications technology that is designed to facilitate a VPN is 
the Secure Sockets Layer (SSL). It is contemplated by this 
application that there may be much better techniques other 
than SSL that may be deployed in order to scramble the data 
for content doWnloads. It is Well knoWn in the industry that 
other extremely effective scrambling techniques exist and are 
commonly used. Although SSL is a transport protocol, other 
scrambling techniques that are not transport protocol may be 
utiliZed. The non-SSL techniques may simply be techniques 
that Will quickly and ef?ciently scramble and likeWise 
unscramble the data that is being transmitted via the netWork. 
[0054] While a VPN may be conducted on a private net 
Work, it may additionally be conducted on a public netWork as 
Well. A VPN may include, for example, one or more client 
devices connected to a combination of Web server(s), video 
archive server(s), source server(s), or Multi-Point Control 
Units (MCUs), Which are secured using state-of-the-art secu 
rity technologies. 
[0055] In addition, the connectivity to the netWork may be, 
for example, via a remote modem, Ethernet (IEEE 802.3), 
Token Ring (IEEE 802.5), Fiber Distributed Datalink Inter 
face (FDDI) or Asynchronous Transfer Mode (ATM). The 
netWork 116 may additionally connect to the client device 
115 by use of a modem or by use of a netWork interface card 
that resides in the client device 115. The server computers 108 
may be connected via a Wide area netWork 106 to a netWork 
gateWay 104, Which provides access to the Wide area netWork 
106 via a high-speed, dedicated data circuit. 
[0056] Devices other than the hardWare con?gurations 
described above may be used to communicate With the server 
computers 108, 110. If the server computers 108, 110 are 
equipped With voice recognition or DTMF hardWare, the user 
102 may communicate With the server computers by use of a 
telephone 124. Other examples of connection devices for 
communicating With the server computers 108, 110 include a 
portable personal computer (PC) 126 With a modem or Wire 
less connection interface, a cable interface device 128 con 
nected to a visual display 130, or a satellite dish 132 con 
nected to a satellite receiver 134 and a television 136. Still 
other methods of alloWing communication betWeen the user 
102 and the server computers 108, 110 are contemplated by 
this application. 
[0057] Additionally, the server computers 108, 110 and the 
client device 115 may not necessarily be located in the same 
room, building or complex. In fact, the server computers 108, 
110 and the client device 115 could each be located in differ 
ent physical locations, for example in different cities, states or 
countries. This geographic ?exibility Which netWorked com 
munications alloWs is Within the contemplation of this appli 
cation. 

[0058] FIG. 2 is a block diagram ofan example ofa system 
overvieW architecture. The user devices 115 and netWork 116 
are as described above in relation to FIG. 1. The user may 
obtain content media by initiating a transaction With a user 
device 115. A typical transaction may include the actions of 
initialiZation, authenticating the user, retrieving or storing a 
digital certi?cate, searching for and selecting content, pay 
ment, generating a Watermark and embedding in the content, 
and transferring the content to the user. These actions Will be 
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described in further detail With regards to FIG. 3. A non 
exhaustive list of several transactions includes a download 
session, a streaming session, a peer-to-peer session, a transfer 
to another user, a gift to another person, and re-sale of digital 
media ?les. 
[0059] Transactions containing sensitive data may have the 
appropriate ?elds encrypted prior to storing and similarly be 
decrypted after retrieval. A secure link may be established 
betWeen the customer site 270, the content distribution sys 
tem 200 and the user device 115. The content distribution 
system 200 can include one or more servers 108, 110 as 

shoWn in FIG. 1. The customer site 270 may be, for example, 
a media content provider, media content distributor, or other 
customer system, also in the form of a server. Thus by 
encrypting the content data as it is transferred, a VPN may be 
established betWeen the content and the user. This secure 
content distribution system is referred to hereinafter as a 
Content VPN. 
[0060] An embodiment of a content distribution system site 
200 may include an interface module 250, Which can provide 
an easy-to-use and consistent user interface across the plural 
ity of possible types of user devices 115. In one embodiment, 
this interface module 250 is a softWare module executing on 
a processor of the content distribution system 200. Addition 
ally, it is also contemplated that portions or the entirety of the 
interface module 250 may execute at a user device 115 or at a 

customer site 270. 

[0061] An archive server 240 may act as a temporary stor 
age area or buffer betWeen the customer site 270 and the user 
device 115 during content doWnload. The archive server may 
comprise copying, encrypting, archiving and decrypting the 
media content, or any other type of binary or text data as Well. 
When the consumer has been granted the ability to doWnload 
certain content materials, the content materials noW acces 
sible to the consumer may be updated in the archive server 
240 buffer for that consumer. In this Way, the archive server 
240 buffer may contain either a pointer to the media content 
or the actual media content itself. In a further embodiment, a 
number or string of characters that uniquely identify the con 
tent ordered by the consumer can be used rather than a pointer 
to the media content data. As one skilled in the art Will 
recogniZe, the archive server 240 may be on a single computer 
or distributed across multiple computers. 
[0062] Additionally, When doWnloading the media content 
material, the archive server 240 may be accessed in order to 
retrieve a pointer to the media content data or to locate the 
content data on the storage facilities Within the archive serv 
er’s 240 buffer. The media data stream may be buffered by the 
archive server 240 to enable both the encryption of the data 
stream and Watermarking to be added to the data stream. 
Additionally contemplated is that the media streaming data 
may be buffered at other locations as Well. 

[0063] In one embodiment, the archive server 240 buffer is 
a computer database. This archive database 244 may reside on 
a database server that is accessible via the Internet, or may 
alternatively reside on an internal Intranet accessible only by 
the content distribution system 200 or the customer site sys 
tem 270. This archive database 244 may be accessed using 
various database access tools Well knoWn by those skilled in 
the art, such as SQL, LDAP, ODBC, or other database proto 
cols. 
[0064] In one embodiment, the content distribution system 
200 includes a master database 218. The master database 218 
may additionally reside elseWhere, for example at the cus 
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tomer site 270, or on a database server that is accessible via 
the Internet or another communication netWork. This master 
database 218 may be used to store a copy of each media 
content transaction that has occurred in the transaction data 
base 214, as Well as information useful for tracking and 
auditing purposes to identify digital content that is being 
inappropriately copied and shared in connection With the 
Automatic Legal Action Management (ALAM) module 220. 
In one embodiment, a softWare module executing on a pro 
cessor of the content distribution system 200 Will be respon 
sible for scanning user devices 115, customer sites 270 or 
other public netWork-accessible devices looking for copies of 
digital content that has been Watermarked by the content 
distribution system 200. In the event an inappropriate copy is 
found, the master database 218 Will contain information 
pointing to the original purchaser Who can then be contacted 
for potential legal action, payment of a suitable royalty fee or 
other actions. 
[0065] In one embodiment, certain ?elds in the master data 
base 218 may contain sensitive information such as a cus 
tomer name, digital certi?cate, or encryption key, and Will be 
encrypted using a one-Way hash algorithm to prevent unau 
thoriZed access by others. To provide an additional layer of 
security, the master database 218 server only accepts connec 
tions from designated transaction servers. The master data 
base 218 may see high volumes of access requests, requiring 
a high capacity server, a multitude of database servers, or 
other manner of enhancing database access. 
[0066] The Certi?cation Authority 260 refers to the entity 
that Will issue, validate, revoke, and otherWise manage the 
digital certi?cates for the content distribution system 200. In 
one embodiment, the Certi?cation Authority 260 may be a 
large and Well-knoWn corporation that has established itself 
as being a trusted authority in the industry. It is additionally 
contemplated that virtually any entity, large or small, may 
perform the functions that are required of the Certi?cation 
Authority 260. In a further embodiment, the content oWner, 
customer site 270, content distribution system 200, cable or 
satellite television provider, telephone company, or other net 
Work 116 access provider may perform the certi?cation func 
tions. In one embodiment, the Certi?cation Authority 260 
may perform various operations using one or more servers, 
including but not limited to: 
[0067] l) Validate a certi?cate When consumer enters the 
content distribution system 200 or customer site system 270. 
[0068] 2) Issue encryption key pair to the consumer’s 
device or device gateWay or use existing public/private key 
pair for this user/ certi?cate. 
[0069] 3) Issue digital certi?cate(s) to a user’s device or 
device gateWay if it is a neW device or user that needs a digital 
certi?cate. 
[0070] 4) Revoke a user’s digital certi?cate(s). 
[0071] 5) Perform other operations relating to the manage 
ment of digital certi?cates. 
[0072] The Automated Legal Action Management 
(ALAM) module 220 includes an automated system for 
detecting and reporting unauthoriZed transfers of Water 
marked data streams. The ALAM module 220 reduces the 
amount of detective and legal Work that Would be required by 
the content rights oWners and license holders of valuable 
content materials. 

[0073] As is knoWn by those in the art, softWare programs 
commonly referred to as “ferret” programs, Web craWler pro 
grams, “robot” programs, or “bots” are designed to access a 
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public network 116 such as the Internet and look for certain 
pieces of information. In one embodiment, a ferret program 
accesses Web sites, links to other Web sites, FTP sites, data 
bases, or subdirectories on PCs providing the consumer has 
given permission for one or more designated subdirectories to 
be accessed. Additionally, the ALAM module 220 searches 
other netWorks besides the Internet, including but not limited 
to mailbox systems and Intranet systems, provided that the 
ALAM module 220 has authoriZation to connect and log-on 
to these networks. 

[0074] In one embodiment, While searching these various 
netWorks, databases, or storage facilities, the ALAM module 
220 only doWnloads content ?les that meet predetermined 
criteria. Predetermined criteria refers to the ALAM module 
220 only doWnloading ?les that are determined to have a high 
probability of being in a place that is not approved by the right 
oWner. 

[0075] A ferret program may look for content materials that 
have predetermined markings Within the ?le that prove the 
data are content that have been previously Watermarked by 
the content distribution system 200. Once a ferret program 
locates such a ?le, the Watermark or Watermarks may be 
located and a command issued to the Certi?cation Authority 
260 to authenticate the validity of the digital certi?cate ID. If 
the Certi?cation Authority 260 reports the Watermark as 
being valid, an attempt is made to ?nd a digital certi?cate on 
the device and compare the digital certi?cate ID numbers for 
a match. If no match of digital certi?cate ID numbers may be 
made or if the digital certi?cate information for the device 
cannot be obtained, a counter Will accumulate for that selec 
tion of content and that digital certi?cate ID number. Once the 
counter reaches a predetermined threshold number, a letter 
may be automatically generated and sent via e-mail, postal 
service, or other delivery method to the oWner of the digital 
certi?cate. 
[0076] In one embodiment, the ALAM module 220 
requires that the content pirate pay a copy charge for each 
copy inappropriately transferred to another person. For 
example, a pirate may doWnload content With a valid digital 
certi?cate ID number embedded Within the content. This 
same pirate may copy this content ?le containing their digital 
certi?cate ID number to a content sharing facility that is 
available to the public at large. Examples of such content 
sharing facilities are Napster and Gnutella systems, although 
there are others as Well. Having made this content available to 
the public at no charge, the content ?le containing the respon 
sible person’s digital certi?cate ID number may be copied a 
large number of times as peer groups share content With other 
peer groups, typically at no charge and often in violation of 
the oWner’s rights. 
[0077] In one embodiment of such theft detection of con 
tent data, many of the copies of the content ?le containing the 
digital certi?cate ID number may be located and a copy 
charge may be determined based on the number of copies 
inappropriately distributed. Once such a copy charge is deter 
mined, the pirate may then be charged for the piracy. One 
example of a Way to determine a copy charge is to multiply the 
number of pirated copies of content by the retail price for that 
content ?le. There are other Ways to determine a copy charge 
as Well, Which are also Within the contemplation of this appli 
cation. 

[0078] In another embodiment, upon determining the 
appropriate copy charge, the pirate may be noti?ed via e-mail, 
postal mail, registered mail, in person, or by other alloWable 
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manners of noti?cation. The pirate may be given various 
payment options, for example to pay the full amount due 
immediately, make payments in accordance With a payment 
plan, pay an amnesty amount in addition to the promise to 
cease using public content sharing sites, or other agreed upon 
restitution options. 
[0079] In addition, it may possible the pirate’s credit card 
may be charged automatically as long as the pirate has agreed 
to this condition beforehand and this agreement can be 
authenticated as being signed, i.e. agreed to, by the pirate. It 
is further possible to make softWare programs available to the 
pirate that Will monitor content sharing functions that might 
take place Without the pirate’s knoWledge. Such a softWare 
program can be doWnloaded and installed on a client-side PC 
or other user device 115. When a content sharing application 
is accessed, the user may be alerted or the content sharing 
application may be shut doWn if the user so desires. In the 
event a pirate refuses to pay, an appropriate “refusal of pay 
ment” report may be sent to the major credit reporting agen 
cies. In this Way, piracy is simply handled as an ordinary 
e-commerce transaction Where a responsible party refuses 
payment. 
[0080] To further facilitate the collection of pirate charges, 
the “E-Sign” laW in the US and many similar laWs around the 
World may be leveraged to both prove (in court if necessary) 
the responsibility of the person Who inappropriately distrib 
uted the copyright materials and compel the responsible per 
son to make the appropriate restitution to the oWners of the 
copyright materials. In addition, further such automated legal 
activity may be initiated if another selection of content using 
the same digital certi?cate ID is generated in the future. 
[0081] These ferret systems may ?nd many occurrences 
Where content data has been inappropriately doWnloaded and 
distributed to unauthoriZed users. In one embodiment, the 
content and license oWners do not need to physically track 
and prosecute these hackers, as the detection and prosecution 
procedures are performed automatically. Where content data 
has been inappropriately distributed to unauthoriZed persons, 
it is assumed that the user has decrypted the data and has made 
at least one copy of the decrypted data that still has the 
Watermarks inside the data stream. 

[0082] In addition, there are other Well-knoWn and com 
mon methods for searching for Watermarks Within content 
data that are being transmitted over a given netWork. These 
methods may be used to detect the inappropriate transmission 
of Watermarked content data and automatically initiate legal 
actions. Such additional methods of detection and enforce 
ment are Within the contemplation of this application. 
[0083] Additionally, an encrypted message may appear in 
the content that can only be decrypted using the consumer’s 
public key, Which indicates that the consumer’s private key 
Was used to encrypt the message. If the decryption process 
yields a clear text message that is previously knoWn to the 
customer site 270 B2C partner, it is certain that the consumer 
has been authenticated as being the person responsible for the 
content doWnload. 

[0084] In one embodiment, as the ALAM module 220 per 
forms its operations, it may encounter media ?les that either 
have no Watermarks or the Watermarks cannot be identi?ed or 
authenticated. When such content ?les are found Without 
Watermarking, a statistical database may be updated, hoWever 
no legal activities or other types of enforcement may take 
place unless there is a requisite level of evidence proving 
piracy. 
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[0085] In one embodiment, the ALAM module 220 Will 
consider several factors regarding various media content. For 
example, it is appropriate for the oWner of a CD-ROM to 
resell it, for example to a store in the business of reselling used 
CD-ROMs. In addition, it is also appropriate to share CD 
ROMs With friends and family. This same principle applies to 
digital electronic ?les as Well. Content ?les may appropri 
ately travel to various destinations. By providing a system and 
a facility for alloWing the electronic signing of the content ?le 
digital certi?cates or transactional IDs, it is possible to prove 
that the user appropriately handled content ?les. By examin 
ing the Watermarked digital certi?cate or transactional ID for 
a particular content ?le and then examining each time the 
digital certi?cate or transactional ID Was signed, it is possible 
to see hoW the content ?le Was appropriately transferred from 
location to location. In this Way, for example, a retail estab 
lishment such as a reseller of CD-ROMs or DVDs may Wish 
to have these physical copies electronically signed in order to 
prove that the disks have been obtained legally and are noW 
the property of the retail establishment. 
[0086] In another embodiment, to further enable the 
ALAM module 220 to enforce oWner’s rights, it may be 
possible to offer a plurality of incentive programs to consum 
ers to encourage them to help track the movement of content 
?les. For example, a consumer may be encouraged to go to a 
particular Web site and register each neW CD-ROM or DVD 
that is purchased. By doing so, the content VPN described in 
this application may electronically sign the digital certi?cates 
While moving from place to place. As a reWard for such 
content registration, the user may receive valuable reWards, 
products, or services in return. 

[0087] An example of this content registration and tracking 
may include: 

[0088] l) Assigning a unique digital certi?cate or transac 
tional ID and embedding the serial number Within the Water 
mark 

[0089] 2) Providing the consumer With registration incen 
tives, such as providing one free copy of content for every 10 
content ?les that are registered 

[0090] 3) Electronically signing the digital certi?cate at the 
appropriate content system 
[0091] 4) AlloWing the consumer to decide to transfer oWn 
ership of the content to another 

[0092] 5) Performing the approved content transfer, for 
example via a Website 
[0093] 6) Electronically signing the digital certi?cate at the 
appropriate content system using the private key of the origi 
nal oWner, or the private key of the neW oWner, or both, to 
prove it Was appropriately authorized. 

[0094] A Global Digital Rights Apportionment System 
(GDRAS) 230 makes it possible to apportion the money that 
is designated for artists, copyright oWners, content oWners, 
and other deserving entities in an ef?cient manner. A GDRAS 
230 monitors digital certi?cates that are issued speci?cally 
for content ?les. In addition, the GDRAS 230 checks the 
transaction database 214 for the total amount of money col 
lected from the user, and apportion all monies collected 
appropriately. In some cases, money Will go to customer sites 
270. In other cases, money Will go to royalty collection bod 
ies, for example the Recording Industry Association of 
America (RIAA), or other appropriate individual or entity. 

[0095] A Copyright Registry System 234 alloWs artists, 
copyright oWners, and other content oWners to register their 
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valuable digital content. An embodiment of a Copyright Reg 
istry System 234 includes the folloWing: 
[0096] l) The consumer may use the user device 115 to log 
on to the Copyright Registry System 234, for example by 
accessing a Web page. A check is made to determine if the 
consumer has a valid digital certi?cate or private key/public 
key pair. If not, or if they are out-of-date, then the Copyright 
Registry System 234 may prompts the user as necessary to 
obtain a neW and valid X509 digital certi?cate/private public 
key pair. The Certi?cationAuthority 260 may be used to issue 
necessary digital certi?cates or key pairs as described in detail 
above. 
[0097] 2) The consumer may be prompted to identify the 
type of content to be registered. For example, the consumer 
may Wish to register one or more of the folloWing types of 
content: music, books, multi-media, video, softWare, printed 
media, or other types of digital media content. 
[0098] 3) Once the consumer accurately identi?es the type 
of content to register, the folloWing operations may take 
place: 
[0099] a) The consumer formally requests that the content 
?le be registered. The payment 340 portion of the Transaction 
module 210 may be updated appropriately. 
[0100] b) The content ?le may be uploaded to a Copyright 
Registry System 234 Website 
[0101] c) The Copyright Registry System 234 Website may 
issue a neW and unique X509 digital certi?cate or unique 
message for the content ?le 
[0102] d) The Copyright Registry System 234 Website 
Watermarks each content ?le With a serial number or message 
for each neW and unique digital certi?cate issued 
[0103] e) The Copyright Registry System 234 Website may 
optionally encrypt a clear text message With the user’s private 
key and store this encrypted mes sage Within the Watermark as 
Well. Only the Copyright Registry System 234 Website may 
be able to decrypt the user’s private key. This may be replaced 
by the optional operation of signing a clear text message With 
the content oWner’s private key and storing the signed mes 
sage Within the content using Watermark technology. 
[0104] f) The Copyright Registry System 234 Website may 
optionally add a clear text message With the user’s public key 
and then store this message Within the Watermark as Well. 
Content oWner’s public key does not need to be encrypted. 
[0105] g) The content distribution system 200 may then 
communicate With the archive server 240 
[0106] h) The archive server 240 may then store transac 
tional data in a transaction database 214 
[0107] i) The archive server 240 may additionally store the 
consumer’s public key 
[0108] j) The archive server 240 may additionally store the 
Watermarked content ?le 
[0109] k) The archive server 240 may additionally store the 
clear text message in its database 
[0110] l) The archive server 240 may ?nally store a list of 
e-mail addresses for the users of the service. This list of e-mail 
addresses may be used to communicate With the users of this 
Copyright Registry System 234. 
[0111] m) The archive server 240 may transmit a fully 
Watermarked copy of the content ?le back to the user’s device 
115 via an FTP transfer or e-mail message 

[0112] 4) An e-mail message back to the consumer typi 
cally may contain a thorough explanation of the folloWing: 
[0113] a) The Watermarking process 
[0114] b) The digital certi?cate information 
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[0115] c) The method for searching for the watermark and 
the digital certi?cate 
[0116] d) Helpful software programs, tools, and applica 
tions available to the consumer easily obtained from the web 
or other public network 
[0117] e) Other pertinent information 
[0118] 5) Transmit a copy of the watermarked content ?le 
to be electronically ?led with a governmental patent and 
copyright of?ce such as the US. Patent and Trademark O?ice 
or the Copyright Of?ce 
[0119] The bene?ts of the Copyright Registry System 234 
include: 
[0120] l) The watermarked copy of the user’s content may 
now be distributed over the network 116 

[0121] 2) An X509 digital certi?cate or signed message is 
generated to prove the authenticity of the person who ?led the 
content with the Copyright Registry 234 
[0122] 3) A clear text message in the watermark within the 
archive server 240 may further prove the authenticity of the 
person who ?led the content with the Copyright Registry 234. 
The authenticity of the watermark may similarly be estab 
lished. 
[0123] 4) A copy of the watermarked content may remain in 
the archive database 244 
[0124] 5) A copy of the watermarked content may be trans 
mitted to a governmental patent or copyright agency for reg 
istration and protection 
[0125] With a Content Registry system 234, a player of 
content may check the registry to see if an identical digital 
certi?cate is being played by another player device. This may 
be achieved by communicating with the Copyright Registry 
234 on-line using a network 116, for example the Internet, an 
Intranet, or other network. Certain in-use switches may be set 
to indicate that a user is currently using a particular content 
?le. Following is an example of this. A software program that 
has been previously registered with the Copyright Registry 
234 is initiated by an end user. During the program initializa 
tion process, the Copyright Registry 234 is checked to see if 
someone else is using the same software program with the 
same digital certi?cate. If so, then piracy has been detected 
and the author or publisher may decide how best to commu 
nicate an appropriate message to the parties using the soft 
ware. If a no match condition is found, the content ?le plays 
normally. When the content ?le reaches its end, then the 
Copyright Registry 234 may be updated to indicate that the 
content ?le and the digital certi?cate for that content ?le are 
no longer being played. An in-use switch will be set back to 
False, Null, Zero, or other value that indicates the content is 
no longer being played. 
[0126] FIG. 3 is a ?owchart of a process of conducting a 
media content transaction performed by the Transaction mod 
ule 210 of FIG. 2. Each of the blocks of FIG. 3 represents a 
series of actions or steps. These steps can be carried out by the 
Transaction module 210 and/or can be carried out by sub 
modules within the Transaction module 210 with each block 
representing one of those sub -modules. Alternatively, various 
modules of the content distribution system 200 can perform 
one or more of the steps depicted in FIG. 3. 
[0127] The process begins with an Initialization step 310. If 
this is the ?rst time this particular user has attempted to log on 
to the content distribution system 200, the Initialization step 
310 gathers certain account information from the user, for 
example a desired account name (which must be unique) or 
password, legal name, complete address, social security num 
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ber, out-of-wallet veri?cation information such as mother’s 
maiden name, credit information, voter registration informa 
tion, or credit card information. In another embodiment, the 
Initialization step 310 collects smart card, phone card, or 
other payment card information from the user for payment of 
account charges. For the user’s that have already gone 
through this account set-up process, the Initialization step 310 
only prompts for the account name and password. 

[0128] In one embodiment, it will be necessary for the user 
and potential consumer to assent to a signed, legally binding 
agreement before being allowed to purchase and download 
media content data. For example, the agreement may state 
that the user will not inappropriately distribute copyright 
materials without the necessary permission from the media 
rights owner. For added security, the agreements may be 
encrypted so that only the appropriate people can view these 
agreements. The user will need to be able to clearly read the 
terms and conditions for properly handling electronic copy 
right materials. Furthermore, the user must agree not to inap 
propriately distribute this copyright material unless express 
permission is granted by the rights owner. 
[0129] Once the user has entered into such an agreement, 
the recently signed E-Sign law will provide protection to the 
media rights owners and distributors of such copyright mate 
rials. Such an agreement may be consummated by having the 
end user simply click a button labeled “I Agree”, or something 
similar, while the terms and conditions are being prominently 
displayed on the screen by the Initialization step 310. By 
clicking on a button labeled “I Agree”, a binding agreement 
comes into existence between the end user and the rights 
owner. 

[0130] In order to prove the agreement was consummated 
by the end user, it will need to be “signed” by using the user’s 
private key to encrypt some or all of the agreement, or evi 
dence of the agreement, that the user approved. In doing so, it 
will be relatively easy to demonstrate that the user did in fact 
agree to the terms and conditions of the agreement, with the 
user’s public key performing the decryption process to pro 
vide adequate proof. In a further embodiment, the user may 
optionally request to review the agreement with all its terms 
and conditions should the end user wish to refer to this agree 
ment. Therefore, the agreement may be stored in such a way 
as to be easily accessible to the end user. Such an agreement 
may be stored at the Certi?cation Authority 260, the transac 
tion database 214, customer site 270, or other locations where 
there is adequate storage and access over the network 116. 

[0131] Once all necessary account information has been 
transmitted by the user and the user has af?rmed this infor 
mation as being correct and complete, the Initialization step 
310 veri?es and authorizes the payment card information 
obtained from the user. For example, an on-line method may 
be used by the Initialization step 310 to check the name, social 
security number, address, and other information with one or 
more credit card companies 280 of a user. Additionally, it is 
possible for the Initialization step 310 to require that a credit 
card or smart card number be entered into the VPN in order to 
allow certain people access to certain accounts. When this 
credit card information is entered, veri?cation processes can 
be initiated by the Initialization step 310 that will further 
verify and authenticate the identity of the user. In one embodi 
ment, smart cards, phone cards or credit cards, for example, 
containing user veri?cation information may be scanned into 
a mechanism such as a credit card scanner and the informa 
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tion previously Written to the magnetic strip of the card can be 
used by the Initialization step 310 to verify a user on the 
Content VPN. 

[0132] In a further embodiment, veri?cation information 
may be Written by the Initialization step 310 to credit cards, 
for example MasterCharge or Visa cards. Veri?cation infor 
mation may additionally be Written to phone cards, for 
example AT&T Phone Cards or MCI Phone Cards. Addition 
ally, veri?cation information may be Written to smart cards 
that are used solely to identify a user on a computer system. 
On certainVPN applications it is possible that a user may scan 
or sWipe the card in order to gain access. The veri?cation 
information scanned from the card may be saved along With 
the streaming video and the encryption keys. 
[0133] Such a payment card may be used to alloW a user to 
access a public terminal for theVPN. If such a user device 115 
is available to the public in a public location, for example at a 
hotel or airport, it Will be important that either a biometrics 
mechanism or a payment card of some type be scanned for 
user veri?cation information by the Initialization step 310. A 
biometrics mechanism refers to certain techniques that exist 
today for verifying the identity of any individual, for example 
a retinal scanner (i.e. eye scanner), ?ngerprint scanner, 
thumbprint scanner, DNA scanner, or other type of biometrics 
scanning mechanism. In one embodiment for using a biomet 
rics device, the biometrics device may be used along With the 
encryption keys and digital certi?cates. The scanned image 
created by the biometrics scanner may be saved along With 
the agreement. The scanned image containing biometrics 
information may additionally be saved along With the session 
and public encryption keys as Well. 
[0134] A public terminal for the VPN may be similar to a 
desktop PC, hoWever the card may act as the memory device 
for the user during the session at the public terminal. The 
public encryption key may reside on the card as Well as other 
important veri?cation information. Additionally, the digital 
certi?cate information may be Written to the magnetic strip on 
the card as Well by the Initialization step 310. For example, 
the information on such a card may include, but is not limited 
to, name, address, social security number, date of birth, credit 
card information, public encryption key, or private encryption 
key. This type of public terminal may enable a user to access 
a Content VPN While traveling potentially anyWhere in the 
World. 

[0135] The Transaction module 210 process includes an 
Authenticate User and Get Digital Certi?cate step 320. One 
Way to protect electronic media content over a public netWork 
is to use digital certi?cate technology that is de?ned by the 
X509 protocol de?ned by the Well-knoWn IETF and ITU 
Standards Committees. Digital certi?cate technology has 
been available for decades for securing Web sites, e-mail, FTP 
transmissions, VPNs, and other communications techniques 
over public netWorks, including the Internet. Several leading 
companies that have deployed digital certi?cate technology 
are Verisign, CyberTrust, ThaWt, and RSA. These companies 
have Worked diligently to bring digital certi?cate technology 
into everyday practice for multitudes of users on the Internet. 
It is likely, if not practically imminent, that digital certi?cate 
usage Will soon become the rule rather than the exception. 
[0136] A Well-knoWn concept developed by the telecom 
munications standards committees and companies such as 
RSA includes issuing to a user on a netWork tWo encryption 
keys. This Public Key Infrastructure (PKI) information con 
sists of a pair of keys, a public key and a private key. The 
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public key can be published to friends and partners around the 
World. The private key is alWays kept on only one computer, 
mobile phone, hand-held device, television set, or other user 
device 115. At least one key, either the Public or Private key, 
is required to be store such that it is available to the user device 
115. 
[0137] After the Certi?cation Authority 260 (see FIG. 2) 
generates a pair of such encryption keys, a digital certi?cate 
may also be created. The digital certi?cate provides the nec 
essary links back to a company or person Who can be trusted. 
This trusted company or person is called a Trusted Authority 
(TA). When a computer, mobile phone, hand-held device, 
television set or other user device 115 has an encryption key 
pair and a digital certi?cate issued by a TA, then the device is 
considered to be secure. 

[0138] Virtually all Web BroWser programs, including for 
example Netscape and Internet Explorer, have a mechanism 
to store and manipulate encryption keys and digital certi? 
cates. It is common to see an area reserved for the creation, 
storage, and usage of digital certi?cates under the menu item 
named “options” or “preferences” in such Web BroWser pro 
grams. 
[0139] The architecture of the content distribution system 
200 disclosed in this application may be designed in such a 
Way as to use digital certi?cates that are generated by a 
multitude of digital certi?cate authorities, many of Which 
may even be generated from countries other than the United 
States. Since it is contemplated that the content distribution 
system 200 Will be an international netWork, it is anticipated 
that customers as Well as business from different parts of the 
World Will prefer to purchase digital certi?cates from a Cer 
ti?cationAuthority 260 that might be physically located close 
to the customer or business. It is also anticipated that the 
digital certi?cate business Will become an enormous industry 
over the next decade. In one embodiment, the providers of the 
VPN themselves may additionally generate and issue digital 
certi?cates designed around the X509 protocol. 
[0140] As these digital certi?cates are issued to the various 
content source Business-to-Consumer (B2C) partner cus 
tomer sites 270 and user devices 115, it is important that a 
person responsible for the transactions on such a content VPN 
be authenticated. The term “authenticated” refers to ensuring 
a responsible person is positively identi?ed as being liable for 
a transaction. Without a robust authentication process, unau 

thorized persons, for example hackers, may enter such a 
content VPN and doWnload content ?les With no intention of 
paying. LikeWise, the content provider Will have no idea Who 
is the person responsible for the doWnloaded content data. 
There are many Ways to authenticate people over a public 
netWork such as the Internet, several of Which are described 
herein to provide examples of such. 
[0141] In one embodiment, the method for authenticating a 
consumer may be by the Authenticate User and Get Digital 
Certi?cate step 320 verifying that the consumer’s credit card 
is active and in good standing. Since a banking organization at 
one time issued credit to this user, the Authenticate User and 
Get Digital Certi?cate step 320 may assume this person has 
completed an intervieW process and has signed the appropri 
ate legal documents. 
[0142] There are many Ways for such an Authenticate User 
and Get Digital Certi?cate step 320 to authenticate a con 
sumer using a credit card, including for example: 
[0143] 1) Making a request to authenticate the consumer’s 
credit card through the Certi?cation Authority 260, Which 
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may pass the request for authorization on to the transaction 
database 214, to the Transaction module 210, and then to the 
credit card company 280. 
[0144] 2) Making a request to authenticate the consumer’s 
credit card directly to the credit card company 280. 
[0145] 3) The B2C partner customer site 270 authenticating 
the consumer by going directly to the credit card company 
280 that is being used. 
[0146] For a consumer to create a digital certi?cate in the 
industry presently, the consumer must contact a trusted cer 
ti?cation company, for example Verisign. Verisign Will then 
take steps to verify the consumer is authorized to use certain 
netWork resources. Once Verisign is satis?ed that a consumer 
should be granted netWork access, it sends a digital certi?cate 
to the consumer using various transmission mediums, for 
example via a netWork transmission protocol, an application 
program that Will create the digital certi?cate on the consum 
er’s hard drive, a ?oppy disk drive or other similar external 
storage medium, or other suitable transmission mediums. 
[0147] A digital certi?cate is typically a small data ?le that 
can be transmitted or loaded into a Web broWser or e-mail 
applications program, although other digital certi?cate for 
mats are contemplated by this application. Digital certi?cates 
typically have an area of storage Within the ?le set aside called 
the Certi?cate Policy Statement (CPS). The CPS may be a 
text-based ?eld inside the digital certi?cate that is designed to 
store individualized information about the consumer on the 
network. This CPS area of the digital certi?cate may hold a 
pointer, or link, to a Website that has a copy of the signed, 
binding agreement betWeen the netWork customer site 270 
and the user. In this Way, all parties may revieW and otherWise 
refer to the agreement at virtually any time by using an appli 
cation softWare program that captures a signature using 
mouse or pointer technology and transmitting the signature to 
the VPN provider, or other current or future means for cap 
turing and transmitting the consumer’s personal or private 
authorization. 
[0148] Once placed on a speci?c user device 115, a digital 
certi?cate typically cannot be readily moved. When placing 
the digital certi?cate on a user device 115, a consumer and a 
content distribution system 200 issue and receive digital cer 
ti?cates With each other for the purposes of transmitting elec 
tronic media ?les. The consumer is veri?ed as legitimate by a 
trusted authority and a digital certi?cate is issued on a speci?c 
hardWare device on the netWork. At this point, it is possible 
that a crafty person (i.e. hacker) may log-on to an unsecured 
computer containing the appropriate digital certi?cates and 
masquerade as either a content provider or a consumer. 

[0149] For this reason, other security precautions may be 
taken. The CPS may additionally contain a passWord that 
must be correctly matched by the legitimate consumer at the 
time the hardWare device containing the digital certi?cate 
logs on to the VPN. If an attempt to enter the passWord fails 
more than a predetermined number of times, the digital cer 
ti?cate may be immediately revoked by the Authenticate User 
and Get Digital Certi?cate step 320 until a further investiga 
tion may be conducted. 
[0150] It may be that all hardWare equipment used by a 
netWork client must be secured With the appropriate pass 
Words and security measures. This deters a crafty person from 
gaining unauthorized access to the hardWare device. Addi 
tionally, it may be that all applications programs such as Web 
broWser programs and e-mail programs used during a VPN 
session be secured With the appropriate passWords and physi 
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cal security means as Well. An additional security measure 
may be a requirement that the consumer sign a release of 
liability claiming that the physical hardWare devices are not 
misused or misappropriated or otherWise misused because 
the proper security measures Were ignored. 
[0151] Digital certi?cates may be used to enable parental 
controls to restrict access to minors of certain content. Each 
digital certi?cate issued to a device may contain a ?eld indi 
cating the appropriate level of exposure to sex, violence, or 
irreverence alloWed for a particular playing device. If the 
device does not alloW a digital certi?cate to be updated, or if 
the device cannot store a digital certi?cate at all, the user must 
indicate the level of exposure to sex, violence, or irreverence 
and capture this information in the transaction database 214. 
When the user selects content, a query is performed to deter 
mine if any parental controls are selected. If one or more 
parental controls are set, then an appropriate error message 
may appear if the level of exposure to sex, violence, or irrev 
erence exceeds that Which has been previously established. 
[0152] Log ?les may be used extensively throughout the 
VPN. Each time an event takes place, an adequate message 
may be Written to a log ?le. Log ?les may exist at many 
locations, including at a user device 115, content distribution 
system 200, Certi?cationAuthority 260, transaction database 
214, customer site system 270, some independent agent or 
authority, or other logical or physical databases or locations. 
Log ?le contents may include the folloWing information: 
[0153] 1) Messages indicating noteWorthy events 
[0154] 2) Date and time 
[0155] 3) Public keys that Were used 
[0156] 4) Session keys that Were used 
[0157] 5) Other noteWorthy encryption keys 
[0158] 6) Other information that may be helpful 
[0159] In one embodiment, although the user must ansWer 
questions and become authorized by the Authenticate User 
and Get Digital Certi?cate step 320 to use the netWork, the 
actual issuance of the digital certi?cates should be as easy to 
use and transparent as possible. To be successful in the mar 
ketplace, the consumer should be able to ansWer a feW ques 
tions, for example via interactive prompts or by ?lling out an 
online form, and be able to use the content distribution system 
200 Within a feW minutes. Although the technology involved 
is signi?cantly complex, the capture of necessary information 
and the issuance of the digital certi?cates must be simple and 
nearly transparent to the consumer. 
[0160] In one embodiment, each device has some example 
of a unique ID. This unique device ID may be used for a 
variety of purposes, for example for calculating the necessary 
values to properly build the key and certi?cate ?les for cre 
ating encryption keys and digital certi?cates. This application 
contemplates other purposes for Which the unique device ID 
may be used. 
[0161] Most user devices 115 typically include some type 
of unique number or code that positively and uniquely iden 
tify the device. For example, in some cases a sequential num 
ber is generated and embedded Within the hardWare, a data 
base record, or the softWare running on the user device 115. 
Access to this unique number is usually an uncomplicated 
process. An example of accessing such a unique number is a 
simple query into one of the registry ?les found Within 
Microsoft WindoWs operating system. 
[0162] An example of a more state-of-the-art method for 
uniquely numbering user devices 115 is to generate either, as 
Would be knoWn to one skilled in the art, a Universally Unique 
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ID (UUID) or a Globally Unique ID (GUID) by randomly 
generating a huge number that is statistically unique and then 
embedding this number within the hardware, a database 
record, or the software running on the user device 115. Other 
examples of unique numbering techniques include using the 
MAC Address, for example for a network interface card, or 
using a static IP address as the unique device ID number. 

[0163] It is contemplated by this application that in the 
future devices such as CD players, DVD players, MP3 play 
ers, other music players, and other consumer electronic 
devices may already have digital certi?cates built-in from the 
factory. In this case, either the information embedded within 
the digital certi?cate or a copy of the digital certi?cate must 
be transmitted to the Certi?cation Authority 260 by the 
Authenticate User and Get Digital Certi?cate step 320. Once 
the Certi?cationAuthority 260 receives this digital certi?cate 
information for this device, the streams of encrypted and 
watermarked data may then commence. 

[0164] In one embodiment, the Authenticate User and Get 
Digital Certi?cate step 320 will capture such a unique device 
number and use it to further identify the user device 115 on the 
network. After capturing this unique device identi?er, the 
system may save this identi?er to one or more database ?elds 
that are associated with the digital certi?cate. The Authenti 
cate User and Get Digital Certi?cate step 320 can use the 
user’s digital certi?cate plus this unique device ID number to 
further authenticate both the device on the network and the 
end user who has access to this device. 

[0165] It would not be unusual for any given user device 
115 to have numerous digital certi?cates as it logs on to new 
websites and performs other Web or Internet operations. As it 
is possible and even common for PCs to have multiple digital 
certi?cates, it is also possible to have multiple digital certi? 
cates for consumer electronic devices and other types of user 
devices 115 as well. This multiple digital certi?cate capabil 
ity adds ?exibility for the consumer as the data streams may 
be accessed in a continually expanding number of ways. In 
addition, it is contemplated that new encryption methods may 
be employed that work for a group of devices rather than 
merely one single device. 
[0166] It is contemplated by this application that each user 
device 115 will have some way to both store and manage 
digital certi?cates, although this may not always be the case. 
If the user device 115 is a PC, for example, the digital certi? 
cates may be stored within the Internet browser program, or 
within an e-mail program, for example, Micro soft Outlook, or 
Outlook Express. However, it is not the case that the digital 
certi?cate may only be stored within the digital certi?cate 
database in the browser or e-mail program. Digital certi?cates 
may also be stored virtually anywhere that has suf?cient 
long-term storage capacity. One such example is a separate 
database in such a way as to be accessible by virtually any 
Internet or Web system or a language such as Java, VB Script, 
HTML, for example. Providing access to digital certi?cates 
stored outside of a Web browser may allow for a more trans 
parent user interface, as the user will not be asked questions 
by the browser program as it is loading new digital certi?cates 
into the browser database. Such questions may include, for 
example: “Are you sure you want to load this digital certi? 
cate?”, “This digital certi?cate is not trusted. Are you sure you 
want to proceed?”, “Please select the digital certi?cate you 
would like to use?”, or any number of other user prompts or 
questions. 
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[0167] In the embodiment where digital certi?cates are 
kept in a separate database, the database may exist on a 
separate subdirectory of a device. Additionally, such a data 
base of digital certi?cates may be stored with other ?les on a 
device, or within a user device 115 software program. It is 
therefore contemplated that the Web browser may not be 
necessary in order to create the content VPN and there are a 
multitude of places where digital certi?cates may be stored 
and accessed by the user device 115. 

[0168] In another embodiment, the digital certi?cates may 
be stored within a database at the Certi?cationAuthority 260. 
In addition to the digital certi?cates, other database ?elds may 
similarly be stored, maintained, or administrated from the 
Certi?cation Authority 260. Several advantages for keeping 
the database of digital certi?cates and other database ?elds on 
the Certi?cation Authority 260 are quicker and easier access 
of the digital Certi?cates and other database ?elds because 
there is no need to request this information from another 
system located elsewhere on the network 116. 

[0169] The Transaction module 210 process includes a 
Search For and Select Content step 330. The customer sites 
270 of valuable content materials, for example videos, music, 
books, software, multi-media, and other media content, here 
inafter referred to as content data, may have their library of 
content materials located on their own servers, or on a server 

accessible over the public network 116. Content data typi 
cally may be in the form of computer ?les for video, audio, 
program, data or other multimedia content, as well as actual 
physical copies of valuable content, for example CD-ROM, 
DVD, VCR, Audio, TV or radio broadcasted, streaming audio 
or video over networks, or other forms of content. These 
customer sites 270 may deploy parallel systems for added 
protection in case of a failure. 

[0170] In another embodiment, the customer sites 270 may 
be able to store their valuable content on the archive server 
240 as well. In the event a customer site 270 may go out-of 
business, it is possible to move the content in the archive 
server 240 so there is no disruption in service. Additionally, 
the archive server 240 may act as a temporary storage area or 
buffer while downloading data between the content source 
and the user device 115. 

[0171] In one embodiment, when the user’s digital certi? 
cate is determined by the Certi?cation Authority 260 to be 
authentic and there are no problems with either the certi?cate 
or the consumer’s account, the consumer may be allowed 
access to a multitude of network services, functions and infor 
mation by the Search For and Select Content step 330. Once 
the consumer has connected to the content distribution sys 
tem 200, or alternatively to a customer site 270 system, the 
consumer will have access to a multitude of network services, 
functions and information, including but not limited to the 
following: 
[0172] l) A list of major content categories 
[0173] 2) A list of content items within each major content 
category 
[0174] 3) Parental controls or reviews of the each content 
item 

[0175] 4) A list of content items purchased by the consumer 
[0176] 5) Samples of content ?les that can be sampled or 
viewed 
[0177] 6) The consumer’s account status 
[0178] 7) Advertisements and special promotions on cer 
tain content items 
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[0179] 8) Download latency times that can be expected for 
certain downloads 
[0180] 9) Players and other software tools that can be 
downloaded that will help the consumer play or otherwise 
enjoy the content materials 
[0181] 10) Hardware devices and appliances that can be 
purchased and shipped to the consumer in order play or oth 
erwise enjoy the content materials 
[0182] 11) Shipping and handling information that will be 
helpful if the consumer wishes to receive a physical copy 
from the content provider 
[0183] 12) A list of player devices registered for this user, 
for example MP3 players, computers, set-top boxes, Internet 
radios, cellular telephones, or other devices 
[0184] 13) Control functions to allow selling, moving, or 
copying content to other customers, or other players owned 
by the customer 
[0185] The Transaction module 210 process includes a 
Payment step 340. When a consumer decides to purchase and 
download content, that consumer places an order with the 
content distribution system 200 or one of a plurality of cus 
tomer sites 270. This order may include the following or 
additional speci?cations from the consumer: 
[0186] 1) Save content to a ?le 
[0187] 2) Stream content to a device 
[0188] 3) Begin download immediately 
[0189] 4) Set a timer to deliver content at a speci?ed date 
and time in the future 
[0190] 5) Deliver content to more than one device simulta 
neously 
[0191] 6) Provide subtitles for translation purposes or for 
the hearing impaired 
[0192] 7) Provide password protection to play content 
[0193] 8) Block content from being transferred if it con 
tains explicit, violent, or otherwise harmful material 
[0194] 9) Language translation 
[0195] When an order is placed, a transaction entry will be 
made in the transaction database 214 along with the speci? 
cations requested by the user. At any time the consumer or the 
administrators of such a network may view the transactions 
that have occurred in the transaction database 214. 
[0196] If the consumer has made a purchase, the Payment 
step 340 may automatically charge the consumer’s account, 
for example credit card, phone card, smart card, or other 
payment method. The Payment step 340 may automatically 
pay all of the fees and royalties required by the customer sites 
270, by copyright law, or by any other laws or agreements that 
are in effect. 

[0197] The Transaction module 210 process includes a 
Watermark step 350. An effective way of identifying books, 
CDs, software and other such media products is to place a 
virtually invisible mark on the product itself that will 
uniquely identify the product, where it came from, and when 
it was downloaded. This virtually invisible mark is called a 
watermark. The process of placing hidden or transparent 
marks within content is commonly referred to as watermark 
ing and is also called Stenography. The Watermark step 350 
places such a watermark within a stream of data that is deliv 
ered between the source of the data, for example a customer 
site 270 and the user’s device 115. The watermark cannot be 
removed or modi?ed from the digital content without corrupt 
ing the digital content. In one embodiment, the watermark 
may be the consumer’s ID that positively identi?es the con 
sumer. The consumer’s ID, as described above, may be in the 
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form of a digital certi?cate that has been issued to the user 
device 115, a signed transactional ID, a device orplayer serial 
number, or other unique ID. If necessary, the consumer’s ID 
may point to the consumer’s credit card information that is 
kept in the transaction database 214. 
[0198] In one embodiment, the consumer’s ID number is 
the digital certi?cate’s serial number or digital certi?cate’s ID 
number. Further embodiments include using as a watermark a 
unique transactional ID that can be linked via a transactional 
database back to the consumer who downloaded the content. 
The transactional database 214 may contain information that 
provides a record of all content downloaded or transferred to 
a user. Individual ?elds in the transactional database 214 may 
include a serial number of the user device 115 used to down 
load the content, a network trace-route showing the network 
connection used to reach the user, a credit card number for the 
user, a digital certi?cate, a digitally signed message authen 
ticating that the user’s private key was used to sign the mes 
sage, or other user information. 

[0199] In another embodiment, the Watermark step 350 
may embed within a watermark a transactional ID rather than 
a serial number of a digital certi?cate. The content data may 
be transferred from a customer site 270 to the user device 115, 
and the content data may have a transactional or consumer 
identi?cation data added transparently to the content data 
when downloaded to the consumer or their player. An 
example of the transactional data added by the Watermark 
step 350 to the content data is illustrated by the case where a 
consumer’s ID is added to the data stream using one or more 
watermarking techniques. The content data after watermark 
ing may optionally be encrypted using a public key or session 
key known by the consumer or their player. Once content data 
is available for transmission in the form of a portion of the 
data stream, or the entire data stream, the Watermark step 350 
may add the consumer’s ID number that is associated with the 
user device’s 115 digital certi?cate into the data stream as part 
of the entire watermark. The watermarking of the consumer’s 
ID number to downloaded content will not impair the content 
nor invalidate other watermarks already in the content, such 
as the identity of the content owner. 

[0200] In one embodiment, watermarking may be per 
formed by the Watermark step 350 on virtually any digital 
data stream by appropriately switching or modulating insig 
ni?cant bits of information with a signal, for example phase, 
amplitude, video blanking, or other signals, “on” or “off ’ 
inside the data stream in such a way as not to be noticed by the 
consumer. By knowing where the bits start and stop, the 
Watermark step 350 strings these bits together in order to 
create larger segments of data. The resulting string of such 
data segments clearly identi?es the user, a legally binding 
signed transactional log, or the user’s player, computer or 
other devices. As the Transaction module 210 digitally signs 
the transactional ID, a legally binding identi?cation of the 
user is provided, as the user’s private encryption key must be 
used to complete a transaction. The term “payload” refers to 
such string of characters that the Watermark step 350 may 
embed within a watermark. 

[0201] The Watermark step 350 is accomplished for vari 
ous media forms without degrading the quality of the content. 
In the example of watermarking music content, the Water 
mark step 350 sets certain insigni?cant “on” and “off ’ bits as 
the various sounds transition from one state to another state. 
By using least signi?cant bits (LSB) within the stream at 
points where these transitions are taking place, the user will 
















