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Methods, computer code, and means are described that can 
control load in a network. In some applications, the monetary 
cost of operating the network can be reduced. Utilization of 
links in the network can be monitored. A degree of subopti 
mality with respect to some criteria can be assessed. In some 
instances, the criteria could be based at least partly one or 
more monetary billing structures of some subset of two or 
more links. A subset of the forwarding decisions of one or 
more forwarding nodes in the network can be adjusted auto 
matically, based at least partly on the assessing. The adjust 
ment can attempt to reduce the degree of suboptimality. 

_._._-- Links adjusted 

__--- Links assessed and monitored 

.............. .. Links assessed 

_.._.._ Links monitored 



US 2009/0031025 A1 
Page 2 

Related US. Application Data 

(60) Pat. No. 7,406,539, Which is a continuation-in-part of 
application No. 09/903,441, ?led on Jul. 10, 2001, noW 
Pat. No. 7,080,161, said application No. PCT/USOl/ 
31420 is a continuation-in-part of application No. 
09/960,623, ?led on Sep. 20, 2001, noW Pat. No. 
7,349,994, Which is a continuation-in-part of applica 
tion No. 09/903,423, ?led on Jul. 10, 2001, noW Pat. 
No. 7,363,367, Which is a continuation-in-part of 
application No. 09/923,924, ?led onAug. 6, 2001, noW 
Pat. No. 7,406,539, Which is a continuation-in-part of 
application No. 09/903,441, ?led on Jul. 10, 2001 , noW 
Pat. No. 7,080,161, said application No. PCT/USOl/ 
31419 is a continuation-in-part of application No. 
09/960,623, ?led on Sep. 20, 2001, noW Pat. No. 
7,349,994, Which is a continuation-in-part of applica 
tion No. 09/903,423, ?led on Jul. 10, 2001, noW Pat. 

(60) 

No. 7,363,367, Which is a continuation-in-part of 
application No. 09/923,924, ?led onAug. 6, 2001, noW 
Pat. No. 7,406,539, Which is a continuation-in-part of 
application No. 09/903,441, ?led on Jul. 10, 2001, noW 
Pat. No. 7,080,161. 

on Oct. 17, 2000, provisional application No. 60/275, 
206, ?led on Mar. 12, 2001, provisional application 
No. 60/275,206, ?led on Mar. 12, 2001, provisional 
application No. 60/241,450, ?led on Oct. 17, 2000, 
provisional application No. 60/275,206, ?led on Mar. 
12, 2001, provisional application No. 60/241,450, 
?led on Oct. 17, 2000, provisional application No. 
60/ 275,206, ?led on Mar. 12, 2001, provisional appli 
cation No. 60/241,450, ?led on Oct. 17, 2000, provi 
sional application No. 60/275,206, ?led on Mar. 12, 
2001, provisional application No. 60/241,450, ?led on 
Oct. 17, 2000. 



Patent Application Publication Jan. 29, 2009 Sheet 1 0f 8 US 2009/0031025 A1 

120 

8 
‘Program Media 

Computer 

Fig. 1 



Patent Application Publication Jan. 29, 2009 Sheet 2 0f 8 US 2009/0031025 A1 

230 

210v“ Computer 

Fig. 2 



Patent Application Publication Jan. 29, 2009 Sheet 3 0f 8 US 2009/0031025 A1 

UoHo?coE 9E5 .............. .. common? 9?: I l l l l Erwin-w 8E5 -. .l. I. I 



Patent Application Publication Jan. 29, 2009 Sheet 4 0f 8 US 2009/0031025 A1 

@2822: E8 wommuwwm 8E5 .............. .. 
35528 833 -. l. l. .l 

G 0 

w .ME 



Patent Application Publication Jan. 29, 2009 Sheet 5 0f 8 US 2009/0031025 A1 

wowwommm 8E5 .............. .. 
wanna E5 @385“ $25 Illll 

@838.» 835 -..|..|.| 



Patent Application Publication Jan. 29, 2009 Sheet 6 0f 8 US 2009/0031025 A1 

UOQOHEOE .lll: I ?ommmwmm mvgwm .............. .. 
@BBEoE Ea nommommm 835 l l I II “535.6% $35 ..|.|...| 

x8332 Q 0 



Patent Application Publication Jan. 29, 2009 Sheet 7 0f 8 US 2009/0031025 A1 

Pre?xes 
Moved ll 

100% — (p——— 
threshold 

50% — 

25% — 

start-avoidance 

l I l l I I‘) | l I = 
5 1O 15 20 25 27 30 35 40 45 'mbps 

Utilization 
Level 

Fig. 7 



Patent Application Publication Jan. 29, 2009 Sheet 8 of 8 US 2009/0031025 A1 

Cost 5“ 

450'“ i'__' 
400- I 

l 
350~ ; ----------------------------------------------- ------- - 

. ’ | 

300- r- —————————————————— ————' 

l 

250- I 
| E 

_..__J g ....... "I 

provider 1 
150- """"""""" ------- -- provider2 

100.- .___.__ -—— provider 3 

I I I I I I I l 
I > 

40 45 mb1’s 5 10 15 20 25 30 35 Utilization 

Level 

» Fig. 8 



US 2009/0031025 A1 

LOAD OPTIMIZATION 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims priority to US. Provisional 
Application No. 60/354,588 ?led, Feb. 4, 2003, which is 
incorporated herein by reference in its entirety. 
[0002] Also this application is a continuation-in-part of the 
National Stage of PCT Application No. PCT/US0l/32476, 
?led Oct. 17, 2001; and is a continuation-in-part of PCT 
Application No. PCT/US0l/323l2, ?led Oct. 17, 2001; PCT 
Application No. PCT/US0l/3l259, ?led Oct. 5, 2001; PCT 
Application No. PCT/US0l/3l420, ?led Oct. 4, 2001; and 
PCT Application No. PCT/US0l/3l4l9, ?led Oct. 4, 2001; 
which are continuations-in-part of US. application Ser. No. 
09/960,623, ?led Sep. 20, 2001; US. application Ser. No. 
09/903,423, ?led Jul. 10, 2001; US. application Ser. No. 
09/923,924, ?led Aug. 6, 2001; and US. application Ser. No. 
09/903,44l, ?led Jul. 10, 2001; which claim the bene?t of 
US. Provisional Application No. 60/275,206, ?led Mar. 12, 
2001; and US. Provisional Application No. 60/241 ,450, ?led 
Oct. 17, 2000. These applications are hereby incorporated by 
reference. 

BACKGROUND OF THE INVENTION 

[0003] By changing the forwarding decision of a network, 
a network user can decrease the cost of using the network, or 
otherwise enhance the load distribution of the network. One 
approach to decreasing the cost of using the network is for a 
person to periodically intervene and adjust the forwarding 
decisions of the network. 
[0004] Unfortunately, manually adjusting the forwarding 
decisions of particular network nodes is an imperfect solu 
tion. First, manual adjustments are labor intensive. Second, 
manual adjustments are slow. Because of the dynamic nature 
of network traf?c, manual adjustments that may have had the 
result of decreasing cost at one point in time may not have the 
effect of decreasing cost at a later time or worse, even increase 
the cost. 
[0005] Another di?iculty with adjusting forwarding deci 
sions is that monetary billing structures can be complicated, 
such as when the monetary billing structure is not ?at. Par 
ticularly when multiple monetary billing structures (e.g., of 
multiple providers such as internet service providers) of mul 
tiple links are considered with the dynamic nature of network 
tra?ic, correctly adjusting forwarding decisions while 
attempting to decrease the cost of using the network can 
present a signi?cant challenge. 
[0006] What is needed is an effective solution for adjusting 
the load distribution in a network, for example to decrease the 
cost of using the network. 

BRIEF SUMMARY OF THE INVENTION 

[0007] Some embodiments of the invention control load in 
a network. 

Some embodiments of this invention reduce the monetary 
cost of operating the network. Some embodiments include at 
least part of one or more of: 

[0008] Monitoring at least a ?rst utiliZation of a ?rst 
subset of two or more links in the network 

[0009] Assessing the degree of suboptimality with 
respect to some criteria. In some instances, the criteria 
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could be based at least partly one or more monetary 
billing structures of a second subset of two or more links, 
wherein: 
[0010] at least one of the one or more monetary billing 

structures receives as input at least a second utiliZa 
tion of the second subset of two or more links, 

[0011] at least one of the one or more monetary billing 
structures includes variable cost, and 

[0012] the ?rst utiliZation of the ?rst subset of two or 
more links is at least partly indicative of the second 
utiliZation of the second subset of two or more links 

[0013] Adjusting automatically a subset of the forward 
ing decisions of one or more forwarding nodes in the 
network based at least partly on the assessing, wherein 
the adjusting attempts to reduce the degree of subopti 
mality. 

[0014] In some embodiments of this invention, the steps of 
monitoring, assessing, and adjusting are independentiin 
such embodiments, no causal relationship exists between the 
steps of monitoring, assessing, and adjusting. 
[0015] In some embodiments of this invention, adjustments 
can be made as to control load without excessively compro 
mising performance. In some embodiments of this invention, 
the assessment of suboptimality is based at least partly on the 
monitoring, hence providing a closed loop system. (e.g., in 
such embodiments of the invention, the adjusting could affect 
load; the reading of the monitoring could then be re?ected by 
the consequent changes in load, resulting in a modi?cation in 
the results of the assessment, which in turn provokes new 
adjustments.) In other embodiments of this invention, the 
assessment of suboptimality is not necessarily based on the 
monitoring. In some embodiments of this invention, the steps 
of monitoring, assessing, and adjusting are continually 
repeated so that the latest information provided by the moni 
toring can be used in adjusting the forwarding decisions. 

BRIEF DESCRIPTION OF THE FIGURES 

[0016] FIG. 1 illustrates a computer programmed from pro 
gram media. 
[0017] FIG. 2 illustrates a computer programmed from a 
network. 
[0018] FIG. 3 illustrates a network with nodes and links that 
are adjusted, links that are assessed, and links that are moni 
tored. 
[0019] FIG. 4 illustrates a network with links that are both 
assessed and monitored. 
[0020] FIG. 5 illustrates a network with links that are both 
assessed and adjusted. 
[0021] FIG. 6 illustrates a network with links that are both 
assessed and monitored, links that are assessed but not moni 
tored, and links that are monitored but not assessed. 
[0022] FIG. 7 illustrates an example of a ?rst degree of 
unacceptability function. 
[0023] FIG. 8 illustrates an example of monetary billing 
structures. 

DETAILED DESCRIPTION OF THE INVENTION 

[0024] Various embodiments of the invention include 
methods, software, hardware, and/ or a combination. 
[0025] The software can be on any of various program 
media, such as an optical medium (e.g., a DVD, CD), a 
magnetic medium (e.g., a ?oppy or hard disk), an electrical 
medium (e.g., ?ash), a nanoscale medium, or some combina 
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tion. The software can also be in a transitory medium, such as 
an optical signal, magnetic signal, electrical signal, or some 
combination, such as an electromagnetic Wave. The softWare 
can also be stored on a computer, such as on long term storage 
or short term storage, such as in volatile or nonvolatile 
memory. 
[0026] The hardWare can be any of various mechanisms, 
such as a computer, personal digital assistant, cell phone, or 
embedded device. The hardWare may be implemented on 
program media such as an integrated circuit or chip that can 
be added to a computer. 
[0027] Some embodiments are a combination of hardWare 
and softWare, such as hardWare With some of the instructions 
implemented in the hardWare, combined With softWare for 
some of the instructions executing on the hardWare. 
[0028] Computer code in various embodiments can be 
implemented in hardWare, softWare, or a combination of 
hardWare and softWare. 
[0029] FIG. 1 illustrates a computer 110, Which is pro 
grammed by code stored on program media 120. The program 
media 120 is used to place code on the computer 110. 
[0030] FIG. 2 illustrates a computer 210, Which is pro 
grammed by code from a netWork 230. The netWork 230 is 
used to place code on the computer 210 
In this document, We describe mechanisms that can be used to 
control load in a netWork. 
In some embodiments of this invention, these mechanisms 
Will be used to reduce the monetary cost of operating the 
network. 
Some embodiments include at least part of one or more of: 

[0031] Monitoring at least a ?rst utiliZation of a ?rst 
subset of tWo or more links in the netWork 

[0032] Assessing the degree of suboptimality With 
respect to some criteria. In some instances, the criteria 
could be based at least partly one or more monetary 
billing structures of a second subset of tWo or more links, 
Wherein: 
[0033] at least one of the one or more monetary billing 

structures receives as input at least a second utiliZa 
tion of the second subset of tWo or more links, 

[0034] at least one of the one or more monetary billing 
structures includes variable cost, and 

[0035] the ?rst utiliZation of the ?rst subset of tWo or 
more links is at least partly indicative of the second 
utiliZation of the second subset of tWo or more links 

[0036] Adjusting automatically a subset of the forWard 
ing decisions of one or more forwarding nodes in the 
netWork based at least partly on the assessing, Wherein 
the adjusting attempts to reduce the degree of subopti 
mality. 

In the folloWing sections, We describe hoW, in some embodi 
ments of the invention, the steps of monitoring, assessing, and 
adjusting Would be performed. 
In some embodiments of this invention, the steps of monitor 
ing, assessing, and adjusting are independentiin such 
embodiments, no causal relationship exists betWeen the steps 
of monitoring, assessing, and adjusting. 
[0037] In some embodiments of this invention, adjustments 
can be made as to control load Without excessively compro 
mising performance. In some embodiments of this invention, 
the assessment of suboptimality is based at least partly on the 
monitoring, hence providing a closed loop system. (E.g., in 
such embodiments of the invention, the adjusting could affect 
load; the reading of the monitoring could then be re?ected by 
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the consequent changes in load, resulting in a modi?cation in 
the results of the assessment, Which in turn provokes neW 
adjustments.) In other embodiments of this invention, the 
assessment of suboptimality is not necessarily based on the 
monitoring. In some embodiments of this invention, the steps 
of monitoring, assessing, and adjusting are continually 
repeated so that the latest information provided by the moni 
toring can be used in adjusting the forWarding decisions. 
[0038] In some embodiments, load and utiliZation can be 
inter-related. Load can include a measure of traf?c, for 
example, in bits per second, ?oWing across a resource. Utili 
Zation can include a measure of the load portion of resource 
capacity. For example, the load of a link could be 200 bits per 
second. If the link capacity is 500 bits per second, then the 
link utiliZation can be 200/500:0.4:40%. So in this case, for 
some embodiments, a load of 200 bits per second and a 
utiliZation of 40% are equivalent statements about the rate of 
traf?c ?oWing through the link. In some embodiments, utili 
Zation can include an absolute portion Without reference to 
the resource capacity, such as a load, rather than a relative 
portion With reference to the resource capacity. In some 
embodiments, utiliZation can include a relative portion of 
another value besides the resource capacity. 
[0039] In some embodiments of this invention, monitoring 
is used to provide load information upon Which, in some 
systems, the assessing Will partly be based. In some embodi 
ments of this invention, the monitoring uses the Simple Net 
Work Monitoring Protocol (SNMP); in other embodiments, 
the monitoring is based partly on How information export. 
One such ?oW information export is NetFloW. In other 
embodiments of this invention, monitoring is based at least 
partly on a source external to the subset of forWarding deci 
sions used in the adjusting. In some embodiments of this 
invention, the monitoring is based at least partly on span port. 
[0040] In some embodiments, systems are included to deal 
With the case Where monitoring is done for a subset of set of 
tWo or more links, but not for another subset of the tWo or 
more links. In some embodiments, in instances Where SNMP 
is used for monitoring, systems are included to deal With 
timeouts in SNMP polling. 
[0041] In some embodiments, monitoring can be done 
using bye counts over a time interval of speci?ed length. In 
other embodiments, monitoring can be done using rates. 
[0042] In some embodiments of the invention, a minimum 
limit is imposed on the number of utiliZation samples 
obtained from the monitoring before assessing can proceed. 
[0043] In some embodiments of this invention, the method 
takes into account the load corresponding to subsets of the 
objects. In some such embodiments, the subsets of objects 
correspond to one or more pre?xes. This information can be 
obtained through monitoring systems that Will be recogniZed 
by the skilled in the ?eld. Such mechanisms include NetFloW, 
RMONI/II, span port, and other external monitoring sources. 
Such monitoring systems can also include systems based at 
least partly on Web server logs; for example, rate of requests 
per destination can be counted for different applications. If 
the subsets of objects include one or more pre?xes, one can 
also use the siZe of the pre?x as an estimate of the contribution 
of that pre?x to the total utiliZation. For example, a/ 8 Would 
be estimated to have tWice the tra?ic than a/9, itself having 
tWice the tra?ic of a/lO. 
[0044] In some embodiments of this invention, the moni 
toring combines the utiliZation samples in some fashion. In 
some embodiments of this invention, the monitoring esti 
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mates a percentile of load samples. In some embodiments, an 
estimation of the nth pcrcentile includes, given a sampling rate 
r and a billing period b, storing the largest (l —n)*b*r samples 
during a billing period. 
[0045] The assessing is done on a set of tWo or more links 
that, in some embodiments of this invention, are the same as 
the set of tWo or more links being monitored in some embodi 
ments, the tWo sets are equal; In some embodiments, the tWo 
sets may overlap; yet in other embodiments, they can be 
different. In some embodiments, the load utiliZation of the set 
of links used for the assessing can be deduced from the load 
utiliZation of the set of links that are used for the monitoring. 
For example, in some embodiments of this invention, the 
utiliZation on the links that are monitored can be equal to the 
utiliZation on the links that are assessed. 

[0046] In some embodiments of this invention, forwarding 
decisions are adjusted as to control load. In some embodi 
ments of this invention, forWarding decisions are adjusted as 
to strike an adequate balance betWeen load control and per 
formance. 

[0047] In such embodiments, assessing includes at least 
partly an assessment of load and/ or an assessment of perfor 
mance. In some embodiments, load and performance infor 
mation can be combined in a metric that can be used to rate 
one or more of the tWo or more links in the netWork. In some 

embodiment, metrics can be computed for one or more links 
for objects controlled by forWarding decisions based at least 
partly on performance information for these objects on the 
one or more links; the metric for each of these links can then 
be penaliZed by an amount that is based, at least partly on the 
desired utiliZation of the one or more links. In some embodi 
ments, the penalty associated for at least one of the one or 
more links can be at least partly ?xed; in other embodiments, 
at least one of the one or more penalty values corresponding 
to the one or more links can be at least partly variable. 

[0048] In some embodiments of the invention, the objects 
controlled by the forWarding are pre?xes. In some embodi 
ments of the invention, the objects controlled by the forWard 
ing arc ?oWs. In some embodiments of the invention, the 
objects controlled by the forWarding are netWork applica 
tions. 

[0049] In some embodiments of this invention, computing 
the object penalties of the one or more links is based at least 
partly on the amount the corresponding metric needs to be 
degraded by so that the metric on this link is deemed unac 
ceptable. In some embodiments, the standard of unaccept 
ability is based at least partly on the concept of a Winner set, 
the Width of this set including metric values that are deemed 
acceptable. 

First Degree of Unacceptability Functions 

[0050] In some embodiments of this invention, the assess 
ing includes generating one or more sets of functions, 
Wherein at least one function in the one or more sets of 

functions gives a ?rst degree of unacceptability of at least one 
link from the ?rst sub set of tWo or more links, Wherein the ?rst 
degree of unacceptability is based at least partly on utiliZation 
of the at least one link in the netWork. 

In some embodiments of this invention, at least one function 
in the one or more sets of functions outputs at least a varying 
value. In some embodiments, at least one function in the one 
or more sets of functions is continuous or pieceWise continu 
ous With respect to utiliZation. In some embodiments, the at 
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least one function in the one or more sets of functions is 
non-decreasing With respect to load. 
[0051] In some embodiments of the invention, at least one 
degree of unacceptability function in the at least one set of 
degree of unacceptability functions receives at least one 
input, the at least one input at least partly depending on load, 
Wherein the at least one degree of unacceptability function 
outputs at least: 
[0052] l) a ?rst constant value for values of the at least one 
input ranging from a second constant value to an third con 
stant value 

[0053] 2) a linear function of at least one input for values of 
the at least one input ranging from the third constant value to 
a fourth constant value 

[0054] 3) a ?fth constant value When the values of the at 
least one input exceeds the fourth constant value 
[0055] In some embodiments, the ?rst degree of unaccept 
ability function can be computed as folloWs: (We denote the 
?rst degree of unacceptability p.) 

p:0 if load <:startAvoidance 

p:maxProbability*(load-startAvoidance)/(maxAvoid— 
ance-startavoidance) if 

startAvoidance<load<:maxAvoidance 

pImaXPrObability if load>maxAvoidance 

(See FIG. 7, Wherein Ihreshold:Maxavoidance.) 

[0056] FIG. 7 illustrates an example of a ?rst degree of 
unacceptability function. 
In some embodiments of the invention, at least one degree of 
unacceptability function in the at least one set of functions 
receives at least one input, the at least one input at least partly 
depending on load, Wherein the at least one degree of unac 
ceptability function outputs at least: 
[0057] l) a ?rst constant value for values of the at least one 
input up to a threshold value 
[0058] 2) a second constant value for values of the at least 
one input above the threshold value 
In some embodiments, the ?rst degree of unacceptability 
function can be computed as folloWs: (We denote the ?rst 
degree of unacceptability p.) 

p:0 if load <:avoidance 

pImaXPrObability if load>avoidance 

[0059] The load value is based at least partly on the moni 
toring. In some instances of the invention, the load value is 
based at least partly on inbound utiliZation. In some instances 
of the invention, the load value is based at least partly on 
outbound utiliZation. In some embodiments of the invention, 
load value is based at least partly on max(inbound,outbound); 
in some instances of the invention, load value is based at least 
partly on avg(inbound,outbound); in some instances of the 
invention, the load value is based at least partly on inbound+ 
outbound. In some instances of the invention, the load value 
can be based on the instantaneous load values that result from 
the monitoring. In some instances of the invention, the load 
values are based at least partly on a percentile of a subset of 
load values that result from the monitoring. In some instances 
of the invention, the load values are based at least partly on the 
average of a subset of load values that result from the moni 
toring. 
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[0060] In some embodiments of the invention, different 
?rst degrees of unacceptability curves are applied to different 
forwarding decisions. More than one degree of unacceptabil 
ity can exist. Selection of a set of functions can be done per 
forwarding decision. In some embodiments of the invention, 
no degree ofunacceptability is applied to at least one link for 
at least one forWarding decision. For example, not all func 
tions that are being assessed must have one or more sets of 
functions assigned to them. 
[0061] In some instances, the assessing also includes the 
computation of a second degree of unacceptability for a link 
that can be dependent at least partly on the ?rst degree of 
unacceptability. In some embodiments, determining of the 
second degree of unacceptability includes treating the ?rst 
degree of unacceptability as a probability value, and assign 
ing, using the probability value, one of a plurality of states to 
the second degree of unacceptability. In some such embodi 
ments, the second degree of unacceptability can be assigned 
tWo states, that We denote here “hot” and “cold” based at least 
partly on the result of a random selection based at least partly 
on the ?rst degree of unacceptability. 
[0062] In some embodiments of the invention, the Winner 
sets are constructed in an ordered list of one or more Winner 

sets, Where the elements of a Winner set are links from the set 
of tWo or more links. In such embodiments, the elements of a 
Winner set are comparable in quality for an object in?uenced 
by the forWarding decisions. In such embodiments, links that 
have a second degree of unacceptability that is large enough 
are not included in at least one Winner set. In the instances of 
the invention in Which the second degree of unacceptability 
includes one of the tWo states, “hot” and “cold”, hot links are 
removed from at least one Winner set in a list of one or more 
Winner sets. 

[0063] In some instances of the invention, the ordered list of 
one or more Winner sets includes tWo Winner sets, denoted the 
basic Winner set and the extended Winner set. If such instances 
also include a second degree of unacceptability that includes 
tWo states, “hot” and “cold”, and if, for an object, the basic 
Winner set is empty and the extended Winner set is non-empty, 
then the forWarding decision that in?uences this object is 
adjusted to point to at least one of the one or more links in the 
extended Winner set. In some embodiments of the invention, 
all Winner sets are empty in the ordered list of Winner sets, no 
adjustment is done for this object, and an attempted adjust 
ment may be done to the folloWing object. In other embodi 
ments, an adjustment is performed that is based solely on 
performance. In other embodiments, a neW ordered list of 
Winner sets is constructed, based on a neW set of ?rst degree 
of unacceptability functions for each link. (See the section on 
more than one set of functions.). In other embodiments, one 
or more links in the set of tWo or more links can be chosen 

using a probabilistic approach. In one such embodiment, one 
link in the set of tWo or more links can be chosen randomly 
among the various links in the set of tWo or more links. In such 
embodiments, the probability density function used for the 
random selection can be biased toWards some links and aWay 
from other links, based at least partly on the monetary cost of 
the one or more links. When all Winner sets are empty in the 
ordered list of Winner sets, other possible choices of action 
Will be visible to those skilled in the art. 

[0064] In some embodiments, assessing is based at least 
partly on monitoring a degree of suboptimality With respect to 
one or more monetary billing structures of a subset of tWo or 

more links in the netWork, Wherein: 
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[0065] at least one of the one or more monetary billing 
structures receives as input at least a utiliZation of the 
subset of tWo or more links, and 

[0066] at least one of the one or more monetary billing 
structures includes at least variable cost. 

[0067] The monetary billing structures are applied to a set 
of tWo or more links that, in some embodiments of this inven 
tion, are related to the set of tWo or more links being assessed. 

[0068] Monetary billing structures can include one or more 
rules Which determine a monetary bill resulting from the use 
of netWork links. 
[0069] In some embodiments, the tWo sets are at least partly 
equal and/or unequal; in some embodiments, the load utili 
Zation of the set of links on Which the monetary billing struc 
tures are based can be deduced from the load utiliZation of the 
set of links that are used for the assessing. For example, in 
some embodiments of this invention, the utiliZation on the 
links that are monitored can be equal to the utiliZation on the 
links on Which the monetary billing structures are based. In 
some embodiments, the utiliZation of the links that are moni 
tored overlap the utiliZation on the links on Which the mon 
etary billing structures are based. In yet other embodiments, 
the utiliZation of the links that are monitored are different 
from the utiliZation of the links on Which the monetary billing 
structures are based. 

[0070] Suboptimality can mean the existence of a state, 
and/or can mean the degree of a state, respect to one or more 

of the monetary billing structures, such that the cost of oper 
ating the netWork, as given by the monetary billing structures, 
is not minimiZed. Reducing the suboptimality With respect to 
one or more of the monetary billing structures therefore 
includes minimiZing the discrepancy betWeen the current 
load distribution and the optimal load distribution for Which 
the cost of operating the netWork is minimiZed. 
[0071] In some embodiments, at least one of the one or 
more monetary billing structures receives as input at least a 
utiliZation of at least one link from the second subset of tWo or 
more links, Wherein the utiliZation may be determined over 
time. In some embodiments, the utiliZation is computed at 
least partly from at least one of: la) a maximum and lb) an 
average, of at least one of: 2a) one or more percentiles and 2b) 
one or more averages, of one or more sets of utiliZation 

samples of the at least one link from the second subset of tWo 
or more links. In some embodiments, the billing structure is 
based on some amount such as a percentage, eg 95%, of the 
link utiliZation, measured over a billing period. In some 
embodiments, the billing period is equal to a regular period, 
such as a month, Week, day, hour, or fraction or multiple 
thereof. In some embodiments, load is controlled by taking 
into account, at least partly, the same formula used in utiliZa 
tion for billing. For example, in the instance Where the billing 
structure is based on the 95% of a link utiliZation, some 
embodiments of the invention can choose to only react When 
some estimation of the 95% of the link utiliZation is about to 
jump beyond a value that could cause in an increase in the bill. 
In some such embodiments, this can be achieved by having 
the ?rst degree of unacceptability only increase once such 
thresholds are reached. Once such a threshold is exceeded, a 
second set of ?rst degree of unacceptability functions are 
used, Where the threshold noW becomes the next point in the 
billing structure for the link Where the bill increases again. 
[0072] In some embodiments of this invention, the billing 
structures are based at least partly on the 95th percentile of a 
function of both the inbound and outbound load of the at least 
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one link. In some embodiments, the function of both the 
inbound and outbound load is a combining function, such as 
the averaging function. 
[0073] In some embodiments, the billing structures are 
based at least partly on a function of both the 95th percentile 
of the inbound load and the 95th percentile of the outbound 
load. In some embodiments, the function of both the 95th 
percentile of the inbound load and the 95th percentile of the 
outbound load is the averaging function; in some embodi 
ments, the function of both the 95th percentile of the inbound 
load and the 95th percentile of the outbound load is the max 
function. 

[0074] The 95th percentile value is illustrative. Other values 
in the range of 0-l00%, or an absolute, non-percentage-based 
value, can be used. 

[0075] In some embodiments of this invention, the assess 
ing is done using more than one set of functions. In some 
embodiments, the system Would select, for a given object, a 
?rst set of functions from the one or more sets of functions; if 
the ?rst degree of unacceptability fails a threshold of accept 
able unacceptability for all functions in the set of functions, 
then a second set is chosen. In some embodiments, one 
example of a degree of unacceptability can be a degree of 
unacceptability. In some embodiments, one example of a 
threshold of acceptable unacceptability can be a threshold of 
unacceptability. In some embodiments, examples of failing a 
threshold of acceptable unacceptability can include any of: 
passing a threshold of unacceptable unacceptability, failing a 
threshold of unacceptable acceptability, and/or passing a 
threshold of acceptable acceptability. 
[0076] Alternatively, in some embodiments Where perfor 
mance considerations also taken into account, so that the 
assessing is further based at least partly on quality character 
izations of the one or more objects, then the assessing further 
includes selecting at least one object from the one or more 
objects, selecting at least one set of functions from the one or 
more sets of functions, and constructing one or more Winner 
sets for the at least one object and the at least one set of 
functions, Wherein each Winner set from the one or more 
Winner sets includes a corresponding quality characterization 
threshold, Wherein constructing includes: 
[0077] l . including in at least one of the one or more Winner 
sets one or more links from the subset of tWo or more links, 

[0078] 2. excluding, from the at least one or more Winner 
sets, links for Which the quality characterizations of the at 
least one object fails the corresponding quality characteriza 
tion threshold included by each Winner set from the one or 
more Winner sets 

[0079] 3. excluding, from the at least one or more Winner 
sets, unWanted links, Wherein the unWanted links have a 
degree of unacceptability failing a threshold of acceptable 
unacceptability, Wherein the degree of unacceptability is 
based at least partly on the ?rst degree of unacceptability 
given by the at least one set of functions 

[0080] In various embodiments, an example a quality char 
acterization can indicate quality and/or lack of quality. In 
some embodiments, an example of failing a quality charac 
terization threshold can be passing a quality characterization. 

[0081] Finally, in such embodiments, the links that are 
selected are from the a non-empty Winner set from the one or 
more Winner sets, Wherein the non-empty Winner set has a loW 
corresponding quality characterization threshold (such as a 
loWest corresponding quality characterization threshold) 

Jan. 29, 2009 

from all corresponding quality characterization thresholds 
included by all Winner sets from the one or more Winner sets. 

[0082] In such embodiments, the excluding, from the at 
least one or more Winner sets, links for Which the quality 
characterizations of the at least one object fails the corre 
sponding quality characterization threshold included by each 
Winner set from the one or more Winner sets can include: 

[0083] identifying at least one best link from the one or 
more links from the third subset of tWo or more links, Wherein 
the at least one best link has a high quality characterization 
from at least one of the one or more links from the third sub set 

of tWo or more links, and determining the corresponding 
quality characterization threshold based at least partly on the 
high quality characterization. 
[0084] In such embodiments, the selection of a second set 
can also occur When the constructing of the ?rst one or more 

Winner sets corresponding to the ?rst set of functions yields 
all empty Winner sets. In this case, a second set of functions 
from the one or more sets of functions is chosen, and a second 
one or more Winner sets is constructed for the second set of 

functions from the one or more sets of functions 

[0085] In some embodiments, the one or more sets of func 
tions are ordered into an ordered list of, for example, func 
tions that are nontrivial to the embodiment. In this case, the 
?rst and second set of functions referred to above are adjacent 
in the ordered list of the one or more sets of functions. Adja 
cent functions can have in betWeen one or more functions that 

are trivial to the embodiment. In some embodiments, 

[0086] In some embodiments, the ordering includes the 
folloWing steps: 
[0087] computing the ?rst degree of unacceptability func 
tion using the folloWing function of load: (We denote the ?rst 
degree of unacceptability p.) 

p:0 if load <:startAvoidance 

p:maxProbability*(load-startAvoidance)/(maxAvoid— 
ance-startAvoidance) if 

startAvoidance<load <:maxAvoidance 

pImaXPrObability if load>maxAvoidance 

[0088] computing, for each set of functions in the one or 
more sets of functions, a level, Wherein a level is based at least 
partly on a sum of maxAvoidance values across the one or 

more functions in each set of functions 

[0089] performing the ordering based at least partly on the 
level computed for each set of functions 

[0090] In some embodiments, the approach above is com 
bined in a table that We denote the threshold table. In some 
embodiments, the table consists of multiple roWs, Wherein 
each roW in the table includes information regarding one set 
of functions, i.e., corresponding to one level. For each set of 
functions, the parameters corresponding to each function are 
described. If the functions include a minAvoidance and max 
Avoidance as described above, then the minAvoidance and 
maxAvoidance parameters are included in the roW for each 
function. In addition, if assessing is based at least on a second 
degree of acceptability, then in some embodiments, the value 
of the second degree of acceptability can also be stored along 
With each function. Each set of functions includes functions 
for a number of links in the netWork. 
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[0091] In some embodiments, one level is selected at any 
one time. In some embodiments, the selection includes the 
following steps: 

[0092] compute a total load across links of interest. 
[0093] Select the minimum level that is larger than the 

total load. 
[0094] In some embodiments, the example beloW applies: 
if the total load is 90, the probability of rejection for link L1 
Will be computed using start-avoidance 40, max-avoidance 
44. The (x, y) pairs represent the minAvoidance and max 
Avoidance for each function for each set of functions corre 
sponding to each level. 

Load threshold table 

link Ll link L2 link L3 

level 85 (30, 35) (20, 25) (20, 25) 
level 94 (40,44) (20, 25) (20, 25) 
level 132 (40, 44) (40, 44) (20, 44) 

In some embodiments of this invention, a function for at least 
a link receive for input at least one of the values of outbound 
loads for the at least one link. 
In some embodiments of this invention, a function for at least 
a link receive for input at least one of the values of inbound 
loads for the at least one link. 
In some embodiments of this invention, a function for at least 
a link receive for input at least one of the values of a combi 
nation of inbound loads and outbound loads for the at least 
one link. 

[0095] In some embodiments, the system, upon receipt of a 
neW load sample on a link, can do the folloWing: 

[0096] Update the load info on the link 
[0097] Select the active level on each load-threshold 

table based on the updated sampled total load 
[0098] Update the ?rst degree of unacceptability for the 

link, for the active level 
Some embodiments of this invention have different sets of 
functions for different objects. 
[0099] In some embodiments, When the monitoring results 
in a neW load sample that triggers a change in the active level, 
the assessing also includes re-computing the ?rst degree of 
unacceptability based at least partly on the neW level. 
[0100] In some embodiments of this invention that include 
a second degree of unacceptability that includes tWo states 
“hot” and “cold”, the assessing includes at least one of the 
folloWing steps: 

[0101] evaluating the value of the second degree of unac 
ceptability based at least partly on treating the ?rst 
degree of unacceptability as a probability value, and 
assigning, using at least the probability value, one of 
“cold” and “hot” to the second degree ofunacceptability. 

[0102] Excluding from the Winner set the links that are 
6(hot,, 

[0103] If the Winner set is empty after excluding the hot 
links, an extended Winner set having a larger Winner set 
Width is used. 

[0104] Excluding from the extended Winner set the links 
that are “hot” 

[0105] If the extended Winner set is empty after the exclud 
ing of the hot links, various embodiments can do different 
things: 

Jan. 29, 2009 

[0106] In some embodiments, the system selects another 
object in the list. 

[0107] In some embodiments, a selection of a link based 
solely or primarily on the quality characterization of the 
links is done. 

[0108] In some embodiments, if none of the probabilities 
derived from the ?rst degree of unacceptability func 
tions are larger than one for all the links in the perfor 
mance-only Winner set (prior to the excluding steps 
above), at least one of the folloWing steps is included: 
[0109] For those links in the performance-only Winner 

set for Which the probability is less then one, reevalu 
ate the probabilities until at least one links’ second 
degree of unacceptability is assigned the “cold” state. 

[0110] Select at least one link from the one or more 
links that are assigned the “cold” state. 

[0111] In some embodiments, move to the set of func 
tions corresponding to the next level, and re-evaluate the 
second degree of unacceptability for this next set of 
functions. 

[0112] In some embodiments, 
[0113] For those links in the performance-only Winner 

set for Which the probability is less then one, reevalu 
ate the probabilities until at least one of links’ second 
degree of unacceptability is assigned the “cold” state. 

[0114] Select at least one link from the one or more 
links that are assigned the “cold” state. 

[0115] In some embodiments, select from any subset of 
the links at random 

[0116] In some embodiments, compute a second prob 
ability based on a ?rst degree of unacceptability 
assigned to each link, Wherein the second probability is 
based at least partly on the distance betWeen one and the 
value of the ?rst degree of unacceptability. In some 
embodiments, the folloWing example applies: if the ?rst 
degrees of unacceptability for tWo links are 0.9 and 0.8, 
respectively, then assign to the tWo links a second prob 
ability value proportional to l—0.9:0.l and l—0.8:0.2, 
respectively, leading to a second probability value of 0.5 
and l for the tWo links, respectively. In some embodi 
ments, the second probability corresponds to the prob 
ability for the link to be “cold”. 

[0117] In some embodiments of this invention, the set of 
functions from Which one derives the ?rst degree of unaccept 
ability based at least partly on the monetary billing structures. 
[0118] In such embodiments, assessing includes generat 
ing, from at least one of the one or more monetary billing 
structures, one or more sets of functions, Wherein at least one 
function in the one or more sets of functions gives a ?rst 
degree ofunacceptability of at least one link from a subset of 
tWo or more links, Wherein the ?rst degree of unacceptability 
is based at least partly on a utiliZation of the at least one link 
from the subset of tWo or more links. 

[0119] In some embodiments, the generating of the sets of 
functions includes 

[0120] compiling a list of sums of loads (i.e., total load), 
Wherein at least one sum of the list adds up the different 
combinations of load on the links, 

[0121] determining, for different values of total load, an 
optimal utiliZation distribution based at least partly on 
the at least one of the one or more monetary billing 

structures, and 
[0122] constructing the one or more sets of functions 

based at least partly on the utiliZation distribution 
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[0123] In some embodiments, determining the optimal uti 
liZation involves solving for the minimum monetary cost of 
operating the network, With respect to the at least one of the 
one or more monetary billing structures 

[0124] In some embodiments, determining the optimal uti 
liZation involves a steepest descent strategy With respect to 
the at least one of the one or more monetary billing structures. 
(See example on steepest descent approach.) 
[0125] In some embodiments of this invention, the deter 
mining of the adequate set of functions includes at least one of 
the folloWing steps: 

[0126] 1. Determining an estimate of the sum of the 
individual amounts, e. g., 95th percentiles, from prior 
billing intervals 

[0127] 2. Round the estimate up by approximately one 
billing interval (e.g., 3 Mbps) 

[0128] 3. Using a calculation program (e.g., Excel, 
Mathematica) to ?gure out the best allocation of the 
estimated load, and assigning the level and the max 
Avoidance values based at least partly on the estimated 
load 

[0129] 4. For at least one other level, assigning the max 
avoidance of one of the functions in the level to be the 
link capacity. 

[0130] In some embodiments, Step 4 can be repeated for all 
links of interest. 
[0131] In some embodiments, if the number of links that 
include ?rst degree of unacceptability functions is N, then We 
have N+l levels. 
[0132] In some embodiments, if the number of links that 
include ?rst degree of unacceptability functions is N, then We 
have at most N levels. 
[0133] Those skilled in the art Will recogniZe other Ways of 
constructing the sets of ?rst degree of unacceptability func 
tions based on the billing structures. 
[0134] In some embodiments of this invention, startAvoid 
ance and maxAvoidance are related as folloWs: 

StartAvoidance:maxAvoidance* ( l —percentageBeloW— 
Max) 

[0135] In some embodiments of the invention, the problem 
of ?nding an optimal load distribution can be posed as a linear 
programming problem. That is, given: 
[0136] N the total number of links 
[0137] C(xl), C(x2), . . . , C(xN) the cost function of each 
link as a function ofthe load on each of these links x1, x2, . . 

. and x the total load, 

Find x1, x2, . . . , xN (the load on each ofthe links) such that: 

x1+x2+. . . +xN:x 1. 

x1, . . . ,xN>:0 2. 

C(x1)+C(x2)+ . . . +C(xN) is minimized 3. 

In some embodiments of this invention, linear programming 
techniques can be applied to solve this problem. 
[0138] One can take advantage of the cost functions on the 
links, and the fundamental theorem of linear programming, to 
transform the search of target loads in a table lookup. The 
fundamental theorem of linear programming states that opti 
mal points in an optimiZation problem are extreme points of 
the feasible regions, that is the regions Where a valid solution 
can be found. A valid solution is a combination of load values 
such that the cost is optimal, for a given total load. Linear 
programming algorithms such as the simplex algorithm speed 
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up the calculation of solutions by restricting the search for 
optimal values on the set of extreme points only. 
[0139] In some embodiments, the problem can be con 
verted into a table lookup using a heuristic approach. In some 
such embodiments, for each load sample, a table of optimal 
solutions is stored, Wherein the table of optimal solutions 
includes the combinations of load values that lead to optimal 
cost. In some embodiments, the appropriate roW is retrieved 
each time a neW load sample comes in. In some embodiments, 
the choice of the optimal solution is based on a proximity 
factor, Wherein the proximity factor selects the optimal solu 
tion that minimiZes the load changes among links, for the 
current combination of individual loads that lead to the total 
load that’s being looked up. In some embodiments, the prox 
imity factor can be based on at least one of the folloWing 
functions: 

PF (OPj):suIni (currentiloadmi-targetiloadmjii)2 

square error 

0P:rnin j PF (OPj) 

least square error 

[0140] In some embodiments, computing this table is a 
one-time effort. In some embodiments, the computation of 
this table is done off-line. In some embodiments, the compu 
tation of this table is done periodically. In some embodiments 
of this invention, the computation of this table is triggered by 
an external event. 

[0141] In some embodiments, determining the optimal uti 
liZation involves a steepest descent strategy With respect to 
the at least one of the one or more monetary billing structures. 

[0142] In some embodiments of the invention, the one or 
more sets of function that give a ?rst degree of unacceptability 
use at least one of the folloWing: 

[0143] l) De?ning the ?rst load tier to be the minimum 
commit level of all providers 

[0144] 2) De?ning the next bandWidth level by selecting 
the provider that represents the smallest incremental 
cost increase. In some embodiments of the invention, 
utiliZe that provider for the full duration of that cost tier. 

[0145] 3) In some embodiments, in instances Where the 
incremental cost increase is identical, select the provider 
that maintains that billing level for the longest duration 
(greatest capacity.) 

[0146] In some embodiments of this invention, Steps 2 and 
3 are repeated. In some embodiments of this invention, Steps 
2 and 3 are repeated until the maximum co st tier is reached for 
all providers. In some embodiments, the maximum cost tier 
constitutes the physical link capacity 
[0147] In some embodiments, a set of function in the one or 
more sets of functions that give the ?rst degree of unaccept 
ability is set at the actual level of transition, Wherein the actual 
level of transition is based at least partly on the provider’s 
billing model. In some embodiments, it is not necessary to 
cautiously set thresholds loWer than the actual provider band 
Width tiers. In some embodiments, the maxAvoidance is set to 
the actual transition levels for all links. In some embodiments, 
startAvoidance is set to an amount, such as 10% loWer than 
the true threshold. In some embodiments, a value for star 
tAvoidance is selected automatically. 
[0148] For this example, We Will assume that the enterprise 
has active links to three service providers, Who bill according 
to the folloWing utiliZation tiers: 
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usage level cost 

Service Provider 1 

minimum commitment: up to 10 mbps $100 
billing tier 1 11-20 mbps $250 
billing tier 2 21-45 mbps $400 

Service Provider 2 

minimum commitment: up to 10 mbps $150 
billing tier 1 11-15 mbps $200 
billing tier 2 16-45 mbps $350 

Service Provider 3 

minimum commitment: up to 5 mbps $200 
billing tier 1 6-40 mbps $300 
billing tier 2 41-45 mbps $450 

[0149] FIG. 8 illustrates an example of monetary billing 
structures. 

Following the implementation steps above, as used by some 
embodiments of the invention, the chart above would yield 
the following load tiers for some embodiments of the inven 
tion: 

level (aggregate bandwidth) provider 1 provider 2 provider 3 

Tier 1 25 10 10 5 
Tier 2 30 10 15 5 
Tier 3 65 10 15 40 
Tier 4 95 10 45 40 
Tier 5 105 20 45 40 
Tier 6 130 45 45 40 
Tier 7 135 45 45 45 

[0150] Tier 1: In some embodiments of this invention, the 
?rst tier is con?gured to make optimal use of the minimum 
commit level of each provider. In some embodiments, the 
level value is simply the sum of all provider thresholds. 
[0151] Tier 2: In some embodiments of this invention, the 
second tier is con?gured to use provider 2 for any tra?ic that 
exceeds the minimum commit levels of tier (1). In some 
embodiments, Provider 2 was selected by comparing the 
incremental cost increase of all three providers at the next 
utilization level, and selecting the cheapest: 

$100—>$250:$150 increase provider 1 

$150—>$200:$50 increase provider 2 

$200—>$300:$100 increase provider 3 

[0152] In some embodiments, once provider 2 is identi?ed, 
it is utilized to its full capacity at the next cost tier. In this 
example, provider 2 is used until that link approaches 15 
mbps. 
[0153] Tier 3: In some embodiments, if bandwidth utiliza 
tion exceeds the 30 mbps aggregate of tier (2), the same 
heuristic is used to determine the next provider to hear an 
increase on tier (3): 

$100—>$250:$150 increase provider 1 

$200—>$350:$150 increase provider 2 

$200—>$300:$100 increase provider 3 
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[0154] In this example, provider 3 will be the next link 
utilized. Provider 3 is utilized to its full capacity at this cost 
level, which is 40 mbps. 
[0155] Tier 4: In this example, at tier (4), there is a tie 
among the cost increments: 

$100—>$250:$150 increase provider 1 

$200—>$350:$150 increase provider 2 

$300—>$450:$150 increase provider 3 

[0156] In such a case, in some embodiments, the provider 
that provides the most capacity at the next billing level is 
selected. 
[0157] In this example, Provider 2’s cost remains at this 
cost level from 15 mbps-45 mbps, which is the longest dura 
tion of the three. 
[0158] Tier 5: In this example, at tier (5), Provider 1 is 
selected using the same logic as tier (4). 
[0159] Tier 6: In this example, note that although provider 
1 is again selected at tier (6), this tier is not combined with tier 
(5). 
[0160] Tier 7: In this example, the last tier represents the 
full link capacity of each provider. 
Adjusting can be done automatically to a subset of the for 
warding decisions of one or more forwarding nodes in the 
network based at least partly on the assessing, wherein: 

[0161] at least one forwarding decision from the subset 
of the forwarding decisions points to at least one link 
from a subset of two or more links in the network, 

[0162] the adjusting attempts to reduce the degree of 
suboptimality 

[0163] “Automatic” adjustment may mean that human 
intervention may not be required prior to completing a change 
of forwarding decision. 
[0164] In some embodiments of the invention, systems are 
included to prevent ?apping that could incur from repeated 
adjustments of forwarding decisions. In some embodiments, 
a minimum limit can be imposed on the interval separating 
consecutive reevaluations of one or more of their ?rst and 
second degrees of unacceptability for an object. In embodi 
ments of the invention in which the second degree of unac 
ceptability for an object includes the states “hot” and “cold”, 
a minimum limit can be imposed on the interval separating 
consecutive hot/cold reevaluations. (In the context of this 
document, we denote the minimum time to reevaluate degrees 
of unacceptability the “reevaluation interval” for the object.) 
In some embodiments of this invention, the reevaluation 
interval can be chosen randomly with respect to some prob 
ability distribution function. In some embodiments of the 
invention, the reevaluation interval is chosen as to be larger 
than the minimum interval between two consecutive moni 
toring actions. In some such embodiments in which the sec 
ond degree of unacceptability includes the states “hot” and 
“cold”, the probability distribution functions in respect to 
which the reevaluation interval are computed can be chosen 
differently for hot to cold transitions, and cold to hot transi 
tions, respectively. In some such embodiments, the probabil 
ity distribution function for cold to hot transitions has a lower 
median than the probability distribution function for hot to 
cold transitions. 
[0165] In some embodiments of the invention, the probabil 
ity distribution function with respect to which the reevalua 
tion interval is computed can include an exponential distri 
bution function. In some embodiments, a minimum limit can 
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be imposed on the range of values that is allowed by the 
distribution. In some embodiments, a maximum limit can be 
imposed on the range of values alloWed by the distribution. 
[0166] In some embodiments of this invention, the subset of 
tWo or more forwarding decisions in the netWork that are to be 
adjusted automatically does not consist of all forwarding 
decisions. Load often varies randomly in unpredictable Ways. 
Computing a target that provides an optimal solution to the 
problem, and adjusting the forWarding decisions to meet this 
target seldom leads to the optimal solution, because the con 
ditions at the time When the target Was computed, and at the 
time the forWarding decisions Were adjusted are not the same. 
[0167] Therefore, in some embodiments of this invention, 
the incremental approach is used, Wherein a subset of the 
forWarding decisions are selected for adjustment at any one 
time. In some embodiments, continuously monitoring and 
assessing, and continuously adjusting in an incremental fash 
ion a subset of the forWarding decisions alloWs for stable load 
movements toWards the optimal load distribution. 
[0168] In some embodiments of this invention, the subset of 
the forWarding decisions of one or more forWarding nodes is 
done automatically. 
In some embodiments of this invention, the selecting of the 
subset of the forWarding decisions is random 
[0169] In some embodiments, the selecting of the subset of 
the forWarding decisions is independent from the assessing. 
In some embodiments, the selecting of the subset of the 
forWarding decisions uses a How monitoring device 
[0170] In some embodiments of this invention, at least one 
forWarding decision from the subset of the forWarding deci 
sions at least partly in?uences one or more objects, Wherein 
the one or more objects includes at least one of a pre?x, a How, 
and a netWork application; in some such embodiments, the 
assessing is further based at least partly on quality character 
iZations of the one or more objects, Wherein the quality char 
acteriZations are With respect to at least one link from the third 
subset of tWo or more links. In some such embodiments, the 
selecting of the subset of the forWarding decisions is based at 
least partly on a measuring of the quality characterizations of 
the one or more objects. 

[0171] In some embodiments, the selecting of the subset of 
the forWarding decisions is based at least partly on a source 
external to the third subset of tWo or more links. 

[0172] In some embodiments of this invention, the for 
Warding decisions of the one or more forWarding nodes are 
described at least partly by at least one Layer 3 Protocol 
In some embodiments of this invention, at least one of the 
forWarding decisions of the one or more forWarding nodes are 
described at least partly by at least one Internet Protocol (IP). 
[0173] In some embodiments of this invention, the for 
Warding decisions of the one or more forWarding nodes are 
described at least partly by at least one Layer 2 Protocol 
In some embodiments of this invention, the adjusting is 
described at least partly by at least one Border GateWay 
Protocol (BGP) 
[0174] In some embodiments of this invention, the adjust 
ing is described at least partly by Border GateWay Protocol 
(BGP) Version 1 
In some embodiments of this invention, the adjusting is 
described at least partly by Border GateWay Protocol (BGP) 
Version 2 
In some embodiments of this invention, the adjusting is 
described at least partly by Border GateWay Protocol (BGP) 
Version 3 
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In some embodiments of this invention, the adjusting is 
described at least partly by Border GateWay Protocol (BGP) 
Version 4 

1. A computer-usable medium having computer-readable 
instructions stored thereon for execution by a processor to 
perform a method to reduce the monetary cost of operating a 
netWork, the method comprising: 

monitoring of at least a ?rst utiliZation of a ?rst subset of 
tWo or more links in the netWork; 

assessing, based at least partly on the monitoring, of a 
degree of suboptimality With respect to one or more 
monetary billing structures of a second subset of tWo or 
more links in the netWork; 
Wherein at least one of the one or more monetary billing 

structures receives as input at least a second utiliZa 
tion of the second subset of tWo or more links; and 

at least one of the one or more monetary billing struc 
tures includes at least variable cost; and 

adjusting, automatically, of a subset of forWarding deci 
sions of one or more forWarding nodes in the netWork 
based at least partly on the assessing; 

Wherein at least one forWarding decision from the subset 
of the forWarding decisions points to at least one link 
from a third subset of tWo or more links in the net 

Work; and 
the adjusting attempts to reduce the degree of suboptimal 

ity. 
2. The computer-usable medium of claim 1, Wherein the 

?rst utiliZation of the ?rst subset of tWo or more links is at 
least partly indicative of the second utiliZation of the second 
subset of tWo or more links. 

3. The computer-usable medium of claim 1, Wherein at 
least one link from the ?rst subset of tWo or more links is 
included in at least one of: l) the second subset of tWo or more 
links and 2) the third subset of tWo or more links. 

4. The computer-usable medium of claim 1, Wherein at 
least one link from the second subset of tWo or more links is 
included in the third subset of tWo or more links. 

5. The computer-usable medium of claim 1, Wherein at 
least one link from the ?rst subset of tWo or more links is not 
included in at least one of: l) the second subset of tWo or more 
links and 2) the third subset of tWo or more links. 

6. The computer-usable medium of claim 1, Wherein at 
least one link from the second subset of tWo or more links is 
not included in the third subset of tWo or more links. 

7. The computer-usable medium of of claim 1, Wherein at 
least one of the monitoring, the assessing, and the adjusting 
repeats. 

8. The computer-usable medium of claim 1, Wherein at 
least one of the forWarding decisions of the one or more 
forWarding nodes are described at least partly by at least one 
Layer 3 Protocol. 

9. The computer-usable medium of claim 8, Wherein at 
least one of the forWarding decisions of the one or more 
forWarding nodes are described at least partly by at least one 
Internet Protocol (IP). 

10. The computer-usable medium of claim 1, Wherein at 
least one of the forWarding decisions of the one or more 
forWarding nodes are described at least partly by at least one 
Layer 2 Protocol. 

11. The computer-usable medium of claim 1, Wherein the 
adjusting is described at least partly by at least one Border 
GateWay Protocol (BGP). 
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12. The computer-usable medium of claim 1, wherein at 
least one of the one or more monetary billing structures is for 
at least one lntemet Service Provider (ISP). 

13. The computer-usable medium of claim 1, Wherein each 
link of at least one link from the second subset of tWo or more 
links has a third utiliZation, and at least one of the one or more 
monetary billing structures receives as input at least the third 
utiliZation. 

14. The computer-usable medium of claim 13, Wherein the 
second utiliZation and the third utiliZation are equal. 

15. The computer-usable medium of claim 13, Wherein the 
second utiliZation and the third utiliZation are unequal. 

16. The computer-usable medium of claim 13, Wherein the 
third utiliZation is being determined over time. 

17. The computer-usable medium of claim 16, Wherein the 
third utiliZation is computed at least partly from: 

at least one of: la) a maximum and lb) an average; 
of at least one of: 2a) one or more percentiles and 2b) one 

or more averages; and 

of one or more sets of utiliZation samples of the at least 
one link from the second subset of tWo or more links. 

18. The computer-usable medium of claim 16, Wherein the 
at least one of the one or more monetary billing structures is 
continuous or pieceWise continuous With respect to the third 
utiliZation. 

19. The computer-usable medium of claim 1, Wherein the 
monitoring uses one or more of Simple NetWork Monitoring 
Protocol (SNMP), ?oW information export, NetFloW, span 
port, and a source external to the ?rst subset of tWo or more 
links. 

20. The computer-usable medium of claim 13, Wherein the 
assessing includes generating, from the at least one of the one 
or more monetary billing structures, one or more sets of 
functions, Wherein at least one function in the one or more sets 
of functions gives a ?rst degree of unacceptability of at least 
one link from the ?rst subset of tWo or more links, Wherein the 
?rst degree of unacceptability is based at least partly on a 
fourth utiliZation of the at least one link from the ?rst subset 
of tWo or more links. 

21. The computer-usable medium of claim 20, Wherein the 
?rst utiliZation and the fourth utiliZation are equal. 

22. The computer-usable medium of claim 20, Wherein the 
?rst utiliZation and the fourth utiliZation are unequal. 

23. The computer-usable medium of claim 20, Wherein the 
generating includes: 

compiling a list of at least tWo sums, Wherein at least one 
sum of the list adds at least tWo of the third utiliZations; 

determining, for a subset of the list, a utiliZation distribu 
tion based at least partly on the at least one of the one or 

more monetary billing structures; and 
constructing the one or more sets of functions based at least 

partly on the utiliZation distribution. 
24. The computer-usable medium of claim 23, Wherein the 

utiliZation distribution minimiZes a monetary cost of operat 
ing the netWork, With respect to the at least one of the one or 
more monetary billing structures. 

25. The computer-usable medium of claim 23, Wherein the 
utiliZation distribution uses at least a steepest descent strategy 
With respect to the at least one of the one or more monetary 
billing structures. 

26. The computer-usable medium of claim 20, Wherein the 
at least one function in the one or more sets of functions 

outputs at least a varying value. 
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27. The computer-usable medium of claim 26, Wherein the 
at least one function in the one or more sets of functions is 
continuous or pieceWise continuous With respect to the fourth 
utiliZation. 

28. The computer-usable medium of claim 26, Wherein the 
at least one function in the one or more sets of functions is 
non-decreasing With respect to the fourth utiliZation. 

29. The computer-usable medium of claim 26, Wherein the 
at least one function in the one or more sets of functions 
receives at least one input, the at least one input at least partly 
depending on the fourth utiliZation, Wherein the at least one 
function outputs at least: 

1) a ?rst constant value for values of the at least one input 
up to a threshold value; and 

2) a second constant value for values of the at least one 
input above the threshold value. 

30. The computer-usable medium of claim 26, Wherein the 
at least one function in the one or more sets of functions 

receives at least one input, the at least one input at least partly 
depending on the fourth utiliZation, Wherein the at least one 
function outputs at least: 

1) a ?rst constant value for values of the at least one input 
ranging from a second constant value to a third constant 

value; 
2) a linear function of at least one input for values of the at 

least one input ranging from the third constant value to a 
fourth constant value; and 

3) a ?fth constant value for values of the at least one input 
exceeding the fourth constant value. 

31. The computer-usable medium of claim 20, Wherein the 
assessing includes: 

selecting a ?rst set of functions from the one or more sets of 
functions, Wherein at least one function in the ?rst set of 
functions gives the ?rst degree of unacceptability; and 

selecting a second set of functions from the one or more 
sets of functions if: 

1) the one or more sets of functions includes at least tWo 
sets of functions; and 

2) for each function in the ?rst set of functions that gives the 
?rst degree of unacceptability, the ?rst degree of unac 
ceptability fails a ?rst threshold of acceptable unaccept 
ability. 

32. The computer-usable medium of claim 20, Wherein the 
adjusting includes attempting to reduce the degree of subop 
timality based at least partly on the ?rst degree of unaccept 
ability. 

33. The computer-usable medium of claim 31, Wherein the 
assessing further includes determining a second degree of 
unacceptability based at least partly on the ?rst degree of 
unacceptability. 

34. The computer-usable medium of claim 33, Wherein the 
determining of the second degree of unacceptability includes 
treating the ?rst degree of unacceptability as a probability 
value, and assigning, using the probability value, one of a 
plurality of states to the second degree of unacceptability. 

35. The computer-usable medium of claim 31, the method 
further comprising: 

ordering the one or more sets of functions into an ordered 
list of the one or more sets of functions; and 

Wherein the ?rst set of functions and the second set of 
functions are adjacent in the ordered list of the one or 
more sets of functions. 






