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CRC SYNDROME GENERATION FOR 
MULTIPLE DATA INPUT WIDTHS 

FIELD OF THE INVENTION 

[0001] The invention relates generally to cyclic redundancy 
check (CRC) processing and, more particularly, to syndrome 
generation in CRC processing. 

BACKGROUND OF THE INVENTION 

[0002] Conventional CRC operation involves processing a 
data stream against a knoWn CRC polynomial that yields a 
result that is nearly unique to that data stream. Modi?cations 
of bits in the data stream cause different CRC results. Con 
sequently, if data is corrupted in delivery of the stream, the 
calculated CRC results Will not match the expected CRC 
results. The Width and values in the polynomial determine the 
strength (uniqueness) of the CRC. A next-state decoder 
(NSD) implements the calculation of the CRC polynomial 
against the incoming data. The CRC is Widely applicable in 
many situations, for example, in endeavors that transmit, 
receive, store, retrieve, transfer, or otherWise communicate 
electronically represented digital information. 
[0003] According to conventional CRC operation, and as 
shoWn in FIG. 1, a syndrome 11 contained in a feedback 
register (FB REG) 12 is fed back to the syndrome input 10 of 
the NSD 14. The NSD 14 also receives the current piece of 
incoming data 13. The resulting output 15 of the NSD 14 is 
registered into the feedback register 12, and thus becomes the 
next syndrome at 11 for the NSD 14 to use With the next set of 
incoming data at 13. The initial state of the feedback register 
12 (i.e., the initial syndrome value 11) is set to an appropriate 
value for the CRC polynomial that has been selected for use. 
A checksum generator 16 performs a predetermined opera 
tion on the ?nal syndrome value 11 contained, in the feedback 
register 12 after all of the incoming data 13 has been pro 
cessed. The checksum generator 16 produces a CRC check 
sum value 17. The checksum value determined by the check 
sum generator 16 could be associated With (e. g., concatenated 
With, appended to, etc.) the data 13 for transmission, transfer, 
storage, etc., together With, the data. An example Would be a 
transmit packet having a checksum ?eld associated With, its 
data (payload) portion. The checksum value determined by 
the checksum generator 16 could be compared to a further 
checksum value that has been received, retrieved, etc., 
together With the data 13. An example Would be a received 
packet Whose checksum ?eld contains the further checksum 
value and Whose data (payload) portion contains the data 13. 
Comparison of the further checksum value to the checksum 
value determined by the checksum, generator 16 provides a 
basis for evaluating the validity of the received data 13. 
[0004] The operation, performed by any given NSD (such 
as NSD 14) conventionally requires a single speci?c input 
data Width. For example, the NSD 14 is speci?cally designed 
to operate on the parallel data Width (e.g., bus Width) sup 
ported by the data input 13. HoWever, if a data block, (e.g., the 
data payload portion of a packet) received at input 13 is 
naturally aligned on boundaries that differ from the data 
Width required by the NSD 14, then at least one of the ?rst 
received and last-received parallel sets of data Within the 
block cannot be guaranteed to comply With the NSD’s 
required data Width. The parallel sets of data in the block 
betWeen the starting and ending sets Will of course comply 
With the required data Width. The aforementioned Width mis 
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alignment betWeen the format of the received data block and 
the input data Width of the NSD prevents the NSD from 
properly determining the ?nal syndrome for the received data 
block. The input data Width (e.g., at data input 13 of NSD 14) 
could be set to the narroWest data Width that the misaligned 
data block is expected to present, but this effectively limits the 
Width of the input data stream, and can thus impose a corre 
sponding limit on data throughput in the CRC processing. 
[0005] It is therefore desirable to provide a solution to the 
above-described problems of Width misalignment betWeen 
the format of the input data block and the input data Width of 
the NSD. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0006] FIG. 1 diagrammatically illustrates the structure and 
operation of a CRC apparatus according to the prior art. 
[0007] FIG. 2 diagrammatically illustrates the structure and 
operation of a CRC apparatus according to exemplary 
embodiments of the invention. 
[0008] FIG. 3 illustrates operations that can be performed 
according to exemplary embodiments of the invention. 
[0009] FIG. 4 diagrammatically illustrates the structure and 
operation of a CRC apparatus according to further exemplary 
embodiments of the invention. 

DETAILED DESCRIPTION 

[0010] FIG. 2 diagrammatically illustrates the structure and 
operation of a CRC apparatus according to exemplary 
embodiments of the invention. FIG. 2 illustrates an NSD 
portion capable of handling multiple data Widths received at 
data input 13. In various embodiments, the NSD portion 
includes a full Width NSD 14 (see also FIG. 1), one or more 
partial Width NSDs (such as shoWn at 14A and 14B), and a 
selector 24 having an input coupled to the syndrome output 15 
of the full Width NSD 14, and also having at least one further 
input coupled to the syndrome output (e. g., 15A, 15B) of one 
or more partial Width NSDs. The selector 24 has an output 
coupled to the input of a feedback register 12 (see also FIG. 
1). The full Width NSD 14 is con?gured to produce M bit 
syndromes based on data associated With the full parallel 
Width N of the data input 13. Any given partial Width NSD is 
con?gured to produce M-bit syndromes based on data asso 
ciated With a portion of the full parallel Width N of the data 
input 13. 
[0011] In the example of FIG. 2, a partial Width NSD 14A 
is coupled at 13A to receive from data input 13 (via a selector 
A) a currently valid K-bit portion of the full N-bit Width 
(K<N), and a partial Width NSD 14B is coupled to receive 
from data input 13 (via a selector B) a currently valid J-bit 
portion of the full N-bit Width (J<N, and J#K). The partial 
Width NSD 14A operates on its K-bit input to produce M-bit 
syndromes at 15A. The partial Width NSD 14B operates on its 
J-bit input to produce M-bit syndromes at 15B. The selector 
24 selects one of the full and partial Width NSDs to provide its 
M-bit syndrome to a feedback path that includes the feedback 
register 12. The feedback path couples the output of selector 
24 to respective syndrome inputs 10, 10A, and 10B of the 
NSDs 14, 14A, and 14B. The selectorA selects the currently 
valid K-bit subset of the foil input data Width 13. The cur 
rently valid K-bit subset can occupy different portions of the 
input data Width 13 at different points in time. The selector B 
selects the currently valid J-bit subset of the full input data 
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Width 13. The currently valid J-bit sub set can occupy different 
portions of the input data Width 13 at different points in time. 
[0012] In some embodiments, the number of partial Width 
NSDs employed is based on the number of possible valid data 
Widths that can occur at the data input 13. A separate partial 
Width NSD is provided to process the input data associated 
With each possible valid data Width. In one exemplary 
embodiment, N:64 and the incoming data is naturally 
aligned on 16-bit boundaries. It is therefore possible for the 
set of parallel data at the beginning of the input data block to 
be offset by 16, 32 or 48 bits, relative to the 64-bit parallel data 
Width of input 13. Given these offsets, valid data may be 
contained in 16, 32, or 48 bit subsets of the 64-bit parallel data 
Width of input 13, or across the full Width of the 64-bit parallel 
data input 13. The NSD portion includes (in addition to a full 
Width NSD) three partial Width NSDs, Which respectively 
correspond to the aforementioned valid input, data Widths of 
16,32 and 48 bits. 
[0013] A monitor 25 includes suitable logic (e.g., state 
machine logic) for monitoring conventionally available con 
trol information 23 that indicates Which part of the data input 
13 (e.g., Which part of a data bus) is currently valid. The 
monitor 25 outputs a selection control signal 26 to the selector 
24. This selection control signal 26 causes the selector 24 to 
select the full Width or partial Width NSD that corresponds to 
the number of currently valid bits at the data input 13. The 
monitor 25 also outputs at 27 control signals that determine 
Which K-bit and J-bit subsets of the N-bit input data Width 13 
are to be selected by the respective selectors A and B. For the 
aforementioned example Wherein N:64 and the Incoming 
data is naturally aligned on l6-bit boundaries, if the initial set 
of parallel data Within a data block received at 13 has a 48-bit 
offset, this means that 16 input bits are valid. Similarly, an 
initial 32-bit offset means that 32 input bits are valid, and an 
initial l6-bit offset means that 48 input bits are valid. If the 
initial set of parallel data has no offset, then the entire 64-bit 
input Width contains valid data. Subsequently Within the same 
data block, valid data could occur across the entire input data 
Width at 13, and could also occur only across a subset (l 6, 32 
or 48 bits Wide) of the input data Width, Which subset aligns 
With the most signi?cant portion of the input data Width. 
[0014] Once an incoming data block has been completely 
processed, using the full Width NSD 14, and one or more 
partial Width NSDs as may be necessary, the ?nal syndrome 
in the feedback register 12 is available for checksum genera 
tor 16 to use in producing checksum 17. 

[0015] FIG. 3 illustrates operations that can be performed 
according to exemplary embodiments of the invention. In 
some embodiments, the CRC apparatus of FIG. 2 is capable 
of performing operations shoWn in FIG. 3. Once a block of 
incoming data arrives at 31, the control signal (e.g., 26 in FIG. 
2) for valid data is examined at 32. If, at 33, the control signal 
indicates that the full Width (all bits) of the data, input is 
currently valid, then a full Width NSD operation is performed 
at 34. Otherwise, if the control signal indicates at 33 that less 
than the full Width of the data input is currently valid, then the 
appropriate partial Width NSD operation is performed on the 
currently valid data at 35. The operations at 32-35 can be 
repeated until the processing of the incoming data block is 
completed at 36. 
[0016] FIG. 4 diagrammatically illustrates the structure and 
operation of a CRC apparatus according to further exemplary 
embodiments of the invention. In some embodiments, the 
CRC apparatus of FIG. 4 is capable of performing operations 
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shoWn in FIG. 3 The apparatus shoWn in FIG. 4 is generally 
similar to that of FIG. 2, but illustrates an example of pro 
cessing an input data block Whose constituent data is natu 
rally aligned on boundaries of one-half (N/2) the full parallel 
data Width (N). This type of misalignment can result in an 
offset of N/ 2 bits. If the of feet occurs in the ?rst-received set 
of data, then only the least signi?cant N/2 bits at data input 13 
Will be valid. If the offset occurs in the last-received set of 
data, then only the most signi?cant N/ 2 bits at data input 13 
Will be valid. The conventionally available control inforrna 
tion at 23 indicates When the most signi?cant (upper) N/ 2 bits 
are valid, and When the least signi?cant (loWer) N/2 bits are 
valid. When both the most signi?cant N/2 bits and the least 
signi?cant N/2 bits are valid, an AND gate monitor 25 acti 
vates the control signal 26, thereby causing the selector 24 to 
select the syndrome produced at 15 by the full Width NSD 14. 
When only one or the other, but not both, of the most, signi? 
cant N/2 bits and the least signi?cant N/2 bits are valid, the 
control signal 26 causes the selector 24 to select the syndrome 
produced at 15C by a half Width NSD 14C that is con?gured 
to produce the syndrome at 15C based on N/2 input bits 
received at its data input 13C. The syndrome selected by the 
selector 24 is fed back to the respective syndrome inputs 10 
and 10C of the full and half Width NSDs 14 and 14C. When 
ever the least signi?cant N/2 bits are valid, the “loWer” control 
signal at 23 causes a selector C to select the least signi?cant 
N/2 bits 42 of the data input 13, so the syndrome produced by 
the half Width NSD 14C is based on the least signi?cant N/2 
bits at data input 13. Whenever the least signi?cant N/2 bits 
are not valid, the “loWer” control signal at 23 causes the 
selector 40 to select the most signi?cant N/2 bits 41 of the data 
input 13, so the syndrome produced by the half Width NSD 
14C is based on the most signi?cant N/ 2 bits at data input 13. 
[0017] Although exemplary embodiments of the invention 
have been described above in detail, this does not limit the 
scope of the invention, Which can be practiced in a variety of 
embodiments. 

What is claimed is: 
1. A cyclic redundancy check apparatus, comprising: 
a data input for receiving a sequence of sets of parallel data, 

each of said sets having a parallel data Width that is at 
least as large as a ?rst Width and no larger than a second 
Width that exceeds said ?rst Width; and 

a next state decoding portion coupled to said data input for 
producing a sequence of syndromes based on said 
received sequence of sets, said next state decoding por 
tion con?gured to produce some of said syndromes 
based on respectively corresponding ones of said sets 
that have respective parallel data Widths that are equal to 
said second Width, and said next state decoding portion 
further con?gured to produce at least one of said syn 
dromes based on a corresponding at least one of said sets 
that has a parallel data Width that is less than said second 
Width; 

Wherein a last syndrome of said sequence of syndromes 
corresponds to all of said data in said sequence of sets. 

2. The apparatus of claim 1, Wherein said next state decod 
ing portion includes a control input for receiving a control 
signal that indicates When said at least one syndrome is to be 
produced. 

3. The apparatus of claim 2, Wherein said next state decod 
ing portion includes a ?rst next state decoder con?gured to 
produce said some syndromes, and a second next state 
decoder con?gured to produce said at least one syndrome, 
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each of said ?rst and second next state decoders having a 
syndrome input and a syndrome output, and Wherein said next 
state decoding portion includes a feedback path, coupled to 
said syndrome outputs and said, syndrome inputs. 

4. The apparatus of claim 3, Wherein said next state decod 
ing portion, includes a selector coupled to said control input 
and responsive to said control signal for coupling a selected 
one of said syndrome outputs to said feedback path. 

5. The apparatus of claim 3, Wherein said syndrome inputs 
are connected to one another. 

6. The apparatus of claim 3, Wherein said feedback path 
includes a register. 

7. The apparatus of claim 3, Wherein said parallel data 
Width that is less than said second Width is equal to said ?rst 
Width, Wherein said next state decoding portion includes a 
third next state decoder for producing at least another of said 
syndromes based on a corresponding at least another of said 
sets that has a parallel data Width that is betWeen said ?rst 
Width and said second Width, and Wherein said third, next 
state decoder has a syndrome input and a syndrome output 
that are coupled to said feedback path. 

8. The apparatus of claim 7, Wherein said second Width is 
equal to a sum of said ?rst Width and said betWeen Width. 

9. The apparatus of claim 1, including a monitor con?gured 
to monitor a control signal associated With said received 
sequence of sets, said next state decoding portion coupled to 
said monitor, said monitor and said next state decoding por 
tion cooperable in response to said control signal for con?g 
uring said next state decoding portion to produce said at least 
one syndrome. 

10. The apparatus of claim 9, Wherein said next state 
decoding portion includes a ?rst next state decoder con?g 
ured to produce said some syndromes, a second next state 
decoder con?gured to produce said at least one syndrome, 
and a selector having an output, and having ?rst and second 
inputs coupled to said data input, and Wherein said second 
next state decoder has a data input coupled to said selector 
output. 

11. The apparatus of claim 10, Wherein said selector 
includes a control input, that receives said control signal. 

12. The apparatus of claim 11, Wherein each of said ?rst 
and second next state decoders has a syndrome input and a 
syndrome output, Wherein said next state decoding portion 
includes a feedback path coupled to said syndrome outputs 
and said syndrome inputs, and Wherein said next state decod 
ing portion includes a further selector coupled to said monitor 
and cooperable thereWith in response to said control signal for 
coupling a selected one of said syndrome outputs to said 
feedback path. 
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13. The apparatus of claim 9, Wherein said next state 
decoding portion includes a ?rst next state decoder con?g 
ured to produce said some syndromes, and a second next, 
state decoder con?gured to produce said at least one syn 
drome, each of said ?rst and second next state decoders hav 
ing a syndrome input and a syndrome output, Wherein said 
next state decoding portion includes a feedback path coupled 
to said syndrome outputs and said syndrome inputs, and 
Wherein said next state decoding portion includes a selector 
coupled to said monitor and cooperable thereWith in response 
to said control signal for coupling a selected one of said 
syndrome outputs to said, feedback path. 

14. The apparatus of claim 9, Wherein said monitor 
includes an AND gate having an input that receives said 
control signal, and having an output coupled to said next state 
decoding portion. 

15. The apparatus of claim 1, Wherein said ?rst Width is 
equal to one-half of said second Width. 

16. A cyclic redundancy check method, comprising: 
receiving a sequence of sets of parallel data, each of said 

sets having a parallel data Width that is at least as large as 
a ?rst Width and no larger than a second Width that 
exceeds said ?rst Width; and 

producing a sequence of syndromes based on said received 
sequence of sets, including producing some of said syn 
dromes based on respectively corresponding ones of 
said sets that have respective parallel data Widths that are 
equal to said second Width, and producing at least one of 
said syndromes based on a corresponding at least one of 
said sets that has a parallel data Width that is less than 
said second Width: 

Wherein a last syndrome of said sequence of syndromes 
corresponds to all of said data in said sequence of sets. 

17. The method of claim 16, Wherein said parallel data 
Width that is less than said second Width is equal to said ?rst 
Width, and including producing at least another of said syn 
dromes based on a corresponding one of said sets that has a 
parallel data Width that is betWeen said ?rst Width and said 
second Width. 

18. The method of claim 17, Wherein said second Width is 
equal to a sum of said ?rst Width and said betWeen Width. 

19. The method of claim 16, Wherein said ?rst Width is 
equal to one-half of said second Width. 

20. The method of claim 16, including monitoring a control 
signal associated With said received sequence of sets to deter 
mine When to produce said at least one syndrome. 

* * * * * 


