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AUTHORIZED EMAIL CONTROL SYSTEM 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation of US. patent 
application Ser. No. 10/49 1 ,759 ?led on 2 Apr. 2004, Which is 
a 371 of PCT/IB02/05823 ?led on 3 Oct. 2002 and Which 
claims priority to US. Provisional Patent Application Ser. 
No. 60/326,965 ?led 3 Oct. 2001, each ofWhich is incorpo 
rated herein in its entirety by this reference thereto. 

BACKGROUND OF THE INVENTION 

[0002] 1. Technical Field 
[0003] The invention relates to sending and receiving elec 
tronic mail across the Internet. More particularly, the inven 
tion relates to the detecting and challenging of unsolicited 
electronic mail across the Internet. 

[0004] 2. Description of the PriorArt 
[0005] The use of electronic mail (email) has proliferated 
across the World at an incredible rate. Email has become an 
integral part of people’s everyday corporate and personal 
lives. People communicate via email across continents, 
toWns, streets, and cubicles With friends, family, co-Workers, 
and businesses. 
[0006] Email is much quicker and convenient to send than 
a conventional letter. Email users send and receive many 
emails during any particular day. 
[0007] HoWever, as With every technological innovation 
that has been introduced to the masses, there are abusers of 
email. Commercial enterprises have made a business of cre 
ating commercially questionable uses of email. One of the 
most common commercial abuses of email is sending a mass 
number of emails to random email addresses. This accom 
plishes the same effect as junk mail. Users are deluged With 
unsolicited junk email, otherWise called “spam”. The produc 
ers of spam are not selective in the type of email users that the 
spam is sent to; both young and old, male and female are 
spammed. 
[0008] A major producer of spam is the online pornography 
industry Which sends out huge amounts of spam to unsuspect 
ing email users on a daily basis. Children, as Well as adults are 
receiving this type of unWanted email. 
[0009] Email users are becoming increasingly frustrated 
With the high volume and frequency of spam. Some users log 
onto into their email accounts to ?nd that their mailbox is full 
of spam With no room left for personal email. Spam Wastes 
users’ time and reduces productivity. 
[0010] Referring to FIG. 1, some email service providers 
101 such as Yahoo, Inc. of Sunnyvale, Calif., have reacted to 
their user’s complaints and alloW users to specify email 
addresses and domain names that they do not Want to receive 
email from in a junk emailer list 106. Email destined for a 
particular user 102 is received by the email service provider 
101. The email service provider 101 looks at each email 
massage’s sender ?eld and determines if the email originated 
from a junk emailer 103 listed on the user’s junk emailer list 
106. Any such email is stored in the user’s bulk mailbox 105 
While other emails are saved in the user’s normal mailbox 
105. 
[0011] This approach is effective for the email addresses 
and domain names that the user lists, but requires that a user 
be proactive and enter the unWanted email addresses and 
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domain names into the junk emailer list. Another draWback is 
that the user must subscribe to the email provider’s service. 
[0012] It Would be advantageous to provide an authoriZed 
email control system that provides automatic ?ltering and 
challenging of unauthoriZed senders of email to a user. It 
Would further be advantageous to provide an authoriZed email 
control system that integrates into an email server architec 
ture as Well as a client system. 

SUMMARY OF THE INVENTION 

[0013] The invention provides an authorized email control 
system. The system provides automatic ?ltering and chal 
lenging of unauthoriZed senders of email to a user. In addi 
tion, the invention integrates into an email server architecture 
as Well as a client system architecture. 
[0014] A preferred embodiment of the invention receives 
email destined for a particular user. Inclusive, temporary, and 
exclusive address books are provided for the user. The inclu 
sive address book lists all the sender email addresses and 
domains names that the user Wants to alloW into his mailbox. 
The exclusive address book lists all the sender email 
addresses and domains names Whose email messages are to 
be deleted upon receipt. The temporary address book behaves 
like the inclusive address book, except it only contains email 
addresses and entries in this book last only a user speci?ed 
amount of time. 
[0015] The invention checks if the received email mes 
sage’s sender is listed in the user’s inclusive or temporary 
address books. If the sender is, then the email is placed in the 
user’s main mailbox. If the sender is not in the inclusive or 
temporary address book, then the invention checks if the 
sender is listed in the user’s exclusive address book. If the 
sender is, then the message is deleted. 
[0016] The invention truncates the body of the received 
email message to a user settable length. Extensible message 
?lters are provided that analyZe contents of the truncated 
email body for information such as: offending Words, 
phrases, commercial content, phone numbers, mailing 
addresses, Web links, contact information, and attachments. 
The truncated email body is sent through the ?lters. Each 
?lter provides a pass/fail indicator and optionally provides 
reasons for a fail indication. 

[0017] If the truncated email body passes all of the ?lters, 
then the sender is added to an accepted sender list (if the 
sender is not already on the list). The user is conditionally 
noti?ed that the sender has been added to the sender list, 
giving the user the option to add the sender to his inclusive or 
exclusive address book. 
[0018] If the truncated email body does not pass all of the 
?lters, then the sender is Warned that its email Was rejected 
and the reason(s) Why. The sender’s domain name is then 
placed on an unaWare domain list (if the sender is not already 
on the list). The user is conditionally noti?ed that the sender 
has been added to the unaWare domain list, giving the user the 
option to add the sender to his inclusive or exclusive address 
book. 
[0019] If the sender is not listed in the inclusive, temporary, 
and exclusive address books then a challenge message is sent 
to the sender. The challenge message instructs the sender on 
hoW to properly respond to the challenge message. If a 
response to the challenge message is received from the 
sender, it is analyZed for the proper response format. 
[0020] The sender is added to an accepted sender list if the 
response is in the proper response format and the sender is not 



US 2009/0019126 A1 

already on the accepted sender list. The user is noti?ed that 
the sender has been placed on the accepted sender list and is 
given the option to add the sender to the inclusive or exclusive 
address book. 
[0021] The sender’s domain name is added to an unaware 
domain list if the response is not in the proper response format 
and the sender is not already on the unaware domain list. The 
user is noti?ed that the sender has been placed on the unaware 
domain list and is given the option to add the sender to the 
inclusive or exclusive address book. The user is also condi 
tionally noti?ed each time a message is pended on the 
unaware domain list or the accepted sender list. 
[0022] Other aspects and advantages of the invention will 
become apparent from the following detailed description in 
combination with the accompanying drawings, illustrating, 
by way of example, the principles of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0023] FIG. 1 is a diagram of a prior art approach of an 
email service provider using a junk emailer list according to 
the invention; 
[0024] FIG. 2 is a diagram of an address book/contact list 
user interface window according to the invention; 
[0025] FIG. 3 is a diagram ofan domain ID list user inter 
face window according to the invention; 
[0026] FIG. 4 is a block schematic diagram of a ?owchart 
showing the steps taken in a preferred embodiment of the 
invention for identifying unauthorized senders of email to a 
user according to the invention; 
[0027] FIG. 5 is a block schematic diagram of a ?owchart 
showing the steps taken in another preferred embodiment of 
the invention for identifying unauthorized senders of email to 
a user according to the invention; 
[0028] FIG. 6 is a block schematic diagram of a ?owchart 
showing the steps taken in yet another preferred embodiment 
of the invention for identifying unauthorized senders of email 
to a user according to the invention; 
[0029] FIG. 7 is a diagram showing a preferred embodi 
ment of the invention integrated into an email service provid 
er’s email server according to the invention; 
[0030] FIG. 8 is a diagram showing a preferred embodi 
ment of the invention integrated into an client email program 
according to the invention; 
[0031] FIG. 9 is a block schematic diagram ofa task view 
point of the integrated invention according to the invention; 
[0032] FIG. 10 is a diagram showing a preferred embodi 
ment of the invention acting as a front-end to an email client 
according to the invention; 
[0033] FIG. 11 is a diagram of an account information user 
interface preference window for the invention according to 
the invention; 
[0034] FIG. 12 is a diagram of an account information user 
interface preference window for an email client according to 
the invention; and 
[0035] FIG. 13 is a block schematic diagram of a task 
viewpoint of the front-end implementation of the invention 
according to the invention. 

DETAILED DESCRIPTION OF THE INVENTION 

[0036] The invention is embodied in an authorized email 
control. A system according to the invention provides auto 
matic ?ltering and challenging of unauthorized senders of 
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email to a user. In addition, the invention integrates into an 
email server architecture as well as a client system architec 
ture. 

[0037] The invention provides an authorized email control 
system for servers, clients, and mobile clients, that allows a 
user to protect an e-mail account from unsolicited email 
(spam), commercial or otherwise, while still allowing legiti 
mate senders to contact the user through email. Email mes 
sages from unknown entities or users are ?ltered for contact 
information. Any emails that do contain contact information 
are automatically challenged and veri?ed via email. 
[0038] The invention provides a contact list of authorized 
senders that a user enters email addresses and domain names 
that he wants to receive email from. The invention can also 
use an external contact list speci?ed by the user to augment its 
own contact list. The invention places email from those 
addresses and domains into the user’s mailbox. The contact 
list prevents spam from entering the user’s mailbox and stops 
the user from wasting time with unwanted and sometimes 
offensive content. 
[0039] The invention auto-responds to unauthorized email 
senders with an authorization acknowledgement email mes 
sage asking them to send the user a mes sage that is of a limited 
length, e. g., three lines or fewer of plain text, and containing 
no contact information, i.e., without Web browser links, Web 
references (information that can be used to reconstruct a Web 
link), phone numbers, or mailing addresses. These constraints 
give enough ?exibility for legitimate senders to describe who 
they are, but are too restrictive to be commercially useful to 
spammers. 
[0040] Incoming messages are not deleted (except for 
speci?ed senders and domains) so the user never loses any 
e-mail. All messages from unauthorized senders are placed in 
a pending mailbox outside of the users inbox. The invention 
can also show the user either the email address or domain 
name of senders without actually exposing him to a message’s 
content or subject line. If a commercially useless message 
from an unknown sender or a new message from a previously 
unknown domain is received, the invention noti?es the user 
through a system dependent noti?cation means. If the user 
chooses to deal with the noti?cation, a window is launched 
that allows the user to update his list of authorized senders. 
Unsolicited commercial email can be automatically dis 
carded without fear that a legitimate message will be lost. 
[0041] As shown below, the invention is highly con?g 
urable by the user. The user can, for example, customize the 
standard authorization acknowledgement message’s text to 
better express his situation, e. g., express that the user is under 
the age of eighteen and should not be receiving pornographic 
advertisements. 
[0042] The invention provides three ID lists that it uses to 
perform the tasks of accepting, rejecting, and challenging 
incoming email. 

Address Books/Contact Lists 

[0043] Address books contain both email addresses and 
domain name addresses. There are three kinds of address 
books used by the invention: 
[0044] l) inclusive 
[0045] 2) exclusive 
[0046] 3) temporary 
[0047] With respect to FIG. 2, the user maintains his inclu 
sive address book/contact list 201. The inclusive address 
book/contact list 201 lists all the senders and domains 202 
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that the user Wants to allow into his mailbox. A domain name 
represents an entire company or organization. Messages sent 
from senders found in the inclusive address book are alloWed 
directly into the user’s mailbox. 
[0048] The user can select an email address or domain 
name in the other ID list WindoWs and click the “Add To 
Contact List” button at the bottom of the respective WindoW to 
add the email address or domain name to the inclusive address 
book/contact list 201. The user can also add an entry to the 
Contact List WindoW by typing in an email address or domain 
name into the text ?eld 203 at the top of the Contact List 
WindoW and hitting return. 
[0049] The user can remove addresses (or domain names) 
from the inclusive address book/contact list 201 to prevent a 
sender (or domain) from entering the user’s mailbox. 
Removal of an email address or domain name is accom 

plished by selecting the email address or domain name in the 
list 202 and clicking on the “Remove” button 204. 
[0050] When the user removes an ID list entry, the system 
can give the user an option to add the removed sender to his 
exclusive list so that future messages from the sender are 
suppressed. The system can Warn the user against taking this 
action, since he Will not be noti?ed of future messages from 
entries on the exclusive list. 
[0051] The user also maintains his exclusive address book. 
Messages sent from senders found in the exclusive address 
book are deleted, but the sender is not Warned. 
[0052] The temporary address book behaves like the inclu 
sive address book, except it only contains email addresses (no 
domain names) and entries in this book last only a user speci 
?ed amount of time. The invention adds an entry to the tem 
porary address book When the user sends a message to a 
recipient Whose address is not in his inclusive address book. 
This alloWs the user to hear back from recipients that he 
initiates contact With. 
[0053] Replying to a sender on the sender ID list does not 
automatically place the sender’s email address in the tempo 
rary address book. 

Domain ID List 

[0054] Referring to FIG. 3, the domain ID list 301 repre 
sents the domains of all “unaWare” or unauthorized senders. 
UnaWare senders are senders not in the user’s address book. 
[0055] The user is noti?ed When a neW and unique entry is 
added to the list. In this manner, the user is actively informed 
When a message is received from a contemporary “unaWare” 
auto-mailer. The user, once noti?ed, has three choices: 
[0056] 1. Add the domain name to his inclusive address 
book. 
[0057] 2. Suppress the domain name from the domain ID 
list. 
[0058] 3. Ignore the noti?cation (do nothing). 
[0059] If the user adds the domain name to his address book 
by clicking on the add button 304, he Will receive all messages 
from that domain. The user Will also receive all of the pending 
“unaWare” messages recently sent from that domain. If the 
user suppresses a domain name it Will no longer appear on the 
domain ID list. The user may also choose to completely 
ignore the noti?cationihe Won’t be actively noti?ed of it 
again. NeW messages from a suppressed domain shoW up, but 
don’t necessarily count as a message from a “neW” domain. 
When the invention is integrated into a mail client, the user 
can “unauthorized” all messages from a previously autho 
rized domain or sender, causing all the messages from the 
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neWly unauthorized sender (since they Were originally autho 
rized) to be optionally deleted or returned to the pending store 
from Which they originated. 
[0060] If the noti?cation causes the user to recognize a 
domain name as one that he has requested services from, he 
can easily add it to his address book by clicking on the add 
button 304. The user may also choose to actively suppress the 
listing of a domain name, especially those suspected of rep 
resenting companies and/or ISPs that generate spam. Doing 
nothing is the simplest course of action. 
[0061] The user interface can alloW progressive disclosure 
of a pended message’s content. The user double-clicks on the 
domain name 305 in the list 302 to see the list of senders 306 
from that domain. He then double-clicks on the sender’s 
e-mail address 306 to see the list of messages from that 
sender. The user can double-click on a message icon 307 to 

see the contents of that pended message. The message icon 
3 07 can display the date the message Was received, sent, or the 
message subject. 
[0062] The invention can automatically detect and suppress 
a domain name it suspects is likely to be used by spammers. 
The invention can automatically suppress such a domain from 
the domain ID list When the domain generates many distinct 
senders, surpassing a user speci?ed count threshold. Such a 
domain is not likely to represent a single legitimate company, 
organization, or entity. It is more likely to represent a domain 
that is used by spammers. 
[0063] If an ISP’s domain is suppressed and that ISP later 
Wants to provide services via email, it’s alWays a good idea 
that the ISP distinguish its mailings from those of its user 
accounts. This can be done by simply sending from a different 
machine/domain than the common users. Some ISPs already 
do. A small number of ISPs represent the greatest number of 
users, hence, only a handful of ISPs not already folloWing this 
practice Will need to change. 
[0064] Messages Whose senders have not yet acknoWl 
edged the invention’s ?ltering efforts and/or sent an accept 
able message are temporarily stored on the domain ID list as 
pending entries. They can be removed from the list if their 
senders later send an acknoWledgement. This alloWs a user to 
recognize the domain name of a site that he has requested 
services from that sends immediate email messages coinci 
dent With service activation or companies that send receipts 
after a successful transaction. Such services’ noti?cations and 
receipts Will be available immediately, represented as pend 
ing entries on the domain ID list 301. 
[0065] The domain list 302 is usually sorted by date-of 
last-contact for each domain so that the user has an improved 
chance of seeing the most recent legitimate corporate auto 
mailers that he has requested services from appear at the top. 
[0066] The user also has the option to ?lter 303 the entries 
on the ID list to include just the most recent entries sent in the 
last feW hours, or days. 

Sender ID List 

[0067] The sender ID list is similar in format to the domain 
ID list but primarily contains the email address of accepted 
senders. An accepted sender is any sender Whose messages 
pass all of the system ?lters. 
[0068] The user is informed When a neW and unique entry is 
added to the list. They can also be informed Whenever any 
entry is added to the list. In this manner the user is actively 
noti?ed When an acceptable sender has sent a message. The 
user, once noti?ed, has three choices: 
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[0069] 1. Add the sender’s e-mail address to his inclusive 
address book. 
[0070] 2. Suppress the sender’s email address from the 
sender ID list. 
[0071] 3. Ignore the noti?cation (do nothing). 
[0072] If the user adds the sender to his inclusive address 
book, he Will receive all messages from that sender. The user 
Will also receive all of the pending messages sent recently 
from that sender in their mailbox. If the user suppresses a 
sender’s address, it Will no longer appear on the sender ID list 
and Will be added to his exclusive address book. The user may 
also choose to completely ignore the noti?cationihe Won’t 
be actively noti?ed of it again (unless he requests it). 
[0073] If the accepted sender’s email address is not su?i 
cient for the user to recogniZe the sender’s identity, the inven 
tion alloWs the user to vieW the text of the sender’s acceptable 
message. The system’s ?lters are designed to ensure that three 
lines (a con?gurable value) of an acceptable message Will 
contain no commercially useful contact information other 
than an email address. It is recommended that email clients 
never display to the user more than three lines (or the con?g 
ured value) of an acceptable message, until after the user has 
made the decision to add the sender to their address book. 

Operation 
[0074] Mail is received by the invention and is routed 
according to the folloWing rules/ observations: 

[0075] There are tWo kinds of incoming sendersithose 
in the user’s inclusive address book and those that are 
not. 

[0076] Those incoming senders in the user’s inclusive 
address book have their messages placed in the user’s 
mailbox. 

[0077] Of those incoming senders not in the user’s address 
book, there are tWo kindsithose Who have been requested to 
acknoWledge the invention’s ?ltering efforts and those Who 
have not. Those not (yet) requested to acknoWledge the inven 
tion’s ?ltering efforts are sent an authorization acknoWledge 
ment message (With the practical exceptions of con?rmed 
automated systems such as mailing lists, MAILER-DEA 
MONS, and reply-to addresses in the user’s address book). 
The message Warns the sender of the user’s ?ltering efforts 
and requests that the sender acknoWledge the message by 
sending a specially formatted (possibly empty) message. 
[0078] Of those requested to acknoWledge the ?ltering 
efforts, there are tWo kindsithose that have acknoWledged 
the ?ltering efforts Within a user speci?ed time interval and 
those that have not. Those that have not acknoWledged the 
?ltering efforts Within a user speci?ed time interval (as 
described beloW) have their domain address added to the 
domain ID list representing the domain names of all unaWare 
senders. 
[0079] Of those that have acknoWledged the ?ltering efforts 
Within a user speci?ed time interval, there are tWo kinds of 
messages represented by themithose messages that are 
acceptable and those that are not. Acceptable messages are 
messages that pass all of the invention’s ?lters. 
[0080] The ?rst ?lter that is employed Without exception is 
an “effectively truncate to no more than three lines (240 
characters) of non-blank text” ?lter. All subsequent ?lter 
operations are performed on these 240 characters. The 240 
character limit is a default value that performs Well and the 
value is user modi?able. The goal of the remaining ?lters is to 
constrain the user from having any means of contacting a 
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commercial sender except to “reply-to:” their email address. 
The sender of an acceptable message is added to the sender ID 
list. 

[0081] Another very useful ?lter is to only ?nd messages 
sent exclusively to the user’s email account (and no others 
cc: ’d or bcc:’d) acceptable. 

[0082] Implementations may accept ?lter plug-in modules 
that operate on up to three lines of non-blank text and reject 
any truncated message they deem contains contact informa 
tion. Default plug-in modules may reject an aWare sender’s 
message if it has an attachment. The modules can look for 
vulgar Words deemed inappropriate for a ?rst contact or ?lter 
out global phone numbers, mailing addresses, broWser links, 
etc. 

[0083] Unacceptable messages are messages that are 
rejected by at least one of the invention’s ?lters. The sender of 
an unacceptable message is Warned that his original message 
Was rejected and the reason(s) Why. 
[0084] Human senders With legitimate reasons to contact 
the user Will have no trouble sending at least an empty mes 
sage as an acknowledgement. In contrast, no existing auto 
mailer today is currently prepared to send an acknoWledge 
ment in response to the invention’s request. Hence, all auto 
mailer mailings today, including all commercial spam, Will be 
considered “unaWare” senders. Their messages Will be rep 
resented only by their domain name on the domain ID list. 
Since the user is not shoWn the contents or subject lines of 
such an incoming message directly, he is never exposed to 
commercial spam. 

[0085] Spammers Who spam email systems enabled With 
the invention, Will also experience a distributed denial of 
service (DDOS) attack initiated by their oWn actions. This 
attack Will be proportional to the number of systems that are 
sent messages. For example, if a spammer sends 20 million 
messages, and 2 million reach systems enabled With the 
invention, the spammer Will have to either accept and 
acknoWledge 2 million messages (then attempt to get a com 
mercially useful three-line message past the invention’s 
sophisticated ?lters) or have the messages’ sending domain(s) 
get pummeled With 2 million acknoWledgement requests. In 
either case, the invention increases the cost of operations for 
spammers. Their resource requirements Will be considerably 
higher than for today’s passive mail clients. 
[0086] Alternative Warnings can be sent that include a 
Warning that the e-mail recipient is a minor. Pornographic 
vendors in the Us. that send unsolicited e-mail cannot afford 
to be caught With a large list of recipients that have explicitly 
informed them that they are minors. The porno grapher cannot 
knoW if the recipient actually is a child, but they also cannot 
take the chance that the recipient may actually be a child. 
They Would be risking a possible violation of federal, state 
(and possibly international) laW if they did not remove such 
addresses from their mailing lists and sent future messages to 
those addresses. The invention can make it easy to include 
online references to Us. federal and international laWs con 
cerning the solicitation of minors in the Warning. 
[0087] Spoo?ng is a term that means to impersonate 
another sender or the user himself. If a spammer gets a hold of 
a user’s address book or ?gures out Which companies the user 
does business With before the companies take measures to 
secure their customer communications, then typical email 
protection systems are vulnerable to spoo?ng. A possible Way 
to collect addresses in the user’s address book, for example, 
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Wouldbe to set up an online greeting card service that is really 
a front for spamming operations to collect pairs of friendly 
senders. 

[0088] Encryption technologies can solve the spoo?ng vul 
nerability by letting email users be sure that Whom they are 
conversing With is really Who they say they are. 
[0089] Digital signatures can be used so that a customer can 
“know” that When they get a message from amaZon.com, it 
really is from AmaZon. A message With a return address of 
amaZon.com, for example, not genuinely signed by amaZon. 
com (using digital signatures) When the invention can deter 
mine that amaZon.com has a published signature, cannot be 
used to perform a distributed DDOS attack using a system 
enabled With the invention against an arbitrary target because 
the invention Will not auto-respond to an unsigned, or incom 
patibly signed, message originating from a signed domain. 
The details of digital signatures and cryptography are Well 
knoWn in the art. 

[0090] A public key can be used to encrypt a sender’s 
message so that spammers cannot sniff packets and learn the 
contents of the user’s address book by Watching With Whom 
he converses. Public keys can also be used by individuals and 
companies to securely converse With each other Without a 
spammer eavesdropping or inserting themselves into the con 
versation. 

[0091] With respect to FIG. 4, a preferred embodiment of 
the invention receives an email 401. As described herein, 
depending on Whether the invention is server or client based 

(discussed beloW), the email Will be directly received (server 
implementation) or received from an email server (client 
implementation) such as a POP server, IMAP server, etc. The 
invention checks if the email’s sender is listed in the user’s 
inclusive address book or temporary address book 402. If the 
sender is, then the email is authorized and is placed in the 
user’s main mailbox 403. 

[0092] If the sender is not in the inclusive or temporary 
address book, then the invention checks if the sender is listed 
in the user’s exclusive address book 404. If the sender is, then 
the message is not Wanted by the user, i.e., the sender or the 
sender’s domain is blocked, and it is discarded 405. 
[0093] If the sender is not listed in the exclusive or tempo 
rary address book, then the invention checks the pending 
queue for messages that are older than a user settable time 
interval. The senders of those emails that have exceeded the 
time interval are placed on the domain ID list (if the sender is 
not already on the list) 406. This step can be periodically 
checked, rather than occurring Whenever an email message is 
received. The time interval is used to distinguish betWeen 
?lter aWare and unaWare senders. When the time interval 
passes for a message, it indicates that the sender is not ?lter 
aWare. The user is noti?ed if the sender has been added to the 
domain ID list, giving the user the option to add the sender to 
his inclusive or exclusive address book (as described above). 

[0094] The received email body is checked (?ltered) to see 
if the message body is empty 407. The message can also be 
?ltered to check if the body provides no neW or different 
information contained in the challenge message. This alloWs 
the sender to simply reply to the challenge message. If the 
body is not empty, then the message is placed in the pending 
queue 408, Which means that the sender may not be an aWare 
sender. The pending queue is checked to see if the sender has 
more than one message in the queue 409. If the sender has 
more than one message in the queue then the system does 
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nothing 410 because the sender can send multiple messages 
Within the user settable time interval. 
[0095] If the sender has only one message in the pending 
queue, then a challenge is issued to the sender, requesting that 
the sender send an acknoWledgement With a special (blank) 
message body 411. If the ?lter checks for no neW or different 
information contained in the challenge message as described 
above, the sender can auto-reply to the challenge message. 
[0096] If the body is empty (or provides no neW or different 
information contained in the challenge message), then a list of 
all the messages from the sender in the pending queue is 
created 412. Each of the messages in the list have the message 
bodies truncated to a user settable length 413. A length of 240 
characters is one that produces good results With the typical 
mix of messages. The invention applies a ?lter that rejects 
messages larger than a certain logical length to make it easier 
for subsequent ?lters to ascertain contact information. 
[0097] Filters are applied to the truncated messages to 
check, for example, offending Words, phrases, commercial 
content, global phone numbers, global mailing addresses, 
Web links, attachments, etc. 414. For example, phone num 
bers and addresses must be at least four numeric digits. Filters 
can be plug-in modules Which provides extensibility. The 
?lters can perform any heuristics and may reject messages 
With or Without Warnings. 
[0098] Another optional ?lter (not based on contact infor 
mation) is to only accept messages sent exclusively “To:” the 
user’s email address, and no others. If it is not exclusively 
“To:” the user’s protected email address, it should not be 
acceptable. 
[0099] The goal of the invention’s ?lters is to attempt to 
identify contact information in pended (unauthorized) mes 
sages. If contact information is discovered, the message is not 
acceptable. The observation is that contact information is not 
necessary for a legitimate sender to identify Who they are 
and/or their reason for contacting. Although the invention 
primarily concentrates on restricting the sender’s use of con 
tact information, the invention also alloWs an open ended set 
of heuristics to be brought to bear on a pended message to 
determine its acceptability or not. 
[0100] In general, the primary criteria (among many pos 
sible criteria) is to limit the logical length of an acceptable 
message. This makes it much easier to locate possible contact 
information in a message by precisely bounding the problem 
(For example, to less then 240 characters of plain-text) before 
attempting subsequent heuristics. 
[0101] Contact information is searched for primarily in the 
human visible content of an email message. Ascertaining 
contact information is not limited to human visible content. 
Meta-content can also be search, as Well as the message 
headers, not just the body. The invention merely uses the 
human visible contents as its primary source of analysis. 
Secondary, and even tertiary analyses, etc., are alloWed by 
?lter plug-ins. 
[0102] For example, HREF’s in HTML meta-contents 
result in hyperlinks and graphical content such as images to 
be displayed to an email client user. These meta-references, 
designed to be incorporated into the human visible contents 
of a message, are considered (unacceptable) contact info as 
Well, since a hyperlink could alloW a reader to “contact” a 
Web site by visiting it or an image could contain a Web 
address for the same purpose. 

General Kinds of Contact Info 

[0103] Web links (For example, broWser links that could 
be automatically recogniZed by the user’s email client 
and used to launch a Web broWser or other Internet 
application). 
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[0104] Phone numbers. 
[0105] Mailing addresses. 
[0106] Web references (Not necessarily automatically 

recognized by a user’s email client, but nevertheless 
information that could be typed into a broWser or other 
Internet application With little or no modi?cation to 
invoke the tool to act). 

[0107] Identifying Contact Info 
[0108] Web links are identi?ed in the same manner that a 
modern Word processor or email client recogniZes them. 
URI’s, especially URL’s, are syntactically speci?ed in 
W3C standard documents (not referenced here). 

[0109] Phone numbers and mailing addresses are each 
assumed to require numerical digits to express. 

[0110] For example, in the case of phone numbers, at least 
seven, typically 10 digits are required. In the case of 
addresses, a ?ve digit Zip code is required (in the U.S.A), plus 
probably at least one digit for a street address. For mailing 
addresses outside the U.S.A. that may not have numerical 
street addresses or “region codes” like Zip codes, more 
sophisticated heuristics may be used. A simple heuristic “no 
more than four digits, or the semblance of four digits is 
alloWed” is useful. 
[0111] For example: 

[0112] arabic numerals 0-9:l digit each. 
[0113] “thousand”:l000:4 digits, or ‘000:3 digits. 
[0114] “hundred”:l00:3 digits, or ‘00:2 digits. 
[0115] “tWo hundred”:2, l00:l+(3 or 2) digits:3 or 4 

digits. 
[0116] Note: “or” above means an implementation can 

alloW this to be a user optioni“strict” or “less so”. Also, 
some phone numbers use lettersisee the discussion on 
non-dictionary Words beloW. 

[0117] Roman numerals (I, II, III, IV, V, XXV) can be 
interpreted as their decimal digit expansion. 

[0118] The loWer case “L” and the letter “O” can be used 
to represent a numerical “l” or “Zero”, hence each 
should be considered a single digit if not embedded in a 
Word in the human dictionary. (Note: some personal 
computers system ship With the entire English language 
dictionary included in the ?le system as a text ?le, so this 

is not unreasonable). 
[0119] Removing all White space from a message and 

considering runs of repeated characters as the number of 
digits found corresponding to the length of the run. 
(Exception: some Internet messages have a “protective 
line” toWard the bottom of the message that starts With 
the characters “---”. This line is present so that auto 
mated systems called “list servers” can interpret the 
message body above the “protective line” as a command 
to the server, and ignore data beloW the line as com 
ments. The invention can special case this. In this par 
ticular case, as long as the last line in a message starting 
With “---” remains unbroken until the end of the line, this 
speci?c run Will not count as a run of characters inter 
preted as a possible digits.) 

[0120] Note: The above possibilities are not exhaustive. 
They are merely meant to shoW that simply looking for 
Arabic numerals is not suf?cient. 

[0121] Web references are the hardest. Nevertheless, bla 
tant references that are Well formed for automatic rec 
ognition can be easily detected, for example, as lengthy 
non-human Words With “ .’”s and “/’”s in them in the case 
of intemet URI’s/URL’s. 
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[0122] If all of the messages pass the ?lters 415, then the 
sender is added to the sender ID list (if the sender is not 
already on the list) 416. The user is noti?ed if the sender has 
been added to the sender ID list, giving the user the option to 
add the sender to his inclusive or exclusive address book (as 
described above). 
[0123] If any of the messages fail to pass the ?lters 415, 
then the sender is Warned that its email Was rejected and the 
reason(s) Why (Because of all the above criteria, it is helpful 
to include in a Warning response to a sender Whose message 
has been determined not acceptable, as to “Why” not) and 
optionally With suggestions on hoW to properly ansWer a 
challenge message 417. 
[0124] The user can also be noti?ed each time a message is 
pended on the domain ID list or sender ID list. By default, the 
user is noti?ed When a unique neW entry is added. 

[0125] Referring to FIG. 5, a ?owchart of another preferred 
embodiment of the invention is shoWn. This embodiment 
differs from FIG. 4 in that the sender is sent the challenge 
message more than once. The invention receives an email 
501. The invention checks if the email’s sender is listed in the 
user’s inclusive address book or temporary address book 502. 
If the sender is, then the email is acceptable and is placed in 
the user’s main mailbox 503. 
[0126] If the sender is not in the inclusive or temporary 
address book, then the invention checks if the sender is listed 
in the user’s exclusive address book 504. If the sender is, then 
the message is not Wanted by the user, i.e., the sender or the 
sender’s domain is blocked, and it is discarded 505. 
[0127] If the sender is not listed in the exclusive address 
book, then the invention checks if the sender has been sent a 
challenge message recently 506. This challenge resend time 
span can be user settable. If the sender has not been sent a 
challenge message recently, then a challenge is issued to the 
sender, requesting that the sender send an acknoWledgement 
With an acceptable (blank) message body 508. The sender is 
then placed on the domain ID list (if the sender is not already 
on the list) 509. This indicates that the sender is a repeat 
offender and is most likely not ?lter aWare. The user is noti 
?ed that the sender has been added to the domain ID list, 
giving the user the option to add the sender to his inclusive or 
exclusive address book (as described above). 
[0128] If the sender has been sent a challenge request 
recently, then the invention checks if the sender has sent a 
proper acknoWledgement to the challenge message Within a 
user settable time interval 507. If the sender has not, then the 
sender is then placed on the domain ID list (if the sender is not 
already on the list) 509. The user is noti?ed that the sender has 
been added to the domain ID list, giving the user the option to 
add the sender to his inclusive or exclusive address book (as 
described above). 
[0129] OtherWise, a list of all the messages from the sender 
in the pending queue is created 510. Each of the messages in 
the list have the message bodies truncated to a user settable 
length (as noted above) and checked if any of the truncated 
messages contain contact information 511. If any of the mes 
sages do not contain contact information, then the sender is 
added to the sender ID list 513. The sender ID list can refer 
ence all messages from such a sender, or just the acceptable 
ones. Only the acceptable ones are accessible from the sender 
ID list by default. The user is noti?ed that the sender has been 
added to the sender ID list, giving the user the option to add 
the sender to his inclusive or exclusive address book (as 
described above). 










