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(57) ABSTRACT 

A method of rebuilding a replacement drive used in a RAID 
group of drives is disclosed. The rebuilding method includes 
tracking data modi?cation operations continuously during 
use of the drives. The method also includes saving the tracked 
data modi?cations to a log in a persistent storage, Where the 
tracked data modi?cations are associated With stripe data 
present on the drives. Then, rebuilding a failed one of the 
drives With a replacement drive. The rebuilding is facilitated 
by referencing the log from the persistent storage, and the log 
facilitating reading only portions of stripe data from surviving 
drives and omitting reading of portions from the drives Where 
no data Was Written. Thus, the rebuilding only rebuilds the 
stripe data to the replacement drive. Also provided is a Zoning 
method, Which enables logical Zone creation from storage 
area netWorks. 
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SYSTEMS AND METHODS FOR 
INTELLIGENT DISK REBUILD AND 

LOGICAL GROUPING OF SAN STORAGE 
ZONES 

CLAIM OF PRIORITY 

[0001] This application claims the bene?t of (1) US. Pro 
visional Application No. 60/947,85l, ?led on Jul. 3, 2007, 
and entitled “Systems and Methods for Automatic Storage 
Initiators Grouping in a Multi-Path Storage Environment; (2) 
US. Provisional Application No. 60/947,878, ?led on Jul. 3, 
2007, and entitled “Systems and Methods for Server-Wide 
Initiator Grouping in a Multi-Path Storage Environment; (3) 
US. Provisional Patent Application No. 60/947,88 l, ?led on 
Jul. 3, 2007, and entitled “Systems and Methods for Intelli 
gent Disk Rebuild;” (4) US. Provisional Patent Application 
No. 60/947,884, ?led on Jul. 3, 2007, and entitled “Systems 
and Methods for Logical Grouping of San Storage Zones,” 
and (5) US. Provisional Patent Application No. 60/947,886, 
?led on Jul. 3, 2007, and entitled “Systems and Methods for 
Automatic Provisioning of Storage and Operating System 
Installation,” the disclosures of Which are incorporated herein 
by reference. 

FIELD OF THE INVENTION 

[0002] Embodiments of this invention generally relates to 
replacing a failed disk drive that is part of a RAID drive group 
and rebuilding the replaced disk drive and creating logical 
grouping of the SAN Storages. 

BACKGROUND OF THE INVENTION 

[0003] When a drive fails that is part ofa RAID 1, RAID 5, 
or RAID 6 drive group, the failing drive should to be replaced. 
Once the failing drive is replaced, RAID controllers go 
through a process called rebuild. For RAID 1, this Would 
involve a copy operation from the surviving drive to the 
replaced drive. For RAID 5 and RAID 6, this Would involve a 
reconstruction of the data or parity from the surviving drives 
to the replaced drive. 
[0004] Currently storage is allocated from individual stor 
age enclosures. When provisioning the storage in a SAN 
environment, the user must understand the location, capabili 
ties, reliability and access control associated With each stor 
age enclosure. Therefore, the user needs to keep track of each 
storage enclosure for its location, reliability, capabilities, and 
access control characteristics. 

[0005] In vieW of these issues, embodiments of the inven 
tion arise. 

SUMMARY 

[0006] Broadly speaking, embodiments of the invention 
provide methods and systems for intelligent rebuilding of the 
replaced disk drive after disk failure, and creating SAN stor 
age Zones to logically group a plurality of storage devices. 
[0007] In one embodiment, With the increase in disk drive 
siZes, rebuild times are becoming exorbitantly long, taking 
may hours or days. Long rebuild times are a detriment since 
they impact the overall RAID controller performance and in 
addition leaving user data exposed Without protection. If for 
example a second drive fails While a RAID 5 drive group is 
rebuilding, the drive group Will go o?line and the data on that 
drive group Will be lost. Speeding up rebuild times is there 
fore an essential requirement going forWard. In this embodi 
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ment, an embodiment to speed up rebuild times is to use a host 
Write tracking persistent log. The log is con?gured to keep 
track of What areas on the disk group have been Written by the 
host since the drive group Was constructed. As result, there is 
no need to reconstruct an unWritten area since there is no data 
to reconstruct. 

[0008] In another embodiment, a method of rebuilding a 
replacement drive used in a RAID group of drives is dis 
closed. The method includes tracking data modi?cation 
operations continuously during use of the drives. The method 
also includes saving the tracked data modi?cations to a log in 
a persistent storage, Where the tracked data modi?cations are 
associated With stripe data present on the drives. Then, 
rebuilding a failed one of the drives With a replacement drive. 
The rebuilding is facilitated by referencing the log from the 
persistent storage, and the log facilitating reading only por 
tions of stripe data from surviving drives and omitting reading 
of portions from the drives Where no data Was Written. Thus, 
the rebuilding only rebuilds the stripe data to the replacement 
drive. 
[0009] In another embodiment, storage Zones are de?ned. 
The logical grouping of SAN storage based on location or 
other characteristics is established, instead of based upon 
individual storage enclosures Within a SAN. For example, the 
storage Zone can consist of all the storage located Within one 
computer rack, the storage contained Within a building, or 
storage With particular characteristics, such as performance, 
cost, and reliability. Along these lines, initiator permissions 
are de?ned for each created storage Zone. One bene?t of 
Zoning is it alloWs for simpli?ed storage administration, sim 
pli?ed storage allocation and/or use. Initiator permissions 
and policy are then associated With storage Zones. Thus, SAN 
storage can be allocated via “logical grouping” and not indi 
vidual storage enclosures. 
[0010] In yet another embodiment, a method of creating 
storage area netWork Zones is disclosed. The method includes 
identifying a plurality of storage devices. Then, assigning 
each of the plurality of storage devices to a logical group, 
Where the logical group being identi?ed by characteristics. 
Then, presenting the plurality of storage devices as part of the 
logical group Without regard to enclosure identi?cations. 
Access and control properties are then assigned to the logical 
group, Which provide access to the plurality of storage 
devices. Administration is also noW carried out for the logical 
group, instead of the physical characteristics or individual 
SANs. Thus, easy SAN grouping can be carried out, Where 
administration is simpli?ed. 
[0011] Other aspects of the invention Will become more 
apparent from the folloWing detailed description, taken in 
conjunction With the accompanying draWings, illustrating by 
Way of example the present invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] FIGS. 1 and 2 shoW stripe data tables, illustrating 
data associated With rebuilding of a replacement disk drive 
after disk failure, in accordance With one embodiment of the 
present invention. 

DETAILED DESCRIPTION 

[0013] Embodiments of the invention provide methods and 
systems for intelligent rebuilding of the replaced disk drive 
after disk failure and creating SAN storage Zones to logically 
group a plurality of storage devices. 
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[0014] In iSCSI (Internet Small Computer Systems Inter 
face) compliant Storage Area Networks, the SCSI commands 
are sent in IP packets. Use of IP packets to send SCSI com 
mands to the disk arrays enables implementation of a SAN 
over an existing Ethernet. Leveraging the IP netWork for 
implementing SAN also permits use of IP and Ethernet fea 
tures, such as sorting out packet routes and alternate paths for 
sending the packets. 
[0015] iSCSI is a protocol that alloWs clients (called initia 
tors) to send SCSI commands (CDBs) to SCSI storage 
devices (targets) on remote servers. This Storage Area Net 
Work (SAN) protocol alloWs organizations to consolidate 
storage into data center storage arrays While providing hosts 
(such as database and Web servers) With the illusion of 
locally-attached disks. Unlike Fibre Channel, Which requires 
special-purpose cabling, iSCSI can be run over long distances 
using existing netWork infrastructure. 
[0016] In the iSCSI therefore, there are main functional 
entities, initiators and targets. Initiators are machines that 
need to access data and targets are machines that provide the 
data. A target could be a RAID array or another computer 
system. Targets handle iSCSI requests from initiators. Target 
machines may include hot standby machines With “mirrored” 
storage. If the active machine fails, the standby machine Will 
take over to provide the iSCSI service, and When the failed 
machine returns, the failed machine Will re-synchroniZe With 
the standby machine and then take back the iSCSI service. 
[0017] With the increase in disk drive siZes, rebuild times 
are becoming exorbitantly long taking many hours or days. 
Long rebuild times are a detriment since they impact the 
overall RAID controller performance and in addition leave 
the customers data exposed and possibly not protected. If for 
example a second drive fails While a RAID 5 drive group is 
rebuilding, the drive group Will go o?iine and the data on that 
drive group Will be lost. Speeding up rebuild times is there 
fore an essential requirement going forWard. The embodi 
ments of the present invention typically provide a faster 
rebuild of the replaced drive. 
[0018] The main performance-limiting issues With disk 
storage relate to the sloW mechanical components that are 
used for positioning and transferring data. Since a RAID drive 
group has many drives in it, an opportunity presents itself to 
improve performance by using the hardWare in all these 
drives in parallel. For example, if We need to read a large ?le, 
instead of pulling it all from a single hard disk, it is much 
faster to chop it up into pieces, store some of the pieces on 
each of the drives in the group, and then use all the disks to 
read back the ?le When needed. This technique of chopping 
up pieces of ?les is called striping. 
[0019] Striping can be done at the byte level, or in blocks. 
Byte-level striping means that the ?le is broken into “byte 
siZed pieces”. The ?rst byte of the ?le is sent to the ?rst drive, 
then the second to the second drive, and so on. Sometimes 
byte-level striping is done as a sector of 512 bytes. Block 
level striping means that each ?le is split into blocks of a 
certain siZe and those are distributed to the various drives. The 
siZe of the blocks used is also called the stripe siZe (or block 
siZe, or several other names), and can be selected from a 
variety of choices When the drive group is set up. 
[0020] The advantages of the present invention are numer 
ous. Most notably, the system and methods described herein 
provides a faster Way of rebuilding the replaced disk in a 
RAID group by tracking data modi?cation operations (or 
stripping information) (eg Write, delete, update) continu 
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ously and rebuilding the replaced drive by reading only the 
portions of stripe from one or more surviving disk drives in 
the RAID array. 

[0021] In one embodiment, the disk rebuild time is 
enhanced by the use of a persistent Write operations tracking 
module. The persistent Write operations tracking module 
keeps track of What areas on the disk group have been Written 
by the host since the drive group Was constructed. The track 
ing information is stored in a persistent tracking log. With the 
information contained in the persistent tracking log, a 
replaced disk drive can be rebuilt quickly by selectively read 
ing only parts (eg stripping information) of one or more 
surviving disk drives. There is no need to reconstruct an 
unWritten area since there is no data to reconstruct. A simpli 
?ed example using a RAID 1 drive group is shoWn in FIG. 1. 

[0022] The persistent tracking log is used to track the 
stripes that have been Written. FIG. 2 illustrates an example of 
the persistent tracking log. 
[0023] When the rebuild algorithm starts, it looks at the 
persistent log and determines Which stripes need to be rebuilt. 
In this example illustrated by FIG. 2, stripes 0, 1, and 3 need 
to be rebuilt and stripes 2, 4, 5, and 6 do not need to be rebuilt 
because the “Written” ?ag is “false”, Which means that after 
no data Was Written in stripes 2, 4, 5, and 6 after the disk drive 
group Was constructed or put to Work in the RAID. This 
simple example Would result in a >50% increased rebuild 
time. Thus, a percentage savings can be identi?ed as a func 
tion of used and unused space on disk drives being rebuilt. 

[0024] In one embodiment, the persistent tracking log is 
maintained by the RAID controller. In other embodiment, the 
persistent tracking log may be maintained by any component 
of the computing system to Which the RAID array is in com 
munication With so long as the persistent tracking log can be 
retrieved at a later time to rebuild the replacement drive. The 
persistent tracking log, in one embodiment, is stored in a 
relational database. In other embodiment, the persistent 
tracking log is stored in a non-volatile memory, including a 
disk drive, ROM, Flash Memory, or any similar storage 
media. 

[0025] In accordance With another embodiment, methods 
and systems for creating SAN storage Zones to logically 
group a plurality of storage devices is provided. The advan 
tages provided by this embodiment are numerous. Mo st nota 
bly, the system and methods described herein eliminate a 
need for the user to keep track of the storage characteristics, 
and location of each individual storage enclosure. 

[0026] Instead, a logical group consisting of a plurality of 
storage enclosures that may be located at different locations 
and having different storage characteristics is created. The 
logical group of storage enclosures is then made available as 
a single storage enclosure to the user. The administrator of the 
logical group may modify the characteristics of the logical 
group by adding or removing one or more storage enclosures, 
changing locations of the one or more storage enclosures in a 
logical group. 
[0027] In one embodiment, the storage enclosures in a logi 
cal group are hidden from the user. Hence, any change (e. g., 
adding or removing enclosures, changing location, etc.) in the 
structure of logical groups does not affect overall system 
con?guration and usage. Therefore, the logical grouping of 
the storage enclosures simpli?es the management of the Stor 
age Area NetWork (SAN) and permits e?icient storage, con 
?guration and privilege management. 



US 2009/0013213 A1 

[0028] With the creation of the storage Zone, i.e., the logical 
grouping of the storage enclosures, SAN storage is no longer 
vieWed at the enclosure level. The storage enclosures are 
logically grouped together to meet customers’ unique 
requirements for administrating, provisioning, and usage of 
the storage enclosures. 

[0029] The storage administrator de?nes the storage Zone 
by creating a logical group and adding the selected storage 
enclosures to the local group. The access control properties 
are then de?ned and permissions to individual storage initia 
tors e. g., iSCSI (Internet Small Computer Systems Interface), 
Fibre Channel (FC), SAS, etc. Initiator permissions can be 
unique for each initiator Within a storage Zone. In one 
embodiment, logical groups of initiators can also be de?ned 
and added to a particular storage Zone. 

[0030] In one embodiment, the SAN administrator(s) 
de?nes grouping properties for each of the physical and logi 
cal storage coupled to the SAN appliances. The SAN appli 
ance as described herein a box including slots for a plurality 
of server blades, RAID disk arrays, and SAN control and 
management softWare to control and manage the server 
blades, RAID, data buses, and other necessary components of 
the SAN. The properties may include location of the storage, 
names of special characteristics, capabilities, and type of the 
storage. In one embodiment, each property in the properties is 
structured in a tree structure format. For example, under a 
“Location” named node in the property tree structure, a nod 
named “Building 23” is created. Under the “Building 23” 
node, a child node named “Server Room A” may be created. 
More sibling and child nodes may be created to properly 
identify a location. The properties may be stored anyWhere in 
the SAN so long as the appliance in Which the Zone grouping 
is being created may read the properties. 
[0031] One or more Zone grouping rules are then created 
and stored in the SAN. The Zone grouping rule may de?ne a 
set of properties that if matched Would trigger creation of a 
Zone group. A Zone grouping rule may be set to be active or 
inactive. The appliance discovers all the storages that are 
coupled to the appliance and retrieves the properties associ 
ated With each of the storage. Further, based on one or more 
active Zone grouping rules, the appliance attempt to match the 
properties of the storages. If a matching rule is satis?ed, the 
appliance creates a Zone group of the storages that provides 
matching properties as de?ned by one or more Zone grouping 
rule. The Zone groups are then permanently stored in the 
appliance. The SAN administrator may edit the Zone groups if 
a change in the group is necessary. 

[0032] A set of default group properties is provided. One or 
more default group properties are attached to a neWly created 
Zone group. The Zone group rule Would include Which default 
group proprieties are to be used for a neWly created group. 
The group properties may include permissions and privilege 
grants to one or more storage initiators. 

[0033] In one embodiment, storage Zones may be created 
by grouping the storage enclosures based on a location. In 
another embodiment, storage Zones may be created by group 
ing the storage enclosures based on reliability characteristics 
of the storage enclosures. In yet another embodiment, a Zone 
group may be created based on any physical or logical char 
acteristics so long as the physical or logical characteristics is 
de?ned in the property of the storage enclosures and one or 
more Zone group rules are de?ned to use the physical or 

logical characteristics to create Zone groups. 
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[0034] By providing a layer of abstraction over the storage 
initiators and storage enclosures, initiator storage allocation 
does not require involvement of the Storage Area NetWork 
(SAN) administrator. The storage initiators Work With the 
storage Zones and not With the physical storage enclosures. 
Furthermore, more storage enclosures can be seamlessly 
added to a storage Zone Without impacting availability of 
storage interface to the initiators of users and Without a need 
to create access control properties for the neWly added storage 
enclosure. Similarly, neW storage initiators may be added to a 
storage Zone Without impacting the usage of the physical 
storage enclosures in the storage Zone. 
[0035] Since from usage vieW point, a storage Zone is 
treated same as a physical storage enclosures, a unique set of 
permission may be associated With the storage Zone, similar 
to associating access control properties to a physical storage 
enclosure. Therefore, the logical grouping of SAN storage 
greatly simpli?ed the administration and use of the storage 
enclosures. 
[0036] With the above embodiments in mind, it should be 
understood that the invention may employ various hardWare 
and softWare implemented operations involving data stored in 
computer systems. These operations are those requiring 
physical manipulation of physical quantities. Usually, though 
not necessarily, these quantities take the form of electrical or 
magnetic signals capable of being stored, transferred, com 
bined, compared, and otherWise manipulated. Further, the 
manipulations performed are often referred to in terms, such 
as producing, identifying, determining, or comparing. 
[0037] Any of the operations described herein that form 
part of the invention are useful machine operations. The 
invention also relates to a device or an apparatus for perform 
ing these operations. The apparatus may be specially con 
structed for the required purposes, such as the carrier netWork 
discussed above, or it may be a general purpose computer 
selectively activated or con?gured by a computer program 
stored in the computer. In particular, various general purpose 
machines may be used With computer programs Written in 
accordance With the teachings herein, or it may be more 
convenient to construct a more specialiZed apparatus to per 
form the required operations. 
[0038] The programming modules, page modules, and, 
subsystems described in this document can be implemented 
using a programming language such as Flash, JAVA, C++, C, 
C#,V1sual Basic, JAVA Script, PHP, XML, HTML etc., or a 
combination of programming languages. Commonly avail 
able application programming interface (API) such as HTTP 
API, XML API and parsers etc. are used in the implementa 
tion of the programming modules. As Would be knoWn to 
those skilled in the art that the components and functionality 
described above and elseWhere in this document may be 
implemented on any desktop operating system Which pro 
vides a support for a display screen, such as different versions 
of Microsoft WindoWs, Apple Mac, Unix/X-WindoWs, Linux 
etc. using any programming language suitable for desktop 
softWare development. 
[0039] The programming modules and ancillary softWare 
components, including con?guration ?le or ?les, along With 
setup ?les required for installing and related functionality as 
described in this document, are stored on a computer readable 
medium. Any computer medium such as a ?ash drive, a CD 
ROM disk, an optical disk, a ?oppy disk, a hard drive, a shared 
drive, and an storage suitable for providing doWnloads from 
connected computers, could be used for storing the program 
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ming modules and ancillary software components. It would 
be known to a person skilled in the art that any storage 
medium could be used for storing these software components 
so long as the storage medium can be read by a computer 
system. 
[0040] The invention may be practiced with other computer 
system con?gurations including hand-held devices, micro 
processor systems, microprocessor-based or programmable 
consumer electronics, minicomputers, mainframe computers 
and the like. The invention may also be practiced in distrib 
uting computing environments where tasks are performed by 
remote processing devices that are linked through a network. 
[0041] As used herein, a storage area network (SAN) is an 
architecture to attach remote computer storage devices (such 
as disk arrays, tape libraries and optical jukeboxes) to servers 
in such a way that, to the operating system, the devices appear 
as locally attached. 
[0042] The invention can also be embodied as computer 
readable code on a computer readable medium. The computer 
readable medium is any data storage device that can store 
data, which can thereafter be read by a computer system. 
Examples of the computer readable medium include hard 
drives, network attached storage (NAS), read-only memory, 
random-access memory, CD-ROMs, CD-Rs, CD-RWs, 
DVDs, Flash, magnetic tapes, and other optical and non 
optical data storage devices. The computer readable medium 
can also be distributed over a network coupled computer 
systems so that the computer readable code is stored and 
executed in a distributed fashion. 
[0043] While this invention has been described in terms of 
several preferable embodiments, it will be appreciated that 
those skilled in the art upon reading the speci?cations and 
studying the drawings will realiZe various alternation, addi 
tions, permutations and equivalents thereof. It is therefore 
intended that the present invention includes all such alter 
ations, additions, permutations, and equivalents as fall within 
the true spirit and scope of the claims. 
What is claimed is: 
1. A method of rebuilding a replacement drive used in a 

RAID group of drives, comprising: 
tracking data modi?cation operations continuously during 

use of the drives; 
saving the tracked data modi?cations to a log in a persistent 

storage, the tracked data modi?cations being associated 
with stripe data present on the drives; and 

rebuilding a failed one of the drives with a replacement 
drive, the rebuilding being facilitated by referencing the 
log from the persistent storage, and the log facilitating 
reading only portions of stripe data from surviving 
drives and omitting reading of portions from the drives 
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where no data was written, so that the rebuilding only 
rebuilds the stripe data to the replacement drive. 

2. The method of rebuilding a replacement drive as recited 
in claim 1, wherein RAID level-5 writes data in stripes across 
multiple drives. 

3. The method of rebuilding a replacement drive as recited 
in claim 1, wherein the replacement drive is rebuilt using the 
stripe data present on surviving drives that did not experience 
a failure, and the replacement drive completes the RAID 
group of drives. 

4. The method of rebuilding a replacement drive as recited 
in claim 1, wherein modi?cation operation include one or 
more of write operations, delete operations, or update opera 
tions. 

5. The method of rebuilding a replacement drive as recited 
in claim 1, wherein the log identi?es particular stripes to 
rebuild. 

6. The method of rebuilding a replacement drive as recited 
in claim 6, wherein the log provides ?ags identifying written 
or no data. 

7. The method of rebuilding a replacement drive as recited 
in claim 6, wherein rebuild time is reduced as a percentage of 
amount of stripes not requiring rebuild. 

8. The method of rebuilding a replacement drive as recited 
in claim 1, wherein the log is stored in a relational database, 
a disk drive, a ROM, or a Flash Memory. 

9. A method of creating storage area network Zones, com 
prising: 

identifying a plurality of storage devices; 
assigning each of the plurality of storage devices to a 

logical group, the logical group being identi?ed by char 
acteristics; 

presenting the plurality of storage devices as part of the 
logical group without regard to enclosure identi?ca 
tions; 

assigning access control properties to the logical group, 
which provide access to the plurality of storage devices. 

10. A method of creating storage area network Zones as 
recited in claim 9, wherein one or more grouping rules are 
created and stored in a storage area network Zone. 

11. A method of creating storage area network Zones as 
recited in claim 10, further comprising: 

discovering each storage device in the Zone; and 
retrieving properties of each storage. 
12. A method of creating storage area network Zones as 

recited in claim 10, wherein the characteristics include one or 
more of location, name, purpose, physical attribute, orlogical 
attribute. 


