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Various information object repository selection procedures 
for determining Which of a number of information object 
repositories should service a request for the information 
object include a direct cache selection process, a redirect 
cache selection process, a remote DNS cache selection pro 
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action. 
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Mapping Between Client Addresses and Addresses of 
Caches to Support Content Delivery”, ?led Apr. 28, 
2000. 

[0003] (b) US. Provisional Patent Application No. 
60/ 200,401, entitled “System and Method for Discover 
ing Optimum Information Object Repositories in Com 
puter Networks (WILD Protocol)”, ?led Apr. 28, 2000. 

[0004] (c) US. Provisional Patent Application No. 
60/ 200,51 1, entitled “System and Method for Using 
URLs to Map Application Layer Content Names to Net 
work Layer Anycast Addresses”, ?led Apr. 28, 2000. 

[0005] (d) US. Provisional Patent Application No. 
60/200,402, entitled “System and Method for Using 
Network Layer URL Routing to Locate the Closest 
Server Carrying Speci?c Content (NURL Routing)”, 
?led Apr. 28, 2000. 

[0006] (e) US. Provisional Application No. 60/200,403, 
entitled “System and Method for Resolving Network 
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[0007] This application is also a Continuation-in-Part of 
US. Patent Application 09/ , entitled “System and 
Method for Discovering Information Objects and Informa 
tion Object Repositories in Computer Networks”, ?led Mar. 
15, 2001. 

FIELD OF THE INVENTION 

[0008] The present invention relates to a system and 
method for the discovery of information objects and servers 
storing information objects distributed over computer net 
works. More particularly, the present invention provides a 
system and method for using a mapping between client 
addresses and addresses of caches to support content delivery. 

BACKGROUND 

[0009] An internetwork is a collection of computer net 
works interconnected by nodes, each such node may be a 
general-purpose computer or a specialiZed device, such as a 
router. As such, an internetwork is often called a network of 
networks. The purpose of building an internetwork is to pro 
vide information services to end nodes; each end node may be 
a general-purpose computer or a specialiZed device, such as a 
camera or a display. The Internet is an internetwork in which 
information is organiZed into packets to be distributed on a 
store-and forward manner from source to destination end 
nodes, and in which routers and end nodes use the Internet 
Protocol (IP) to communicate such packets. 

[0010] The World Wide Web (also known as WWW or 
Web) has become an essential information service in the 
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Internet. The Web constitutes a system for accessing linked 
information objects stored in end nodes (host computers) all 
over the Internet. Bemers-Lee wrote the original proposal for 
a Web of linked information objects (T. Bemers-Lee, “Infor 
mation Management: A Proposal,” CERN Document, March 
1989). The Web consists of a vast collection of information 
objects organiZed as pages, and each page may contain links 
to other pages or, more generally, information objects with 
which content is rendered as audio, video, images, text or 
data. Pages are viewed by an end user with a program called 
a browser (e.g., Netscape Navigator). The Web browser runs 
in an end system at the user premises. The client (Web 
browser) obtains the required information objects from a 
server (Web server) using a request-response dialogue as part 
of the Hypertext Transfer Protocol (HTTP). Information 
objects are identi?ed by means of names that are unique 
throughout the Internet; these names are called Uniform 
Resource Locators or URLs. A URL consists of three com 
ponents: the protocol or scheme to be used for accessing the 
object (e.g., http), the name (a DNS name) of the host on 
which the object is located, and a local identi?er that is unique 
in the speci?ed host. 

[0011] Like any large-scale system, the Web requires the 
use of mechanisms for scaling and reliability. More speci? 
cally, as the number of information objects that can be 
obtained through the Web increases, people ?nd it more dif 
?cult to locate the speci?c information objects they need. 
Furthermore, as the number of Web users and servers 
increase, the sites or servers that store the requested informa 
tion objects may be very far from the users requesting the 
objects, which leads to long latencies in the access and deliv 
ery of information, or the servers storing the information 
objects may be overwhelmed with the number of requests for 
popular information objects. 

[0012] It was clear soon after the birth of the Web that the 
simple client-server architecture underlying the Web proto 
cols would not scale to the number of clients and servers and 
volume of tra?ic the popularity of the Web would be demand 
ing very soon. To address this impending crisis research 
efforts were started, that continue today, to develop solutions 
to this scaling problem based on the cache model used in other 
areas of computer science. In general, the results of these 
efforts have taken the form of caching proxy servers that 
intercept Web requests destined for Web servers in the Inter 
net, and attempt to service these requests from a cache of 
objects retrieved for previous requests. In the event of a cache 
miss the origin server is contacted, the content loaded to the 
cache, and the client’s request is then satis?ed. As with all 
cache-based systems the goal of these solutions is to replace 
many expensive, slow data fetches with one expensive, slow 
fetch and many fast, cheap ones. As will be reviewed below, 
this effort, while regularly facing new challenges and dilem 
mas, has generally made steady progress towards providing a 
solution to the problem of the access and delivery of Web 
content that can scale to the global reach now envisioned for 
the Web. 

[0013] To enable the Web to scale to support large and 
rapidly increasing numbers of users and a vast and growing 
collection of information objects, the information objects in 
the Web must be stored distributedly at multiple servers, in a 
way that users can retrieve the information objects they need 
quickly and without overwhelming any one of the servers 
storing the objects. Accordingly, distributing information 
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objects among multiple sites is necessary for the Web to scale 
and be reliable. The schemes used to accomplish this are 
called Web caching schemes. In a Web caching scheme, one 
or multiple Web caches or proxy Web servers (information 
object repositories, which term can also encompass origin 
content servers) are used in computer networks and the Inter 
net to permit multiple host computers (clients) to access a set 
of information objects from sites other than the sites from 
which the content (information objects or just objects) are 
provided originally. Web caching schemes support discover 
ing the sites where information objects are stored, distributing 
information objects among the Web caches, and retrieving 
information objects from a given Web cache. The many pro 
posals and implementations to date differ on the speci?c 
mechanisms used to support each of these services. 

[0014] Re?ecting the growing importance of the Web as an 
infrastructure technology, a Web caching industry has 
appeared and prospered in recent years. Initially the products 
of this industry were caching proxy servers for use by orga 
niZations connected to the Internet that wanted to both reduce 
the utiliZation of their expensive ISP services, and to improve 
the Web browsing experiences of their users. More recently, 
however, a new segment of this industry has evolved that 
serves the needs of the Web server providers. These services, 
typically called Web content delivery services, involve the 
hosting of Web content for a fee. These services allow Web 
server providers to deploy content whose popularity attracts 
larger audiences than can be supported by their existing Web 
server infrastructure without having to perform the expensive 
upgrades to their server and network infrastructure that would 
otherwise be required. This has proven to be a lucrative seg 
ment of the Web caching industry and has changed a number 
of fundamental assumptions made by previous research in 
developing Web caching solutions. 

[0015] The traditional approach to Web caching, called cli 
ent-directed Web caching here, has made the fundamental 
assumption that Web caching was done by, and for the bene?t 
of Web users. As a result, the designs of Web caching solu 
tions developed to date have been based on a number of 
concrete assumptions, such as the following: 

[0016] (l) the cache server used by a client is con?gured 
statically or quasi-statically; 

[0017] (2) the caching infrastructure is owned and 
deployed by many organizations and therefore must 
inter-operate over the open Internet; and 

[0018] (3) the number of URLs served is unknown. 

[0019] In contrast, the assumptions that can be made by 
these new Web caching services, called server-directed Web 
caching here, are signi?cantly less restrictive, such as the 
following: 

[0020] (l) the cache used by a client is determined 
dynamically; 

[0021] (2) the caching infrastructure is owned and 
deployed by one entity, and can have non-standard com 
ponents; and 

[0022] (3) the number of URLs served is known. 

[0023] It seems clear that these new assumptions provide 
signi?cant new latitude in the design of a Web caching service 
that may allow for signi?cantly more e?icient solutions than 
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those developed based on the more restrictive assumptions 
underlying the previous client-directed solutions. 

[0024] Web caching proxies intercept Web requests des 
tined for Web servers in the Internet (thus the name “proxy”), 
and attempt to service these requests from a cache of objects 
retrieved for previous requests (thus the name “caching”). In 
the event of a cache miss the origin server is contacted, the 
content loaded to the cache, and the client’s request is then 
satis?ed. These early efforts involved stand-alone caches (Ari 
Luotonen, Henrik Frystyk Nielsen, and Tim Berbers-Lee. 
Cem httpd. http://www/w3/org/Daemon, July 1996), whose 
only source of content on a cache miss was the original 
content server. While somewhat effective at lightening the 
load on Web servers and the network infrastructure, it quickly 
became clear that standalone caches presented a new 
dilemma: while the hit rate experienced by a cache improves 
as the number of clients using the cache grows, so does the 
cache server’s load. The effectiveness of web caches at reduc 
ing server and network load was limited by the compute and 
I/O power of the cache servers. While the power of these 
servers was growing, it was not growing as fast as the volume 
of Web tra?ic. Therefore it was clear that, while standalone 
Web caches might delay the day of reckoning, they would not 
be able to eliminate it. 

[0025] On realiZing this in the 1995-96 time-frame, 
researchers began working on solutions to allow multiple 
Web caches to cooperate in servicing a larger set of clients. It 
was hoped that the ability to support a large and scalable set of 
clients would provide a long-term solution to Web server and 
network overload. 

[0026] Many methods exist in the prior art for determining 
the server, cache, mirror server, or proxy from which infor 
mation objects should be retrieved. The prior art dates to the 
development of the ARPANET in the 1970s and the study and 
implementation of methods to solve the ?le allocation prob 
lem (FAP) for databases distributed over the ARPANET and 
computer networks in general. 

[0027] File allocation methods for distributed databases 
(e.g., W. W. Chu, “Optimal File Allocation in a Multiple 
Computer System,” IEEE Transactions on Computers, Octo 
ber 1969; S. Mahmoud and J. S. Riordon, “Optimal Alloca 
tion of Resources in Distributed Information Networks,” 
ACM Transactions on Data Base Systems, Vol. 1, No. 1, 
March 1976; H. L. Morgan and K. D. Levin, “Optimal Pro 
gram and Data Locations in Computer Networks,” Commu 
nications of the ACM, Vol. 20, No. 5, May 1977) and direc 
tory systems (e. g., W. W. Chu, “Performance of File Directory 
Systems for Data Bases in Star and Distributed Networks,” 
Proc. National Computer Conference, 1976, pp. 577-587; D. 
Small and W. W. Chu, “A Distributed Data Base Architecture 
for Data Processing in a Dynamic Environment,” Proc. COM 
PCON 79 Spring) constitute some of the earliest embodi 
ments of methods used to select a delivery site for accessing 
a ?le or information object that can be replicated at a number 
of sites. 

[0028] Another example of this prior art is the method 
described by Chiu, Raghavendra and Ng (G. Chiu, C. S. 
Rahgavendra, and S. M. Ng, “Resource Allocation with Load 
Balancing Consideration in Distributed Computing Sys 
tems,” Proc. IEEE INFOCOM 89, Ottawa, Ontario, Canada, 
April 1989, pp. 758-765). According to this method, several 
identical copies of the same resource (e. g., a ?le, an informa 
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tion object) are allocated over a number of processing sites 
(e.g., a mirror server, a cache) of a distributed computing 
system. The method attempts to minimiZe the cost incurred in 
replicating the resource at the processing sites and retrieving 
the resource by users of the system from the processing sites. 

[0029] Several different approaches exist in the prior art for 
discovering information objects in Web caching schemes. 
Recent work has addressed the same resource allocation and 
discovery problems within the context of Internet services. 
Guyton and Schwartz (J . D. Guyton and M. F. SchwartZ, 
“Locating Nearby Copies of Replicated Internet Servers,” 
Technical Report CU-CS-76295, Department of Computer 
Science, University of Colorado-Boulder, February 1995; 
Proc. ACM SIGCOMM 95 Conference, Cambridge, Mass., 
August 1995, pp. 288-298) describe and analyZe server loca 
tion techniques for replicated Internet services, such as Net 
work Time Protocol (NTP) servers and Web caches. Guyton 
and Schwartz propose gathering location data with router 
support in two ways. In one method, routers advertise the 
existence or absence of replicated servers as part of their 
normal routing exchanges involving network topological 
information. Routers examine a distance metric for the adver 
tised servers in a way that each router retains knowledge of at 
least the nearest servers. In this way, each router in an inte 
metwork has enough knowledge to direct client requests to 
the nearest servers, without necessarily having to maintain 
knowledge of all the servers in the intemetwork. In another 
method, servers poll routers for the content of their routing 
tables. Guyton and Schwartz also describe a method for gath 
ering location data using routing probes without router sup 
port by means of measurement servers. According to this 
method, measurement servers explore the routes to the repli 
cated servers providing services and content to clients. When 
a client asks a measurement server for a list of nearby servers 
from which to request a service, the measurement server takes 
into account the route back to the client in deciding the list of 
servers that appear closer to the client. 

[0030] One approach to object discovery consists in orga 
niZing Web caches hierarchically. In a hierarchical Web cache 
architecture, a parent-child relationship is established among 
caches; each cache in the hierarchy is shared by a group of 
clients or a set of children caches. A request for an informa 
tion object from a client is processed at a lowest-level cache, 
which either has a copy of the requested object, or asks each 
of its siblings in the hierarchy for the object and forwards the 
request to its parent cache if no sibling has a copy of the 
object. The process continues up the hierarchy, until a copy of 
the object is located at a cache or the root of the hierarchy is 
reached, which consists of the servers with the original copy 
of the object. 

[0031] One of the earliest examples of hierarchical Web 
caching was the Discover system (A. Duda and M. A. Shel 
don, “Content Routing in Networks of WAIS Servers, Proc. 
IEEE 14 th International Conference on Distributed Comput 
ing Systems,” June 1994; M.A. Sheldon, A. Duda, R. Weiss, 
J. W. O’Toole, Jr., and D. K. Gifford, “A Content Routing 
System for Distributed Information Servers,” Proc. Fourth 
International Conference on Extending Database Technol 
ogy, March 1994), which provides associative access to serv 
ers; the user guides the re?nement of requests. 

[0032] Harvest (A. Chankhunthod, P. DanZing, C. Neer 
daels, M. SchwartZ, and K. Worrell, “A Hierarchical Internet 
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Object Cache,” Proc. USENIX Technical Conference 96, San 
Diego, Calif., January 1996) and Squid (D. Wessels, “Squid 
Internet Object Cache,” http:// www.squid.org, August 1998) 
are two of the best known hierarchical Web cache architec 
tures. Harvest and Squid con?gure Web caches into a static 
hierarchical structure in which a Web cache has a static set of 
siblings and a parent. The Internet Caching Protocol or ICP 
(D. Wessels and K. Claffy, “Internet Cache Protocol (ICP), 
Version 2,” RFC 2186, September 1997) is used among Web 
caches to request information objects. 

[0033] In the Harvest hierarchies, siblings and parents are 
con?gured manually in Web caches or proxies; this is very 
limiting and error prone, because recon?guration must occur 
when a cache enters or leaves the system. A more general 
limitation of hierarchical Web caching based on static hierar 
chies is that the delays incurred in routing requests for infor 
mation objects can become excessive in a large-scale system, 
and the latency of retrieving the information object from the 
cache with a copy of the object can be long, because there is 
no correlation between the routing of the request to a given 
cache in the hierarchy and the network delay from that cache 
to the requesting client. Furthermore, some Web caches may 
be overloaded with requests while others may be underuti 
liZed, even if they store the same objects. 

[0034] In the WebWave protocol (A. Heddaya and S. 
Mirdad, “WebWave: Globally Load Balanced Fully Distrib 
uted Caching of Hot Published Documents,” Technical 
Report BU-CS-96024, Boston University, Computer Science 
Department, October 1996; A. Heddaya and S. Mirdad, 
“WebWave: Globally Load Balanced Fully Distributed Cach 
ing of Hot Published Documents,” Proc. IEEE 17 th Intema 
tional Conference on Distributed Computing Systems, Balti 
more, Md., May 1997) Web caches are organiZed as a tree 
rooted at the server that provides the original copy of one 
object or a family of information objects; the leaves of the tree 
are the clients requesting the information objects, and the rest 
of the nodes in the tree are Web caches. The objective of the 
protocol is to achieve load balancing among Web caches; 
each Web cache in such a tree maintains a measurement of the 
load at its parent and children in the tree, and services or 
forwards the request to its parent automatically based on the 
load information. This approach reduces the possibility of 
overloading Web caches as in the Harvest approach to hier 
archical Web caching; however, delays are still incurred in the 
propagation of Requests from heavily loaded Web caches to 
their ancestors in the Web hierarchy. 

[0035] Hash routing protocols (K. W. Ross, “Hash Routing 
for Collections of Shared Web Caches,” IEEE Network, Vol. 
11, No. 6, November 1997, pp 37-44) constitute another 
approach to support object discovery in shared caches. Hash 
routing protocols are based on a deterministic hashing 
approach for mapping an information object to a unique 
cache (D. G. Thaler and C. V. Ravishankar, “Using Name 
Based Mappings To Increase Hit,” IEEEACM Trans. Net 
working, 1998; V. Valloppillil and J. Cohen,“Hierarchical 
HTTP Routing Protocol,” Internet Draft, http//:www.nlanr 
.net/Cache/ICP/dra?-vinod-icp-traf?c-dist-00.txt) to distrib 
ute the information objects (universal resource locator or 
URL in the case of the Web) among a number of caches; the 
end result is the creation of a single logical cache distributed 
over many physical caches. An important characteristics of 
this scheme is that information objects are not replicated 
among the cache sites. The hash function can be stored at the 
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clients or the cache sites. The hash space is partitioned among 
the N cache sites. When a client requires access to an infor 
mation object o, the value of the hash function for o, h(o), is 
calculated at the client or at a cache site (in the latter case the 
cache Would be con?gured at the client, for example). The 
value of h(o) is the address of the cache site to contact in order 
to access the information object o. 

[0036] The Cache Resolver is another recent approach to 
hierarchical Web caching (D. Karger, E. Lehman, T. Leigh 
ton, M. Levine, D. LeWin, and R. Panigrahy, “Consistent 
Hashing and Random Trees: Distributed Caching Protocols 
for Relieving Hot Spots on the World Wide Web,” Proc. 29 th 
ACM Symposium on Theory of Computing (STOC 97), El 
Paso, Tex., 1997; D. Karger, Sherman, A. Berkheimer, B. 
Bogstad, R. Dhanidina, K. IWamoto, B. Kim, L. Matkins, and 
Y. Yerushalmi, “Web Caching With Consistent Hashing,” 
Proc. 8 th International World Wide Web Conference, Tor 
onto, Canada, May 1999). This approach combines hierarchi 
cal Web caching With hashing and consists of tWo main tools, 
random cache trees and consistent hashing. A tree of Web 
caches is de?ned for each information object. When a 
broWser (client) requires an information object, it picks a leaf 
of the tree and submits a request containing its identi?er, the 
identi?er of the object, the sequence of caches through Which 
the request is to be routed if needed. A Web cache receiving a 
request it determines if it has a local copy of the page and 
responds to the request if it does; otherWise, it forWards the 
request to the next Web cache in the path included in the 
request. A Web cache starts maintaining a local copy of an 
information object When the number of requests it receives 
for the object reaches a prede?ned number. A client selects a 
Web cache by means of consistent hashing, Which dissemi 
nates requests to leaves of the Web caching hierarchy evenly 
but, unlike traditional hashing techniques, need not redistrib 
ute an updated hash table every time a change occurs in the 
caching hierarchy (e.g., a neW Web cache joins or a Web cache 
fails). Because caching is dif?cult to implement or add to 
existing Web broWsers, the Cache Resolver approach imple 
ments the hashing in DNS (Internet Domain Name Service) 
servers modi?ed to ?t this purpose. The remaining limitations 
With this approach stem from the continuing use of a hierar 
chy of Web caches and the need to implement a hashing 
function in either Web clients or DNS servers. Routing a 
request through multiple Web Caches can incur substantial 
delays for clients to retrieve information objects that are not 
popular among other clients assigned to the same Web cache 
by the hashing function. Additional delays, even if small, are 
incurred at the DNS server that has to provide the address of 
the Web cache that the client should access. Furthermore, the 
DNS servers supporting the consistent hashing function must 
receive information about the loading of all the Web caches in 
the entire system, or at least a region of the system, in order to 
make accurate load-balancing decisions. 

[0037] This DNS-based approach, Without the use of hier 
archies of Web caches, is advocated in the Akamai CDN 
solution (F. T. Leighton and D. M. LeWin, “Global Hosting 
System,” US. Pat. No. 6,108,703, Aug. 22, 2000). The “glo 
bal hosting system”advocated by Akamai assumes that a con 
tent provider services an HTML document in Which special 
URLs specifying a domain name speci?c to Akamai. When 
the client needs to obtain the IP address of the Web cache 
hosting the content speci?ed in the special URL, the client 
?rst contacts its local DNS. The local DNS is pointed to a 
“top-level” DNS server that points the local DNS to a regional 
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DNS server that appears close to the local DNS. The regional 
DNS server uses a hashing function to resolve the domain 
name in the special URL into the address of a Web cache 
(hosting server) in its region, Which is referred to as the target 
Web cache in the present application, in a Way that the load 
among Web caches in the region is balanced. The local DNS 
passes the address of that Web cache to the client, Which in 
turn sends its request for the information object to that Web 
cache. If the object resides in the target Web cache, the cache 
sends the object to the client; otherWise, the object is retrieved 
from the original content site. 

[0038] The global hosting system advocated by Akamai 
Was intended to address problems associated With traditional 
load-balanced mirroring solutions in Which a load balancer or 
a hierarchy of load balancers redirect requests to one of a feW 
hosting sites to balance the load among such sites. Companies 
such as Cisco Systems of Santa Clara, Calif., F5 NetWorks, 
Inc. of Seattle, Wash., Resonate, Inc. of Sunnyvale, Calif., 
Nortel NetWorks of Brampton, Ontario, and Foundry Net 
Works, Inc. of San Jose, Calif. currently provide examples of 
load-balanced solutions. The limitations of the global hosting 
system are inherent to the fact that the approach is, in essence, 
a DNS-based load-balanced mirroring solution. The global 
hosting system selects a target Web cache based entirely on 
the region that appears to favor the local DNS, Which need not 
favor the client itself, and balances the load among Web 
caches Without taking into account the latency betWeen the 
Web caches and the clients. In the case of a cache miss, the 
information object has to be retrieved from the original con 
tent site, Which means that latencies in the delivery of content 
can vary Widely, unless the content is mirrored in all the 
caches of all regions. 

[0039] In summary, While these hierarchies and hash-based 
solutions provide a signi?cant improvement in effectiveness 
over their stand-alone predecessors, they give rise to the fol 
loWing neW dilemma: While increasing cache hit rates, and, 
thereby increasing the server and netWork load, these solu 
tions tend to increase the request latency seen by a Web client. 
Hierarchies increase the average number cache hops needed 
to reach an object, While hashing is insensitive to the distance 
betWeen a client and the cache site it selects, Which also 
increases the average number of hops needed to reach an 
object. 

[0040] Another alternative approach to hierarchical Web 
caching and hash routing protocols consists of forWarding 
client requests for URLs using routing tables that are very 
similar to the routing tables used today for the routing of IP 
packets in the Internet (L. Zhang, S. Michel, S. Floyd, andV. 
Jacobson, “Adaptive Web Caching: ToWards a NeW Global 
Caching Architecture,” Proc. Third International WWW 
Caching Workshop, Manchester, England, June 1998, B. S. 
Michel, K. Nikoloudakis, P. Reiher, and L. Zhang, “URL 
ForWarding and Compression in Adaptive Web Caching,” 
Proc. EEE Infocom 2000, Tel Aviv, Israel, April 2000). 
According to this approach, Which is referred to as “URL 
request forWarding” herein, Web caches maintain a “URL 
request routing table” and use it to decide hoW to forWard 
URL requests to another Web caches When requested infor 
mation objects are not found locally. The keys of the URL 
request routing tables are URL pre?xes, Which are associated 
With one ore more identi?ers to the next-hop Web caches or 
cache groups, and a metric re?ecting the average delay to 
retrieve a request from a matching URL. 
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[0041] In this approach, an entry in the URL request routing 
table speci?es a URL pre?x and the next-hop Web cache 
towards an area or neighborhood of Web caches where the 
object resides. Ideally, a Web cache needs to know where a 
copy of a given object resides; however, because of the large 
number of objects (identi?ed by URLs) that can be requested 
in a system, the URL request forwarding approach requires 
Web caches to be organized into areas or neighborhoods. All 
Web caches within the same area know the objects available 
in every other Web cache in the same area. In addition, for 
those objects that are not found in the area of a Web cache, the 
Web cache also maintains the next-hop Web cache towards 
the area in which a Web cache with the content resides. 

[0042] Unfortunately, this approach has several scaling and 
performance limitations. First, requiring each Web cache to 
know all the Web caches where each object in the area resides 
incurs a large overhead, which is akin to the overhead of a 
traditional topology-broadcast protocol for IP routing, with 
the added disadvantage that the number of objects that can 
reside in an area can be much larger than the number of IP 
address ranges maintained in backbone routers of the Inter 
net. Second, because Web caches only know about the next 
hop towards a URL that does not reside in a region, a request 
for an object that lies outside the area of a Web cache may 
traverse multiple Web-cache hops before reaching a Web 
cache in the area where an object is stored. This introduces 
additional latencies akin to those incurred in the caching 
hierarchies proposed in other schemes discussed above. 
Third, it is dif?cult to modify Web caches in practice to 
implement the mechanisms needed for the forwarding of 
URL requests. 

[0043] To reduce the delays incurred in hierarchical Web 
caches, Tewari, Dahlin, Vrn and Kay (R. Tewari, “Architec 
tures and Algorithms for Scalable Wide-area Information 
Systems,” Ph. D. Dissertation, Chapter 5, Computer Science 
Department, University of Texas at Austin, August 1998; R. 
Tewari, M. Dahlin, H. M. Vin, and J. S. Kay, “Design Con 
siderations for Distributed Caching on the Internet,” Proc. 
IEEE 19 th International Conference on Distributed Comput 
ing Systems, May 1999) introduce hint caches within the 
context of a hierarchical Web caching architecture. According 
to this scheme, a Web cache maintains or has access to a local 
hint cache that maintains a mapping of an object to the iden 
ti?er of another Web cache that has a copy of the object and is 
closest to the local hint cache. Web caches at the ?rst level of 
the hierarchy maintain copies of information objects, while 
Web caches at higher levels only maintain hints to the objects. 
Hints are propagated along the hierarchy topology from the 
Web caches lower in the hierarchy to Web caches higher in the 
hierarchy. Furthermore, a Web cache with a copy of an object 
does not propagate a hint for the object. The limitation with 
this approach is that a Web caching hierarchy must still be 
established, which needs to be done manually in the absence 
of an automated method to establish the hierarchy, and the 
Web caching hierarchy must match the locality of reference 
by clients to reduce control overhead. 

[0044] Another approach to reducing the latencies incurred 
with cache hierarchies consists of replacing the cache hierar 
chy with a directory (centralized or hierarchical) containing 
information about the objects kept at every cache. (Li Fan, Pei 
Cao, Jussara Almeida, and Andrei Z. Broder, “Summary 
cache: A scalable wide-area web cache sharing protocol,” in 
Proceedings Sigcomm '98. ACM, October 1998. http://ww 
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w.cs.wisc.edu/cao/papers summarycache.html; Syam 
Gadde, Michael Rabinovich, and Jeff Chase, “Reduce, reuse, 
recycle: An approach to building large internet caches,” in 
Proceedings 6 th Workshop on Hot Topics in Operating Sys 
tems, May 1997, Alex Rousskov and Duane Wessels, “Cache 
digests,” in Proceedings 3 rd International WWW Caching 
Workshop, June 1998, http://?wwwcacheja.net/events/work 
shop/papers.html., Renu Tewari, Michael Dahlin, Harrick M. 
Vin, and Jonathan S. Kay, “Design considerations for distrib 
uted caching on the internet,” Technical report, Department of 
Computer Sciences, University of Texas Austin, October 
1998, http://www.cs.utexas.edu/users/UTCS/techrepor‘ts/.) 
This directory is then used by a cache on a miss to determine 
the closest cache site holding the desired content. The limi 
tations of this directory-based approach is that the directory 
site(s) must receive information about all caches in the sys 
tem. 

[0045] A number of proposals exist to expedite the dissemi 
nation of information objects using what is called “push dis 
tribution” and exempli?ed by Backweb, Marimba and Point 
cast (“BackWeb: http://www.backweb.com/”; “Marimba: 
http://www.marimba.com/”; “Pointcast: http://www.point 
cast.com/”). According to this approach, a Web server pushes 
the most recent version of a document or information object 
to a group of subscribers. The popular Internet browsers, 
Netscape and Internet Explorer, use a unicast approach in 
which the client receives the requested object directly from 
the originating source or a cache. As the number of subscrib 
ers of a document or information object increases, the unicast 
approach becomes inef?cient because of processing overhead 
at servers and proxies and tra?ic overhead in the network. The 
obvious approach to make push distribution scale with the 
number of subscribers consists of using multicast technology. 
According to this approach (P. Rodriguez and E. W. Briesack, 
“ Continuous Multicast Push of Web Documents over The 

Internet,” IEEE Network Magazine, Vol. 12, No. 2, pp. 18-31, 
1998), a document is multicasted continuously and reliably 
within a multicast group. A multicast group is de?ned for a 
given Web document and subscribers join the multicast group 
of the Web document they need to start receiving the updates 
to the document. A multicast group consist of the set of group 
members that should receive information sent to the group by 
one or multiple sources of the multicast group. The main 
shortcoming of this particular approach to push distribution 
are the following: 

[0046] (l) the portion of the Internet where subscribers 
are must support multicast routing distribution; and 

[0047] (2) a multicast address and group must be used for 
each Web document that is to be pushed to subscribers, 
which becomes dif?cult to manage as the number of 
documents to be pushed increases. 

[0048] Furthermore, Rodriguez, Biersack, and Ross (P. 
Rodriguez, E. W. Biersack, and K. W. Ross, “Improving The 
Latency in The Web: Caching or Multicast?,” Proc. Third 
WWW Caching workshop, Manchester, UK, June 1998.) 
have shown that multicasting Web documents is an attractive 
alternative to hierarchical Web caching only when the docu 
ments to be pushed are very popular, caching distribution 
incurs less latency. 

[0049] Kenner and Karush (B. Kenner andA. Karush, “Sys 
tem and Method for Optimized Storage and Retrieval of Data 
on a Distributed Computer Network,” US. Pat. No. 6,003, 
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030, Dec. 14, 1999) propose a method for expediting the 
delivery of information objects to end users. In this method, 
the end user site is equipped with special software in addition 
to the Web browser. This software consists of a con?guration 
utility and a client program. The con?guration utility is used 
to download a delivery site ?le specifying a list of the delivery 
sites (Web caches or originating Web servers) from which the 
information objects can be retrieved and a suite of tests that 
can be run to determine which delivery site to contact. The 
limitations with this approach stem from the fact that it is not 
transparent to end user sites. In particular, the end user site 
needs to run additional software; performance tests must be 
conducted from the end-user site to one or more delivery sites 
to decide which site to use; and when changes occur to the 
delivery sites, a new version of the delivery site ?le must be 
retrieved by the end-user site, or new performance tests must 
be conducted. 

[0050] Another approach to helping select servers in a com 
puter network (Z. Fei, S. Bhattacharj ee, E. W. Zegura, and M. 
H. Ammar, “A Novel Server Selection Technique for Improv 
ing The Response Time of a Replicated Service,” Proc. IEEE 
Infocom 98, March 1998, pp. 783-791) consists ofbroadcast 
ing server loading information after a certain load threshold 
or time period is exceeded. The limitation of this approach is 
that, just as with topology-broadcast protocols used for rout 
ing in computer networks, the scheme incurs substantial over 
head as the number of servers increases. 

[0051] Another recent approach to directing clients to host 
ing sites with requested information objects or services is the 
replica routing approach proposed by Sightpath, Inc. (D. K. 
Gifford, “Replica Routing,” US. Pat. No. 6,052,718, Apr. 18, 
2000). According to the Replica Routing approach, an infor 
mation object or service is replicated in a number of replica 
servers. The replica routing system redirects a client request 
ing the information object or service to a “nearby” replica of 
the object or service. In one approach, all replica routers know 
the replica advertisements from each of the replica servers in 
the system, which summarize information about their loca 
tion and observations about the local internetwork topology 
and performance. Using this ?ooding of advertisements, a 
replica router discerns which replica server appears nearby 
any one client. However, requiring each replica router to 
receive the advertisements from every other replica server 
becomes impractical as the number of replica servers and 
replica routers increases. 

[0052] To remedy this problem, replica routers are orga 
nized into a hierarchy, and replica advertisements are propa 
gated only part way up such router hierarchy. A client request 
is routed to the root of the hierarchy and from there is for 
warded down the hierarchy, until it reaches a replica router 
with enough knowledge about the replica’s intemetwork 
location to make an informed redirection decision. This 
approach has similar performance and scaling limitations as 
the prior approaches summarized above based on hierarchies 
of Web caches, ?ooding of information among caches or 
servers, and forwarding of requests over multiple hops. 

[0053] Another recent approach to directing clients to host 
ing sites with requested information objects or services is the 
enhanced network services method by Phillips, Li, and Katz 
(S. G. Phillips, A. J. Li, and D. M. Katz, “Enhanced Network 
Services Using a Subnetwork of Communicating Proces 
sors,” US. Pat. No. 6,182,224, Jan. 30, 2001.). Insofar as 
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directing clients to servers, the enhanced network services 
method is very similar to the gathering of location data with 
router support advocated by Guyton and Schwartz described 
previously. As in the Guyton and Schwartz’s approach, rout 
ers using the enhanced network services approach gather 
network topological data and also include as part of their 
normal routing exchanges information about the hosts that 
can provide content and services to clients; routers can then 
rank the hosts according to their relative distance in the net 
work. In addition to data regarding hosts that can provide 
services, routers in the enhanced network services approach 
can include in their normal routing exchanges host informa 
tion regarding logged-in users and willingness to pay for 
performing a designated service. In contrast to the proposal 
by Guyton and Schwartz, the enhanced network services 
approach does not attempt to limit the amount of network 
topological information that routers need to exchange in 
order to direct clients to best quali?ed servers. This approach 
has, therefore, similar performance and scaling limitations as 
the prior approaches summarized above based on ?ooding of 
information among caches or servers, and forwarding of 
requests over multiple hops. 

SUMMARY OF THE INVENTION 

[0054] In one embodiment, a request for an information 
object is received from a client; and it is subsequently deter 
mined, according to an information object repository selec 
tion procedure, which of a number of information object 
repositories should service the request for the information 
object. Such determination is made without regard as to 
whether the information object is actually stored at the infor 
mation object repository selected according to the selection 
procedure. The information object repository selection pro 
cedure involves mapping an address of the client to an address 
of the selected information object repository. The mapping is 
made according to speci?ed performance metrics, which may 
be one or more of: average delay from the information object 
repository to the client, average processing delays at the infor 
mation object repository, reliability of a path from the infor 
mation object repository to the client, available bandwidth in 
said path, and loads on the information object repository. 

[0055] In most cases, the address of the information object 
repository is selected from a number of addresses of infor 
mation object repositories. Because the selection of the infor 
mation object repository is made without regards as to 
whether or not that information object repository actually 
contains a copy of the requested information object, some 
times the selected information object repository will need to 
be instructed to obtain a copy of the information object. 

[0056] Determining which of the number of information 
object repositories should service the request for the informa 
tion object may involve using one or more of the following: a 
direct cache selection process, a redirect cache selection pro 
cess, a remote DNS cache selection process, or a local DNS 
cache selection process. 

[0057] In the direct cache selection procedure, a Web server 
which received the request from the client, contacts a Web 
router to obtain an address of a topologically close informa 
tion object repository to the requesting client. In response, the 
Web server receives from the Web router, an address for the 
topologically close information object repository. The Web 
server then returns a URL which contains the address of the 
topologically close information object repository to the cli 
ent. 


















