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SYSTEM AND PROGRAM PRODUCT FOR 
ASSOCIATING EVENT CATEGORIZATION 

AND ROUTING WITH SECURITY 
AUTHORIZATION ROLES 

REFERENCE TO PRIOR APPLICATIONS 

[0001] This application is a continuation application of co 
pending US. patent application Ser. No. 10/808,847, ?led on 
Mar. 25, 2004, Which is hereby incorporated by reference. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 
[0003] In general, the present invention relates to a method, 
system and program product for associating event categori 
zation and routing With security authorization roles. Speci? 
cally, the present invention alleviates the need for separate 
processing to route events and to determine authorization 
rights for interacting With the event. 
[0004] 2. RelatedArt 
[0005] As computer infrastructures have become more 
advanced, increased functionality has been provided. One 
function common Within many infrastructures is the capabil 
ity to generate alerts or events as changes to the resources 
Within the infrastructures occur. For example, if a client or 
application Within the infrastructure fails, an information 
technology (IT) event detailing the failure can be generated 
and transmitted to the server. Once received, the server 
handles the categorization and routing of the event to appro 
priate destinations (e.g., users or groups of users). 
[0006] Current event management solutions separate the 
concepts of categorizing and routing events from the security 
of the events. Speci?cally, it is normally left up to secondary 
processing to determine Whether a client application has the 
correct credentials to interact (e.g., read and/ or Write) With an 
event (or group of events). That is, the security authorization 
process is not performed at the time the event is received/ 
retrieved or routed to the client. Accordingly, after an event is 
received and categorized, it is routed to the client Where 
security permissions are determined and enforced. This not 
only increases the amount of processing that must be per 
formed at the client side, but it could also lead to unnecessary 
routing of events to clients that are not authorized to interact 
thereWith. 
[0007] To this extent, no existing solution alloWs security 
authorization to be performed on the server side as categori 
zation is occurring. That is, no existing solution alloWs secu 
rity permission determination to occur prior to the routing of 
an event to its destination. In vieW of the foregoing, there 
exists a need for a method, system and program product for 
associating event categorization and routing With security 
authorization roles. Speci?cally, a need exists for a system 
Whereby association of security authorization roles occurs on 
the server side. A further need exists for the association of 
security authorization roles to occur prior to the routing of 
events to the appropriate destinations. 

SUMMARY OF THE INVENTION 

[0008] In general, the present invention provides a method, 
system and program product for associating event categori 
zation and routing With security authorization roles. Speci? 
cally, under the present invention, When an event is received 
on a server, it is stored and then categorized. In being catego 
rized, an event group pertaining to the event is identi?ed. 
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Based on the group of events, a set (e.g., one or more) of 
destinations to Which the event should be routed can be deter 
mined. The group of events is then associated With an access 
control list (ACL) that contains entries identifying users (or 
groups of users) and their permissions to interact With events 
in that group. Once the association is made, the event (and 
optionally the ACL itself) is routed/published to the appro 
priate destinations. Based on the permissions contained in the 
ACL, the destinations Will interact With the event accordingly. 
In addition, because the association is performed on the 
server side, the present invention also accommodates syn 
chronous operations Whereby a user or group of users can 
query the server about an event and interact thereWith accord 
ing to their listed permissions. 
[0009] A ?rst aspect of the present invention provides a 
method for associating event categorization and routing With 
security authorization roles, comprising: receiving an event 
on a server; identifying an event group pertaining to the event; 
determining a set of destinations associated With the event 
group for receiving the event; and associating the event group 
With an access control list (ACL) corresponding to the set of 
destinations, Wherein the ACL includes a set of entries that 
each identify at least one user and a permission of the at least 
one user for interacting With the event. 
[0010] A second aspect of the present invention provides a 
system for associating event categorization and routing With 
security authorization roles, comprising: an event reception 
system for receiving an event on a server; a categorization 
system for categorizing the event by identifying an event 
group pertaining to the event; a destination system for deter 
mining a set of destinations associated With the event group 
for receiving the event; and a list association system for 
associating the event group With an access control list (ACL) 
corresponding to the set of destinations, Wherein the ACL 
includes a set of entries that each identify at least one user and 
a permission of the at least one user for interacting With the 
event. 

[0011] A third aspect of the present invention provides a 
program product stored on a recordable medium for associ 
ating event categorization and routing With security authori 
zation roles, Which When executed, comprises: program code 
for receiving an event on a server; program code for catego 
rizing the event by identifying an event group pertaining to 
the event; program code for determining a set of destinations 
associated With the event group for receiving the event; and 
program code for associating the event group With an access 
control list (ACL) corresponding to the set of destinations, 
Wherein the ACL includes a set of entries that each identify at 
least one user and a permission of the at least one user for 
interacting With the event. 
[0012] Therefore, the present invention provides a method, 
system and program product for associating event categori 
zation and routing With security authorization roles. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] These and other features of this invention Will be 
more readily understood from the folloWing detailed descrip 
tion of the various aspects of the invention taken in conjunc 
tion With the accompanying draWings in Which: 
[0014] FIG. 1 depicts a system for associating event cat 
egorization and routing With security authorization roles 
according to the present invention. 
[0015] FIG. 2 depicts the association of an event group With 
an ACL according to the present invention. 
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[0016] FIG. 3 depicts a method ?ow diagram according to 
the present invention. 
[0017] The drawings are not necessarily to scale. The draw 
ings are merely schematic representations, not intended to 
portray speci?c parameters of the invention. The drawings are 
intended to depict only typical embodiments of the invention, 
and therefore should not be considered as limiting the scope 
of the invention. In the drawings, like numbering represents 
like elements. 

DETAILED DESCRIPTION OF THE DRAWINGS 

[0018] As indicated above, the present invention provides a 
method, system and program product for associating event 
categorization and routing with security authorization roles. 
Speci?cally, under the present invention, when an event is 
received on a server, it is stored and then categorized. In being 
categorized, an event group pertaining to the event is identi 
?ed. Based on the group of events, a set (e.g., one or more) of 
destinations to which the event should be routed can be deter 
mined. The group of events is then associated with an access 
control list (ACL) that contains entries identifying users (or 
groups of users) and their permissions to interact with events 
in that group. Once the association is made, the event (and 
optionally the ACL) is routed to the appropriate destinations. 
Based on the permissions contained in the ACL, the destina 
tions will interact with the event accordingly. In addition, 
because the association is performed on the server side, the 
present invention also accommodates synchronous opera 
tions whereby a user or group of users can query the server 
about an event and interact therewith according to their listed 
permissions. 
[0019] Referring now to FIG. 1, a system 10 for associating 
event categorization and routing with security authorization 
roles according to the present invention is shown. As 
depicted, system 10 includes server 12 in communication 
with clients 50A-C (operated by users 52A-C. It should be 
understood that system 10 is intended to represent only an 
illustrative computer infrastructure. To this extent, any quan 
tity of clients and servers could be shown. In addition, system 
10 should be understood to include other resources (e.g., 
hardware and software) not shown. 
[0020] In any event, communication between server 12 and 
clients 50A-C could occur over any type of network such as 
the Internet, a local area network (LAN), a wide area network 
(WAN), a virtual private network (VPN), etc. Such commu 
nication could occur via a direct hardwired connection (e.g., 
serial port), or via an addressable connection that may utilize 
any combination of wireline and/or wireless transmission 
methods. Moreover, conventional network connectivity, such 
as Token Ring, Ethernet, WiFi or other conventional commu 
nications standards could be used. Still yet, connectivity 
could be provided by conventional TCP/IP sockets-based 
protocol. In this instance, clients 50A-C couldutilize an Inter 
net Service Provider to establish connectivity to server 12. 
These concepts also apply to any direct (e.g., peer-to-peer) 
communication that could optionally be provided among cli 
ents 50A-C. 

[0021] Server 12 generally comprises central processing 
unit (CPU) 14, memory 16, bus 18, input/output (I/O) inter 
faces 20, external devices/resources 22 and storage unit 24. 
CPU 14 may comprise a single processing unit, or be distrib 
uted across one or more processing units in one or more 

locations, e.g., on a client and server. Memory 16 may com 
prise any known type of data storage and/or transmission 
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media, including magnetic media, optical media, random 
access memory (RAM), read-only memory (ROM), a data 
cache, etc. Moreover, similar to CPU 14, memory 16 may 
reside at a single physical location, comprising one or more 
types of data storage, or be distributed across a plurality of 
physical systems in various forms. 
[0022] U0 interfaces 20 may comprise any system for 
exchanging information to/ from an external source. External 
devices/resources 22 may comprise any known type of exter 
nal device, including speakers, a CRT, LCD screen, handheld 
device, keyboard, mouse, voice recognition system, speech 
output system, printer, monitor/display, facsimile, pager, etc. 
Bus 18 provides a communication link between each of the 
components in server 12 and likewise may comprise any 
known type of transmission link, including electrical, optical, 
wireless, etc. 
[0023] Storage unit 24 can be any system (e.g., database) 
capable of providing storage for information under the 
present invention. Such information could include, for 
example, events 60, etc. As such storage unit 24 could include 
one or more storage devices, such as a magnetic disk drive or 
an optical disk drive. In another embodiment, storage unit 24 
includes data distributed across, for example, a local area 
network (LAN), wide area network (WAN) or a storage area 
network (SAN) (not shown). Although not shown, additional 
components, such as cache memory, communication sys 
tems, system software, etc., maybe incorporated into server 
12. 

[0024] Shown in memory 16 of server 12 is event handling 
system 30. Under the present invention, event handling sys 
tem 30 allows the categorization and routing of events to be 
associated with security authorization roles on server 12. It 
should be understood that, as used herein, the term “event” is 
intended to refer to any type of behavior or message related 
thereto occurring within system 10 that requires noti?cation 
of clients 50A-C and/or some type of corrective action. For 
example, if an application program loaded on server 12 that is 
used by one or more clients 50A-C fails, an event would be 
generated. Similarly, if a client or an application program 
loaded thereon fails, and event would be generated (and com 
municated to server 12). Accordingly, in a typical embodi 
ment, the term “event” refers to an information technology 
(IT) event occurring within system 10 and its corresponding 
noti?cation/message detailing the failure. 
[0025] As indicated above, previous technologies sepa 
rated the categorization and routing of events from the secu 
rity authorization process. To this extent, although event rout 
ing was handled on a server, the security authorization 
processing for the events occurred on individual clients. This 
required the individual clients to access various permissions 
for interacting with the events. In sharp contrast, the present 
invention merges the two processes so that an event is routed 
to clients 50A-C along with any applicable permissions. 
[0026] The functions of the present invention will be 
described in conjunction with FIGS. 1 and 2 collectively. As 
?rst shown in FIG. 1, event handling system 30 generally 
includes event reception system 32, storage system 34, cat 
egorization system 36, destination system 38, list association 
system 40, routing system 42, query reception system 44 and 
event retrieval system 46. Assume in an illustrative example 
that client 50C (or a system loaded thereon has failed). In such 
an instance, an event would be generated and communicated 
to server 12. The event would be received by event reception 
system 32, and then optionally stored in storage unit 24 by 
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storage system 34. As Will be further described below, the 
storage of events allows for the synchronous access thereof in 
the future. Regardless, after the event has been received (and 
stored), categorization system 36 Will categorize the event by 
determining an event group pertaining thereto. 

[0027] Referring to FIG. 2, the relationship betWeen event 
70 and event group 72 is shoWn in greater detail. In general, 
each event group 72 has a group name ?eld, a group descrip 
tion ?eld and a selector expression ?eld. Assume in this 
illustrative example that each client 50A-C has its oWn event 
group 72. In a typical embodiment, the group name ?eld of 
the event group 72 Will set forth the host name of the corre 
sponding client 50A-C. Accordingly, in this example, the 
name of event group 72 could be the host name of client 50C. 
As such, all events occurring on client 50C could fall under 
event group 72. The description ?eld of event group 72 alloWs 
a speci?c explanation of the event group to be set forth. Still 
yet, the selector expression ?eld of event group 72 alloWs 
certain criteria to be set forth for determining Whether event 
70 is part of that event group 72. For example, the selector 
expression could indicate that any events originating from a 
client 50C having a host name matching that set forth in the 
name ?eld belongs to that event group 72. In such a case, any 
event that occurred on client 50C could be categoriZed under 
event group 72. 

[0028] Referring back to FIG. 1, once the event group for 
the event has been identi?ed, a set (e.g., one or more) of 
destinations for receiving the event Will be determined by 
destination system 38. As is Well known, the failure of one 
system could have rami?cations on other systems. Accord 
ingly, such other systems should receive the event. Determi 
nation of the set of destinations is performed based on the 
event group. Speci?cally, each event group has a particular set 
of destinations to Which event should be routed. A destination 
could include a single user/ client or a group of users/clients. 
In this example, assume that the set of destinations includes 
other users 52A-B. As such, the event Will be routed to clients 
50A-B. Before the event is routed, hoWever, list association 
system 40 Will associate/link an access control list (ACL) 
corresponding to the identi?ed set of destinations With the 
identi?ed event group 72 (FIG. 2). Speci?cally, the list asso 
ciation system 40 Will locate the one or more ACL(s) that 
correspond to the set of destinations and associate the same 
thereWith. 

[0029] Referring to FIG. 2, the association of ACL 78 to 
event group 72 Will be described in greater detail. As shoWn, 
ACL 78 includes a list name ?eld and a set of entries 80. In a 

typical embodiment, ACL 78 Will be associated With event 
group 72 based on its name ?eld. Accordingly, ACL 78 could 
be assigned the same name as event group 72 (e.g., the host 
name of client 50C). As further shoWn in FIG. 2, each entry 80 
has a type ?eld, an identi?er ?eld and a permission ?eld. The 
type ?eld indicates Whether entry 80 pertains to a “user” or a 
“group of users .” For example, entry 80 could be made appli 
cable to both users 52A-B, or only to a single user such as user 
52A. The identi?er ?eld Will speci?cally identify the user or 
group of users described in the type ?eld. For example, the 
identi?er could indicate users “52A and 52B” (or a single user 
depending on What is speci?ed in the type ?eld). The permis 
sion ?eld sets forth a permission for the applicable user(s) to 
interact With events falling Within the event group 72. Such 
permission could be “read,” “Write,” or “read/Write.” The 
“read” permission Would give the applicable user(s) the 
authority to subscribe to the queue 74 or topic 76 associated 
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With that event group 72. It also grants the applicable user(s) 
the authority to query events associated With that event group 
72. The “Write” permission has no bearing on queue 74 or 
topic 76 for event group 72, but it grants the applicable user(s) 
the authority to update or delete events associated With event 
group 72. The “read/Write” permission Would grant the appli 
cable user(s) both “read” and “Write” permissions. 
[0030] Referring back to FIG. 1, once the ACL 78 (FIG. 2) 
has been associated With the applicable event group 72 (FIG. 
2), routing system 42 Will route the event 70 (FIG. 2), and 
optionally the ACL 78 (FIG. 2) associated With event group 
72, to the set of destinations previously determined by desti 
nation system 38. If clients 50A-B receive both event 70 and 
ACL 78, this alleviates the need for either client 50A-B to 
query or otherWise independently access ACL 78. Based on 
the permissions in ACL 78, users 52A-B Will interact With 
event 70 accordingly. Conversely, if ACL 78 is not routed 
With event 70, users 52A-B could access the permissions 
contained therein on a subscription basis (e.g., by communi 
cating With server 12). For example, upon receiving event 70, 
users 50A-B could communicate With server 12. Such a com 

munication could speci?cally identify event 70 (e. g., accord 
ing to a unique identi?er assigned thereto by event handling 
system 30 upon initial receipt by server 12). Since event 70 
has been associated With ACL 78 on server 12, the permis 
sions for users 50A-B are easily and e?iciently determined. 
Similarly, users 52A-C could subscribe to certain “topics” for 
Which they Will receive related events. 

[0031] It should be appreciated that in addition to storing 
event 70, storage system 34 could also store the determined 
set of destinations, the identi?ed event group 72 pertaining to 
event 70 and/or the ACL 78 (or its association With event 
group 72) in storage unit 24. This alloWs the present invention 
to easily accommodate synchronous querying of events (as 
Well as the above example involving the asynchronous noti 
?cation of events). Speci?cally, clients 50A-C could also be 
provided With the capability to query server 12 to further 
interact With events. For example, assume that client 50A 
Wishes to later query server 12 to interact With event 70 (FIG. 
2). In this case, the query Would be received by query recep 
tion system 44. Event retrieval system 46 Would then retrieve 
event 70 and the ACL 78 from storage unit 24. Based on the 
permissions in ACL 78, user 50A could attempt to further 
interact With event 70. 

[0032] It should also be understood that the present inven 
tion can be realiZed in hardWare, softWare, or a combination 
of hardWare and softWare. Any kind of computer system(s)i 
or other apparatus adapted for carrying out the methods 
described hereiniis suited. A typical combination of hard 
Ware and softWare could be a general purpose computer sys 
tem With a computer program that, When loaded and 
executed, carries out the respective methods described herein. 
Alternatively, a speci?c use computer, containing specialiZed 
hardWare for carrying out one or more of the functional tasks 
of the invention, could be utiliZed. The present invention can 
also be embedded in a computer program product, Which 
comprises all the respective features enabling the implemen 
tation of the methods described herein, and WhIChiWheH 
loaded in a computer systemiis able to carry out these meth 
ods. Computer program, softWare program, program, or soft 
Ware, in the present context mean any expression, in any 
language, code or notation, of a set of instructions intended to 
cause a system having an information processing capability 
to perform a particular function either directly or after either 
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or both of the following: (a) conversion to another language, 
code or notation; and/or (b) reproduction in a different mate 
rial form. 
[0033] Referring noW to FIG. 3, a method ?oW diagram 100 
according to the present invention is shoWn. As depicted, ?rst 
step S1 is to receive an event on a server. Second step S2 is to 
identify an event group pertaining to the event. Third step S3 
is to determine a set of destinations associated With the event 
group for receiving the event. Fourth step S4 is to associate 
the event group With an access control list (ACL) correspond 
ing to the set of destinations. Fifth step S5 is to route the event 
(and optionally the ACL associated With the event group) to 
the set of destinations after the associating step. 
[0034] The foregoing description of the preferred embodi 
ments of this invention has been presented for purposes of 
illustration and description. It is not intended to be exhaustive 
or to limit the invention to the precise form disclosed, and 
obviously, many modi?cations and variations are possible. 
Such modi?cations and variations that may be apparent to a 
person skilled in the art are intended to be included Within the 
scope of this invention as de?ned by the accompanying 
claims. For example, the illustrative representation of event 
handling system 30 shoWn in FIG. 1 is not intended to be 
limiting. That is, the functions of the present invention 
described herein could be represented by a different con?gu 
ration of systems. 
We claim: 
1. A system for associating event categorization and rout 

ing With security authorization roles, comprising: 
an event reception system for receiving an event on a 

server; 
a categorization system for categorizing the event by iden 

tifying an event group pertaining to the event; 
a destination system for determining a set of destinations 

associated With the event group for receiving the event; 
and 

a list association system for associating the event group 
With an access control list (ACL) corresponding to the 
set of destinations, Wherein the ACL includes a set of 
entries that each identify at least one user and a permis 
sion of the at least one user for interacting With the event, 

Wherein the event is an information technology (IT) event 
pertaining to a computer system in communication With 
the server. 

2. The system of claim 1, further comprising a routing 
system for routing the event to the set of destinations after the 
event group is associated With the ACL. 

3. The system of claim 1, Wherein the computer system is 
a client. 
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4. The system of claim 1, further comprising an event 
storage system for storing the event on the server. 

5. The system of claim 4, further comprising; 
a query reception system for receiving a query for the event 

on the server from a requestor; and 
an event retrieval system for retrieving the event from 

storage, Wherein the event and the ACL associated With 
the event group are routed to the requestor. 

6. The system of claim 1, Wherein the event group has a 
group name, a group description and a selector expression. 

7. The system of claim 6, Wherein the list association 
system associates the group name of the event group With a 
list name of the ACL. 

8. A program product stored on a recordable medium for 
associating event categorization and routing With security 
authorization roles, Which When executed, comprises: 
program code for receiving an event on a server; 
program code for categorizing the event by identifying an 

event group pertaining to the event; 
program code for determining a set of destinations associ 

ated With the event group for receiving the event; and 
program code for associating the event group With an 

access control list (ACL) corresponding to the set of 
destinations, Wherein the ACL includes a set of entries 
that each identify at least one user and a permission of 
the at least one user for interacting With the event, 

Wherein the event is an information technology (IT) event 
pertaining to a computer system in communication With 
the server. 

9. The program product of claim 8, further comprising 
program code for routing the event to the set of destinations 
after the event group is associated With the ACL. 

10. The program product of claim 8, Wherein the computer 
system is a client. 

11. The program product of claim 8, further comprising 
program code for storing the event on the server. 

12. The program product of claim 11, further comprising; 
program code for receiving a query for the event on the 

server from a requestor; and 
program code for retrieving the event from storage, 

Wherein the event and the ACL associated With the event 
group are routed to the requester. 

13. The program product of claim 8, Wherein the event 
group has a group name, a group description and a selector 
expression. 

14. The program product of claim 13, Wherein the program 
code for associating associates the group name of the event 
group With a list name of the ACL. 

* * * * * 


