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(57) ABSTRACT 

In a network supporting transactions between clients and 
servers and proxies that are interposable in a network path 
between at least one client and at least one server, wherein a 
pair of proxies can modify a packet stream between a client 
and a server such that packet data from the client to the server 
is transformed at a client-side proxy of the proxy pair and 
untransformed at a server-side proxy of proxy pair and such 
that packet data from the server to the client is transformed at 
the server- side proxy and untransformed at the client- side 
proxy, a method and apparatus for a discovering proxy to 
transparently discover its position in a proxy pair by using 
proxy signals to indicate to other proxies that could pair with 
the discovering proxy. A discovering proxy might determine 
that it is a client-side proxy by receipt of a packet from client 
without a proxy signal. A discovering proxy might determine 
that it is a server-side proxy by receipt of a packet from server 
without a return proxy signal. Once a proxy pair is discov 
ered, that proxy pair might transform tra?ic from the server to 
the client or vice versa, transforming the traf?c at one proxy 
of the proxy pair and untransforming the tra?ic at the other 
proxy of the pair. 
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COOPERATIVE PROXY AUTO-DISCOVERY 
AND CONNECTION INTERCEPTION 

CROSS-REFERENCES TO RELATED 
APPLICATIONS 

[0001] This application is a continuation of co-pending 
Nonprovisional patent application Ser. No. 10/640,459 ?led 
Aug. 12, 2003 entitled “Content Delivery for Client-Server 
Protocols With User Af?nities Using Connection End-Point 
Proxies,” incorporating by reference US. patent application 
Ser. No. 10/640,562, also ?led Aug. 12, 2003 entitled Coop 
erative Proxy Auto-Discovery and Connection Interception. 
[0002] The present disclosure is related to the following 
commonly assigned US. Patent Applications: 
[0003] US. patent application Ser. No. 10/285,315 entitled 
“Transaction Accelerator for Client-Server Communication 
Systems” (hereinafter “McCanne I”) ?led on Oct. 30, 2002, 
now US. Pat. No. 7,120,666 B2 issued Oct. 10, 2006, is 
incorporated by reference herein for all purposes. 
[0004] US. patent application Ser. No. 10/285,330 entitled 
“Content-Based Segmentation Scheme for Data Compres 
sion in Storage and Transmission Including Hierarchical Seg 
ment Representation” (hereinafter “McCanne II”) ?led on 
Oct. 30, 2002, now US. Pat. No. 6,667,700 issued Dec. 23, 
2003, is incorporated by reference herein for all purposes. 
[0005] US. patent application Ser. No. 10/640,405 entitled 
“Transparent Client-Server Transaction Accelerator” (here 
inafter “McCanne III”) ?led on Aug. 12, 2003 now US. 
Publication No. 2004/0215746 published Oct. 28, 2004, is 
incorporated by reference herein for all purposes. 

FIELD OF THE INVENTION 

[0006] The present invention relates generally to network 
ing and proxies, and more speci?cally to establishing com 
munication between and through proxy agents in a data net 
work. 

BACKGROUND OF THE INVENTION 

[0007] A network is typically used for data transport among 
devices at network nodes distributed over the network. Some 
networks are considered “local area networks” (LANs), oth 
ers are considered “wide area networks” (WANs), although 
not all networks are so categoriZed and others might have both 
LAN and WAN characteristics. Often, a LAN comprises 
nodes that are all controlled by a single organization and 
connected over dedicated, relatively reliable and physically 
short connections. An example might be a network in an 
of?ce building for one company or division. By contrast, 
often a WAN comprises nodes that might include nodes over 
which many different organiZation’s data ?ow, and might 
involve physically long connections. In one example, a LAN 
might be coupled to a global intemetwork of networks 
referred to as the “Internet” such that tra?ic from one node on 
the LAN passes through the Internet to a remote LAN and 
then to a node on that remote LAN. 

[0008] Data transport is often organiZed into “transac 
tions”, wherein a device at one network node initiates a 
request for data from another device at another network node 
and the ?rst device receives the data in a response from the 
other device. By convention, the initiator of a transaction is 
referred to herein as the “client” and the responder to the 
request from the client is referred to herein as the “server”. 
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[0009] Notably, in some instances, what is normally 
thought of as the client is in fact the server, as with the 
example of a window system referred to as “X”. In some 
instances, a device, program, or other computing entity can be 
a client for some transactions and a server for others. For 
example, suppose device A and device B are coupled by a 
network and device A makes a request for data of device B. 
For that transaction, device A is the client and device B is the 
server. Now, if device B only responds to authorized requests, 
device B might make a request of device A for authentication 
data. Thus, for the authentication transaction, device B would 
be the client and device A would be the server, the reverse of 
the roles for the data request transaction. 

[0010] As explained above, a transaction over a network 
involves bidirectional communication between two comput 
ing entities, where one entity is the client and initiates a 
transaction by opening a network channel to another entity 
(the server). Typically, the client sends a request or set of 
requests via a set of networking protocols over that network 
channel, and the request or requests are processed by the 
server, returning responses. Many protocols are connection 
based, whereby the two cooperating entities (sometimes 
known as “hosts”) negotiate a communication session to 
begin the information exchange. In setting up a communica 
tion session, the client and the server might each maintain 
state information for the session, which may include infor 
mation about the capabilities of each other. At some level, the 
session forms what is logically (or physically, in some cases) 
considered a “connection” between the client and server. 
Once the connection is established, communication between 
the client and server can proceed using state from the session 
establishment and other information and send messages 
between the client and the server, wherein a message is a data 
set comprising a plurality of bits in a sequence, possibly 
packaged as one or more packets according to an underlying 
network protocol. Typically, once the client and the server 
agree that the session is over, each side disposes of the state 
information for that transaction, other than possibly saving 
log information. 
[0011] To realiZe a networking transaction, computing 
hosts make use of a set of networking protocols for exchang 
ing information between the two computing hosts. Many 
networking protocols have been designed and deployed, with 
varying characteristics and capabilities. The Internet Protocol 
(IP), Transmission Control Protocol (TCP), and User Data 
gram Protocol (UDP) are three examples of protocols that are 
in common use today. Various other networking protocols 
might also be used. 
[0012] Since protocols evolve over time, a common design 
goal is to allow for future modi?cations and enhancements of 
the protocol to be deployed in some entities, while still allow 
ing those entities to interoperate with hosts that are not 
enabled to handle the new modi?cations. One simple 
approach to accomplishing interoperability is a protocol ver 
sion negotiation. In an example of a protocol version nego 
tiation, one entity informs the other entity of the capabilities 
that the ?rst entity embodies. The other entity can respond 
with the capabilities that the other entity embodies. Through 
this negotiation, each side can be made aware of the capabili 
ties of the other, and the channel communication can proceed 
with this shared knowledge. To be effective, this method must 
ensure that if one entity advertises a capability that the other 
entity does not understand, the second entity should still be 
able to handle the connection. This method is used in both the 
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IP and TCP protocols4each provides a mechanism by Which 
a variable length set of options can be conveyed in a message. 
The speci?cation for each protocol dictates that if one entity 
does not have support for a given option, it should ignore that 
option When processing the message. Other protocols may 
have a similar features that alloW for messages to contain data 
that is understood by some receivers of the data but possibly 
not understood by other receivers of the data, Wherein a 
receiver that does not understand the data Will not fail in its 
task and Will typically forWard on the not understood data 
such that another entity in the path Will receive that data. 
[0013] A message from a client to a server or vice-versa 
traverses one or more netWork “paths” connecting the client 
and server. A basic path Would be a physical cable connecting 
the tWo hosts. More typically, a path involves a number of 
physical communication links and a number of intermediate 
devices (e.g., routers) that are able to transmit a packet along 
a correct path to the server, and transmit the response packets 
from the server back to the client. These intermediate devices 
typically do not modify the contents of a data packet; they 
simply pass the packet on in a correct direction. HoWever, it is 
possible that a device that is in the netWork path betWeen a 
client and a server could modify a data packet along the Way. 
To avoid violating the semantics of the netWorking protocols, 
any such modi?cations should not alter hoW the packet is 
eventually processed by the destination host. 
[0014] While routing protocols generally control hoW 
packets are forWarded through a netWork, sometimes it is 
desirable to control the forwarding of an individual packet 
according to rules that override the normal packet routing 
logic. A common mechanism for accomplishing this is via a 
set of packet ?ltering rules. These rules specify characteris 
tics of individual packets and a desired action or actions to 
take on each individual packet that meets the characteristics. 
For example, a ?reWall employs certain packet ?lters to dic 
tate that some packets should be forWarded, While other pack 
ets should be rejected. 
[0015] Another mechanism that affects the forWarding of 
an individual packet and overrides the normal packet routing 
logic is netWork address translation (NAT). Using NAT, an 
entity that receives packets modi?es the packet’s destination 
and/or source address before passing on the packet. NAT is 
commonly used at the border betWeen one netWork of hosts 
and another netWork of hosts (or the Internet as a Whole). A 
router or other such device deployed at the border is con?g 
ured With a set of rules indicating Which packets should have 
the NAT operation applied, though this may in practice end up 
being all packets that traverse the device. In this scenario, a set 
of hosts canbe con?gured With a private range of IP addresses 
that is not exposed to other hosts in the netWorkirather the 
border router reWrites the source address of outgoing packets 
from the original host’s private address to one of a given set of 
public addresses. This Way, the destination server does not 
need to have routing information to reach the private address, 
since it perceives all connections as coming from the public 
address. The router maintains state such that for response 
packets coming back from the server (addressed to the public 
destination address), it reWrites the destination and forWards 
the packet to the original private address, thus routing the 
packet back to the original client host. 
[0016] NAT is also used by Layer 4 sWitch devices (“L4 
sWitches”). An L4 sWitch is a device that is deployed in the 
netWork path that can route all the packets for a particular 
connection to a destination that differs from the original des 

Dec. 25, 2008 

tination ?eld of each packet in the connection. A common 
deployment of L4 sWitches is for use in load balancing. In this 
type of deployment, a set of servers (each having distinct 
addresses) is deployed to share the load from client requests 
such that a connection from a client to a particular server 
(often called a virtual server) can be routed to and terminated 
by any server in the set. Rather than rely on the client to 
choose one of the given servers, an L4 sWitch is deployed in 
the netWork path betWeen the clients and this set of servers. 
The sWitch examines the packets and, based on its con?gu 
ration, uses NAT to forWard all packets from a particular 
client-server connection to a particular server in the set, and 
conversely, forWard all packets from that particular server to 
the client such that, to the client, the packets appear to come 
from the virtual server. 

[0017] Another related concept is that of a netWork proxy. 
A netWork proxy is a transport-level or application-level 
entity that functions as a performance-enhancing intermedi 
ary betWeen the client and the server. In this case, a proxy is 
the terminus for the client connection and initiates another 
connection to the server on behalf of the client. Alternatively, 
the proxy connects to one or more other proxies that in turn 
connect to the server. Each proxy may forWard, modify, or 
otherWise transform the transactions as they ?oW from the 
client to the server and vice versa. Examples of proxies 
include (1) Web proxies that enhance performance through 
caching or enhance security by controlling access to servers, 
(2) mail relays that forWard mail from a client to another mail 
server, (3) DNS relays that cache DNS name resolutions, and 
so forth. 

[0018] One problem that must be overcome When deploy 
ing proxies is that of directing client requests to the proxy 
instead of to the destination server. One mechanism for 
accomplishing this is to con?gure each client host or process 
With the netWork address information of the proxy. This 
requires that the client application have an explicit proxy 
capability, Whereby the client can be con?gured to direct 
requests to the proxy instead of to the server. In addition, this 
type of deployment requires that all clients must be explicitly 
con?gured and that can be an administrative burden on a 
netWork administrator. 

[0019] One Way around the problems of explicit proxy 
con?guration is to deploy a transparent proxy. The presence 
of the transparent proxy is not made explicitly knoWn to the 
client process, so all client requests proceed along the net 
Work path toWards the server as they Would have if there Were 
no transparent proxy. This might be done by placing the 
transparent proxy ho st in the netWork path betWeen the client 
and the server. An L4 sWitch is then employed so the proxy 
host can intercept client connections and handle the requests 
via the proxy. For example, the L4 sWitch could be con?gured 
so that all Web connections (i.e., TCP connections on port 80) 
are routed to a local proxy process. The local proxy process 
can then perform operations on behalf of the server. For 
example, the local proxy process could respond to the request 
using information from its local cache. When intercepting the 
connection, the L4 sWitch performs NAT so the connection 
appears to the client as having been terminated at the origin 
server, even though the client communicates directly With the 
proxy. In this manner, the bene?ts of a proxy can be realiZed 
Without the need for explicit client con?guration. 
[0020] Some bene?ts of a transparent proxy require that a 
proxy pair exist in the netWork path. For example, if a proxy 
is used to transform data in some Way, a second proxy pref 
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erably untransforrns the data. For example, where tra?ic 
between a client and a server is to be compressed or encrypted 
for transport over a portion of the network path between the 
client and the server, a proxy on one side of that portion would 
compress or encrypt data before it ?ows over that portion and 
a proxy on the other side of that portion would uncompress or 
decrypt the data and send it along the network path, thereby 
providing for transparent transformation of data ?owing 
between the client and the server. 
[0021] For actions that require a proxy pair, preferably both 
proxies in the proxy pair do not perform a transformation 
unless they can be assured of the existence and operation of 
the other proxy in the proxy pair. Where each proxy must be 
explicitly con?gured with indications of the pairs to which it 
belongs and to the identity of the other members of those 
pairs, the administrative burden on a network administrator 
might well make some operations infeasible if they require 
proxy pairs. Even where a proxy is interposed in a network 
and gets all of the tra?ic from a client or server, it still must 
discover the other member for each proxy pair the proxy 
needs, if the proxy is to perform actions that require proxy 
pairs. 

BRIEF SUMMARY OF THE INVENTION 

[0022] In a network supporting transactions between cli 
ents and servers and proxies that are interposable in a network 
path between at least one client and at least one server, 
wherein a pair of proxies can modify a packet stream between 
a client and a server such that packet data from the client to the 
server is transformed at a client-side proxy of the proxy pair 
and untransformed at a server-side proxy of proxy pair and 
such that packet data from the server to the client is trans 
formed at the server-side proxy and untransformed at the 
client-side proxy, a method and apparatus for a discovering 
proxy to transparently discover its position in a proxy pair by 
using proxy signals to indicate to other proxies that could pair 
with the discovering proxy. A discovering proxy might deter 
mine that it is a client-side proxy by receipt of a packet from 
client without a proxy signal. A discovering proxy might 
determine that it is a server-side proxy by receipt of a packet 
from server without a return proxy signal. Once a proxy pair 
is discovered, that proxy pair might transform traf?c from the 
server to the client or vice versa, transforming the traf?c at 
one proxy of the proxy pair and untransforming the tra?ic at 
the other proxy of the pair. 
[0023] In some variations, more than two proxies along a 
network path between a client and a server cooperate to 
transparently intercept and proxy network transactions. Once 
proxies discover each other, they can transparently intercept 
network transactions. Various actions might be taken as part 
of the interception, such as optimiZe the network transaction. 
One such optimiZation is to use the proxy pair to reduce 
bandwidth usage and apparent network latency. One 
approach to reducing bandwidth usage is to use segment 
cloning between pairs of proxies that span a limited band 
width network portion. One approach to reducing latency is to 
predict transactions and generate synthetic requests at a proxy 
such that portions of a transaction occur and might be trans 
ported prior to a client making the request. 
[0024] In yet other variations, a single proxy can be used 
between a client and server to intercept connections and do so 
transparently. One method for a transparent interception is to 
use the client address when connecting to the server and use 
the server address when connecting to the client. A pair of a 
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transparent proxies might be used to optimiZe a network 
transaction, wherein each transparent proxy can communi 
cate with the other using their actual network addresses, but 
using the client address for connecting to the server and the 
server address when connecting to the client. 
[0025] Other features and advantages of the invention will 
be apparent in view of the following detailed description and 
preferred embodiments. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0026] FIG. 1 is a block diagram of a networked system 
where a client-side proxy and a server-side proxy are inter 
posed in a network path between a client and a server. 
[0027] FIG. 2 is a block diagram of a networked system 
wherein various LANs are coupled to a WAN, some of which 
include proxy devices and some of which do not. 
[0028] FIG. 3 is a schematic diagram of a proxy device as 
might be used in the networked systems shown in FIGS. 1-2. 
[0029] FIG. 4 is a schematic diagram of the proxy device 
shown in FIG. 3, in terms of modules and storage compo 
nents. 

[0030] FIG. 5 is a layer diagram illustrating a position of an 
intercept layer. 
[0031] FIG. 6 is a schematic diagram of a packet including 
optional ?elds for signaling, and proxy devices. 
[0032] FIG. 7 is a ?owchart illustrating actions taken by an 
intercept module when a packet passes through a proxy 
device. 
[0033] FIG. 8 is a diagram illustrating multiple connections 
used for interactions between clients and servers over a WAN. 

[0034] FIG. 9 is a diagram illustrating the use of more than 
two proxy devices in a network path, including a client-side 
proxy, one or more middle proxies, and a server-side proxy. 

[0035] FIG. 10 is a diagram illustrating a connection 
de?ector housing intercept and NAT functions in a stand 
alone network device. 
[0036] FIG. 11 is a diagram illustrating a connection 
de?ector (CD) deployed to implement proxy interception in a 
manner that is fully transparent to a server. 
[0037] FIG. 12 is a diagram illustrating a client-side proxy 
(CP) and a server-side proxy (SP) situated with respect to a 
connection de?ector. 
[0038] FIG. 13 illustrates a variation of a proxy device, 
where a single proxy intercepts client connections and server 
connections, but interacts with each using the other’s address. 
[0039] FIG. 14 illustrates another variation, wherein a pair 
of proxy devices are used as shown in FIG. 13. 

DETAILED DESCRIPTION OF THE INVENTION 

[0040] The present invention has many applications, as will 
be apparent after reading this disclosure. In describing an 
embodiment of proxy discovery or network transaction inter 
ception according to the present invention, only a few of the 
possible variations are described. Other applications and 
variations will be apparent to one of ordinary skill in the art, 
so the invention should not be construed as narrowly as the 
examples, but rather in accordance with the appended claims. 
[0041] A general problem when deploying multiple net 
work entities in a cooperative scenario, in which the devices 
must coordinate and interact with one another, is that of 
con?guration. This problem is especially acute when trying to 
deploy cooperative transparent proxy functionality that 
depends on several cooperating network entities, such as 
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Where network traf?c between a client and a server is to be 
intercepted by one proxy that in turn communicates With one 
or more other proxies to process the netWork tra?ic. In gen 
eral, the proxies may modify or otherWise process the client 
server tra?ic using techniques that are incompatible With the 
original client-server protocol and thus require a proxy at 
some point to process the data back to a form that is compat 
ible With the original client-server protocol. The conversion 
of the data back into the compatible form could be a conver 
sion packet to data identical to What Was converted, but need 
not be identical so long as protocol requirements are met. 

[0042] Devices such as L4 sWitches can intercept netWork 
tra?ic Without explicit client and/or server con?guration, but 
that approach cannot accommodate proxy pairs, Where an 
intercepting device pairs With another intercepting device 
such that the ?rst device transforms the data and the second 
device untransforms the data to reconstitute exactly What the 
?rst device received or to generate data that is not exactly 
What the ?rst device received but is in conformance With the 
protocol. For example, transformation might include the 
removal of extraneous data and further transformation, While 
the untransformation does not add back the extraneous data 
but does an inverse of the further transformation. In such a 
scenario, a given proxy must still be aWare of the existence 
and netWork address information of the other cooperating 
proxies. For example, in a system Where tWo proxies are 
performing a transport layer compression operation such as 
the segment cloning described in McCanne I, the tWo proxies 
that form a proxy pair need to be aWare that there is a corre 
sponding proxy also in the netWork path to perform the com 
pression operation. 
[0043] As used herein, “proxy pairing” is a process of asso 
ciating tWo proxies. The tWo proxies are members of a proxy 
pair and each member of a proxy pair is aWare of the other 
member of the proxy pair and knoWs its address (or other 
identi?er). A given proxy can be a member of more than one 
proxy pair. Where a given proxy is a member of a plurality of 
proxy pairs, the other members of those proxy pairs can be 
distinct or can be duplicative, i.e., there might be more than 
one proxy pair that has the same tWo members. In some cases, 
a proxy pair might be generaliZed to a “proxy grouping” of 
more than tWo proxies for purposes equivalent to What a 
proxy pair might do. 
[0044] Generally, a proxy pair exists in relation to one or 
more transactions. Thus, proxy A and proxy B might be 
paired for some transactions and not others. Often, tWo prox 
ies are paired for all transactions betWeen pairs of particular 
clients and particular servers. In most instances, a proxy pair 
comprises a client-side proxy (“CP”) and a server-side proxy 
(“SP”) and each member of the proxy pair is aWare of Which 
side (client or server) they are on. 
[0045] The proxies in a proxy pair can become aWare of the 
pair and the other member (and Which side they are on) by 
being explicitly con?gured as a proxy in a proxy pair, the 
proxies can become aWare based on information provided by 
a client or a server (Which typically requires an appropriately 
con?gured client or server), or the proxies can automatically 
discover possible proxy pairs using techniques described 
herein. Naturally, if proxies can discover proxy pairs of Which 
they are members Without any assistance from a client, a 
server or a netWork con?gurator, in a Way that such discovery 
can have been transparent to clients and servers, operation 
and maintenance of a proxy pairing system is greatly simpli 
?ed. 
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[0046] Once the proxies in a proxy pair are aWare of the 
pairing and the other member, the pair can intercept netWork 
transactions. Once intercepted, such proxies are able to 
implement performance-enhancing optimizations to both the 
transport protocol as Well as the application data payloads in 
a transparent fashion and thus remain backWard compatible 
With existing deployments of clients and servers. With the 
pairing, the optimiZations need not conform to the end-to-end 
netWork protocol, as each proxy can undo nonconforming 
operations of the other proxy. 
[0047] Connection interception can be done by a number of 
different devices, Which might involve hardWare, softWare, or 
both. Interception can be done With a computer, computing 
device, peripheral, electronics, or the like, and/or using an 
application being executed or controlled by such element. 
The interception mechanism can be integrated into a netWork 
device such as a router or a bridge, such that some of the tra?ic 
that ?oWs through the device is altered by the interception 
mechanism. The interception mechanism may alternatively 
be integrated into the client and/or the server itself Thus, 
When describing herein a client-side proxy and/or server-side 
proxy, those terms need not necessarily refer to separate 
physical hosts or computing entities, but may be logical enti 
ties that are part of the client, the server, and/or any other 
routers, devices or hosts along the netWork path betWeen the 
client and server. 

[0048] The general term “proxy device” is used to refer to a 
proxy that could be a client-side proxy, a server-side proxy, or 

both (client-side proxy for some pairs/transactions, server 
side proxy for other pairs/transactions). The functionality 
described herein as the CP and the functionality described 
herein as the SP can exist in one proxy device, such that the 
proxy device functions as both an SP and a CP, simulta 
neously, for different client-server connections. 
[0049] It should be understood that While clients, servers 
and proxy devices are shoWn herein in various places as 
stand-alone boxes, clients, servers and proxies can be imple 
mented as discrete hardWare elements, softWare elements 
running on a programmable computing element (desktop 
computer, handheld device, router, sWitch, embedded logic 
device, etc.), ?rmWare, or some combination, running as dis 
tinct elements or integrated With other elements. For example, 
a router might include softWare to implement a proxy device 
(“PD”) that might be a CP or an SP for some transactions, 
With that CP or SP functionality entirely implemented as part 
of the router. 

[0050] FIG. 1 illustrates a simple example of a netWorking 
con?guration Wherein a proxy pair is interposed in a netWork 
path betWeen a client and a server. As shoWn there, system 
100 can be used for communications betWeen a client 102 and 
a server 104 across a netWork 103. In a number of examples, 

netWork 103 is a WAN, but this description is not so limited. 
A proxy pair comprises a client-proxy CP 108 and a server 
proxy SP 110. CP 108 is interposed betWeen client 102 and 
netWork 103, While SP 110 is interposed betWeen netWork 
103 and a server 104. 

[0051] For the sake of clarity and simplicity, client 102, 
server 104, CP 108, and SP 110 are shoWn as separate com 
puting entities, but that need not be the case. Most of the 
description beloW assumes that CP 108 and the SP are “in 
path” betWeen client 102 and server 104 such that all netWork 
packets sent from client 102 to server 104 pass through CP 
108, then SP 110, then reach server 104, and vice versa, but 
other paths are possible. There may be any number of other 
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hosts and/ or network devices (not shown), comprising a 
routed data network, between client 102 and CP 108 and SP 
110 and server 104. 

[0052] Later discussion describes elements of relevant sys 
tems with respect to the topology of FIG. 1, however other 
more complex topologies are possible. For example, FIG. 2 
shows how multiple devices can be present in a networked 
environment. 
[0053] In the topology of FIG. 2, four LANs 206 are 
coupled in an internetwork including a WAN 208, which 
interfaces to each of the LANs in this example via one of a 
plurality of routers 210, as might be conventionally used. 
Some LANs 206 are coupled to their respective routers 210 
directly (e.g., LAN 4), while others are coupled via a proxy 
device PD 220 (e.g., LAN 1, LAN 2, LAN 3). Note that each 
LAN 206 might support both clients and servers, each of 
which might use the services of their proxy device and pos 
sibly other proxy devices. 
[0054] As an example of a client-server connection, a client 
on LAN 1 might initiate a connection to a server on LAN 2. 
The connection could be proxied through PD 1 and PD 2 to 
enhance performance. Similarly, a client communicating 
from LAN 3 to a server on LAN 1 might bene?t if the con 
nection were proxied by PD 3 and PD 1. However, if a client 
on LAN 1 were to communicate with a server on LAN 4, no 

such paired proxying should occur because there is no proxy 
device present for LAN 4. Proxies are preferably able to 
automatically determine where and when other pairable prox 
ies are present on paths between a client and a server so that 
connections are not intercepted at either end unless a proxy 
pair is present. Preferably, connection interception between 
pairs of cooperating proxies is transparent to communication 
between the client and server. Transparency results when a 
client can act as if it is communicating directly with the server 
and the server can act as if it is communication directly with 
the client or when conditions are such that modi?cations or 
con?guration are not required at the client or the server to 
accommodate the use of proxy pairs. 

[0055] The proxy pairs are not limited to a homogeneous 
enterprise network, and can be used and deployed in con?gu 
rations where administrative boundaries are traversed. One 
advantage of this approach allows auto-discovery of such 
device relationships without requiring any explicit con?gu 
ration to interconnect devices in distinct administrative 
domains. For example, proxy devices could be placed within 
the data centers of one or more popular Web sites and within 
the access networks of one or more Internet service providers. 
In this way, connections from clients attached to the enabled 
service-provider network to enabled Web sites are intercepted 
and processed by the SP (in the Web site data center) and the 
CP (in the access network). Likewise, if two or more enter 
prises deployed these devices in their network infrastructure, 
then client-server connections traversing extranets of two 
enterprises that were enabled with such devices would have 
such connections proxied and processed. In both cases, when 
the client-server connection does not terminate at a proxy 
enabled site (or originate from a proxy-enabled site), then the 
tra?ic would not be processed and would not be in any way 
adversely impacted. 
[0056] FIG. 3 shows details of one example of a proxy 
device 220 as might be used in the systems described above. 
Proxy device 220 is shown comprising a processor 300 that 
interfaces to the network via network ports 302 (Port 0), 304 
(Port 1). Also shown is an optional failover bypass module 
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306, program code 310 for holding code representing various 
functionality, random-access memory (“RAM”) 312 for 
maintaining data structures used by processor 300, and a 
real-time clock/timer 314. 

[0057] In a typical operation, proxy device 220 receives a 
packet at port 0, processor 300 might perform some process 
ing, and the original packet or a modi?ed packet is sent out on 
port 1. In response to a failover signal, such as a signal 
indicating that processor 300 is inoperative, optional failover 
bypass module 306 might receive packets at port 0 and output 
those packets unchanged at port 1 and receive packets at port 
1 and output those packets unchanged at port 0. 
[0058] Failover bypass module 306 might be a dual-port 
Ethernet NIC with a failover capability. The NIC allows 
proxy device 220 to be inserted into the path of a l00BaseT or 
GigE connection, for example, and act as a transparent Eth 
ernet relay. The proxy device can be inserted into the path 
between a WAN router and a LAN switch simply by unplug 
ging the router from the switch, plugging it into one of the 
proxy device ports (e.g., port 0, port 1, etc.) and plugging the 
other NIC port into the LAN switch. In normal operation, 
traf?c that is not intercepted by a proxy module would be 
simply forwarded out the adjacent interface by a kernel inter 
rupt handler, much like an Ethernet bridge. Tra?ic that is 
processed locally is intercepted by proxy device kernel mod 
ule and delivered to a local proxy handling process running in 
user space. 

[0059] One potential limitation of this approach is that the 
device is now in the critical path of the network and represents 
a single point of failure. To address this issue, the dual-port 
NIC includes a failover mechanism that allows the NIC to 
automatically bypass the host under exceptional conditions. 
In particular, the NIC might include a physical bypass circuit 
built from mechanical relay switches that can short-circuit the 
two ports into a cross-over con?guration in the absence of a 
signal (such as a heartbeat signal) indicating that the device is 
operative to process data. In normal operation, the relays are 
engaged and packets are processed by the host. If such pack 
ets are part of an optimiZed connection, they are diverted to 
the engine process on the local host. Packets that arrive at the 
host but are not part of an optimiZed connection are simply 
relayed across the NIC to the adjacent port. However, when an 
exceptional condition arises (software crashes, power fails, 
etc.), the relays become disengaged. As a result, the two 
Ethernet cables that are plugged into the NIC become physi 
cally interconnected in a cross-over con?guration. A software 
crash is detected by the NIC using a hardware watchdog 
circuit on the board. If the watchdog circuit is not reset every 
second or so by the system software (i.e., because the soft 
ware fails or the operating system crashes), then the NIC 
disengages the relays, which bypasses the device even if the 
power remains on. 

[0060] Given the proxy device’s in-path vantage point, it is 
able to transparently intercept any tra?ic that it desires. 
Toward this end, an operator con?gures the device with the 
TCP/UDP port numbers and/or application types that are to 
be intercepted and optimiZed. All tra?ic types that are not so 
con?gured are simply passed through the device unmodi?ed. 
Connections that correspond to traf?c types that are con?g 
ured for interception are processed by elements that terminate 
the transport connection locally and process the client-server 
protocol messages using techniques described herein or their 
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equivalent. Support for each application/protocol type can be 
thought of as a “software blade” that is installed in the proxy 
device. 

[0061] FIG. 4 is a schematic diagram of proxy device 220 
shown in terms of modules and storage components. In a 
typical embodiment, the modules and agents might be imple 
mented a using code from program code 310 and storage 
components might be implemented as data structures in RAM 
312. In the example shown, proxy device 220 functions as a 
Layer 2 relay. FIG. 4 shows a set of proxy agents 402, an 
intercept module 406, a network protocol processing module, 
and network ports 410, 412. Optional failover components 
might be present, but are not shown in the ?gure. Among the 
data storage structures illustrated, a proxy mapping table 
(“PMT”) 422 and a NAT table 430 are shown. The network 
protocols processing module 420 implements the end-host 
versions of traditional network and transport protocols like 
the IP, TCP, UDP, and so forth. 

[0062] The two network interfaces 410, 412 cooperate 
through the intercept module. Intercept module 404 performs 
an operation akin to that of a two-port bridgeipackets that 
arrive on one interface are forwarded out the other interface. 
Unlike many bridge devices however, proxy device 220 is 
con?gured with a network address and as such, has a presence 
on the network and can be communicated with directly. Net 
work interfaces 410 and 412, on the other hand, are not 
assigned network-level addresses but, as usual, are assigned 
link-level addresses for sending and receiving packets over 
the attached LAN. When a packet arrives on either of the two 
network interfaces, if the packets are addressed to the proxy 
device 220ii.e., the address assigned to proxy device 220 is 
the same as the destination address of the arriving packeti 
then intercept module 404 directs the packets to the network 
protocol processing module 420. Packets that originate from 
within a process or module inside proxy device 220 are trans 
mitted out one or both of the network interfaces. In addition, 
intercept module 404 may alter the normal packet processing 
to cause traf?c to be intercepted and delivered to a local proxy 
agent, when in fact, the tra?ic was originally addressed to 
some other end host. 

[0063] A proxy agent 402 is instantiated as the terminus 
point for the client and server connections that are intercepted 
by proxy device 220. Alternatively, one global proxy agent 
might handle all proxy agent functions regardless of the num 
ber of connections handled. While exceptions might be pos 
sible, it is expected that one proxy agent wouldbe instantiated 
for each proxy pair of which proxy device 220 is a member 
and there is a one-to-one correspondence between proxy pairs 
and connections handled. Intercept module 406 includes 
logic to divert some network tra?ic to one of the proxy agents, 
which may in turn make additional network connections to 
other hosts to handle the network tra?ic. Intercept module 
406 may also modify packets and forward those packets out 
the host, as described below. When a proxy agent makes 
additional network connections to other hosts or other proxy 
devices, it may consult PMT 422, which maps server 
addresses to one or more nearby proxy addresses. This allows 
the proxy agent 402 to determine the server-side proxy to 
communicate with for the client-server session that it pro 
cesses. Proxy agent 402 might also consult NAT table 430 to 
determine the original destination or source address of pack 
ets (or of the connection end-points that carry the packets) if 
they had been rewritten. 
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[0064] The entries in PMT 422 could be manually popu 
lated by an operator using explicit knowledge of the deploy 
ment. However, while such manual con?guration provides a 
great deal of ?exibility, it also burdens the operator not only 
with a fairly complicated setup process, but also requires 
constant maintenance of these tables as the server and net 
work infrastructure evolve. A better approach is to automati 
cally discover the mapping as described herein. Performing 
such automatic discovery can be done without introducing 
any extra connection setup delay (for both intercepted as well 
as nonintercepted tra?ic). Thus, the entries in PMT 422 may 
be populated by intercept module 406 using methods 
described later. 
[0065] Intercept module 406 manages and utiliZes NAT 
table 430, which contains network address translation rules 
that are used to modify packets accordingly. 
[0066] In one embodiment of a proxy device, the proxy 
device is realiZed from a general-purpose computer running a 
standard operating system such as the LinuxTM or Microsoft 
Windows® operating systems with extensions. As a standard 
computing host, the proxy device’s operating system kernel 
might implement a standard network stack, with intercept 
module 406 added as extensions to the kernel environment. 
The proxy agents might run as user processes, with intercept 
module 406 using techniques described herein to divert client 
and/or server connections to a proxy process. 

[0067] FIG. 5 is a layer diagram illustrating a position ofan 
intercept layer in a network stack that could be implemented 
in the client and server end hosts. In this case, the only packets 
that are processed by the host are those that are addressed to 
it. This particular example shows the intercept module as a 
part of the network stack integrated between the link layer and 
the network layer. Thus, much as in the deployment described 
in FIG. 4, the intercept module has the opportunity to examine 
and potentially modify packets before they are processed by 
the network layer. This deployment scenario assumes that the 
client and/or the server would be con?gured with whatever 
functionality a proxy would be performing. As such, the 
proxy agent is not a separate process but is shown as a part of 
the client/ server process running as an application on the host. 
Furthermore, the end-host implementation could be com 
bined with the network device implementation in a hybrid 
con?guration. 

Probe Query 

[0068] FIG. 6 is a schematic diagram of a packet including 
optional ?elds for signaling, and proxy devices as might be 
used for probe queries and probe responses. Probe queries as 
described herein are one method or apparatus for signaling 
the presence of a proxy to other proxies. Probe responses as 
described herein are one method or apparatus for return proxy 
signaling in response to proxy signaling. 
[0069] As shown in FIG. 4, a proxy device includes two 
network ports (and might have more, unshown ports). For a 
transaction, one network port is associated with a client direc 
tion while the other network port is associated with a server 
direction. The proxy device treats the ?rst network port as the 
source of packets from the client and treats the second net 
work port as the source of packets from the server. For send 
ing packets towards the client, the proxy device uses the ?rst 
network port and for sending packets towards the server, the 
proxy device uses the second network port. While a particular 
network port might be towards a client for one transaction and 
towards a server for another transaction, the term “client port” 
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used With reference to a connection or transaction refers to 
Whichever port is being used to interface, directly or indi 
rectly, toWards the client and the term “server port” refers to 
the other port that is being used to interface, directly or 
indirectly, toWards the server. Also, When and if the proxy 
device does not knoW the port that is toWard the client or 
toWard the server, it may send a copy of the packet out both 
ports. 
[0070] Upon receipt of a packet from the client port Where 
the proxy device is a CP for the transaction associated With 
the received packet, the intercept module determines What 
actions to take on the received packet. If the PMT does not 
have an entry for a destination server associated With the 
destination found in the received packet, the intercept module 
attempts to learn Whether or not a corresponding SP exists on 
the netWork path, and if so, its netWork address. 
[0071] To detect and identify an SP, the CP’s intercept 
module constructs a probe query packet and transmits that 
packet toWards the server. The CP can then determine, based 
on the events that occur after sending the probe query packet, 
Whether or not there is an SP on the netWork path. Likewise, 
even if the PMT has a mapping for a particular destination 
server available and a connection request for that server is 
received, the CP intercept module optionally generates a 
probe query packet to refresh the mapping. Optionally, as 
described later herein, the intercept module may decide to 
handle the connection in other Ways, rather than probe for a 
server side proxy, based on user con?guration. 

[0072] In preferred implementations in particular net 
Works, the CP constructs a probe query packet by attaching a 
probe query option to the netWork or transport layer options 
portion of the connection request packet as illustrated in FIG. 
6. This alloWs optional messages to be piggybacked on an 
existing packet. Often, these optional messages are simply 
called “options”. The CP makes use of options data by attach 
ing a neW option to the list of options that is already present in 
the packet, thereby advertising its oWn existence on behalf of 
the client. The option code is an assigned number that 
uniquely identi?es the option as being a probe query. The CP 
may store some state in the PMT indicating that a probe has 
already been sent for the given server. 

[0073] After appending the option code, the probe query 
packet is forWarded along the netWork path toWards the server 
by the normal netWork delivery process. If an SP exists along 
this path, it detects the presence of a probe query option in the 
packet. The detecting SP then transmits a probe response 
back toWards the client, expecting that this probe response 
Will be detected by the CP. By sending this probe response, 
the SP informs the CP of its oWn existence, including related 
contact information (e.g., its netWork address and a transport 
port). In addition, after sending the probe response, the SP 
might not forWard the connection request packet toWards the 
server, instead dealing With it locally. Because the SP knoWs 
that a proxy pair can be formed With it and the signaling CP, 
the SP expects that the CP, upon receiving the probe response 
packet, Will intercept and proxy the connection. With the CP 
proxying the connection, the client’s connection request 
packet should not be forWarded to the server, Which Would 
respond by establishing a connection With the client. Instead, 
the SP Will establish a connection to the server as needed. 

[0074] One advantage to this approach is that if there is no 
SP on the path betWeen the CP and the server, the modi?ed 
connection request packet (i.e., the original packet With the 
appended probe query option) is received by the server host. 
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According to the netWork and transport protocol speci?ca 
tions, unrecogniZed options are ignored by participating 
hosts. Thus, When a server receives a modi?ed connection 
request from a client, the probe query option is ignored and a 
connection response packet is sent to the client, establishing 
a netWork session With the client exactly as if no probe option 
Were present in the connection request. Additionally, When 
the server sends a connection response packet along the net 
Work path toWards the client, the response passes through the 
CP. The CP can thereby implicitly detect that there is no SP on 
the path toWards that particular server and can act accord 
ingly. For example, the CP can just forWard traf?c or take 
other actions that do not require a proxy pair, or other actions 
as described herein. 

[0075] Other embodiments of the probe query mechanism 
may be realiZed as Well. When the CP intercepts a connection 
request packet, instead of modifying the packet and append 
ing a neW option code, it could stall the packet and instead 
send a probe query packet of any form toWards the server. For 
example, this alternative probe query could simply be a neW 
TCP connection request packet on a Well knoWn port that is 
intercepted by all SP agents. The CP then Waits for a certain 
amount of time, expecting to receive an acknoWledgment of 
Whether or not there is an SP in the transport path toWards the 
server. If an SP responds to this connection request, the CP 
knoWs that it can intercept the connection, and as such, for 
Wards the stalled connection request packet to the NAT sys 
tem and then to the local agent process. If the CP receives a 
negative acknowledgement, or does not receive an acknoWl 
edgment by a certain time threshold, it concludes that there is 
no SP in the path, and the stalled connection request packet is 
forWarded to the server unmodi?ed. 

[0076] In another embodiment, the CP sends the original 
connection request in parallel With a neW query packet. This 
has the bene?t that no connection requests are ever delayed as 
a result of the probing operation, yet also means that a con 
nection request may pass through tWo proxies Without being 
intercepted. HoWever, the results of the probe query process 
could be used for future connection requests, so only the ?rst 
connection attempt ends up being passed through unmodi 
?ed. 
[0077] Probe Response 
[0078] As described above, if there is an SP in the path from 
the client to the server, then that SP should intercept probe 
query packets coming from the CP and send a probe response 
of some form, indicating to the CP its oWn existence and 
contact information. In the preferred embodiment, the probe 
response packet is constructed as a modi?ed connection 
response packet that corresponds to the modi?ed connection 
request packet. The SP also makes use of the options portion 
of the packet header, adding a probe response option convey 
ing its netWork address and transport port information in the 
option data. 
[0079] As the probe response packet is a simulated connec 
tion response packet, it is sent on the netWork With a source 
address corresponding to the server and a destination address 
corresponding to the client. The packet is then sent on the 
reverse path (i.e., toWards the client) in lieu of sending the 
connection request to the server. Assuming the netWork paths 
are symmetric, the client-side proxy detects this response 
packet and acts on it. In other embodiments, the probe 
response is a special response packet sent from the SP to the 
CP communicating the SP’s contact information as Well as 
Whatever other information might be helpful in alloWing the 
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proxies to coordinate and cooperate with one another. For 
example, the SP may include a list of addresses of other 
candidate server-side proxy devices to clustering and/ or load 
balancing, as described later. 
[0080] The CP acts on a response packet by updating the 
PMT with a new map entry indicating that for the given 
destination server (and possibly port), there is an SP in the 
path. The SP contact information is extracted from the probe 
response and installed in a mapping entry. In addition, the CP 
installs an entry in the NAT table that rewrites the IP destina 
tion address with the local proxy IP address for all packets 
corresponding to the client-server session in question. 
[0081] In the ?rst embodiment above, when receiving a 
probe response packet, the CP reconstructs the original con 
nection request packet from the probe response packet that 
was derived from the probe query packet. Then, because a 
NAT table entry now exists for the client-server connection in 
question, the original connection request is then forwarded to 
the local proxy agent. As described below in more detail, the 
CP communicates with the SP to establish a proxied connec 
tion between the client and the server, making use of NAT 
tables to operate transparently. 
[0082] If the CP observes a connection response coming 
from the server without the SP signaling for a connection that 
the CP signaled towards the server, the CP can conclude that 
there is no SP in the path. Alternatively, other implicit tests 
might be employed, such as relying on a timer, waiting for a 
future connection request from the same client, or other tech 
niques. However, if the CP concludes that a SP is not present, 
or a previously detected SP is no longer present, the CP 
updates its PMT with this new information by installing a 
map entry for the destination server indicating the absence of 
a proxy (setting the entry to “no-proxy”). 
[0083] The mapping entries that are dynamically added to 
the PMT may become inaccurate over time. For example, a 
route in the underlying network might change so that the SP 
on the path for a particular server S may no longer be present 
on that path. Likewise, a CP could be installed and enabled 
before its corresponding SP is installed; then, once the SP is 
installed, the CP will erroneously assume the SP is not present 
as an entry indicating so is in the PMT. To handle this con 
sistency problem, some embodiments of proxy devices occa 
sionally (such as periodically according to a timer) refresh 
map entries in the PMT. 
[0084] Logically, each map entry might have a refresh 
timer associated with it. When the timer expires, a probe is 
proactively sent toward the server in question to determine if 
the corresponding SP is still present on the path (or if a 
different SP happens to become present). Alternatively, the 
mapping entry could be simply removed from the PMT, as a 
subsequent connection request would simply result in a new 
probe. This timer based approach could be optionally 
complemented with a connection driven approach. With a 
connection driven approach, each time a connection request 
is processed, a probe is proactively sent toward the server in 
question to determine if the corresponding SP is still present 
on the path. 

Actions Taken by an Intercept Module 

[0085] FIG. 7 is a ?owchart illustrating actions taken by an 
intercept module when a packet passes through a proxy 
device. The ?owchart elements correspond to major compo 
nents of an intercept module and the various operations and 
decisions that are made as a packet traverses through the 
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intercept module. The description immediately below is gen 
erally from the point of view of the client-side proxy. The 
actions of the server-side proxy are described further below. 
This ?owchart is merely illustrative as the functionality 
embodied herein can be accomplished by variations in these 
steps whereby such steps might be reordered, processed by 
different modules, and so forth. 
[0086] In general, when a packet arrives on one of the proxy 
device’s interfaces, the intercept module examines the packet 
to determine if it is destined for the local host (i.e., it is 
addressed to the local proxy device or it is a broadcast or 
multicast packet). If so, the intercept module passes the 
packet to the local network stack. Otherwise, the intercept 
module examines the packet to determine if it is a connection 
request packet. The exact semantics of what determines a 
connection request packet depend on the network and appli 
cation protocols that are being proxied. 
[0087] For example, in TCP, a connection request is noted 
by the presence of the “SYN” bit in the ?ags ?eld of the TCP 
protocol header. Other applications may use a protocol such 
as UDP, which does not de?ne speci?c connection semantics. 
In this case, the ?rst packet of a UDP ?ow can heuristically 
de?ne the start of a connection, where a UDP ?ow may be 
de?ned as all packets with a common source network address, 
destination network address, source UDP port, and destina 
tion UDP port. Likewise, the end of a connection can be 
implied by the absence of packets from a ?ow for a certain 
amount of time. 

[0088] For connection request packets, the intercept mod 
ule determines whether and through where the connection 
should be proxied. To do so, the intercept module builds and 
maintains the proxy mapping table (PMT). This table tracks 
the network addresses of proxies that are situated on the path 
to a particular connection destination (i.e., server). That is, in 
order to proxy a connection for a particular server S from the 
CP through an SP to S, the proxy agent in the CP maps the 
address of S to the address of SP, and the PMT provides this 
capability. 
[0089] Each packet is also checked against the NAT table 
430 to determine if the network addresses and/or transport 
ports of the packet should be rewritten. NAT protocols and 
processes are described in Request for Comments (RFC) 
1631, which is generally available and is incorporated herein 
by reference for all purposes, though NAT is employed herein 
to facilitate connection interception rather than providing 
address-translation between private and public networks. The 
entries in the NAT table match the endpoints of an established 
network connection, i.e., they specify the transport protocol, 
the source address/port and the destination address/ port. If the 
packet’s address and port information match an entry in the 
NAT table, then the destination address of the packet is rewrit 
ten to be the target address listed in the table, which in the case 
of input packets, is the local address of the proxy host, and the 
packet is forwarded to the local network stack, where it is 
intended to be received by a local proxy agent. Because the 
address has been rewritten and the proxy agent does not have 
access to the old address (but may require it to perform its 
function), the proxy agent can query the NAT table to deter 
mine the original destination of the packet (i.e., the destina 
tion address of the packet before its destination address was 
rewritten). This mechanism causes the client to believe that it 
has a connection established with the original server even 
though the connection is terminated at the local proxy agent in 
the CP. 



US 2008/0320154 A1 

[0090] The intercept module also receives each packet that 
is sent from a proxy agent on the local host and NAT table 430 
is similarly consulted When packets are sent from the proxy 
host toWards the client or server. In other Words, packets that 
originate from a local proxy agent are checked against the 
NAT table to determine if the netWork addresses and/ or trans 
port ports of the packet should be reWritten. Unlike prior art 
methods for proxying transport connections, this mechanism 
causes the server to believe that it has a connection estab 
lished With and addressed to the original client even though 
the connection is terminated at the local proxy agent in the SP. 
This contrasts With a Web proxy, for example, Where the 
proxy creates a connection With the server and the server 
terminates a connection from that proxy and the proxied 
client address or addresses are ultimately invisible to the 
server. 

[0091] Through the use of NAT in this fashion, the CP 
proxy agent establishes a netWork connection With the client 
such that the client believes it is communicating With the 
server, and correspondingly, the SP proxy agent establishes a 
connection With the server such that the server believes it is 
communicating With the client, Where belief is sometimes 
represented simply as acting as if that Were the case and 
having operations proceed normally as they Would if the 
believed fact Were true. 

[0092] A packet that is not a connection request and that 
does not match an entry in the NAT table is simply forWarded 
unmodi?ed to the interface opposite of Where the packet 
originally arrived, thus providing a transparent relaying func 
tion for tra?ic that is not to be proxied. This tra?ic includes 
packets such as link-level broadcast or multicast packets, as 
Well as packets that are not to be proxied because the probe 
mechanism described herein did not discover a second proxy 
device on the path to the server. 

[0093] Given the PMT and a neW connection request, the 
intercept module looks up the destination address of the con 
nection request in the PMT. If the PMT indicates that there is 
a corresponding proxy on the netWork path, the intercept 
module proxies the connection to the local proxy agent by 
installing a neW NAT rule for the connection in the NAT table. 
This ensures that future packets that are part of the connection 
are forWarded to the local proxy agent. The connection 
request packet itself is then sent through the NAT operation 
and thereby forWarded to the local proxy agent, Which estab 
lishes a neW connection With the client. Because of the NAT 
operation, the CP establishing this connection With the client 
appears to the client as if it Were the server. 

[0094] In the above-described example, because the con 
nection is terminated at the local proxy agent, there is a 
chance the connection is set up successfully even though the 
server may have crashed or otherWise Would refuse the con 
nection from that particular client. To deal With that condi 
tion, the CP might delay the establishment of the client-to-CP 
connection until the SP-to-server connection has succeeded. 
This can be accomplished by having the CP delay the 
acknoWledgement of the connection request (e. g., in TCP, by 
delaying the transmission of the SYN-ACK packet) until a 
message is received from the server or SP indicating that the 
SP-to-server connection has been successfully established. If 
the SP-to-server connection fails for some reason, the SP 
noti?es the CP and the CP then resets the pending connection 
(e. g., in TCP, by sending a reset packet back to the client). 
[0095] If a probe attempt determined that there is no SP on 
the path to the server, the PMT stores a “no-proxy” map entry 
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indicating that this probe attempt failed. When a connection 
request for the server is looked up, the no-proxy disposition 
informs the proxy device to avoid proxying the connection 
and instead, the connection request packet is simply for 
Warded unmodi?ed toWards the server. Because no NAT is 
con?gured for this connection, all remaining packets for this 
connection are bridged Without modi?cation. 

Connection Interception 

[0096] As mentioned above, When a connection request 
packet arrives at a CP and the PMT has a map entry corre 
sponding to the destination server in the connection request 
packet, then the connection request packet is forWarded to the 
local proxy agent on the CP. Due to the NAT table in the CP, 
the proxy agent establishes a connection With the client such 
that the client believes it is communicating With the server. 
The CP proxy agent then establishes a connection of some 
form With the SP, Which is identi?ed by consulting the PMT 
using the server destination address of the original client 
connection. This may be a neW netWork connection from the 
CP to the SP, or a neW virtual channel representing the client 
server connection multiplexed over an existing netWork con 
nection betWeen CP and SP. In the virtual channel case, mes 
sages from various client-server sessions betWeen common 
CP/SP pairs can be multiplexed onto a single transport con 
nection or virtual channel. Each message includes a header 
that identi?es the client-server session. When a message is 
received at the CP, the header and the message are transmitted 
over the virtual channel to the SP, Which decodes the header, 
reads the message, and forWards it onto the appropriate server 
connection. 
[0097] When the SP receives the neW connection (or virtual 
connection) from the CP representing the client-server con 
nection, the CP sends the SP a message informing the SP as to 
Which server and port the original client connection should be 
sent. The SP, in turn, installs an entry in the NAT table that 
maps the source address of the forthcoming SP-to-server 
connections to the original client address. Then, the SP ini 
tiates a connection to the target server and port, and by virtue 
of the NAT, a connection is established betWeen the server 
and the SP such that the server believes it is communicating 
directly With the original client. 
[0098] FIG. 8 is a diagram illustrating this multi-connec 
tion approach used for interactions betWeen clients and serv 
ers.As shoWn there, several clients and/or servers are coupled 
to and L2 sWitch that is in turn coupled to a ?rst proxy device 
PD 1. Proxy device PD 1 is coupled, via routers and a WAN, 
to a second proxy device PD 2. Proxy device PD 2 is in turn 
coupled to a second L2 sWitch that serves another set of 
several clients and/or servers. Proxy device PD 1 is a CP and 
proxy device PD 2 is an SP for the example transactions 
shoWn, but it should be understood that a proxy device could 
be a CP and an SP at the same time for different transactions. 
The proxy devices might execute the auto-discovery proto 
cols described herein, or are otherWise con?gured to be aWare 
of each other. 
[0099] Various netWork connections are illustrated by 
dashed lines. Suppose client C1 desires a connection to server 
S2. The connection is transparently intercepted such that 
client C1 ends up With a transport connection 801 terminated 
at the CP, but because of NAT, client C1 cannot tell that it is 
not in fact communicating directly With server S2. LikeWise, 
as part of the process, the CP establishes a different transport 
connection 810 betWeen itself and the SP. 
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[0100] In turn, the SP establishes a transport connection 
821 that corresponds directly to the client’s transport connec 
tion 801. Because of NAT, server S2 cannot tell that it is not 
communicating directly with client C1. 
[0101] Then, whenever client C1 sends a message over 
connection 801, the CP relays it over connection 810 to the 
SP, which relays it over connection 821 to server S2. Like 
wise, whenever server S2 sends a message over connection 
821, the SP relays it over connection 810 to the CP, which 
relays it over connection 801 to client C1. 

[0102] If another client, C3, initiates a transport connection 
to another server, S4, the connection is transparently inter 
cepted such that client C3 ends up with a transport connection 
802 terminated at the CP. Because of NAT, client C3 believes 
it is communicating directly with server S4. Likewise, as part 
of this process, the CP can reuse the transport connection 810 
between itself and the SP to handle messages between client 
C3 and server S4. In turn, the SP establishes a transport 
connection 822 corresponding directly to the client connec 
tion 802, and because of NAT, server S4 believes it is com 
municating directly with client C3. 
[0103] Following that setup, whenever client C3 sends a 
message over connection 802, the CP relays it over connec 
tion 810 to the SP, which relays it over connection 822 to 
server S4. Likewise, whenever server S4 sends a message 
over connection 822, the SP relays it over connection 810 to 
the CP, which relays it over connection 802 to client C3. 

[0104] Because connection 810 is used by both the C1/ S2 
session as well as the C3/ S4 session, a method for associating 
data transmitted over that connection to the appropriate ses 
sion must be employed. As described earlier, this can be 
accomplished by including a header with each transmitted 
message that indicates the client-server session associated 
with the transmitted message. 

[0105] Transparent interception is described above. Proxy 
devices might also use nontransparent interception. In non 
transparent interception, the addresses of the proxy devices 
are exposed to the end devices. Thus, the address of the CP 
might be exposed to the client and the address of the SP might 
be exposed to the server, with each end device con?gured to 
talk directly with its corresponding proxy device client. 
[0106] Certain protocols like CIFS, NFS, and HTTP are 
amenable to nontransparent operation as those protocols 
allow the client to communicate directly with an intermediary 
that has a different address from the origin of the communi 
cation. This architecture is feasible, but it can be challenging 
to deploy. There are many different approaches to solving the 
integration challenges of nontransparent con?guration, but 
they typically require hard to maintain (either manually or 
automatically) mapping tables in the proxy devices. That is, 
in order for a client side proxy device to know what server side 
proxy device to connect to, it must somehow learn what 
server the client actually wants to communicate with (via 
protocol speci?c knowledge or some protocol speci?c map 
ping model), and in turn, must learn what server side proxy 
device is near the server in question. This is in general com 
plex and cumbersome, except for protocols like HTTP that 
were explicitly designed to allow a client to connect explicitly 
to a proxy and have the client include the server’s name in 
every header of every request message. Thus, where there is 
some advantage to nontransparent operation and it is feasible, 
it can be used instead of the transparent interception 
described herein. 
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[0107] In other cases, a hybrid con?guration is desirable, 
where transparency is used at the CP but not at the SP. In this 
con?guration, the server side NAT is not employed alleviat 
ing the requirement that the server side proxy be in the direct 
network path. This is a bene?t in the data center, where very 
high bit rates might be concentrated onto one or two primary 
network links. 

Transport Optimization 
[0108] Once a proxy pair is established, there are number of 
possible actions that the proxy pair could take. Some of those 
actions might involve optimiZing the transport. While there 
are a great many optimiZations that may be carried out with a 
proxy pair, one particular mechanism involves transport pro 
tocol optimization whereby the client and servers implement 
legacy transport protocols while CP-to-SP connections are 
supported with more modem or otherwise optimiZed trans 
port protocols. In this fashion, the client and server may 
implement legacy versions of transport protocols across a 
LAN, where protocol performance is not necessarily crucial, 
while enjoying the protocol enhancements of a different 
transport protocol between and among proxy agents. 
[0109] In one embodiment, this transport protocol transla 
tion is applied to TCP, wherein two TCP end points believe 
they are speaking to one another by virtue of the transparent 
interception. The CP-to-SP protocol can be virtually any pro 
tocol mechanism that allows the proxies at both ends to emu 
late the reliable, in-sequence delivery semantics of TCP. One 
such approach is to implement a modi?ed form of TCP for the 
CP-to-SP protocol that implements the reliability semantics 
of TCP but enjoys different congestion control dynamics. 
Congestion control refers to methods that networks use for 
discrete network connections to parcel the available network 
bandwidth on a shared network link. One aspect of TCP’s 
congestion control algorithm is the notion of “slow start”, 
whereby a TCP connection slowly increases the amount of 
bandwidth available to an application to avoid ?ooding a 
potentially constrained link with data. The main drawback to 
a slow start TCP connection is that an application that has a 
short lived connection may never reach the full link capacity 
since the slow start mechanism does not complete its ramp up 
before the connection is no longer needed. 
[0110] With a pair of proxies in the network path, it is 
possible to intercept a number of TCP connections and mul 
tiplex them over a single long-lived connection between the 
two proxies. This long-lived connection would be able to 
avoid the problems of slow start, even if each individual 
connection is short lived. In addition, it is possible for the two 
proxy hosts to employ more sophisticated congestion control 
algorithms for the multiplexed connection channel, which 
can result in better performance for the set of proxied con 
nections. 
[0111] Other enhancements can be made to the congestion 
control algorithm in the CP-to-SP connection, such as those 
described in Floyd, S., “HighSpeed TCP for Large Conges 
tion Windows”, IETF Internet Draft draft-?oyd-tcp-high 
speed-02.txt (Feb. 20, 2003) [available at http://www.ietforg/ 
internet-drafts/draft-?oyd-tcp-highspeed-02.txt] (hereinafter 
“Floyd”). Techniques described in Floyd change the TCP 
congestion control dynamics to provide signi?cant perfor 
mance enhancements in high-latency environments and have 
a number of other bene?ts. 

Multi-Hop Automatic Proxy Path Discovery 
[0112] FIG. 9 is a diagram illustrating the use of more than 
two proxy devices in a network path, including a client-side 












