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(57) ABSTRACT 

Content resources are managed. A request is received from a 
user for access to a source of content resources. It is deter 

mined that the user is authorized for access to the source. A 
portal Web page is generated based on a set of content element 
data applicable to the subscriber. The portal Web page is 
returned to the user. A system for use in managing content 
resources has a sWitch for receiving requests from Web 
browsers, a content resource management engine in commu 
nication With the sWitch, and a billing system in communica 
tion With the content resource management engine. 

RADIUS IQ 
RADIUS 

WEB SERVER Q 

:19 
DYNAMIC 
PORTAL 

GENERATOR 

PORTAL 5Q 

SERVICE INTEGRATION ENGINE 

EJB APPLICATION 
SERVER 

EXAMPLE EJB 
RELATIONSHIPS RDBMS 

(RELIABLE 
MESSAGING 
AND STATE 
MANAGE 
MENT 

/ 

SWITCH LDAP v 

L0‘ WEB 
BROWSER 

11o AUDITOR 

053 Q E 
LOGGER 

APPLICATION 

200 





Patent Application Publication 

USER ATTEMPTS 
TO ACCESS UR 
USING A WEB 
BROWSER 

IS AUTHENTICATED 

Dec. 25, 2008 Sheet 2 0f 14 

USER 

TOP—LEVEL FLOW 

US 2008/0319857 A1 

CONTINUES TO 
use WEB 

AUTHENT- BROWSER 
SWITCH 

DETERMINES IF USER 'CATED A 

NOT 
AUTHENTICATED 

AUTHENTICATION 

NO 
AUTHEN- TO ORIGINAL 
TICATION DESTINATION 

SUCCESSFUL 
? 

IS THE 
USERS "FORCE 
PORTAL" FLAG 

II 
SWITCH' PASSES 
HTTP REQUEST 

SET? 

GENERATE 
USER'S PORTAL 

IV 

SUBSCRIBER 
SELF SERVICE 
VIA PORTAL 

UPDATE 
BILLING 
SYSTEM 

FIG. 2" 



Patent Application Publication Dec. 25, 2008 Sheet 3 0f 14 US 2008/0319857 A1 

USER IS NOT 
AUTHENTICATED 
ON SWITCH 

v _ 

SWITCH AUTHENTICATION 
REDIRECTS ‘ 

ORIGINAL URL 
TO ENGINE 

ENGINE SENDS 
"FAILED LOGIN" PAGE 

‘I ' TO THE USER'S 

ENGINE SENDS WEB BROWSER 
LOGIN PAGE BACK 
TO THE USER'S 
WEB BROWSER v NOT 

AUTH ENTICATED 

V 

II 

CRLI'ESDEEFRERIAIESREND ENGINE NOTIFIES 
SUBMlTS SWITCH THAT USER 

SUCCESSFULLY 
AUTHENTICATED 
AND WAITS FOR 

ACKNOWLEDGEMENT 
v M 

AUTHENTICATOR 
VALIDATES 

CREDENTIALS IN 
RADIUS OR DIRECTORY 

SERVER 

NO 

' SWITCH 

ACKNOWLEDGED 
? 

AUTHENTI 
CATION 
SUCCESS 

FUL 
'7 

YES 

FIG. 3 



Patent Application Publication Dec. 25, 2008 Sheet 4 0f 14 US 2008/0319857 A1 

GENERATE USER'S PORTAL 

REQUEST 
TO RENDER PORTAL 

V V 

PORTAL GENERATOR PORTAL GENERATOR 
GETS USER PROFILE AS GETS SERVICE OFFER 
FROM ENGINEVVIA EJB FROM ENGINE VIA EJB 

T___~— . 

I 

PORTAL GENERATOR 
SELECTS PORTAL RENDERER 
BASED ON BRANDING FOUND 

IN PROFILE 

II 

RENDER 
BRANDED 
PORTAL 

V 

SEND PORTAL 
BACK TO WEB 
BROWSER 

v 

I DONE ~ I 

FIG. 4 





Patent Application Publication Dec. 25, 2008 Sheet 6 0f 14 US 2008/0319857 A1 

UPDATE BILLING SYSTEM 

AN ITERESTING CHANGE 
IS MADE IN DIRECTORY 

I ‘ 
THE SIE SENDS A MESSAGE 
TO THE MESSAGING SERVICE 
DESCRIBING THE CHANGE 

I 
BILLING INTERGRATION 

RECEIVES THE AUDIT MESSAGE 

Y 

BILLING INTERGRATION 
UPDATES THE BILLING 
SYSTEM'S INFORMATION 

FIG. 6 



Patent Application Publication Dec. 25, 2008 Sheet 7 0f 14 

CREATE NEW 
SERVICE 

ELEMENT(s) 

V 

CREATE NEW/ 
EDIT EXISTING 
APPLICATION 

US 2008/0319857 A1 

CREATING AND EDITING 
SERVICE ELEMENTS 

SERVICE 

DO AT 
LEAST ONE OF EACH 
TYPE OF SERVICE 
ELEMENT EXIST 

‘.7 

YES 

‘I SELECT SELECT SELECT CLASS SELECT SELECT FLOW 
sOuRCEIIJT OF +APPLICATION+ DIRECTION *mgé‘é’ggm 

II SERVICE 

INFORM 

WRIBE INFORMATION 
ERR R TO LDAP 

YES ‘I sERvER 

NO WRITE 
CONEINUE SUCCESSFUL 

- ? 

NO 

II 

CANCELLED 
APPLICATION 

SERVICE CREATION 

APPLICATION sERvIOE 
HAS BEEN CREATED 
SUCCESSFULLY___ 

FIG. 7 



Patent Application Publication Dec. 25, 2008 Sheet 8 0f 14 US 2008/0319857 A1 

CREATING AND EDITING SERVICE BUNDLES 

CREATE NEW 
SERVICE 
BUNDLE 

- I ENTER NAME 
OF SERVICE 
BUNDLE 

EDIT AN 
EXISTING 
SERVICE 
BUNDLE 

II 

ADD/REMOVE 
APPLICATION I f \ 

SERVICES FROM ‘‘ 
SERVICE BUNDLE 

IS 
sERvICE BUNDLE Lg‘égw'q 

NAME VALID WRITE 
? ERRDR 

YES . YES 

' I CONTINUE 

F19 - 8 WRITE 7 
sERvICE 
BUNDLE T0 N0 

LDAP - 

SERVER I 

CANCELLED 
sERvICE BUNDLE 

CREATION/MODIFICATION 

WRITE 
SUCCESSFUL 

? 
SERVICE BUNDLE 
HAS BEEN SAVED 
SUCCESSFULLY 



Patent Application Publication Dec. 25, 2008 Sheet 9 0f 14 US 2008/0319857 A1 

wwOQ 

Oz 

mm .OE 





Patent Application Publication Dec. 25, 2008 Sheet 11 0f 14 US 2008/0319857 A1 

CREATE NEW 
SERVICENIRTUAL 

DOMAIN 

CREATING VIRTUAL DOMAINS 

; ENTER NAME 
OF NEW DOMAIN 

IS 
NAME VALID 

? 

YES 

INFORM USER 
THAT NAME 
IS INVALID 

INFORM usER 
THAT DOMAIN 

CREATION FAILED OREATE 
M PREDETER 

MINED 
DIRECTORY 
sTRucTuRE 
ON LDAP 
sERvER 

WRITE 
SUCCESS 

FU L? 

YES 
CANCELLED 

DOMAIN CREATION 

NEW DOMAIN . 
HAS BEEN CREATED 
SUCCESSFULLY 

FIG. 10 



Patent Application Publication Dec. 25, 2008 Sheet 12 0f 14 US 2008/0319857 A1 

I. .OE 

Emmy EOBMEE 555w mz<mo<omm 





Patent Application Publication Dec. 25, 2008 Sheet 14 0f 14 US 2008/0319857 A1 

mm? .GE 

F M39; 

wmomDOw wZOFOwEQ >>O.I wOOEmE ZOF<>FO< 



US 2008/0319857 A1 

MANAGING CONTENT RESOURCES 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a Divisional of US. application 
Ser. No. 09/918,972, ?led on Jul. 31, 2001, Publication No. 
US 2002/0066033, published on May 30, 2002, Which is 
incorporated herein by this reference in its entirety, and 
claims the bene?t of US. Provisional Application Ser. No. 
60/222,038, entitled “DIRECTORY-ENABLED BROAD 
BAND SERVICE NETWORK,” ?led on Jul. 31, 2000, Which 
is incorporated herein by reference. This application is also 
related to US. application Ser. No. 09/917,866, ?led on Jul. 
31, 2001, now US. Pat. No. 7,016,956, issued on Mar. 21, 
2006. 

FIELD OF THE INVENTION 

[0002] This invention relates to managing resources and, 
more particularly, to managing content resources. 

BACKGROUND OF THE INVENTION 

[0003] Many types of content resources are available. 
Examples include neWs, entertainment, and business content, 
advertising, movies, sportscasts, legal databases, medical 
journals, Weather forecasts, and restaurant menus. 
[0004] Effective management of content resources is 
important in the Internet economy. Numerous models exist 
for generating revenue in connection With the content 
resources, including advertising. The more speci?cally tar 
geted advertising is, the more value the advertising has, and, 
therefore, the more money is generated per advertising unit. 
In at least some current models for targeting advertising, the 
content provider site is used as the basis for determining the 
characteristics of advertising based on the content being 
retrieved. For example, if a user is vieWing a cooking pro 
gram, it may seem reasonable to advertise cookWare and 
kitchen goods. HoWever, this type of model relies on an 
inference that the use of a particular type of content implies 
interest in advertising relating to that particular type of con 
tent. Thus, for example, if a user is Watching a NASCAR race, 
it might be inferred that the user is interested in buying sports 
cars, When in fact a 64-color crayon set might be more appro 
priate because the user is actually a child admiring the colors 
on the cars. 

[0005] Another model for generating revenue from content 
resources is content provided for a fee. Pay-to-VieW (onetime 
charges) and premium channels (?xed recurring charges) rely 
on models in Which the consumer pays directly for content. 
HoWever, in the case of a onetime charge, it may be dif?cult 
to ?nd consumers Willing to pay for the content, primarily 
because they probably are not aWare that the content may be 
provided from this resource. In the case of ?xed recurring 
charges, the challenge is making the content available When 
the user Wants to enjoy it. 

[0006] The ability to easily introduce neW content into a 
delivery infrastructure can be helpful to achieving effective 
content resource management. Currently, a content resource 

(e.g., CNN, Wall Street Journal, or PC Backup content) is 
hard coded into an HTML (Hypertext Markup Language) 
page. On those occasions When it is necessary to reWrite the 
HTML text each time a neW piece of content is added, the 
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effort required to incorporate all possible combinations of 
available content Will be beyond the abilities and resources of 
substantially all providers. 
[0007] An Internet portal is a Web page (or set of Web 
pages) providing a one stop broWsing service to the system 
user. The value of an Internet portal solution can be measured 
in terms of the branding of the portal and the advertising that 
is provided through the portal. HoWever, it can be challenging 
to attempt to ensure that the advertising is seen and to gauge 
the siZe of the audience. One Way to help make sure that the 
portal is used is by con?guring the portal as a captive portal, 
Which provides access to various content resources through 
the portal, but also prevents or restricts access to the netWork 
through any interface other than the portal. Captive portals 
not only help ensure that the user sees the branding of, and 
advertising on, the portal, but also alloW for better monitoring 
and for more effective generation of charges for user access to 
premium content resources. A challenge in the case of a 
captive portal is to help the portal to scale to support not only 
a large number of system users, but also high bandWidth 
applications. 
[0008] An approach knoWn as Remote Authentication 
Dial-in User Service (RADIUS) has been proposed as a 
method for provisioning system user con?guration and 
administration for rudimentary Internet Protocol (IP) com 
munications. RADIUS servers rely on a ?at ?le system that 
requires complex con?guration tools to handle advanced con 
?guration, pro?le assignment, or relationship maintenance. 

SUMMARY OF THE INVENTION 

[0009] A method and system are provided for use in man 
aging content resources. A request is received from a system 
user (“subscriber”, Who may be a neW, potential, or existing 
subscriber) for access to a source of content resources. Once 
the system determines that the subscriber is authorized for 
access to the source, a portal Web page is generated based on 
a set of content element data applicable to the subscriber. The 
portal Web page is returned to the subscriber. A system of the 
present invention has a sWitch for receiving requests from 
Web broWsers, a content resource management engine in 
communication With the sWitch, and a billing system in com 
munication With the content resource management engine. 
Further, the system determines a subscriber category to Which 
a subscriber belongs. The system determines a content access 
rule (“policy”) that applies to the subscriber category and to 
the category of content resources. The rule/policy is applied 
to the request. 
[0010] Implementations of the present invention may pro 
vide one or more of the folloWing advantages. An infrastruc 
ture is provided that alloWs subscribers and administrators to 
manage and direct content resources effectively. Premium 
content can be matched With subscribers interested in con 
suming the content. Content resources can be organiZed and 
managed dynamically. NeW content resources can be inte 
grated quickly and directly into an available set of content 
resources that a subscriber can consume. An individual sub 

scriber can con?gure and manage the presentation of the 
subscriber’s desktop as Well as the speci?c content that the 
subscriber Wishes to incorporate or remove from the desktop. 
A netWork provider can control the rendering (the translation 
of user information into HTML for broWser display) of the 
desktop, Which alloWs the netWork provider to manage the 
desktop. A subscriber can speci?cally select premium content 
and a netWork provider can drive speci?c content to the sub 
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scriber based on interests or relevance. Content of interest and 
pertinent advertising can be organized under a concept of 
communities of interest, including communities based on 
lifestyle (e.g., camping), region (e.g., local events calendar), 
age (e.g., retirement), business (e.g., marketing or netWork 
ing), and building (e. g., cafeteria menu or condominium asso 
ciation meeting). Subscriber self-service can be provided, to 
replace manual administrative operations With automatic 
methods that provide the same or a greater level of security 
While enhancing the subscriber experience With rapid and 
reliable updates. A system can be provided that facilitates the 
determination of Whether a subscriber is alloWed to gain 
access to speci?c content resources, depending on the sub 
scriber’s characteristics, group memberships, and previous 
actions. In particular, a computing architecture can be pro 
vided that supplies an organized (e.g., hierarchical) sub 
scriber pro?le de?nition With service domain inheritance 
through the utilization of data organization objects such as 
directory data model (schema) objects. Accordingly, deploy 
ment, netWork foot-print race, and advanced revenue genera 
tion can be eased by the use of organized (e.g., hierarchical 
directory) services to administer, store, and provision sub 
scriber and application pro?les and sWitching behaviors in an 
infrastructure of intelligent broadband access service 
sWitches. By deploying only the policies needed for each 
subscriber and using a portal to drive policy distribution, 
sWitches can be scaled to provide not only control over net 
Work resources but also content resources. Because policy 
enforcement occurs in the sWitch that processes all subscriber 
tra?ic, the solution can manage access to loW bandWidth and 
high bandWidth content. 
[0011] Other advantages and features Will become apparent 
from the folloWing description, including the draWings, and 
from the claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] FIG. 1 is a block diagram ofcontent resources man 
agement systems of various embodiments of the present 
invention. 
[0013] FIG. 2 is a top-level ?oW diagram of procedures of 
content resources management systems of various embodi 
ments of the present invention. 
[0014] FIG. 3 is a How chart illustrating a procedure for 
authentication according to various embodiments of the 
present invention. 
[0015] FIG. 4 is a How chart illustrating a procedure for 
generating a user’s Web portal according to various embodi 
ments of the present invention. 
[0016] FIG. 5 is a How chart illustrating a procedure for 
providing subscriber self-service via a Web portal according 
to various embodiments of the present invention. 
[0017] FIG. 6 is a How chart illustrating a procedure for 
updating a billing system according to various embodiments 
of the present invention. 
[0018] FIG. 7 is a How chart illustrating a procedure for 
creating and editing service elements according to various 
embodiments of the present invention. 
[0019] FIG. 8 is a How chart illustrating a procedure for 
creating and editing service bundles according to various 
embodiments of the present invention. 
[0020] FIG. 9A is the ?rst part of a How chart illustrating a 
procedure for synchronizing service bundles and netWork 
policies according to various embodiments of the present 
invention. 
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[0021] FIG. 9B is the second part of a How chart illustrating 
a procedure for synchronizing service bundles and netWork 
policies according to various embodiments of the present 
invention. 
[0022] FIG. 10 is a How chart illustrating a procedure for 
creating virtual domains according to various embodiments 
of the present invention. 
[0023] FIG. 11 is a diagram illustrating a directory structure 
included in a Directory Server according to various embodi 
ments of the present invention. 
[0024] FIG. 12A is the ?rst part of a table containing data 
that may be used in the systems or procedures of FIGS. 1-1. 
[0025] FIG. 12B is the second part ofthe table in FIG. 12A, 
the table containing data that may be used in the systems or 
procedures of FIGS. 1-11. 

DETAILED DESCRIPTION 

[0026] According to the system and method of the present 
invention, a content management system is provided that 
links netWork providers, content providers, and subscribers 
for developing, distributing, managing, and paying for con 
tent resources. The system continually evaluates hoW the 
responsibilities for administering content resources are dis 
tributed. The netWork provider acts as an intermediary 
betWeen a content provider and a subscriber, such that the 
netWork provider has primary responsibility for many aspects 
of content management. It can be in the best interest of the 
network provider to transfer or make available as much of the 
administration functionality as possible to either the content 
provider or the subscriber. For example, if the subscriber 
Wants to move some streaming ticker content from the bottom 
of the screen to the top of the screen, it is useful to avoid 
requiring the subscriber to call up the netWork provider’s 
technical support center to request that the screen template be 
changed. The subscriber Would be better served by acting on 
the subscriber’s oWn to drag the ticker from the bottom of the 
screen to the top and have the netWork provider recognize 
thereafter that this change has occurred. 
[0027] On the other hand, in the case of content that 
includes advertising or service bulletins from the service pro 
vider, it is more likely to be appropriate to prevent the sub 
scriber from controlling such content, since the subscriber 
may prefer to minimize, cover, or push the content resources 
off the screen. Similarly, it is useful if the addition of neW 
content resources by a content provider does not require a 
service call to the netWork provider. HoWever, While the con 
tent provider may be able to add neW content, it is desirable 
that the accounting and charging for the netWork (and possi 
bly content) resources remain under the control of the net 
Work provider. 
[0028] While administrative responsibility for various ele 
ments relating to content resources may vary from element to 
element, the ultimate authority for each element folloWs a 
?xed hierarchy that is managed in a directory (Which may 
have relational database aspects). In a speci?c implementa 
tion, the netWork provider has the ultimate control over all 
elements relating to content resources; the content provider 
has control over some elements, but can alWays be overruled 
by netWork provider policies (rules restricting, limiting, per 
mitting, or enhancing speci?c content) implemented in the 
directory; the subscriber also has some administrative con 
trols, but only at the discretion of the content provider and the 
netWork provider. 
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[0029] A hierarchy of authority is also provided for billing 
and monitoring. In a speci?c implementation of the present 
invention, the netWork provider, as an intermediary, is ulti 
mately in the position of controlling all elements of billing for 
content resources. The netWork provider may choose to out 
source billing to the content provider. HoWever, such a model 
may not scale appropriately: this Would be akin to a person 
living in Boston getting one bill from CompanyA for a call to 
San Francisco and another bill from Company B for a call to 
Atlanta, and a third bill from Company C for a call to Amster 
dam. In at least some cases, the only billing model that scales 
effectively is one in Which the netWork provider monitors 
content resource usage and bills either the subscriber or con 
tent provider based on an implicit ?nancial agreement 
betWeen the subscriber and the content provider. This does 
not preclude both the subscriber and the content provider 
from being able to monitor and meter content resource usage. 

[0030] Particularly Where distributed caches are in use, it is 
highly useful for netWork providers to be able to have an 
infrastructure that noti?es content providers of the usage of 
various content elements, as described in more detail beloW. 

[0031] FIG. 1 illustrates an exemplary content resource 
management system 200 having a service integration engine 
60 that communicates With a RADIUS data store 70, a Web 
server 30, a sWitch 20 (hardWare that connects multiple end 
users of a netWork, With isolation of each end-user’s data 
tra?ic), a data organization entity (DOE) (e.g., a directory 
server) 80, an Operations Support Systems (OSS) application 
110, an auditor system 90, a logger system 100, and a Web 
broWser 10 communicating With Web server 30 via sWitch 20. 
Web server 30 has a Dynamic Portal Generator (DPG) 40 (a 
Java servlet, Which is a process that can deliver content to a 
Web broWser in a state-based manner) and a Portal Renderer 
50. 

[0032] Service integration engine 60 has an Enterprise Java 
Bean (EJB) application server 120 for EJB distributed java 
objects including: authentication services 162 communicat 
ing via RADIUS With authentication data store 70 and 
dynamic portal generator 40, via Remote Method Invocation 
(RMI); portal services 164 communicating With dynamic 
portal generator 40, via RMI; sWitch services 166 communi 
cating With sWitch 20, via Hypertext Transfer Protocol 
(HTTP) or Common Open Policy Service (COPS), and DOE 
80, via LightWeight Directory Access Protocol (LDAP), sub 
scriber services 168 communicating With dynamic portal 
generator 40, via RMI, DOE 80, via LDAP, and OSS appli 
cation 110, via Simple Object Access Protocol (SOAP); bill 
ing services 170 communicating With dynamic portal genera 
tor 40, via RMI, OSS Application 110, via SOAP; and auditor 
system 90, via SOAP, and logging services 172 communicat 
ing With OSS Application 110, via SOAP, and logger system 
100 via SOAP. Service integration engine 60 also has a rela 
tional database management system (RDBMS) 130 commu 
nicating With server 120 via Java Database Connectivity, or 
JDBC. 

[0033] As illustrated in FIGS. 1-2, service integration 
engine 60 and DPG 40 cooperate With sWitch 20 to supply a 
subscriber With a portal providing access to netWork applica 
tions and services. Referring to FIG. 3, When the subscriber 
?rst attempts to gain access to the netWork through broWser 
10, sWitch 20 veri?es that the subscriber is authorized for 
such access. The sWitch does so by determining Whether the 
subscriber’s IP address, Which is supplied in a request to 
sWitch 20 by broWser 10, is present in an internal table 140 
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that contains the IP addresses of authenticated users or trusted 
users (subscribers that do not require explicit authentication). 
If the subscriber’s IP address is not found in table 140, the 
sWitch redirects the subscriber’s request to DPG 40, passing 
along the subscriber’s requested URL (Uniform Resource 
Locator) and the sWitch’s IP address. The redirected request is 
received by DPG 40, Which responds to the request by send 
ing a login page back to the broWser 10. DPG 40 then con 
nects to a session EJ B residing in server 120 to notify service 
integration engine 60 that a neW subscriber has been detected. 

[0034] DPG 40 communicates With authentication services 
162 to determine Whether the subscriber is authorized to 
communicate on the netWork. Depending upon its con?gura 
tion, authentication services 162 performs either as a proxy to 
RADIUS data store 70 or by a lookup in DOE 80 using LDAP. 
Once authentication services 162 con?rms that the subscriber 
is authorized to communicate on the netWork, the session EJ B 
noti?es sWitch 20 Which Will then retrieve the policies asso 
ciated With the subscriber from DOE 80 using LDAP. 
[0035] After retrieving some or all of the policies control 
ling the subscriber’s ability to gain access to speci?c content 
and netWork resources, sWitch 20 sends an acknowledgement 
back to the session EJB. Upon receiving the acknoWledge 
ment, the EJ B retrieves the subscriber’s pro?le from DOE 80 
using LDAP. The subscriber’s pro?le contains information 
about the subscriber, including identi?cations of applications 
and services to Which the subscriber is subscribed, as Well as 
data that may be used to reconstruct the subscriber’s portal in 
accordance With customizations the subscriber may have 
speci?ed. Referring to FIG. 4, the data is sent back to DPG 40, 
Which then passes the data to Portal Renderer 50, based on the 
brand setting for that subscriber, so that Portal Renderer 50 
can dynamically construct the subscriber’s portal. The brand 
setting provides a means for displaying the netWork provid 
er’s logo in each portal presented to the subscriber. The portal 
is tailored to the subscriber’s preferences. For example, any 
netWork applications or services the subscriber has purchased 
through a service offer to Which the subscriber subscribed, or 
are required to have, are made accessible to the subscriber 
through links on one or more portal pages. 

[0036] The subscriber’s Web broWsing experience is 
enhanced by the portal personalization capability provided by 
DPG 40. The netWork provider and its af?liates may also 
choose to push advertisements through the subscriber’s por 
tal, speci?cally targeted to appeal to the subscriber based on 
the data contained Within the subscriber’s pro?le (e.g., per 
taining to interests or subscriptions). Referring to FIG. 5, the 
portal also provides self-service mechanisms for the sub 
scriber to purchase additional applications and services, as 
Well as cancel a service to Which the subscriber has previously 
subscribed. The subscriber is also permitted to subscribe to 
any other services that the netWork provider makes accessible 
to the subscriber. 

[0037] Once the portal has been generated, the Portal Ren 
derer 50 transmits the portal to the DPG 40 to be transmitted 
back to the subscriber’s Web broWser. The original URL 
request that initiated the process may also be serviced either 
through the portal or in a separate Web broWser instance. 
Once broWsing in the portal, the subscriber may opt to use any 
of the applications or services that have been made available 
to the subscriber in accordance With the subscriber’s current 
service offer. Any self-service changes made by the sub 
scriber are transmitted from the subscriber’s broWser to DPG 
40 via an HTTP request. DPG 40 propagates the changes to 
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the session EJB on server 120. Upon receiving the data, the 
session E] B makes corresponding updates to the subscriber’s 
pro?le in DOE 80 using LDAP. Referring to FIG. 6, the 
session EJB sends, by Way of a messaging service, billing or 
netWork event data pertaining to the purchase or cancellation 
to OSS application 10, Which may belong to the netWork 
provider or an a?iliate involved With the service or applica 
tion. Network event data may pertain to a DPG 40 or sWitch 
20 event that determined the activation or usage of particular 
content resources. 

[0038] The billing or netWork event data is sent over the 
messaging service in XML (extensible Markup Language) 
format. Although the messaging service uses XML, the inter 
face to third-party billing systems could take any of a number 
of different formats including RADIUS accounting records 
and Internet Protocol Detail Record (IPDR). Other OSS 
applications may be integrated With service integration 
engine 60 by transmitting and receiving XML messages to 
and from engine 60, Which provides a loosely coupled means 
of third-party integration. Integration modules can be added 
into or detached from engine 60 dynamically by monitoring 
logging or billing events arriving in the message queues of the 
reliable messaging service 130. RDBMS 130 is provided to 
help ensure delivery of pertinent messages to the integration 
modules. Third-party applications need only have the ability 
to encode and decode the XML messages that are validated 
With Document Type De?nitions (DTDs) supplied, for 
example, by Ellacoya Networks, Inc. OSS application 110 
and other OSS applications may also use the messaging ser 
vice to send information to service integration engine 60 that 
might result in changes to DOE 80. Such changes may result 
from third-party user management, application or service 
creation, or the addition of neW subscribers or changes in 
service pricing. 
[0039] During the activities performed by service integra 
tion engine 60, events are sent to logging services 172 and 
billing services 170. Logging is performed so that problems 
With the system can be audited for security purposes, tracked 
and investigated. Speci?c implementations may react to log 
messages of different levels of importance in different Ways. 
For example, the system administrator may install a logging 
service that is con?gured to email or page netWork adminis 
trators upon receiving a critical log message. Auditing ser 
vices are supplied into the system to provide audit trails that 
can be used later to resolve billing issues and support inter 
actions betWeen customer service representatives and the 
subscribers. The auditing systems are normally con?gured to 
monitor any events that result in a change in the directory, as 
Well as certain events sourced by service integration engine 
60 or by sWitch 20 that might be used for billing (and other 
OSS systems) decisions, such as metered netWork service or 
changes or activations of subscriptions or application usage. 
Monitoring services are also made available to the system 
administrators Who may then use the services to observe the 
operating performance of the system from time to time. The 
services present statistics and other data through a graphical 
user interface that helps the administrator maintain the sys 
tem. 

[0040] Service integration engine 60 can provide authenti 
cation as an off-board service to sWitch 20. SWitch 20 can be 
con?gured so that When sWitch 20 receives a request from a 
client (e.g., broWser 10) that sWitch 20 needs to identify as 
authenticated, sWitch 20 of?oads the task of authenticating 
the client to service integration engine 60. When a sWitch 
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such as sWitch 20 is responsible for authenticating clients 
itself (referred to as “onboard” authentication), some of the 
sWitch’s resources are consumed in communicating With a 
directory server such as server 80 or a data store such as store 

70. By off-loading the overhead of authentication to an exter 
nal resource such as engine 60, the sWitch can free up its 
resources to be employed for other tasks. 
[0041] SWitch 20 uses authentication services 162 When 
sWitch 20 is supplied With a URL to Which unauthenticated 
client requests are to be redirected. From the perspective of 
sWitch 20, the redirected request is no different from any other 
request in that sWitch 20 need not interact With any external 
entities; sWitch 20 is simply redirecting the request. 
[0042] A difference betWeen on-board and off-board 
authentication is that While authenticating on-board, sWitch 
20 can immediately update its policy tables depending upon 
the replies from authentication services 162. In a speci?c 
implementation in the case of off-board authentication, 
sWitch 20 does not update any policy tables, since sWitch 20 
redirected the request Without any expectation of a reply. In 
the off-board case, service integration engine 60 noti?es 
sWitch 20 When a subscriber has been authenticated. 

[0043] In a speci?c implementation, the subscriber is, prior 
to being authenticated, only authoriZed to communicate With 
service integration engine 60; all other services (premium or 
otherWise) are inaccessible until the subscriber completes the 
authentication process. Provisions in sWitch 20 may permit 
certain tra?ic to pass through sWitch 20 While a subscriber is 
unauthenticated. For example, traf?c deemed important to 
unauthenticated subscriber, such as Address Resolution Pro 
tocol (ARP) and Dynamic Host Con?guration Protocol 
(DHCP), or electronic mail, may be permitted to pass in 
accordance With con?guration options in sWitch 20. 
[0044] The process begins When sWitch 20 receives a 
request from a previously unauthenticated subscriber, i.e., a 
subscriber that has an unauthenticated or untrusted (e.g., spe 
cially con?gured) IP address according to the tables of sWitch 
20. SWitch 20 redirects the subscriber’s request to authenti 
cation services 162 via a pre-con?gured URL. The redirected 
request identi?es both the originating subscriber as Well as 
the subscriber’s target request (e.g., a particular Web page). 
Authentication services 162 sends a login page back to the 
subscriber in order to obtain the subscriber’s credentials. 
From the perspective of the subscriber, the subscriber has 
issued a request, e.g., for a page at http://WWW.uspto.gov, and 
has instead been returned a login page. The subscriber sub 
mits the subscriber’s credentials back to authentication ser 
vices 162 Which in turn authenticates the credentials. The 
authentication mechanism that authentication services 162 
employs is identi?ed via a con?gurable property. This prop 
erty determines Whether the authentication services 162 use a 
proxy technique in sending the authentication request to 
RADIUS data store 70 or look up the subscriber in the DOE 
80 using LDAP. The authentication mechanism can be 
adapted as the security requirements of the operational envi 
ronment change. 
[0045] If the subscriber’s credentials are found to be 
invalid, an error page is delivered to the subscriber and the 
procedure terminates. Presumably, especially When it is pos 
sible that a typographical error has occurred, the subscriber 
re-enters the subscriber’s credentials and the process restarts. 
If the subscriber’s credentials are found to be valid, service 
integration engine 60 noti?es sWitch 20, identifying the sub 
scriber. SWitch 20 then retrieves and installs the subscriber 
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speci?c policies for the subscriber and noti?es service inte 
gration engine 60 When it is ready to accept traf?c from the 
subscriber. 

[0046] At this point, service integration engine 60 may 
honor the initial request of the subscriber by sending a URL 
redirect of the original content request back to the subscrib 
er’s broWser. Optionally, if a “Force Portal” ?ag exists in the 
subscriber’s pro?le, engine 60 causes the subscriber’s portal 
page to be delivered to the subscriber in place of the actual 
requested target. 
[0047] As described above, system 200 has the ability to 
deliver a portal personaliZed to the preferences of the sub 
scriber. The preferences are recorded in DOE 80 along With 
the policy con?gurations for the subscriber. The sWitch poli 
cies and the portal are inherently correlated. When delivered 
to the subscriber, the portal is an accurate re?ection of the 
policies that are used by sWitch 20. Conversely, When the 
subscriber alters the subscriber preferences via the portal, the 
sWitch policies are also altered. 

[0048] Portal Renderer 50 delivers the subscriber’s portal 
by retrieving a pro?le for the subscriber using the sub scriber’s 
pro?le in DOE 80. Different implementations of Portal Ren 
derer 50 may utiliZe different presentation techniques When 
presenting the portal to the subscriber. For example, DPG 40 
utiliZes an HTTP-based broWser, or a Web broWser as part of 
a rendering strategy. DPG 40 accesses the subscriber’s pro?le 
via service integration engine 60 and renders HTML pages 
With content or links to content in accordance With the sub 
scriber’s subscription information that is maintained in DOE 
80. Alternatively, all or some of the rendering function could 
be performed as Well or instead in the host using local (cus 
tom) rendering softWare. 
[0049] The subscriber interacts With the Web-based DPG 
40 by clicking on hyperlinks. DPG 40 receives the HTTP 
requests generated from the hyperlinks and forWards requests 
to service integration engine 60. Examples of requests bound 
to links are: subscribe or unsubscribe the subscriber to service 
bundles; schedule services to be started or stopped at some 
future time; request details about a service offer. A service 
bundle may be or include a collection of content resources 
grouped together either for pricing or resource management 
purposes. For example, a service bundle may be or include all 
content resources provided by a particular content provider or 
all content resources paid for With a single monthly fee. 

[0050] Subscriber self-service is provided to alloW a sub 
scriber to change, on the subscriber’s oWn, the services to 
Which the subscriber can gain access. Subscriber self-service 
is accomplished by providing a Web page that is customiZed 
for a subscriber to indicate the services to Which the sub 
scriber can gain access. The Web page, Which is organiZed to 
shoW the services to Which the subscriber has already sub 
scribed, and the services to Which the subscriber can option 
ally subscribe, is created dynamically based on the informa 
tion in the subscriber’s pro?le, including: 

[0051] 1) Personal information such as ?rst name, last 
name, email address, passWord and branded portal (a 
portal With the NetWork Provider’s logo and look and 
feel characteristics). 

[0052] 2) Personal portal preferences such as WindoW 
locations, color schemes, and backgrounds. 

[0053] 3) Subscription information such as the service 
offer and the optional service bundles to Which the sub 
scriber has subscribed. A service offer may be or include 
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a collection of service bundles provided to alloW more 
abstract groupings of services and service bundles. 

[0054] Subscriber self-service alloWs the subscriber to 
change the subscriber’s personal information, subscription 
information, and personal portal preferences. In speci?c 
implementations, some or all of the portal personaliZation can 
be controlled by the subscriber. At the netWork provider’s 
discretion, some personalization controls can be adminis 
tered by the netWork administrator When control is deemed 
more important than operational savings. The netWork 
administrator can manage the personaliZation controls either 
through the same Web-based interface or through anAPI that 
may be invoked by either a custom tool or an integrated OSS 
solution. Both the API and the HTTP-based interfaces are 
supported by logic in service integration engine 60 Which 
helps prevent incomplete or inconsistent information from 
being accepted in an operational environment. 
[0055] System 200 can provide direct content resource 
management by the content provider, the netWork provider, 
the subscriber, or a combination of some or all of them. A 
discussion of the elements that de?ne content resources is 
helpful for shoWing hoW the elements are combined to sup 
port the dynamic addition of neW, premium content resources. 
Multiple elements associated With content management are 
integrated into the architecture. These elements may fall into 
the folloWing categories: content type, content layout, net 
Work resource requirements, content billing, content organi 
Zation, content location, and content indexing rules. In a 
speci?c implementation, each of these categories is de?ned 
for every piece of content in order to facilitate the deployment 
of neW content. 

[0056] The content type category refers to information 
describing the format of the content, hoW the content should 
be rendered, and the type of presentation model that should be 
used to display the content. Some of the characteristics that 
may be seen in the description of the content type pertain to 
Whether the content is streaming, static, or interactive, 
Whether the content is text or graphical, and Whether the 
content is pushed at the subscriber, driven by circumstances 
of the content provider’s choosing, or pulled by either the 
subscriber or the subscriber’s broWser. 

[0057] Content layout refers to hoW the content is orga 
niZed for presentation, e.g., on a display screen. Some 
examples include the dimensions of the screen space required 
to present the content, the controls appropriate to managing 
the content, Whether the content alWays needs to be fully 
visible to the subscriber, Whether the content can be mini 
miZed, Whether sound is supplied or it may be turned off at the 
subscriber’s discretion. In addition, content layout also refers 
to the means Whereby content speci?c help can be retrieved. 

[0058] NetWork resource requirements describe the 
assumptions content providers have made about the netWork 
in order to successfully exchange content betWeen the pro 
viders and the subscribers. Possible netWork resource 
requirements include the amount of bandWidth required in 
one direction or both (e.g., streaming video, telephone call), 
the amount of delay that can be tolerated (e. g., video confer 
ence, text ?le doWnload), the tolerable amount of delay varia 
tions (jitter), the number of concurrent data streams, the 
topology of the streams (e.g., one point-to-point, multiple 
meshed point-to -point, point-to -multipoint or multicast, mul 
tipoint-to-point), and security requirements (e.g., tunneled, 
encrypted, may only transit speci?c third-party netWorks). 




















