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WAGERING GAME CONTENT APPROVAL 
AND DISSEMINATION SYSTEM 

RELATED APPLICATIONS 

[0001] This patent application claims the priority bene?t of 
US. Provisional Patent Application Ser. No. 60/743,070 ?led 
Dec. 22, 2005 and entitled “WAGERING GAME CONTENT 
APPROVAL AND DISSEMINATION SYSTEM” (Attorney 
Docket 1842.229PRV). 

LIMITED COPYRIGHT WAIVER 

[0002] A portion of the disclosure of this patent document 
contains material to Which the claim of copyri ght protection is 
made. The copyright oWner has no objection to the facsimile 
reproduction by any person of the patent document or the 
patent disclosure, as it appears in the US. Patent and Trade 
mark O?ice ?le or records, but reserves all other rights What 
soever. Copyright 2005, 2006, WMS Gaming, Inc. 

FIELD 

[0003] This invention relates generally to the ?eld of 
Wagering game systems and more particularly to the ?eld of 
disseminating and approving Wagering game content. 

BACKGROUND 

[0004] Wagering game machine makers have increased 
entertainment value associated With Wagering game 
machines by offering a variety of Wagering game content. 
Despite this variety, players often lose interest in repetitive 
Wagering game content. In order to maintain player interest, 
Wagering game machine makers frequently update game 
themes, game settings, bonus games, and other Wagering 
game content. In turn, gaming machine operators continu 
ously license and deploy neW Wagering game content to 
machines operating in the ?eld. 
[0005] Wagering game machine operators typically update 
Wagering game content by manually delivering the content to 
each Wagering game machine. For example, When a Wagering 
game machine’s content becomes undesirable or a license 
expires, an operator typically replaces existing media (eg 
ROM, CD-ROM, or ?ash RAM) With neW media containing 
updated gaming and licensing content. For gaming machine 
operators oWning scores of machines, this process can be 
laborious and expensive. 

BRIEF DESCRIPTION OF THE FIGURES 

[0006] The present invention is illustrated by Way of 
example and not limitation in the Figures of the accompany 
ing draWings in Which: 
[0007] FIG. 1 is a block diagram illustrating a Wagering 
game content approval and dissemination system, according 
to example embodiments of the invention; 
[0008] FIG. 2 is a block diagram illustrating a Wagering 
game netWork that includes a Wagering game content 
approval and dissemination system, according to example 
embodiments of the invention; 
[0009] FIG. 3 is a block diagram illustrating certain com 
ponents of a Wagering game content approval and dissemina 
tion system, according to example embodiments of the inven 
tion; 
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[0010] FIG. 4 is a block diagram illustrating a Wagering 
game machine, according to example embodiments of the 
invention; 
[0011] FIG. 5 is a How diagram illustrating operations for 
obtaining approval for Wagering game content, according to 
example embodiments of the invention; 
[0012] FIG. 6 is a How diagram illustrating operations for 
depositing approved Wagering game content in a digital vault, 
according to example embodiments of the invention; 
[0013] FIG. 7 is a How diagram illustrating operations for 
receiving and storing Wagering game content in a digital 
vault, according to example embodiments of the invention; 
[0014] FIG. 8 is a How diagram illustrating operations for 
receiving Wagering game content in Wagering game 
machines, according to example embodiments of the inven 
tion; 
[0015] FIG. 9 is a How diagram illustrating operations for 
auditing a Wagering game machine or digital vault for Wager 
ing game content stored therein, according to example 
embodiments of the invention; 
[0016] FIG. 10 is a How diagram illustrating operations for 
responding to an audit, according to example embodiments of 
the invention; 
[0017] FIG. 11 is a sequence diagram illustrating commu 
nications for depositing Wagering game content in a digital 
vault, according to example embodiments of the invention; 
[0018] FIG. 12 is a sequence diagram illustrating commu 
nications of a doWnload protocol for doWnloading Wagering 
game content from a digital vault, according to example 
embodiments of the invention; 
[0019] FIG. 13 is a sequence diagram illustrating commu 
nications for auditing a digital vault, according to example 
embodiments of the invention; 
[0020] FIG. 14 is a sequence diagram illustrating commu 
nications for auditing a Wagering game machine, according to 
example embodiments of the invention; and 
[0021] FIG. 15 is a perspective vieW of a Wagering game 
machine, according to example embodiments of the inven 
tion. 

DESCRIPTION OF THE EMBODIMENTS 

[0022] Systems and methods for a Wagering game system 
With digital vault are described herein. This description of the 
embodiments is divided into six sections. The ?rst section 
provides an introduction to embodiments of the invention. 
The second section describes an example operating environ 
ment, While the third section describes example operations 
performed by some embodiments of the invention. The fourth 
section describes some implementation details and the ?fth 
section describes an example Wagering game machine. The 
sixth section provides some general comments. 

Introduction 

[0023] This section introduces embodiments of a Wagering 
game content approval and dissemination system. Embodi 
ments of the system can be used by content providers, regu 
latory authorities, and Wagering game machine operators for 
electronically approving and disseminating Wagering game 
content. For example, in one embodiment, the system can: 1) 
electronically obtain regulatory approval for Wagering game 
content, 2) electronically deposit the approved Wagering 
game content in a digital vault, 3) electronically disseminate 
the approved Wagering game content to Wagering game 
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machines in the ?eld, and 4) electronically audit the Wagering 
game machines and digital vault to ensure that no unapproved 
content has been disseminated. An embodiment of the system 
is shoWn in FIG. 1. 
[0024] FIG. 1 is a block diagram illustrating a Wagering 
game content approval and dissemination system, according 
to example embodiments of the invention. The discussion of 
FIG. 1 describes one embodiment of the system. As shoWn in 
FIG. 1, the Wagering game system 100 includes a Wagering 
game content provider 102 and approval entity 104. The 
Wagering game content provider 102 can electronically sub 
mit Wagering game content to the approval entity 104 for 
regulatory approval. After receiving regulatory approval, the 
Wagering game content provider 102 can deposit the 
approved Wagering game content in the digital vault 108, 
Which can verify that the content has been approved. Addi 
tionally, the digital vault 108 can disseminate the Wagering 
game content to Wagering game machines 114 located in the 
?eld. The approval entity 104 can audit the digital vault 108 
and the Wagering game machines 114 to ensure that unap 
proved Wagering game content has not been disseminated. 
These and other embodiments Will be described in more 
detail beloW. 

Example Operating Environment 

[0025] The section describes an example operating envi 
ronment in Which embodiments can be practiced. In particu 
lar, FIG. 2 describes an example Wagering game netWork that 
includes a Wagering game content approval and dissemina 
tion system, While FIGS. 3 and 4 describe some of the sys 
tem’s components in greater detail. This description contin 
ues With FIG. 2. 

Example Network 

[0026] FIG. 2 is a block diagram illustrating a Wagering 
game netWork that includes a Wagering game content 
approval and dissemination system, according to example 
embodiments of the invention. As shoWn in FIG. 2, the Wager 
ing game netWork 200 includes a plurality of casinos 208 
connected to a communications netWork 220. 

[0027] Each of the plurality of casinos 208 includes a local 
area netWork 222, Which includes Wagering game machines 
202, mobile Wagering game units 204, a digital vault 214, and 
a content manager 224. The Wagering game machines 202 
and mobile Wagering game units 204 can include hardWare 
and machine-readable media including instructions for per 
forming any of the operations described herein. The digital 
vault 214 can store Wagering game content for dissemination 
to the Wagering game machines 202 and the mobile Wagering 
game units 214. The content manager 224 can control How of 
Wagering game content betWeen the digital vault 214 and the 
Wagering game machines 202 and mobile Wagering game 
units 204. In one embodiment, the content manager 224 can 
audit Wagering game content stored in the Wagering game 
machines 202 and mobile Wagering game units 204. In one 
embodiment, the content manager 224 can perform audits 
similar to the approval entity 218 (see beloW). 
[0028] The components of each casino 208 can communi 
cate over Wired 210 and/or Wireless connections 212, as they 
can employ any suitable connection technology, such as 
Bluetooth, 802.11, Ethernet, pubic sWitched telephone net 
Works, SONET, etc. 
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[0029] The Wagering game machines described herein can 
take any suitable form, such as ?oor standing models, hand 
held mobile units, bartop models, Workstation-type console 
models, etc. In one embodiment, the Wagering game netWork 
200 can include other netWork devices, such as accounting 
servers, Wide area progressive servers, and/or other devices 
suitable foruse in connection With embodiments of the inven 
tion. 
[0030] As shoWn in FIG. 2, the communications netWork 
220 is also connected to an approval entity 218, Wagering 
game content provider 216, and digital vault 214. In one 
embodiment, the approval entity 218 can determine Whether 
Wagering game content meets regulatory and/or licensing 
rules and it can issue digital certi?cates or other veri?cation 
information indicating the content has been approved. The 
approval entity 218 can also audit the digital vault 214, Wager 
ing game machines 202, and mobile gaming units 204 to 
ensure that they do not include unapproved Wagering game 
content. 

[0031] The digital content provider 216 can provide Wager 
ing game content designed by Wagering game machine manu 
facturers, such as WMS Gaming, Inc., or from other suitable 
sources. 

[0032] The digital vault 214 can receive Wagering game 
content from the digital content provider 216 and obtain 
veri?cation of the content from the approval entity 218. The 
digital vault 214 can also disseminate the Wagering game 
content to the Wagering game machines 202 and mobile gam 
ing units 204. Before the digital vault 214 accepts Wagering 
game content from the digital content provider 216, it can 
authenticate the digital content provider 21 6 and the Wagering 
game content. 
[0033] Operations performed by embodiments of the 
Wagering game content approval and dissemination system 
are described in more detail beloW, in the “Operations” sec 
tion. This description continues With a more detailed discus 
sion of the system’s components. 

Example System Components 

[0034] FIG. 3 is a block diagram illustrating certain com 
ponents of a Wagering game content approval and dissemina 
tion system, according to example embodiments of the inven 
tion. FIG. 3 shoWs a digital vault 300, Which includes an 
authentication unit 302, veri?cation unit 304, and Wagering 
game content store 306. In one embodiment, the digital 
vault’s authentication unit 302 can authenticate devices With 
Which the digital vault 300 Will communicate (e.g., Wagering 
game machines, approval entity, etc.). Additionally, the 
authentication unit 302 can authenticate information received 
by the digital vault 300. As such, the authentication unit 302 
can employ any suitable authentication technique, such as 
public-key cryptography (e.g., digital signatures), biometric 
information, passWord-based authentication, token-based 
authentication, etc. 
[0035] The digital vault’s veri?cation unit 304 can verify 
that speci?c Wagering game content has been approved by an 
approval entity. In one embodiment, the veri?cation unit 304 
compares veri?cation information received from a Wagering 
game content provider With veri?cation information received 
from an approval entity. 
[0036] The digital vault’s Wagering game content store 306 
can securely store Wagering game content received from 
Wagering game content providers. In one embodiment, the 
Wagering game content store 306 can include a secure ?at ?le 
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database, secure relational database, secure directory data 
base, or other suitable secure data store. Wagering game 
content can include program code, audio content, video con 
tent, and/or other data used for conducting all or part of a 
Wagering game or bonus game. The Wagering game content 
can also include executable game code, game math, game art, 
con?guration data (e.g., data enumerating Win percentages, 
denominations, paylines, etc.), operating system code (e.g., 
peripheral device drivers, patches, libraries, etc.), advertise 
ments, etc. 
[0037] The digital vault’s audit unit 307 can transmit lists 
describing the Wagering game content currently or previously 
stored in the digital vault 300. The audit unit 307 can also 
transmit veri?cation information to auditors, Where the veri 
?cation information indicates that the Wagering game content 
has been approved by an approval entity. 
[0038] As shoWn in FIG. 3, an approval entity 310 includes 
an approval unit 312, veri?cation unit 314, and audit unit 316. 
The approval entity’s approval unit 312 can determine 
Whether Wagering game content satis?es regulatory rules or 
licensing agreements. If the Wagering game content satis?es 
the necessary rules, the approval unit 312 can provide a digital 
certi?cate or other veri?cation information indicating that the 
Wagering game content has been approved. The approval 
entity’s veri?cation unit 314 can process requests to verify 
that speci?ed Wagering game content has been approved. 
Such processing can include providing digital certi?cates or 
other veri?cation information indicating that speci?ed con 
tent has been approved. The approval entity’s audit unit 316 
can audit Wagering game content stored in a digital vault or in 
Wagering game machines in the ?eld. Such audits can deter 
mine Whether a machine is using (or has used) unapproved 
Wagering game content. The approval entity 310 can be 
implemented in a portable device, such as a laptop computer, 
PDA, or cellular phone, so that an approval function can be 
executed While locally attached to a casino netWork. For 
example, a laptop computer connected to a local casino net 
Work 222 could embody the audit unit 316 and thereby 
execute an audit on a local digital vault 214 or Wagering game 
machine 202. 
[0039] The Wagering game content provider 318 includes 
an approval unit 320 and a Wagering game content store 322. 
The approval unit 320 can submit Wagering game content to 
an approval entity and receive a digital certi?cate or other 
information verifying that the Wagering game content has 
been approved. The Wagering game content store 322 stores 
Wagering game content for Which approval is being sought. 
[0040] While FIG. 3 describes an example digital vault, 
approval entity, and Wagering game content provider, FIG. 4 
describes an example Wagering game machine. This descrip 
tion continues With a discussion of FIG. 4. 

[0041] FIG. 4 is a block diagram illustrating a Wagering 
game machine, according to example embodiments of the 
invention. As shoWn in FIG. 4, the Wagering game machine 
406 includes a central processing unit (CPU) 426 connected 
to a main memory 428, Which includes an audit response unit 
432, transmitting and receiving unit 434, and Wagering game 
unit 43 6. In one embodiment, the Wagering game unit 436 can 
conduct any suitable casino-style Wagering game, such as 
video poker, video black jack, video slots, video lottery, etc. 
In one embodiment, the receiving unit 434 can receive Wager 
ing game content from a digital vault, While the audit response 
unit 432 can provide audit information about the Wagering 
game content stored in the Wagering game machine 406. 
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[0042] The CPU 426 is also connected to an input/output 
(I/O) bus 422, Which facilitates communication betWeen the 
Wagering game machine’s components. The U0 bus 422 is 
connected to a payout mechanism 408, secondary display 
410, primary display 412, money/ credit detector 414, player 
input device 416, information reader 418, and storage unit 
430. The U0 bus 422 is also connected to an external system 
interface unit 424, Which is connected to external systems 404 
(e.g., a gaming network). 
[0043] In one embodiment, the Wagering game device 406 
can include additional peripheral devices and/or more than 
one of each component shoWn in FIG. 4. For example, in one 
embodiment, the Wagering game device 406 can include mul 
tiple netWork interface units 424 and multiple CPUs 426. 
[0044] The components discussed in this description can be 
connected according to any suitable interconnection architec 
ture (e.g., directly connected, hypercube, etc.) and they can be 
integrated or subdivided (e.g., the approval entity’s approval 
unit 312 and audit unit 316 can be combined into a single 
unit). Additionally, any of the components can include 
machine-readable media including instructions for perform 
ing operations described herein. Machine-readable media 
includes any mechanism that provides (i.e., stores and/or 
transmits) information in a form readable by a machine. For 
example, tangible machine-readable media includes read 
only memory (ROM), random access memory (RAM), mag 
netic disk storage media, optical storage media, ?ash memory 
devices, etc. Furthermore, the components can include other 
types of logic (e.g., hardWare or ?rmWare) for executing the 
operations described herein. 
[0045] The next section describes operations performed by 
embodiments of the Wagering content approval and dissemi 
nation system. 

Operations 

[0046] This section describes operations performed by 
embodiments of the invention. In the discussion beloW, the 
How diagrams Will be described With reference to the block 
diagrams presented above. In certain embodiments, the 
operations are performed, at least in part, by instructions 
residing on machine-readable media (e.g., softWare), While in 
other embodiments, the operations are performed by hard 
Ware and/or other logic (e.g., ?rmware). 
[0047] The section Will present FIGS. 5-10, Which describe 
operations performed by embodiments of the Wagering game 
content provider, digital vault, Wagering game machines, and 
approval entity. This description continues With a discussion 
of FIG. 5. 
[0048] FIG. 5 is a How diagram illustrating operations for 
obtaining approval for Wagering game content, according to 
example embodiments of the invention. The How diagram 
500 commences at block 502. 

[0049] At block 502, a Wagering game content provider’s 
approval unit 320 transmits Wagering game content to an 
approval entity 218. In one embodiment, the Wagering game 
content provider 216 is seeking regulatory or licensing 
approval for the Wagering game content. The How continues 
at block 504. 

[0050] At block 504, if the Wagering game content Was 
approved, the How continues at block 506. OtherWise, the 
How continues at block 508. 

[0051] At block 506, the approval unit 320 receives a digital 
certi?cate or other veri?cation information indicating that the 
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Wagering game content has been approved by the approval 
entity 218. From block 506, the How ends. 
[0052] At block 508, the approval unit 320 receives a rej ec 
tion message, from the approval entity 218, indicating Why 
the Wagering game content Was rejected. A Wagering content 
provider may Wish to address the reasons for rejection and 
resubmit the Wagering game content for approval. In that 
case, the updated Wagering content is submitted in the same 
manner as the original Wagering game content starting at 
block 502. From block 508, the How ends. 
[0053] While FIG. 5 describes operations for obtaining 
approval for speci?ed Wagering game content, FIG. 6 
describes operations for depositing approved Wagering game 
content in a digital vault. 
[0054] FIG. 6 is a How diagram illustrating operations for 
depositing approved Wagering game content in a digital vault, 
according to example embodiments of the invention. The How 
diagram 600 commences at block 602. 
[0055] At block 602, the Wagering game content provider 
216 noti?es the digital vault 214 of available approved Wager 
ing game content. In one embodiment, the Wagering game 
content provider 216 transmits a URL identifying a location 
in its Wagering game content store 322 at Which the approved 
Wagering game content can be obtained. The How continues 
at block 604. 
[0056] At block 604, the Wagering game content provider 
216 receives a request for the available approved Wagering 
game content. In one embodiment, the provider 216 receives 
a request for Wagering game content associated With a URL. 
The How continues at block 606. 
[0057] At block 606, the Wagering game content provider 
216 transmits, to the digital vault 214, the requested Wagering 
game content and information verifying that the content has 
been approved. In one embodiment, the Wagering game con 
tent provider 216 transmits Wagering game content and veri 
?cation information associated With the URL. The How con 
tinues at block 608. 
[0058] At block 608, the Wagering game content provider 
216 receives a message indicating Whether the Wagering 
game content Was accepted or rejected by the digital vault 
214. In one embodiment, the digital vault 214 may reject the 
content if it cannot verify that the content has been approved 
by the approval entity 218 (see beloW discussion of block 
706). The How continues at block 610. 
[0059] At block 610, if needed, the Wagering game content 
provider 216 records an indication that the Wagering game 
content Was accepted/rej ected. In one embodiment, the indi 
cation can be used during an auditing process betWeen the 
digital vault 214 and the approval entity 218 (see beloWi 
discussion ofFIGS. 9 and 10). From block 610, the How ends. 
[0060] While FIG. 6 described operations for transmitting 
Wagering game content to a digital vault, FIG. 7 describes 
operations for receiving the Wagering game content in the 
digital vault. 
[0061] FIG. 7 is a How diagram illustrating operations for 
receiving and storing Wagering game content in a digital 
vault, according to example embodiments of the invention. 
The How diagram 700 begins at block 702. 
[0062] At block 702, a digital vault 214 receives a noti?ca 
tion that approved Wagering game content is available from a 
Wagering game content service provider 216. In one embodi 
ment, the noti?cation includes a URL indicating a location at 
Which the content is available. The How continues at block 
704. 
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[0063] At block 704, the digital vault 214 requests and 
receives the Wagering game content and associated veri?ca 
tion information. In one embodiment, the digital vault 214 
requests the content using the URL and receives the content in 
its Wagering game content store 306. The How continues at 
block 706. 
[0064] At block 706, the digital vault’s veri?cation unit 304 
attempts to verify that the Wagering game content has been 
approved by the approval entity 218. In one embodiment, the 
veri?cation unit 304 transmits a digital certi?cate (i.e., the 
veri?cation information) to the approval entity 218 for veri 
?cation that the digital certi?cate Was validly issued for 
approved Wagering game content. The How continues at 
block 708. 
[0065] At block 708, the digital vault’s veri?cation unit 304 
determines Whether the Wagering game content Was veri?ed. 
In one embodiment, the veri?cation unit 304 receives a mes 
sage, from the approval entity 218, indicating Whether the 
content Was veri?ed. If the Wagering game content Was veri 
?ed, the How continues at block 710. OtherWise, the How 
continues at block 712. 
[0066] At block 710, the digital vault 214 transmits a mes 
sage to the Wagering game content provider 216, Where the 
message indicates that the digital vault 214 has accepted the 
Wagering game content. From block 710, the How ends. 
[0067] At block 712, because the content Was not veri?ed, 
the digital vault 214 deletes the Wagering game content from 
its Wagering game content store 306. The How continues at 
block 714. 
[0068] At block 714, the digital vault 214 transmits a mes 
sage to the Wagering game content provider 216, Wherein the 
message indicates that the digital vault 214 has rejected the 
Wagering game content. From block 714, the How ends. 
[0069] Up to this point, this section has described opera 
tions for approving Wagering game content (FIG. 5) and 
depositing it into a digital vault (FIGS. 6 and 7). This section 
Will noW describe operations for disseminating the Wagering 
game content to Wagering game machines in the ?eld, as 
shoWn in FIG. 8. 
[0070] FIG. 8 is a How diagram illustrating operations for 
receiving Wagering game content in Wagering game 
machines, according to example embodiments of the inven 
tion. The How diagram 800 commences at block 802. 
[0071] At block 802, a Wagering game machine 202 deter 
mines that neW Wagering game content should be doWn 
loaded from a digital vault 214. In one embodiment, the 
Wagering game machine 202 periodically (over time) deter 
mines that it should doWnload Wagering game content. Alter 
natively, the Wagering game machine 202 can receive mes 
sages from the digital vault 214 indicating that neW content is 
available. In yet another alternative, the Wager game machine 
202 can receive messages from a content manager 224 indi 
cating that neW content is available. The How continues at 
block 804. 
[0072] At block 804, the Wagering game machine’s trans 
mitting and receiving unit 434 transmits, to the digital vault 
214, a request for Wagering game content. The How continues 
at block 806. 

[0073] At block 806, the transmitting and receiving unit 
434 transmits authentication and/or authoriZation informa 
tion to the digital vault 214. In one embodiment, the authen 
tication and/or authorization information can include pass 
Words, certi?cates, hashes, etc. The How continues at block 
808. 










