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METHOD AND COMPUTING SYSTEM FOR 
CONTROLLING ACCESS 

BACKGROUND OF THE INVENTION 

[0001] Organizations that span several divisions (or 
‘domains’) and sub-divisions typically have geographically 
and functionally separated resources, access to Which is 
required for the functioning of the organization. Such access 
has a required robustness and security that depend on the 
organization and its activities, but may be of a very high level 
in some cases. 

[0002] Existing role based access solutions typically 
employ a set of standard techniques. Permissions are mapped 
betWeen a resource and a requester of that resource statically, 
access rights are established on a local basis, and access 
permissions are decided on the basis of a Direct Domain 
Resource Mapping alone. Also, the relative locations of a 
resource access requester and the resources requested are 
generally disregarded. 
[0003] HoWever, these approaches have limited scalability 
across domains and across roles Within domains. Further 
more, Direct Domain-Resource Mapping is unsuitable When 
a single active-entity (generally a user) requires access across 
domains or outside the designated domains. 

BRIEF DESCRIPTION OF THE DRAWING 

[0004] In order that the invention may be more clearly 
ascertained, embodiments Will noW be described, by Way of 
example, With reference to the accompanying draWing, in 
Which: 
[0005] FIG. 1 is a schematic vieW of a computing netWork 
according to an embodiment of the present invention. 
[0006] FIG. 2 is a schematic vieW of an access matrix 
according to an embodiment of the present invention of the 
computing netWork of FIG. 1. 
[0007] FIG. 3 is a schematic vieW of an administrative 
hierarchy of an organization in Which the computing netWork 
of FIG. 1 may be deployed. 
[0008] FIG. 4 is an abstracted schematic vieW of the admin 
istrative hierarchy of FIG. 3. 
[0009] FIG. 5 is a How diagram of a method of traversing 
betWeen successive domains according to an embodiment of 
the present invention in an organizational hierarchy of FIG. 3, 
implemented in the computing netWork of FIG. 1. 
[0010] FIG. 6 is a schematic vieW of an organization admin 
istration tree illustrating traversal betWeen adjacent domains 
according to an embodiment of the present invention by the 
computing netWork of FIG. 1. 
[0011] FIG. 7 is a schematic vieW of another organization 
administration tree illustrating traversal betWeen adjacent 
domains according to an embodiment of the present invention 
by the computing netWork of FIG. 1. 

DETAILED DESCRIPTION OF THE 
EMBODIMENTS 

[0012] There Will be provided a method of controlling 
access by a user to a computing resource located in respective 
source and destination domains in a hierarchy of domains. 

[0013] In one embodiment, the method comprises estab 
lishing a path of domains in the hierarchy from the source 
domain to the destination domain, specifying for at least one 
domain in the path preceding the destination domain Whether 
traversal to a successive domain in the path is permitted, and 
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providing to the user access to the computing resource if 
traversal from the source domain to the destination domain 
along the path is permitted. 
[0014] There Will also be provided a computing system 
con?gured to control access by a user to a desired computing 
resource located in respective source and destination domains 
in a hierarchy of domains. In one embodiment, the computing 
system comprises one or more computing resources includ 
ing desired computing resource, the computing resources 
being associated With respective domains, Wherein the com 
puting system is con?gured to respond to a request by the user 
for access to the desired resource by establishing a path of 
domains in the hierarchy from the source domain to the des 
tination domain, specifying for at least one domain in the path 
preceding the destination domain Whether traversal to a suc 
cessive domain in the path is permitted, and providing to the 
user access to the desired computing resource if traversal 
from the source domain to the destination domain along the 
path is permitted. 
[0015] FIG. 1 is a schematic vieW of a computing system in 
the form of a computing netWork 100 according to an embodi 
ment of the present invention. The netWork 100 includes tWo 
servers 102, tWo client computers 104, a printer 106 and 
networking infrastructure 1 08 providing an Ethernet 1 08. The 
servers 102, client computers 104 and printer 106 communi 
cate via the Ethernet 108. As Will be appreciated, each of the 
servers 102, client computers 104 and printer 106 are repre 
sentative only, and the computing netWork 100 may include 
any number of such computing resources, and indeed any 
other computing resources (including devices, databases, 
communications interfaces and processor use). Each comput 
ing resource is associated With at least one domain in the 
organization that operates netWork 100. 
[0016] Network 100 is adapted for use by the organization, 
and also implements a cross domain security method accord 
ing to this embodiment in that organization. The security 
method uses a 3D dynamic access matrix and a traversal 
algorithm to establish privileges for different active-entities 
(typically users of the resources and located in respective 
domains) and access rights on passive entities (the netWork’s 
resources) at various levels. The security method provides a 
robust and scalable authentication mechanism, Which may 
also be easily integrated With Public Key Infrastructures 
based on standard x509 Digital Certi?cates. 
[0017] To do so, netWork 100 maintains a “3d access 
matrix” to provide cross-domain security. The access matrix 
is domain and role (R) based; each domain is further catego 
rized as either a Source-Domain (SD) or a Destination-Do 
main (DD). Access rights are established using a traversal 
algorithm that has “SD”, “DD” and “R” as its basic units. The 
access matrix is ?exible and can be expanded to include 
additional security tags Without changing the basic structure. 
[0018] The access matrix serves as a reference structure for 
calculating privileges associated With the resources in the 
organization. The resources may be located in different 
domains or sub-domains. An active-entity is de?ned as an 
entity needed to access a respective resource. 

[0019] The access matrix according to this embodiment is 
illustrated schematically at 200 in FIG. 2. Access matrix 200 
may be regarded as a cube in a “source-domain” (SD)-“des 
tination-domain” (DD)-“role” (R) space, With one vertex of 
the cube at {SD, DD, R}:{0, 0, 0}. 
[0020] Access matrix 200 is constructed from a container 
matrix, and actually serves as an “access matrix” When once 
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different coordinates in the container matrix have been popu 
lated. The coordinate tuple {SD, DD, R} or {sd, dd, r} may 
have a value “v” depending on the access function (discussed 
below). The access function maps the coordinates {sd, dd, r} 
to a value “v” in the access matrix. For example: v1:{sd1, 
dd1, r1}, v2:{sd2, dd2, r2}, Where v1 and v2 are de?ned by 
the access function. 

[0021] Thus, each ofthe set T ofresolved tuples {8D, DD, 
R} or {sd, dd, r} that constitute access matrix 200 resolves to 
a value de?ned by the access function. Access matrix 200 may 
be used to decide on the permissions available to an active 
entity located in a domain “SD”, requesting access to a 
resource in “DD” for a particular role “R”. That is, each 
resolved tuple carries a decision value (viZ. an access right) 
for an active-entity located in a domain “SD”, requesting 
access to a resource in “DD” for a role “R”. 

[0022] Access matrix 200 may equally be represented as 
{t1, t2, t3, t4, t5, . . . } Where t1, t2, t3, . . . are resolved tuples 
of type {8D, DD, R} in a container matrix. For a container 
matrix, an access matrix is de?ned. Only When an Access 
Matrix is present for a container matrix may the matrix be said 
to be “Protected”. 
[0023] As discussed above, the access function maps a 
tuple {sd, dd, r} to a value “v”, Where v is a decision value 
de?ned for the resources in an organiZation. In this embodi 
ment, there are only tWo values for the access permissions: 

[0024] v:{INT_ACCESS_NA, INT_ACCESS_A} 
[0025] Where INT_ACCESS_NA signi?es “Intermediate 
Access permission NOT Allowed” and INT_ACCESS_A 
signi?es “Intermediate Access permission AlloWed”. 
[0026] “V” may be varied depending on the security 
requirements in an organiZation. “V” may be binary (a simple 
true or false), or assume multiple values (each describing an 
access right that depends on plural parameters). In this 
embodiment, “v” dictates Whether a traversing entity (dis 
cussed beloW) can access resources on intermediary nodes. If 
INT_ACCESS_NA is set, the traversing entity may access the 
resources of the destination node only. If INT_ACCESS_A is 
set, the traversing entity may access the resources of the 
intermediary nodes including the destination node. HoWever, 
if neither is set, “v” has a null value and the entity cannot 
traverse. 

[0027] Access Matrix and the Organization Structure 
[0028] In this example, the basic administrative structure of 
the organiZation is hierarchical and hence may be depicted as 
a tree, as shoWn at 300 in FIG. 3. The nodes of tree 300 
correspond to the chief executive of?cer (CEO), various 
executive vice presidents (EVPs), the vice presidents (VPs) of 
various sections, the managers of various projects and other 
employees (Es). Each node in administrative structure tree 
300 may be regarded as a “domain”. The tree 300 in depicted 
in schematic form in FIG. 4 in someWhat more extensive form 
at 400; the tree’s domains (D1, D2, D3, . . . , D17) are 
indicated in the ?gure. 
[0029] Traversal betWeen tWo domains in tree 400 is used to 
establish dynamically the privileges of an active-entity. A 
traversal by an active-entity from a source-domain to a des 
tination-domain may also be through intermediate domains. 
For example, suppose an active-entity located in the source 
domain D14 With a role “r” desires access to resources in 
domain D17. In this case, a successful traversal from domain 
D14 to domain D17 for role “r” Would establish that the 
active-entity has the privileges to access the resource in 
domain D17. 
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[0030] If the destination-domain is ultimately reached in 
the traversal, the active-entity has the required privileges to 
access the resources. At every hop from one domain to 

another, access matrix 200 is consulted to determine Whether 
the next hop can be taken. At each instant, the source-domain 
and the destination domain are mapped into the matrix, along 
With the active-entity’s role, to obtain the value v of the 
location or element {SD, DD, R} in access matrix 200. If the 
value v is set or positive, or otherWise con?rms that the 
active-entity may make the next hop, the entity makes the next 
hop and the access matrix 200 is again consulted for the next 
hop. This is repeated until the destination-domain is reached. 
The destination-domain cannot be reached if any one of the 
values v is null or otherWise deny further traversing, in Which 
case the active-entity has insu?icient rights to access the 
resource in the destination-domain. 

[0031] FIG. 5 is a How diagram 500 of traversal betWeen 
tWo domains. Illustrative domains from FIG. 4 are identi?ed, 
by Way of example. 
[0032] At step 502, the active-entity starts at the source 
domain (e.g. D14 in FIG. 4). At step 504 it is determined 
Whether the current decision value v is non-null. If not (i.e. v 
is null), processing continues at step 506 Where an “access 
denied” message is returned to the active-entity (in essence, a 
user) and processing ends. 
[0033] If, at step 504, v is non-null, processing continues at 
step 508 Where the method moves one hop toWards the parent 
node of the source-domain (eg from D14 to D11). At step 
510, the current domain is compared With the common super 
parent (e.g. D7) of the source-domain (e.g. D14) and desti 
nation-domain (e.g. D16) to determine Whether that common 
super-parent has been reached. If not, processing returns to 
step 504. 
[0034] If it is determined at step 510 that processing has 
reached this common super-parent, processing continues at 
step 512 Where it is determined Whether the current decision 
value v is non-null. If not (i.e. v is null), processing continues 
at step 506 Where an “access denied” message is returned to 
the active-entity and processing ends. 
[0035] If, at step 512, v is non-null, processing continues at 
step 514 Where the method moves one hop toWards the des 
tination-domain (e. g. D7 to D12) then, at step 516, the current 
domain is compared With the destination-domain (e.g. D16) 
to determine Whether the destination-domain has been 
reached. If not, processing returns to step 512. 

[0036] If it is determined at step 516 that processing has 
reached the destination-domain, processing continues at step 
518 Where the entity seeking access to the resource(s) at the 
destination-domain is held to have required rights to access 
resource. Processing, With respect to the determination of 
access rights, then ends. 

[0037] Thus, at each node/domain (apart from the destina 
tion domain), the value of v is ascertained for the next hop. 
Thus, in the example interpolated in the steps above, if active 
entity has role “r”, v1:{D14, D11, r}, v2:{D11, D7, r}, 
v3:{D7, D12, r} and v4:{D12, D16, r} Will be ascertained. 
If the destination domain is reached Without any null value of 
v being encountered, the active-entity has suf?cient rights to 
access the resource in the destination domain. If the traversal 
is terminated before completion because a null value of v is 
encountered, it Will have then been established that the active 
entity has insuf?cient rights to access the resource in the 
destination domain. 
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[0038] Thus, a traversal is always between tWo domains (a 
source- and a destination-domain) by an active-entity With 
role “r”. At each instant, these domains may be mapped into 
access matrix 200, along With the role, to obtain the value V at 
that point. 
[0039] Roles 
[0040] A role is the set of duties assigned to an active-entity. 
These duties are Well-de?ned in the organization so may be 
identi?ed as R1, R2, R3, . . . , Rn. A domain may have one or 

more roles assigned to it. These roles are used by the access 
function and the authentication mechanism to decide if a 
traversal betWeen a source-domain and a destination-domain 
can take place. 
[0041] Authentication Mechanism 
[0042] As discussed above, access matrix 200 comprises a 
populated container matrix. This population is performed as a 
series of domain assignments. 
[0043] FIG. 6 depicts an organiZation administration tree 
600 With domains D1, D2, D3 and D4, With respective roles 
R1, R2, R3 and R4. Referring to FIG. 6, if domain D4 needs 
to access its oWn resource to ful?l role R4, the folloWing entry 
must be present in access matrix 200: 

[0044] {D4, D4, R4}:lNT_ACCESS_A 
[0045] Intermediate domains need not be traversed, as the 
source and destination domains may beithough generally 
Will not beiidentical. Hence, INT_ACCESS_A is set to 
indicate that the traversing entity may access the resources of 
the destination node. 
[0046] (It should be noted that this point that, When there 
are intermediate domains, the terms “source-domain” and 
“destination-domain” can have tWo meanings. They can also 
refer to the original and ultimate domains in a path of 
domains, the former being the active-entity’s domain and the 
latter the resource’s domain. HoWever, When describing tra 
versal from the active-entity’s domain to the resource’s 
domain, via one or more intermediate domains, these terms 
may be used to refer to the initial and ?nal domains in any 
adjacent pair of domains betWeen Which traversal is effected.) 
[0047] If domain D4 needs to access resources in domain 
D2 for role R4, the access matrix 200 contains the folloWing 
values: 

[0048] {D4, D1, R4}:lNT_ACCESS_NA 
[0049] {D1, D2, R4}:lNT_ACCESS_A 

[0050] INT_ACCESS_NA disalloWs access by domain D4 
to resources present at domain D1. HoWever, INT_ACCESS_ 
NA is still a non-null value, so traversal can continue to the 
destination-domain, domain D2. 
[0051] FIG. 7 depicts an organiZation administration tree 
700 With domains D1, D2, D3, D4, D5, D6 and D7 With 
respective roles r1, r2, r3, r4, r5, r6 and r7. Domain D7 has the 
additional role r8. Referring to FIG. 7, if a user in domain D7 
needs access to resources in domain D5, access matrix 200 
Would need the folloWing entries: 

[0052] {D7 , D3, r7 }:lNT_ACCESS_NA 
[0053] {D3, D1, r7 }:lNT_ACCESS_NA 
[0054] {D1, D2, r7 }:lNT_ACCESS_NA 
[0055] {D2, D5, r7 }:lNT_ACCESS_A 

[0056] Once the traversal from domain D7 to domain D5 
has been successfully made, the user may access the 
resources of domain D5 With role r7. 
[0057] The decision values v are of great value in indicating 
not just Whether the entity can traverse, but also Whether 
resources on intermediary points may be accessed. Other 
values depicting various security levels may be assigned. This 
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alloWs greater scalability in assigning permission to each 
individual resource, not only on the basis of its type but also 
based on Where it is in access matrix 200. 
[0058] It should be noted that, once access matrix 200 has 
been populated, the decision values v are treated as essen 
tially static, though they may be changed from time of time 
according to Well-de?ned criteria. The decision values v may 
also be audited as a part of the organiZation’s security policy. 
[0059] Authentication using Access Matrix 
[0060] Active-entities (generally users) in different 
domains may be authenticated. For example, referring to FIG. 
7, a user in domain D4 places a request for a resource in 
domain D6. The folloWing entries in the access matrix 200 are 
relevant: 

[0061] {D4, D2, r4}:lNT_ACCESS_NA 
[0062] {D2, D1, r4}:lNT_ACCESS_NA 
[0063] {D1, D3, r4}:lNT_ACCESS_NA 
[0064] {D3, D6, r4}:lNT_ACCESS_A 

[0065] The traversal algorithm moves through these four 
tuples listed above. If a tuple has INT_ACCESS_NA or lNT_ 
ACCESS_A present, the algorithm proceeds to the next hop 
to check for the next tuple. This is repeated until the destina 
tion-domain D6 is reached. 
[0066] If the value of any tuple is a null, the path is broken 
and the destination domain cannot be reached. That is, the 
user lacks permission to access the resource at domain D6. 
This Would occur ifiin a slightly modi?ed caseithe deci 
sion values v in access matrix 200 Were: 

[0071] Access matrix 200 is implemented as a sparse 3d 
matrix. This saves space When compared With a full imple 
mentation. Thus, this approach has the advantages that intra 
and inter domain authentication is provided, it is scalable at 
multiple levels and authentication is provided based, not only 
on role, but also on the position of the entity in an organiZa 
tion. Access permissions are decided on the relative positions 
of the requestor and the resource. It provides a uniform ?ne 
grained centraliZed domain-role based access method to 
access the resources in the organiZation. Security is increased 
as a greater number of factors are taken into consideration to 
decide on the access. 

[0072] The foregoing description of the exemplary 
embodiments is provided to enable any person skilled in the 
art to make or use the present invention. While the invention 
has been described With respect to particular illustrated 
embodiments, various modi?cations to these embodiments 
Will readily be apparent to those skilled in the art, and the 
generic principles de?ned herein may be applied to other 
embodiments Without departing from the spirit or scope of the 
invention. It is therefore desired that the present embodiments 
be considered in all respects as illustrative and not restrictive. 
Accordingly, the present invention is not intended to be lim 
ited to the embodiments described above but is to be accorded 
the Widest scope consistent With the principles and novel 
features disclosed herein. 

1. A method of controlling access by a user to a computing 
resource located in respective source and destination domains 
in a hierarchy of domains, comprising: 

establishing a path of domains in said hierarchy from said 
source domain to said destination domain; 
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specifying for at least one domain in said path preceding 
said destination domain Whether traversal to a succes 
sive domain in said path is permitted; and 

providing to said user access to said computing resource if 
traversal from said source domain to said destination 
domain along said path is permitted. 

2. A method as claimed in claim 1, including determining 
Whether traversal is permitted from said source successively 
toWards said destination domain until either further traversal 
is not permitted or said destination domain is reached, 
Whereby access to said resource is respectively either denied 
or granted. 

3. A method as claimed in claim 1, including establishing 
said path as a shortest path from said source domain to said 
destination domain. 

4. A method as claimed in claim 1, Wherein said at least one 
domain in said path preceding said destination domain com 
prises said source domain and one or more intermediate 
domains intermediate said source domain and said destina 
tion domain. 

5. A method as claimed in claim 1, including determining 
Whether traversal is permitted from either said source domain 
or an intermediate domain to said destination domain or a 

successive intermediate domain based on a plurality of crite 
ria including one or more of said at least one domain in said 
path, said successive domain, and a role of said user. 

6. A method as claimed in claim 1, Wherein said specifying 
includes specifying Whether a resource in said successive 
domain can be accessed by said user. 

7. A computing system con?gured to control access by a 
user to a desired computing resource located in respective 
source and destination domains in a hierarchy of domains, 
comprising: 

one or more computing resources including desired com 
puting resource, said computing resources being associ 
ated With respective domains; 

Wherein said computing system is con?gured to respond to 
a request by said user for access to said desired resource 
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by establishing a path of domains in said hierarchy from 
said source domain to said destination domain, specify 
ing for at least one domain in said path preceding said 
destination domain Whether traversal to a successive 
domain in said path is permitted, and providing to said 
user access to said desired computing resource if tra 
versal from said source domain to said destination 
domain along said path is permitted. 

8. A system as claimed in claim 7, comprising a computer 
netWork including a plurality of computing devices. 

9. A system as claimed in claim 7, Wherein determining 
Whether traversal to said successive domain in said path is 
permitted is based on a plurality of criteria including one or 
more of said at least one domain in said path, said successive 
domain, and a role of said user. 

10. A method for controlling access by a user to computing 
resources located in respective domains in a hierarchy of 
domains, comprising: 

establishing a three dimensional access matrix having 
coordinates comprising source domain, destination 
domain and user role; 

forming a speci?cation for at least one domain in said 
hierarchy of Whether traversal to another domain in said 
hierarchy is permitted; and 

at least partially populating said matrix With data indicative 
of Whether, for a respective element of said matrix, tra 
versal is permitted from said source domain to said 
destination domain according to said speci?cation. 

11. A method as claimed in claim 10, including forming 
said speci?cation based on a plurality of criteria including 
one or more of said at least one domain in said hierarchy, said 
other domain in said hierarchy, and a role of said user. 

12. A computer readable medium provided With program 
data that, When executed on a computing system or systems, 
implements the method of claim 1. 

* * * * * 


