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E-FUSES FOR STORING SECURITY 
VERSION DATA 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation of co-pending 
US. patent application Ser. No. 10/892,431, ?led Jul. 15, 
2004, Which is hereby incorporated by reference in its 
entirety. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 
[0003] The present invention generally relates to data 
encryption and, more particularly, to methods and apparatus 
for updating parameters used for encryption, such as version 
control parameters. 
[0004] 2. Description of the Related Art 
[0005] A system on a chip (SOC) generally includes one or 
more integrated processor cores, some type of embedded 
memory, such as a cache shared betWeen the processors cores, 
and peripheral interfaces, such as memory control compo 
nents and external bus interfaces, on a single chip to form a 
complete (or nearly complete) system. The use of cache 
memory hierarchies is Well established to improve a proces 
sor performance by reducing and/or eliminating read access 
requests to external main memory. 
[0006] As part of an enhanced security feature, some SOCs 
encrypt some portions of data prior to storing it in external 
memory. Adding such encryption to an SOC may add valu 
able bene?ts, such as preventing a hacker from obtaining 
instructions of a copyrighted program, such as a video game, 
or data that may be used to determine such instructions 
through reverse engineering. When the encrypted data is sub 
sequently retrieved from external memory, it must ?rst be 
decrypted before it can be used by the processor cores. 
[0007] The encryption is typically carried out With the use 
of one or more encryption keys generated, in some Way, based 
on a master key. Often the master key is unique to the device, 
in an effort to ensure no tWo devices perform encryption in the 
exact same Way. In some cases, a security version parameter 
(hereinafter, simply the version) maintained on the system 
may be used in combination With the encryption, in an effort 
to provide some degree of ?exibility regarding hoW and on 
What encryption is performed. A current version may re?ect a 
current state of privileges a user has, in effect, determining 
What content the user may access.As an example, in a gaming 
system a user may purchase and doWnload a neW game. As 
part of the process of installing the neW game on the system, 
the version may be updated and used to encrypt the game 
program, With the game, in encrypted form, marked as having 
been encrypted using the updated version. Upon loading the 
game, system validation logic may compare the current ver 
sion of the system against the version used to encrypt the 
game to verify the system is authoriZed to run the game. If the 
versions match, the game Will be decrypted and alloWed to 
run, otherWise it Will not. 
[0008] In conventional systems, master key and version 
data are often stored in battery backed registers or external 
nonvolatile storage, such as battery-backed non-volatile ran 
dom access memory (NVRAM). Unfortunately, batteries are 
expensive and the reliance on batteries introduces complexity 
as designers must deal With the possibility of having to restore 
values in the event battery voltage is lost. Further, storing 
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master key and version data in external memory invites 
attacks by hackers attempting to gain unauthoriZed access. To 
combat this, some systems utiliZe tamper detection hardWare 
designed to notify the system in the event unauthoriZed access 
is detected, Which also increases system cost. 
[0009] Accordingly, What is needed is a mechanism for 
storing Master Key and version information that does not 
require batteries. Preferably, such a mechanism Would alloW 
Master Key and version information to be maintained internal 
to a device, such as an SOC, implementing security. 

SUMMARY OF THE INVENTION 

[0010] The present invention generally provides methods 
and devices for dynamically updating security version param 
eters stored in persistent storage. 
[0011] One embodiment provides a method of handling 
secure data in a secure system, Wherein the secure data is 
passed betWeen a processor and memory external to the pro 
ces sor. The method generally includes maintaining a security 
version parameter in persistent storage on the processor, 
Wherein blocks of secure data are encrypted as a function of 
the security version parameter and dynamically changing the 
security version parameter by modifying the contents of the 
persistent storage. 
[0012] Another embodiment provides a method of han 
dling secure data in a secure system, Wherein the secure data 
is passed betWeen a processor and memory external to the 
processor. The method generally includes maintaining a secu 
rity version parameter and master key data in persistent stor 
age on the processor, encrypting a block of secure data, gen 
erating an integrity check value for the block of secure data, 
Wherein at least one of the encrypting and the generating is 
performed as a function of the security version parameter, 
storing the encrypted block of secure data in the external 
memory, and dynamically changing the security version 
parameter by modifying the contents of the persistent storage. 
[0013] Another embodiment provides a device for encrypt 
ing blocks of data to be stored in memory external to the 
device. The device generally includes ?rst persistent storage 
elements for storing a security version parameter, second 
persistent storage elements for storing master key data, an 
encryption engine con?gured to encrypt secure blocks of data 
to be stored in the external memory, Wherein at least one of: 
the encrypted secure blocks or an integrity check value gen 
erated therefore are affected by the security version param 
eter, and a mechanism for modifying the ?rst persistent stor 
age elements to update the security versionparameter Without 
modifying previously modi?ed ?rst persistent storage ele 
ments. 

[0014] Another embodiment provides a method of han 
dling secure data in a secure system, Wherein the secure data 
is passed betWeen a processor and memory external to the 
processor. The method generally includes maintaining a secu 
rity version parameter and master key data in persistent stor 
age on the processor and storing ?rst and second copies of an 
encrypted data structure in external memory, Wherein at least 
one of: the encrypted data structure or an integrity check 
value calculated therefor are affected by the security version 
parameter. The security version parameter may be updated 
Without modifying the contents of the persistent storage. The 
?rst copy of the encrypted data structure may be overWritten 
With a neW encrypted data structure, Wherein at least one of: 
the encrypted data structure or an integrity check value cal 
culated therefor are affected by the updated security version 
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parameter. The ?rst copy of the new encrypted data structure 
may be read back and validated. The persistent storage may 
be updated to re?ect the updated security version parameter 
only if the ?rst copy of the neW encrypted data structure is 
valid. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] So that the manner in Which the above recited fea 
tures, advantages and objects of the present invention are 
attained and can be understood in detail, a more particular 
description of the invention, brie?y summarized above, may 
be had by reference to the embodiments thereof Which are 
illustrated in the appended drawings. 
[0016] It is to be noted, hoWever, that the appended draW 
ings illustrate only typical embodiments of this invention and 
are therefore not to be considered limiting of its scope, for the 
invention may admit to other equally effective embodiments. 
[0017] FIG. 1 illustrates an exemplary system including a 
CPU, in Which embodiments of the present invention may be 
utiliZed. 
[0018] FIGS. 2A-2B are block diagrams illustrating data 
?oW through the CPU, according to one embodiment of the 
present invention. 
[0019] FIGS. 3A and 3B illustrate different con?gurations 
of persistent storage, according to exemplary embodiments of 
the present invention. 
[0020] FIG. 4 is a ?oW diagram of exemplary operations for 
initialiZing secure operations utiliZing master key and version 
data in persistent storage according to one embodiment of the 
present invention. 
[0021] FIG. 5 is a ?oW diagram of exemplary operations for 
secure runtime operations utiliZing master key and version 
data in persistent storage according to one embodiment of the 
present invention. 
[0022] FIG. 6 is a ?oW diagram of exemplary operations for 
secure updating of version data in persistent storage accord 
ing to one embodiment of the present invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0023] Embodiments of the present invention may be uti 
liZed in systems to dynamically update a security version 
parameter used to encrypt and/or validate secure data. The 
version may be maintained in persistent storage located on a 
device implementing the encryption, such as a system on a 
chip (SOC). The persistent storage does not require battery 
backing and, thus, the cost and complexity associated With 
conventional systems utiliZing battery backed storage may be 
reduced. Further, by utiliZing persistent storage that does not 
alloW previously Written storage elements to be re-Written 
(erased) an additional level of security may be achieved, by 
avoiding inadvertent or intentional (e. g., initiated by a hacker) 
rollback of versions. 
[0024] As used herein, the term security metadata generally 
refers to any type of data used during any part of the encryp 
tion process. For example, security metadata may include 
such data as encryption keys, version numbers, and the like, 
used to encrypt and/ or validate data. As used herein, the term 
secure data refers to data that is to be encrypted When stored 
external to an encryption-enabled device, such as an SOC, 
While the term non-secure data refers to data that may be 
stored externally in non-encrypted form. Data that is non 
encrypted (Whether secure or non-secure) is referred to herein 
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as plaintext While data that is encrypted is referred to herein as 
ciphertext. These terms are used for convenience and do not 
imply the encrypted or non-encrypted data is actually textual 
data. 
[0025] In the folloWing, reference is made to embodiments 
of the invention. It should be understood, hoWever, that the 
invention is not limited to any speci?c embodiments 
described herein. Instead, any combination of the folloWing 
features and elements, Whether related to different embodi 
ments or not, is contemplated to implement and practice the 
invention. Furthermore, in various embodiments the inven 
tion provides numerous advantages over the prior art. HoW 
ever, although embodiments of the invention may achieve 
advantages over other possible solutions and/or over the prior 
art, Whether a particular advantage is achieved by a given 
embodiment is not limiting of the invention. Thus, the fol 
loWing aspects, features, embodiments and advantages are 
merely illustrative and, unless explicitly present, are not con 
sidered elements or limitations of the appended claims. 

An Exemplary System 

[0026] Referring noW to FIG. 1, an exemplary computer 
system 100 including a central processing unit (CPU) 110 is 
illustrated, in Which embodiments of the present invention 
may be utiliZed. As illustrated, the CPU 110 may include one 
or more processor cores 112, Which may each include any 
number of different type functional units including, but not 
limited to arithmetic logic units (ALUs), ?oating point units 
(FPUs), and single instruction multiple data (SIMD) units. 
Examples of CPUs utiliZing multiple processor cores include 
the PowerPC@ line of CPUs, available from International 
Business Machines (IBM) of Armonk, NY. 
[0027] As illustrated, each processor core 112 may have 
access to its oWn primary (L1) cache 114, as Well as a larger 
shared secondary (L2) cache 116. In general, copies of data 
utiliZed by the processor cores 112 may be stored locally in 
the L2 cache 116, preventing or reducing the number of 
relatively sloWer accesses to external main memory 140. 
Similarly, data utiliZed often by a processor core 112 may be 
stored in its L1 cache 114, preventing or reducing the number 
of relatively sloWer accesses to the L2 cache 116. 
[0028] The CPU 110 may communicate With external 
devices, such as a graphics processing unit (GPU) 130 and/or 
a memory controller 136 via a system or frontside bus (FSB) 
128. The CPU 110 may include an FSB interface 120 to pass 
data betWeen the external devices and the processing cores 
112 (through the L2 cache) via the FSB 128.An FSB interface 
132 on the GPU 130 may have similar components as the FSB 
interface 120, con?gured to exchange data With one or more 
graphics processors 134, input output (I/ O) unit 138, and the 
memory controller 136 (illustratively shoWn as integrated 
With the GPU 130). 
[0029] The FSB interface 120 may include any suitable 
components, such as a physical layer (not shoWn) for imple 
menting the hardWare protocol necessary for receiving and 
sending data over the FSB 128. Such a physical layer may 
exchange data With an intermediate “link” layer Which may 
format data received from or to be sent to a transaction layer. 
The transaction layer may exchange data With the processor 
cores 112 via a core bus interface (CBI) 118. 

Secure Data Processing 

[0030] As part of an enhanced security feature, the CPU 
110 may encrypt some portions of data, referred to herein as 
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secure data, prior to storing it in main memory 140 (such 
encrypted portions of data are illustratively shown as secure 
data 142 in main memory 140). Accordingly, the CPU 110 
may include a security component 150 used to encrypt secure 
data prior to transmission over the FSB 128 by the FSB 
interface 120. Upon later retrieval of the encrypted data, the 
security component 150 may also be used to decrypt the 
encrypted secure data prior to passing it into the L2 cache 116 
for use by one or more of the processor cores 112. 

[0031] The security component 150 may employ any suit 
able encryption algorithms or combination of algorithms for 
encryption/ decryption, including, but not limited to algo 
rithms utiliZing Whitening keys, hash keys, and/ or Advanced 
Encryption Standard (AES) keys. For some embodiments, 
one or more of these keys may be generated based on a master 
key 162 stored in persistent storage 160 located on the CPU 
110. For other embodiments, the master key 162 may be used 
to protect these keys, for example, by encrypting a data struc 
ture containing the keys or used to generate the keys. As Will 
be described in greater detail beloW, encryption may also 
utiliZe a security version parameter (version 164) also stored 
in persistent storage 160. In some cases, information regard 
ing the key(s), as Well as the version 164 used for encryption, 
and/or validation of encrypted data, may be encrypted and 
stored externally, as a secure block of data, shoWn as security 
metadata 144. As Will be described in greater detail beloW, 
upon retrieval of secure data 141, this metadata 144 may be 
retrieved for validation and/or decryption purposes. 
[0032] As shoWn in the Figures described beloW, for some 
embodiments, the version 164 may actually be used to 
encrypt data (e.g., as an input to an encryption algorithm 
implemented in hardWare or software). HoWever, for other 
embodiments, the version 164 may be used to generate an 
integrity check value (a checksum or hash value) on a block of 
encrypted data. In either case, the encrypted data may be 
validated against a current version. For example, if the data 
Was encrypted using a different version, the decrypted data 
Would not validate. Similarly, an integrity check value for the 
encrypted data Were generated With a different version Would 
not match an integrity check value generated With the current 
version. 

[0033] FIG. 2A is a block diagram that illustrates the How 
of both secure and non-secure data through the CPU, in 
accordance With one embodiment of the present invention, for 
example, as data is read into the cache from main memory and 
Written out from the cache to main memory. Such data How 
may take place, for example, When loading instructions and/ 
or data of a program, such as a game program, into the CPU 
110 for execution. While not shoWn, ?oW control logic con 
?gured to identify and route secure and non-secure data in 
accordance With FIG. 2A may be included in the FSB inter 
face 120. 
[0034] Note that data received from cache Will typically be 
unencrypted (plaintext) regardless of Whether the data is 
secure or non-secure. If the data is not secure, the plaintext 
data is Written directly out to external memory. Any suitable 
technique may be utiliZed to determine if the data is secure. As 
an example, a speci?c address range may be reserved for 
secure data. As another example, secure data may be identi 
?ed by one or more bit settings in a page table entry, for 
example, indicating a corresponding cache line is secure. In 
any case, if the data is secure, the plaintext data is routed to an 
encryption engine 152 of the security component 150 for 
encryption. The encryption engine 152 encrypts the secure 
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data and returns the secure data encrypted (as ciphertext). For 
some embodiments, an integrity check value (ICV) may be 
calculated based on the secure data in plaintext and/or cipher 
text form, to alloW for subsequent authentication to ensure the 
encrypted data Was not modi?ed (tampered With). Depending 
on the embodiment, this integrity check value may also be 
stored externally, as metadata 144, or internally. 
[0035] As illustrated in FIG. 2B, the encryption engine 152 
may encrypt the plaintext data using the master key 162 
(and/ or other keys) and version 164 stored in persistent stor 
age 160. Accordingly, a change in version 164 results in 
different encryption (e.g., different ciphertext given the same 
plaintext), thus providing a convenient mechanism to vary the 
encryption. As illustrated, the decryption engine 154 may 
also use the master key 162 (and/or other keys) and version 
164 to decrypt ciphertext data retrieved from external 
memory. As Will be described in greater detail beloW, for 
some embodiments, in an effort to ensure a secure transition 

to a dynamically updated security version, the encryption 
engine may perform encryption and decryption using the 
updated security version (shoWn as VERSION +1), prior to 
actually storing the updated security version in persistent 
storage 160. Select logic 155 may alloW the encryption and 
decryption engines to select the proper version. 
[0036] As illustrated, data retrieved from external memory 
that is not secure is forWarded on to the cache, as no decryp 
tion is required. If the data is secure, hoWever, the data is 
ciphertext and, therefore, is routed to a decryption engine 154 
of the security component 150 for decryption. In some cases, 
information regarding the keys and version data used for 
encryption (metadata 144) may also be retrieved With the 
secure data. As Will be described in further detail beloW, for 
some embodiments, a validation component 170 may be con 
?gured to compare the version data retrieved With the current 
version 164 in persistent storage 160 to ensure the current 
system is authorized to access the secure data. 
[0037] While some embodiments may use encryption/de 
cryption engines implemented in hardWare, for some 
embodiments some or all of the encryption and/ or validation 
operations described herein and shoWn in the Figures may be 
performed in softWare (e.g., running in a secure environ 
ment). In such embodiments, softWare may have direct access 
(via the CPU) to the master key and/ or version information 
stored in persistent storage, instead of or in addition to the 
hardWare security component. Accordingly, the concepts 
described herein related to storing version information in 
persistent storage may be used to advantage in systems uti 
liZing hardWare encryption, softWare encryption, or any com 
bination thereof. 

Storing Version Information In Persistent Storage 

[0038] In any case, the current version 164 in persistent 
storage 160 of the system may be updated periodically, for 
example, to re?ect a user’s current set of security privileges 
that may determine What secure data that user is authoriZed to 
access. In order to accommodate these changes, the persistent 
storage 160 should be some type of storage that alloWs Writ 
ing. For some embodiments, hoWever, to prevent inadvertent 
or unauthoriZed rollback of versions used for encryption, the 
persistent storage 160 should be such that, once storage ele 
ments thereof are programmed, they may not be subsequently 
modi?ed. In other Words, the persistent storage 160 may be 
con?gured to provide monotonic updates in one direction 
With time, such as a version value that may only be increased. 



US 2008/0310622 A1 

[0039] One example, of a suitable type of storage is elec 
trically programmable fuses, commonly referred to as 
e-Fuses. As illustrated in FIG. 3A, for some embodiments, a 
?rst set ofe-Fuses 302l . . . 302Nmay be used to store master 

key information, While a second set of e-Fuses 304l . . . 304M 
may be used to store version information. As illustrated, fuse 
control logic 310 may be included In such embodiments, to 
bloW the e-Fuses 302-304 by applying a high bloW voltage 
(VBLOW) to fuses, as indicated by e-Fuse programming data 
(Which may be a simple bit string indicating Which fuses are 
to be bloWn). The fuse control logic 310 may also be used to 
readout the state of the fuses 302-304 Which may subse 
quently be latched into registers accessible by the security 
component 150. 
[0040] For some embodiments, in order to update the ver 
sion, the next available e-Fuse 304 may be bloWn. Accord 
ingly, arbitrarily assuming fuses are bloWn from left to right, 
the rightmost fuse may be indicative of the current version. 
For many applications, it may not be critical that the next 
e-Fuse 304 in sequence be bloWn, but may be su?icient that 
the version is changed to a neW value (Which Will result in 
different encryption). In such embodiments, the fuse control 
logic 310 may be con?gured to monitor the state of any 
e-Fuse 304 being bloWn and, if the e-Fuse 304 does not bloW 
(e.g., Within a given period of time), the next fuse may be 
bloWn instead. While this may have the effect of skipping 
some versions (e.g., if fuse 304100 Will not bloW but 304101 
Will, “version 100” may be skipped). 
[0041] For some embodiments, version and master key 
information may be stored in different types of persistent 
storage. For example, for some embodiments, the master key 
information might not be changed during the life of the prod 
uct, master key information may be stored in laser fuses 
322l-322N rather than e-Fuses, as illustrated in FIG. 3B. The 
laser fuses 3221-322N may be bloWn during a manufacturing 
process, While the device containing them is still in Wafer 
form, Which may be convenient for system (e.g., game box, 
PC, etc.) manufacturers. As a result, hoWever, the device (e.g., 
CPU) manufactures Would have to be provided With the mas 
ter key data Which may create opportunities for the master key 
values to be mishandled, Which may compromise security. 
Therefore, for highly sensitive applications, one advantage to 
storing the master key in e-fuses (or some other type of 
electrically Writable persistent storage) is that system manu 
factures incorporating the devices in their products may be 
able to set the master keys themselves. 
[0042] Other types of suitable persistent storage may 
include electrically erasable programmable read-only 
memory (EEPROM) or ?ash memory. For some embodi 
ments, systems utiliZing EEPROM or ?ash memories may 
include control circuitry to ensure that previously Written 
storage elements (memory cells) cannot be modi?ed, While 
still alloWing subsequent storage elements to be programmed. 
For example, such control circuitry may be con?gured to 
permanently disable Writing to all addresses beloW an address 
currently being Written. 

InitialiZing Version And Master Key Information 

[0043] FIG. 4 is a ?oW diagram of exemplary operations for 
initialiZing master key and version data, according to one 
embodiment of the present invention. For illustrative pur 
poses, the operations 400 assume that the master key infor 
mation is stored in some type of persistent storage that is 
Writable at run time. 
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[0044] The operations 400 begin, at step 402, by booting 
the system. As described in the commonly assigned, co-pend 
ing US. application Ser. No. 10/ 691,924 entitled “Initializ 
ing, Maintaining, Updating and Recovering Secure Opera 
tion Within an Integrated System Employing a Data Access 
Control Function,” Filed on Oct. 23, 2003, hereby incorpo 
rated herein by reference in its entirety, the ?rst time the 
system is booted, it may do so in a non-secure mode. In 
preparation of entering a secure mode, at step 404, a master 
key is generated, for example, based on a hardWare random 
number generator (not shoWn). At step 406, the master key is 
stored in persistent storage. 
[0045] At step 408, an initial security version is obtained. 
For some embodiments, the initial security version may sim 
ply be the initial state of the persistent storage, such as the 
initial (e.g., un-bloWn or partially bloWn) state of eFuses. For 
other embodiments, the initial security may be predeter 
mined, for example, to re?ect a current version of a product. 
In such cases, the predetermined security version may be 
stored in persistent storage, at step 410. 
[0046] With the master key and version in place, the device 
may enter a secure mode, Whereby secure data is encrypted 
using the master key and current version. For example, the 
master key and security version may be used to encrypt data 
structures to be stored in external memory, such as a data 
structure containing security key sets. As previously 
described, the security version may be stored and encrypted 
With the data, to alloW later comparison against the current 
security version When retrieving the encrypted data structure. 
Accordingly, at step 412, the initial security version is put in 
a data structure to be encrypted and, at step 414, the data 
structure is encrypted using the initial security version and 
master key information. At step 416, the encrypted data struc 
ture is stored in external (e.g., FLASH) memory. 
[0047] At step 418, at least one additional copy of the 
encrypted data structure is stored in external memory. For 
some embodiments, maintaining more than one copy of the 
encrypted data structure may ensure at least one good copy of 
the encrypted data is available even if one or more other 
copies become invalid for some reason, such as tampering or 
some type of Writing error, Which may alloW data to be recov 
ered in the occurrence of some such event. Maintaining mul 
tiple copies may also alloW recovery in the event that updates 
to the encrypted data structure (e.g., to grant/revoke privi 
leges as described beloW), Which may involve relatively 
lengthy operations, are interrupted for any reason, such as an 
unexpected loss of poWer. For example, by maintaining mul 
tiple copies, even if one copy becomes corrupted, if the other 
copy is good it may be used to restore the corrupted copy. 

Utilizing Version Information For Secure Validation 
At Runtime 

[0048] FIG. 5 is a ?oW diagram of exemplary operations 
500 for secure runtime operations utiliZing version informa 
tion, according to one embodiment of the present invention. 
The operations 500 assume that multiple copies (illustra 
tively, tWo) of an encrypted secure data structure have been 
stored in external memory, for example, as shoWn in the 
operations 400 described above. Further, for illustrative pur 
poses, the operations 500 are assumed to be performed in a 
game system. HoWever, one skilled in the art Will recogniZe 
that similar operations may be performed to provide secure 
operations in a Wide variety of different type systems. 
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[0049] The operations 500 begin, at step 502, by retrieving 
a ?rst copy of the encrypted data structure and validating the 
secure data structure using a current security version. As 
previously described, the validation may involve generating 
an integrity check value for the retrieved data structure using 
the current security version or decrypting the retrieved data 
structure using the current security version. In any case, if the 
?rst copy of the data structure is valid, as determined at step 
504, the second copy of the data structure is retrieved and 
validated, at step 512. If the second copy of the data structure 
is also valid, as determined at step 514, redundancy is main 
tained and an operations mode is entered, at step 522. 
[0050] If either of the copies of the data structure are not 
valid, recovery procedures may be attempted in an effort to 
maintain redundancy. For example, if the ?rst copy is not 
valid, a recovery procedure may be attempted, at step 508, 
Wherein the ?rst copy is overWritten With the second copy, 
after Which the operations may return to step 502, to deter 
mine if the recovery procedure Was successful in restoring the 
?rst copy. Alternatively, if the second copy is not valid, a 
recovery procedure may be attempted, at step 518, Wherein 
the second copy is overWritten With the ?rst copy, after Which 
the operations may return to step 512 to determine if the 
recovery procedure Was successful in restoring the second 
copy. For some embodiments, because invalid copies may be 
the result of unrecoverable problems (e.g., irreparable por 
tions of external memory) there may be a maximum alloW 
able number of retries that, if exceeded (as determined at steps 
506 and 516), may result in failures (steps 510 and 520), for 
example, not alloWing the system to enter into an operational 
mode. 
[0051] Assuming the operational mode is reached, at step 
522, a loop of operations (524-536) is entered, in Which one of 
tWo basic operations is performed: a game is played or privi 
leges are updated. If a game is to be played, as determined at 
step 524, the game is loaded using current security and privi 
lege settings, at step 526. Once the game is over, as deter 
mined at step 528, the loop of operations is entered again. 
[0052] In some cases, a user may choose to update privi 
leges, for example, to gain some neW type of desired func 
tionality. For example, a user may initially receive a ?rst set of 
privileges When purchasing a game system. This ?rst set of 
privileges may authorize the user to play a ?rst set of games 
supplied With the system. The privileges may be stored (in 
external memory) in the data structure encrypted using a 
security version setting that shipped With the game system. To 
play any additional games may require additional privileges, 
Which may be requested by a user, for example, via an online 
purchase. 
[0053] If privileges are to be updated, as determined at step 
530, an update procedure to securely modify the privilege 
information and security version is performed, at step 532. If 
the update procedure is successful, the user’s account is 
charged, at step 536 and the system is rebooted, at step 540, to 
re?ect the update privilege information. On the other hand, if 
the update procedure is not successful, the user’s account is 
not charged, at step 538. HoWever, the system may still be 
rebooted, for example, in an effort restore one of the copies of 
the secure data structure Which (as Will be described in greater 
detail beloW) may have been corrupted during the failed 
update procedure. 

UtiliZing Version Information For Secure Runtime 
Operation 

[0054] FIG. 6 illustrates exemplary operations 600 for an 
update procedure to modify the secure data structure (e. g., to 
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re?ect a change in privileges) and update a security version. It 
should be noted, hoWever, that not all types of privilege 
updates may require modifying the security version. For 
example, if certain privileges are not to be revoked, and the 
user is paying for the updates, privilege information may be 
updated in the secure data structure Without modifying the 
security version used to encrypt the data structure. On the 
other hand, if some privileges are being revoked, it may be 
desirable to modify the security version to prevent the user 
from “rolling back” the system to regain the privileges 
revoked, for example, by replacing the secure data block With 
a previous copy. 

[0055] The operations 600 begin, at step 602, by receiving 
a request to update the security structure With a neW security 
version. At step 604, a test is performed to determine if both 
copies of the data structure stored in external memory are 
valid (e.g., by decrypting and/or generating an integrity check 
value using the current security version). If both copies of the 
current data structure are not valid, a recovery procedure may 
be attempted, at step 608. As previously described, a recovery 
procedure may involve overWriting an invalid copy of the data 
structure With a valid copy. The validation operations of step 
604 may then be repeated. In some cases, if a maximum 
number of retries is exceeded, as determined at step 606, a 
failure may be reported, at step 610. 
[0056] HoWever, if both copies of the current data structure 
are valid, the data structure is modi?ed (e.g., to re?ect a 
change in privileges) and the current security version is incre 
mented, at step 612. At step 614, the neW data structure is 
encrypted (and/ or an integrity check value is generated) using 
the neW security version. In an effort to alWays maintain at 
least one valid copy of the data structure, only one copy of the 
data structures in external memory may be overwritten until 
the security version is successfully updated in persistent stor 
age, possibly alloWing recovery in the event of a failure in 
Writing the neW data structure to external memory or in Writ 
ing the neW security information to persistent storage. 
[0057] Therefore, at step 616, the ?rst copy of the data 
structure in external memory is overwritten With the neW data 
structure. At step 618, the neW data structure is read back from 
external memory and validated. If the copy read back is not 
valid, indicating a possible Write failure, the operations 616 
620 may be repeated, up to a maximum number of retries, 
after Which a failure may be reported, at step 626 (e.g., result 
ing in the user not being charged for updates, per step 538 of 
FIG. 5). 
[0058] If the data structure read back is valid, the persistent 
storage is modi?ed to re?ect the incremented security ver 
sion, for example, by burning one or more fuses, at step 628. 
In some cases, updates to the persistent storage may not be 
successful, for example, due to faulty storage elements (e. g., 
fuses that Will not burn). Accordingly, a test may be per 
formed to determine if the update to persistent storage is 
successful, for example, by performing a read back of fuses, 
at step 630. If a fuse did not burn successfully, attempts to 
burn the fuse may be repeated, up until a maximum number of 
retries for that fuse. For some embodiments, the particular 
fuse burned may not be matter, for example if a security 
version is re?ected by a total number of fuses burned. There 
fore, provided the fuse limit has not been reached (no more 
fuses to bloW), as determined at step 634, the bloW operations 
may be repeated With a different (e.g., the next) fuse selected, 
at step 636. If the fuse limit has been reached, a failure may be 
reported, at step 628. 
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[0059] If the fuse burning is successful, the second copy of 
the data structure in external memory is overwritten With the 
neW data structure, at step 640, and secure update procedure 
is complete. Of course, for some embodiments, the second 
copy of the data structure may be read back and validated. 
Recall, hoWever (referring back to FIG. 5), that after updating 
the data structure, the system may be rebooted (step 540) 
causing the ?rst and second copies of the data structure to be 
validated (at steps 502 and 512, respectively). 

Conclusion 

[0060] Storing security versions in persistent, but change 
able, storage, such as electronically programmable fused 
(e-Fuses), may alloW such version information to be stored 
securely While still providing the ?exibility to change the 
versions While the system is running. Changing the version 
information While the system is running may alloW privileges 
to be granted and/ or revoked dynamically. For some embodi 
ments, data structures containing the privilege information 
may be encrypted and validated using security version infor 
mation. 
[0061] While the foregoing is directed to embodiments of 
the present invention, other and further embodiments of the 
invention may be devised Without departing from the basic 
scope thereof, and the scope thereof is determined by the 
claims that folloW. 
What is claimed is: 
1. A method of handling secure data in a secure system, 

Wherein the secure data is passed betWeen a processor and 
memory external to the processor, comprising: 

maintaining a security version parameter in persistent stor 
age on the processor, Wherein blocks of secure data are 
encrypted as a function of the security version param 
eter; and 

dynamically changing the security version parameter by 
modifying the contents of the persistent storage. 

2. The method of claim 1, Wherein the security version 
parameter is dynamically changed While the secure system is 
running. 

3. The method of claim 1, further comprising: 
dynamically updating the privileges of a user; 
encrypting a data structure containing privilege informa 

tion indicating the updated privileges; and 
generating an integrity check value on the data structure, 

Wherein at least one of the encrypting or the generating 
is affected by the security version parameter. 
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4. The method of claim 1, Wherein dynamically changing 
the security version parameter comprises bloWing a fuse. 

5. The method of claim 1, Wherein dynamically changing 
the security version parameter comprises only one of increas 
ing or decreasing the security version. 

6. A method of handling secure data in a secure system, 
Wherein the secure data is passed betWeen a processor and 
memory external to the processor, comprising: 

maintaining a security version parameter and master key 
data in persistent storage on the processor; 

encrypting a block of secure data; 
generating an integrity check value for the block of secure 

data, Wherein at least one of the encrypting and the 
generating is performed as a function of the security 
version parameter; 

storing the encrypted block of secure data in the external 
memory; and 

dynamically changing the security version parameter by 
modifying the contents of the persistent storage. 

7. The method of claim 6, Wherein the encrypting and 
generating is performed in softWare. 

8. The method of claim 6, Wherein encrypting a block of 
secure data is affected by at least one of: the master key data, 
one or more keys derived from the master key data, and one or 
more keys protected by the master key data. 

9. The method of claim 6, further comprising encrypting 
the security version parameter and storing the security ver 
sion parameter in external memory With the block of secure 
data. 

10. The method of claim 9, further comprising: 
retrieving the encrypted block of secure data and security 

version parameter from external memory; 
decrypting the encrypted block of secure data and security 

version parameter retrieved from external memory; and 
comparing the security version parameter retrieved from 

external memory With the security version parameter 
stored in persistent storage. 

11. The method of claim 10, further comprising: 
generating a security exception if the retrieved security 

version parameter and the security version parameter 
maintained in the persistent storage are not equal. 

12. The method of claim 6, Wherein the master key infor 
mation and security version parameter are stored in different 
types of persistent storage. 

* * * * * 


