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PROGRAMMATIC ROOT CAUSE ANALYSIS 
FOR APPLICATION PERFORMANCE 

MANAGEMENT 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 
[0002] Embodiments of the present disclosure are directed 
to application performance management. 
[0003] 2. Description of the Related Art 
[0004] Maintaining and improving application perfor 
mance is an integral part of success for many of today’s 
institutions. Businesses and other entities progressively rely 
on increased numbers of software applications for day to day 
operations. Consider a business having a presence on the 
World Wide Web. Typically, such a business Will provide one 
or more Web sites that run one or more Web-based applica 

tions. A disadvantage of conducting business via the Internet 
in this manner is the reliance on software and hardWare infra 
structures for handling business transactions. If a Web site 
goes doWn, becomes unresponsive or otherWise fails to prop 
erly serve customers, the business may lose potential sales 
and/ or customers. Intranets and Extranets pose similar con 
cerns for these businesses. Thus, there exists a need to moni 
tor Web-based, and other applications, to ensure they are 
performing properly or according to expectation. 
[0005] For many application developers, a particular area 
of concern in these types of environments is transaction time. 
Longer transaction times may correlate directly to feWer 
transactions and thus, lost sales, etc. It may be expected that 
a particular task that forms part of a type of transaction may 
take a fraction of a second to complete its function(s). The 
task may execute for longer than expected for one or more 
transactions due to a problem someWhere in the system. 
SloWly executing tasks can degrade a site’s performance, 
degrade application performance, and consequently, cause 
failure of the site or application. 
[0006] Accordingly, developers seek to debug softWare 
When an application or transaction is performing poorly to 
determine What part of the code is causing the performance 
problem. While it may be relatively easy to detect When an 
application is performing sloWly because of sloW response 
times or longer transaction times, it is often dif?cult to diag 
nose Which portion of the softWare is responsible for the 
degraded performance. Typically, developers must manually 
diagnose portions of the code based on manual observations. 
Even if a developer successfully determines Which method, 
function, routine, process, etc. is executing When an issue 
occurs, it is often dif?cult to determine Whether the problem 
lies With the identi?ed method, etc., or Whether the problem 
lies With another method, function, routine, process, etc. that 
is called by the identi?ed method. Furthermore, it is often not 
apparent What is a typical or appropriate execution time for a 
portion of an application or transaction. Thus, even With 
information regarding the time associated With a piece of 
code, the developer may not be able to determine Whether the 
execution time is indicative of a performance problem or not. 

SUMMARY OF THE INVENTION 

[0007] Programmatic root cause analysis of application 
performance problems is provided in accordance With various 
embodiments. Transactions having multiple components can 
be monitored to determine if they are exceeding a threshold 
for their execution time. Monitoring the transactions can 
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include instrumenting one or more applications to gather 
component level information. For transactions exceeding a 
threshold, the data collected for the individual components 
can be analyZed to automatically diagnose the potential cause 
of the performance problem. Time-series analytical tech 
niques are employed to determine normal values for transac 
tion and component execution times. The values can be 
dynamic or static. Deviations from these normal values can be 
detected and reported as a possible cause. Other ?lters in 
addition to or in place of execution times for transactions and 
components can also be used. 

[0008] In one embodiment, a method of processing data is 
provided that includes collecting data about a set of transac 
tions that each include a plurality of components associated 
With a plurality of tasks. The data includes time series data for 
each task based on execution times of components associated 
With the task during the set of transactions. The method fur 
ther includes determining Whether the transactions have 
execution times exceeding a threshold and for each transac 
tion having an execution time exceeding the threshold, iden 
tifying one or more components based on a deviation in time 
series data for a task that is associated With the one or more 
components of each transaction, and reporting said one or 
more components for said each transaction. 

[0009] One embodiment includes an apparatus for moni 
toring softWare that includes one or more agents and a man 
ager in communication With the agents. The agents collect 
data about a set of transactions that each include a plurality of 
components associated With a plurality of systems. The man 
ager performs a method including receiving the data about the 
set of transactions from the one or more agents and develop 
ing time series data for each of the systems based on execution 
times of components associated With each system during the 
set of transactions. For each transaction having an execution 
time beyond a threshold, the manager identi?es one or more 
components based on a deviation in time series data for a 
system that is associated With the one or more components of 
each transaction, and reports the one or more components for 
each transaction. 

[001 0] Embodiments in accordance With the present disclo 
sure can be accomplished using hardWare, softWare or a com 
bination of both hardWare and softWare. The softWare can be 
stored on one or more processor readable storage devices 

such as hard disk drives, CD-ROMs, DVDs, optical disks, 
?oppy disks, tape drives, RAM, ROM, ?ash memory or other 
suitable storage device(s). In alternative embodiments, some 
or all of the softWare can be replaced by dedicated hardWare 
including custom integrated circuits, gate arrays, FPGAs, 
PLDs, and special purpose processors. In one embodiment, 
softWare (stored on a storage device) implementing one or 
more embodiments is used to program one or more proces 
sors. The one or more processors can be in communication 

With one or more storage devices, peripherals and/or commu 
nication interfaces. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0011] FIG. 1 is a block diagram of a system including a 
tool for monitoring an application in accordance With one 
embodiment. 

[0012] FIG. 2 is a block diagram depicting the instrumen 
tation of byte code by a probe builder in accordance With one 
embodiment. 
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[0013] FIG. 3 is a ?owchart of a process for tracing trans 
actions in accordance with one embodiment using the system 
of FIG. 1. 
[0014] FIG. 4 is a ?owchart of a process for starting the 
tracing of transactions in accordance with one embodiment. 
[0015] FIG. 5 is a ?owchart of a process for concluding the 
tracing of transactions in accordance with one embodiment. 
[0016] FIG. 6 depicts a graphical user interface in accor 
dance with one embodiment. 
[0017] FIG. 7 depicts a portion of the graphical user inter 
face of FIG. 6. 
[0018] FIG. 8 is a table depicting exemplary component 
data for a plurality of transactions collected by an enterprise 
manager in accordance with one embodiment. 
[0019] FIG. 9 is a table depicting exemplary component 
data for a plurality of transactions collected by an enterprise 
manager in accordance with one embodiment. 
[0020] FIG. 10 is a table depicting exemplary component 
data for a plurality of transactions collected by an enterprise 
manager in accordance with one embodiment. 
[0021] FIG. 11 is a ?owchart of a process for collecting and 
reporting data about transactions in accordance with one 
embodiment. 
[0022] FIG. 12 is a ?owchart of a process for dynamically 
updating threshold and/or normal execution time data for a 
type of transaction in accordance with one embodiment. 
[0023] FIG. 13 is a ?owchart of a process for dynamically 
updating threshold and/or normal execution time data for a 
type of component (task) in accordance with one embodi 
ment. 

[0024] FIG. 14 is a ?owchart of a process in accordance 
with one embodiment for reporting data in the transaction 
trace table of the graphical user interface depicted in FIG. 6. 
[0025] FIG. 15 is a ?owchart ofa process for displaying a 
transaction snap shot in accordance with one embodiment. 
[0026] FIG. 16 is a ?owchart of a process for drawing a 
view for a component in accordance with one embodiment. 
[0027] FIG. 17 is a ?owchart of a process for reporting 
detailed information about a component of a transaction in 
accordance with one embodiment. 

DETAILED DESCRIPTION 

[0028] Programmatic root cause analysis of performance 
problems for application performance management is pro 
vided in accordance with embodiments of the present disclo 
sure. Transactions are traced and one or more components of 

a transaction that are executing too slowly or otherwise caus 
ing a performance problem are reported. A transaction is 
traced to determine whether its execution time is beyond a 
threshold. If a transaction has a root level execution time 
outside a threshold, it can be reported. Tracing the transaction 
includes collecting information regarding the execution times 
of individual components of the transaction. For reported 
transactions, one or more components of the transaction can 
be identi?ed and reported as a potential cause of the slow 
execution time for the transaction. If a particular component 
has an execution time beyond a threshold for a task or system 
associated with the component, the component can be iden 
ti?ed and reported. 
[0029] Component data is collected when tracing a set of 
transactions of a particular type. This component data can be 
organiZed into time series data for a particular type of com 
ponent. For example, time series data can be formulatedusing 
the execution time of related components of multiple trans 
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actions. Related components can include a component from 
each transaction that is responsible for executing a particular 
task. The execution time of these components can be orga 
niZed into time series data for the particular task. The data can 
also be organiZed by the system associated with or on which 
each of the components execute. If a particular transaction is 
performing abnormally, each of its components can be exam 
ined. Each component’s execution time can be compared to a 
threshold based on a normal execution time for the task or 
system associated with that component. If a component’s 
execution time is outside a normal time for the task it per 
forms or the system with which it is associated, the compo 
nent can be reported as a potential cause of the transaction’s 
performance problem. 
[0030] In one embodiment, a graphical user interface is 
used to report transactions and components that exceed a 
threshold. For each reported transaction, a visualiZation can 
be provided that enables a user to immediately understand 
where time was spent in a traced transaction. The visualiZa 
tion can identify select components of the reported transac 
tion as a potential cause of a transaction’s performance prob 
lem, by virtue of having an execution time beyond a 
threshold. The component thresholds may take the form of 
threshold deviations from a normal value or threshold execu 
tion times. 

[0031] In one embodiment of the present disclosure, meth 
ods, etc. in a JAVA environment are monitored. In such an 
embodiment, a transaction may be a method invocation in a 
running software system that enters the JAVA virtual machine 
(JVM) and exits the JVM (and all that it calls). A system in 
accordance with embodiments as hereinafter described can 
initiate transaction tracing on one, some or all transactions 
managed by the system. Although embodiments are princi 
pally disclosed using JAVA implementation examples, the 
disclosed technology is not so limited and may be used in and 
with other programming languages, paradigms, systems and/ 
or environments. 

[0032] In one embodiment, an application performance 
management tool is provided that implements the perfor 
mance analysis described herein. FIG. 1 provides a concep 
tual view of one such implementation. The tool includes an 
enterprise manager 120, database 122, workstation 124, and 
workstation 126. FIG. 1 also depicts a managed application 6 
containing probe 102, probe 104, and agent 8. As the man 
aged application runs, the probes relay data to agent 8. Agent 
8 collects, summarizes, and sends the data to enterprise man 
ager 120. 

[0033] Enterprise manager 120 receives performance data 
from managed applications via agent 8, runs requested cal 
culations, makes performance data available to workstations 
124, 126 and optionally sends performance data to database 
122 for later analysis. The workstations include the graphical 
user interface for viewing performance data. The worksta 
tions are used to create custom views of performance data 
which can be monitored by a human operator. In one embodi 
ment, the workstations consist of two main windows: a con 
sole and an explorer. The console displays performance data 
in a set of customiZable views. The explorer depicts alerts and 
calculators that ?lter performance data so that the data can be 
viewed in a meaningful way. The elements of the workstation 
that organiZe, manipulate, ?lter and display performance data 
include actions, alerts, calculators, dashboards, persistent 
collections, metric groupings, comparisons, smart triggers 
and SNMP collections. 
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[0034] In one embodiment of FIG. 1, each component runs 
on a different machine. For example, Workstation 126 is on a 

?rst computing device, Workstation 124 is on a second com 
puting device, enterprise manager 120 is on a third computing 
device, and managed application 6 is on a fourth computing 
device. In another embodiment, tWo or more (or all) of the 
components are operating on the same computing device. For 
example, managed application 6 and agent 8 may be on a ?rst 
computing device, enterprise manager 120 on a second com 
puting device and a Workstation on a third computing device. 
Any or all of these computing devices can be any of various 
different types of computing devices, including personal 
computers, minicomputers, mainframes, servers, handheld 
computing devices, mobile computing devices, etc. Typi 
cally, these computing devices Will include one or more pro 
cessors in communication With one or more processor read 

able storage devices, communication interfaces, peripheral 
devices, etc. Examples of the storage devices include RAM, 
ROM, hard disk drives, ?oppy disk drives, CD ROMS, DVDs, 
?ash memory, etc. Examples of peripherals include printers, 
monitors, keyboards, pointing devices, etc. Examples of com 
munication interfaces include netWork cards, modems, Wire 
less transmitters/receivers, etc. The system running the man 
aged application can include a Web server/application server. 
The system running the managed application may also be part 
of a netWork, including a LAN, a WAN, the Internet, etc. In 
some embodiments, all or part of the disclosed technology is 
implemented in softWare that is stored on one or more pro 
cessor readable storage devices and is used to program one or 
more processors. 

[0035] In one embodiment, an application performance 
management tool monitors performance of an application by 
accessing the application’s source code and modifying that 
source code. In some instances, hoWever, the source code may 
not be available to the application performance management 
tool. Accordingly, another embodiment monitors perfor 
mance of an application Without requiring access to or modi 
?cation of the application’s source code. Rather, the tool can 
instrument the application’s object code (also called byte 
code). 
[0036] FIG. 2 depicts an exemplary process for modifying 
an application’s bytecode to create managed application 6. 
FIG. 1 includes application 2, probe builder 4, application 6 
and agent 8. Application 6 includes probes, Which Will be 
discussed in more detail beloW. Application 2 is the Java 
application before the probes are added. In embodiments that 
use a programming language other than Java, application 2 
can be a different type of application. 

[0037] Probe Builder 4 instruments (e.g. modi?es) the 
bytecode for application 2 to add probes and additional code 
to application 2 in order to create application 6. The probes 
measure speci?c pieces of information about the application 
Without changing the application’s business logic. Probe 
builder 4 also installs agent 8 on the same machine as appli 
cation 6. Once the probes have been installed in the bytecode, 
the Java application is referred to as a managed application. 
More information about instrumenting byte code can be 
found in the folloWing: U.S. Pat. No. 6,260,187, entitled 
“System For Modifying Object Oriented Code,” U.S. patent 
application Ser. No. 09/795,901, entitled “Adding Function 
ality to Existing Code at Exits,” U.S. patent Ser. No. 10/692, 
250, entitled “Assessing Information at Object Creation,” and 
Us. patent application Ser. No. 10/ 622,022, entitled“Assess 
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ing Return Values and Exceptions, all of Which are incorpo 
rated by reference herein in their entirety. 
[0038] In accordance With one embodiment, bytecode is 
instrumented by adding neW code that activates a tracing 
mechanism When a method starts and terminates the tracing 
mechanism When the method completes. To better explain 
this concept consider the folloWing exemplary pseudo code 
for a method called “exampleMethod.” This method receives 
an integer parameter, adds 1 to the integer parameter, and 
returns the sum: 

public int 
exaInpleMethod(int x) 

returnx+ l; 

[0039] One embodiment Will instrument this code, concep 
tually, by including a call to a tracer method, grouping the 
original instructions from the method in a “try” block, and 
adding a “?nally” block With a code that stops the tracer: 

public int 
exaInpleMethod(int x) 

IMethodTracer tracer = AMethodTracer.loadTracer( 
“comintroscopeagenttrace.MethodTimer”, 
this, 
“com.Wily.exaInple.ExaInpleApp”, 
“exaInpleMethod”, 
“naIne=ExaInple Stat”); 

try 
return x + l; 

} ?nally { 
tracer.?nishTrace( ); 
} 

} 

[0040] IMethodTracer is an interface that de?nes a tracer 
for pro?ling. AMethodTracer is an abstract class that imple 
ments IMethodTracer. IMethodTracer includes the methods 
startTrace and ?nishTrace. AMethodTracer includes the 
methods startTrace, ?nishTrace, dostartTrace and do?nish 
Trace. The method startTrace is called to start a tracer, per 
form error handling and perform setup for starting the tracer. 
The actual tracer is started by the method do StartTrace, Which 
is called by startTrace. The method ?nishTrace is called to 
stop the tracer and perform error handling. The method ?n 
ishTrace calls doFinishTrace to actually stop the tracer. 
Within AMethodTracer, startTrace and ?nishTracer are ?nal 
and void methods, and doStartTrace and doFinishTrace are 
protected, abstract and void methods. Thus, the methods 
doStartTrace and doFinishTrace must be implemented in sub 
classes of AMethodTracer. Each of the subclasses of 
AMethodTracer implement the actual tracers. The method 
loadTracer is a static method that calls startTrace and includes 
?ve parameters. The ?rst parameter, “com.introscope . . . ” is 

the name of the class that is intended to be instantiated that 
implements the tracer. The second parameter, “this” is the 
object being traced. The third parameter, “com.Wily.example 
. . . ,” is the name of the class of Which the current instruction 

is inside. The fourth parameter, “exampleMethod,” is the 
name of the method of Which the current instruction is inside. 
The ?fth parameter, “name: . . . ” is the name under Which the 
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statistics are recorded. The original instruction (return x+l) is 
placed inside a “try” block. The code for stopping the tracer (a 
call to the static method tracer.?nishTrace) is put Within the 
?nally block. 
[0041] The above example shoWs source code being instru 
mented. In one embodiment, source code is not actually 
modi?ed. Rather, an application management tool modi?es 
object code. The source code examples above are used for 
illustration to explain the concept of instrumentation in accor 
dance With embodiments. The object code is modi?ed con 
ceptually in the same manner that source code modi?cations 
are explained above. That is, the object code is modi?ed to 
add the functionality of the “try” block and “?nally” block. In 
another embodiment, the source code can be modi?ed as 
explained above. 
[0042] In a typical implementation including an applica 
tion performance management tool as provided herein, more 
than one application Will be monitored. The various applica 
tions can reside on a single computing device or on different 
computing devices. An agent may be installed for each man 
aged application or on only a subset of the applications. Each 
agent Will report back to enterprise manager 120 With data 
collected for the application it manages. Agents can also 
report data for applications that they do not directly manage, 
such as an application on a different computing device. The 
agent may collect data by monitoring response times or 
installing scripts to collect data from a remote application. 
For example, Javascript inserted into a returned Web page can 
execute to determine the execution time of a remote applica 
tion such as a broWser. 

[0043] FIG. 3 is a ?owchart describing one embodiment of 
a process for tracing transactions using the system of FIG. 1. 
In step 200, a transaction trace session is started. In one 
embodiment of step 200, a WindoW is opened and a user 
selects a dropdoWn menu to start a transaction trace session. 
In other embodiments, other methods can be used to start the 
session. In step 202, a dialog box is presented to the user. This 
dialog box Will ask the user for various con?guration infor 
mation. In step 204, the various con?guration information is 
provided by the user typing information into the dialogue 
box. Other means for entering the information can also be 
used Within the spirit of the present disclosure. 
[0044] One variable entered by the user in step 204 is the 
threshold trace period. That is, the user enters a time, Which 
could be in seconds, milliseconds, microseconds, etc. The 
system Will only report those transactions that have an execu 
tion time longer than the threshold period provided. For 
example, if the threshold is one second, the system Will only 
report transactions that are executing for longer than one 
second. In some embodiments, step 204 only includes pro 
viding a threshold time period. In other embodiments, other 
con?guration data can also be provided. For example, the user 
can identify an agent, a set of agents, or all agents. In such an 
embodiment, only identi?ed agents Will perform the transac 
tion tracing described herein. In another embodiment, enter 
prise manager 120 Will determine Which agents to use. 
[0045] Another con?guration variable that can be provided 
is the session length. The session length indicates hoW long 
the system Will perform the tracing. For example, if the ses 
sion length is ten minutes, the system Will only trace transac 
tions for ten minutes. At the end of the ten minute period, neW 
transactions that are started Will not be traced. HoWever, 
transactions that have already started during the ten minute 
period Will continue to be traced. In other embodiments, at the 
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end of the session length, all tracing Will cease regardless of 
When the transaction started. Other con?guration data can 
also include specifying one or more userIDs, a ?ag set by an 
external process or other data of interest to the user. For 
example, the userID is used to specify that only transactions 
initiated by processes associated With a particular one or more 
userIDs Will be traced. The ?ag is used so that an external 
process can set a ?ag for certain transactions, and only those 
transactions that have the ?ag set Will be traced. Other param 
eters can also be used to identify Which transactions to trace. 
The information provided in step 204 can be used to create a 
?lter. 

[0046] In other embodiments as Will be more fully 
described hereinafter, variations to the trace period are uti 
liZed. A user may specify a threshold execution time for a type 
of transaction. A user may specify a threshold deviation from 
a normal execution time and capture faster or more sloWly 
executing transactions. Transactions exceeding the corre 
sponding threshold Will be reported. In one embodiment, a 
user does not provide a threshold execution time, deviation, or 
trace period for transactions being traced. Rather, the appli 
cation performance management tool intelligently deter 
mines the threshold(s). For example, the tool can average 
execution times of transactions of a particular type to deter 
mine a corresponding threshold execution time. The thresh 
old time can be a static value or a dynamic value that is 
updated as more transaction data is collected. The threshold 
may be a running average based on a number of previous 
transactions. Other more sophisticated time series techniques 
may also be used as Will be described hereinafter. 

[0047] In step 206 of FIG. 3, the Workstation adds the neW 
?lter to a list of ?lters on the Workstation. In step 208, the 
Workstation requests enterprise manager 120 to start the trace 
using the neW ?lter. In step 210, enterprise manager 120 adds 
the ?lter received from the Workstation to a list of ?lters. For 
each ?lter in its list, enterprise manager 120 stores an identi 
?cation of the Workstation that requested the ?lter, the details 
of the ?lter (described above), and the agents to Which the 
?lter applies. In one embodiment, if the Workstation does not 
specify the agents to Which the ?lter applies, then the ?lter 
Will apply to all agents. In step 212, enterprise manager 120 
requests the appropriate agents to perform the trace. In step 
214, the appropriate agents perform the trace. In step 216, the 
agents performing the trace send data to enterprise manager 
120. More information about steps 214 and 216 Will be pro 
vided beloW. In step 218, enterprise manager 120 matches the 
received data to the appropriate Workstation/?lter/agent 
entry. In step 220, enterprise manager 120 forWards the data 
to the appropriate Workstation(s) based on the matching in 
step 218. In step 222, the appropriate Workstations report the 
data. In one embodiment, the Workstation can report the data 
by Writing information to a text ?le, to a relational database, 
or other data container. In another embodiment, a Workstation 
can report the data by displaying the data in a GUI. More 
information about hoW data is reported is provided beloW. 
[0048] As noted above, agents perform tracing for transac 
tions. To perform such tracing, the agents can leverage What is 
called Blame Technology in one embodiment. Blame Tech 
nology Works in a managed Java application to enable the 
identi?cation of component interactions and component 
resource usage. Blame Technology tracks components that 
are speci?ed to it. Blame Technology uses the concepts of 
consumers and resources. Consumers request some activity 
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while resources perform the activity. A component can be dure, function, thread, set of instructions, etc.) that are started 
both a consumer and a resource, depending on the context. from within the transaction of interest. Using the tree as an 
[0049] When reporting about transactions, the WOI‘d Called example above, the Blame Stack entry for servlet A would 
designates a resource. This resource is a resource (or a sub- have two sub_elemems_ The ?rst Sub_e1emem would be an 
resource) of the Parent Component, Whlch 15 the Consumer- entry for EJB B and the second sub-element wouldbe an entry 
For example, under the consumer ServletA (see below), there for Socket Space 0 Even though a Sub_e1emem is part of an 
may be a Sub-“Source Called EJB' Consumers and resou?ces entry for a particular transaction, the sub-element will also 
can b? regoned 11:1 a treellilke manger‘ Dateijfor a traniactlfon have its own Blame Stack entry. As the tree above notes, EJB 
gan all 50 e gtorel Z6901‘ mg to t e ttrqee' or Tami e’ 1 a B is asub-element of ServletA and also has its own entry. The 
Sela; 6; (Ce'g' etl )IS a Consumer of a H353“ 50013;???‘ top (or initial) entry (e. g., Servlet A ) for a transaction, is 
if, E, ) an 15 a Sofa 531113531116 011;; C D _ called the root component. Each of the entries on the stack is 

I” if 15 a 33115111162011 af 11 .(e'g' )’ e ree mlg an object. While the embodiment described herein includes 
00 some mg 1 e e O OWmg' the use of Blame Technology and a stack, other embodiments 

can use different types of stacks, different types of data struc 
tures, or other means for storing information about transac 

Servlet A tions ~ 

Data for Sen/16m [0051] FIG. 4 is a ?owchart describing one embodiment of 
2555B a process for starting the tracing of a transaction. The steps of 
Called JDBC D FIG. 4 are'performed by the appropriate agent(s). In step 392, 

Data for JDBC D a transaction starts. In one embodiment, the process is tr1g 

can“ socfk?tc k gered by the start of a method as described above (eg the 
Data or $00 6t C calling of the “loadTracer” method). In step 304, the agent 

acquires the desired parameter information. In one embodi 
[0050] In one embodiment, the above tree is stored by the ment, a user can con?gure which parameter information is to 
agent in a stack. This stack is called the Blame Stack. When be acquired via a con?guration ?le or the GUI. The acquired 
transactions are started, they are pushed onto the stack. When parameters are stored in a hash map, which is part of the 
transactions are completed, they are popped off the stack. In object pushed onto the Blame Stack. In other embodiments, 
one embodiment, each transaction on the stack has the fol- the identi?cation of parameters are pre-con?gured. There are 
lowing information stored: type of transaction, a name used many different parameters that can be stored. In one embodi 
by the system for that transaction, a hash map of parameters, ment, the actual list of parameters used is dependent on the 
a timestamp for when the transaction was pushed onto the application being monitored. The present disclosure is not 
stack, and sub-elements. Sub-elements are Blame Stack limited to any particular set of parameters. Table 1 provides 
entries for other components (eg methods, process, proce- examples of some parameters that can be used. 

TABLE 1 

Parameters Appears in Value 

UserID Servlet, 1 SP The UserID of the end-user invoking the 
http servlet request. 

URL Servlet, 1 SP The URL passed through to the servlet 
or 1 SP, not including the Query String. 

URL Query Servlet, 1 SP The portion of the URL that speci?es 
query parameters in the http request (text 
that follows the ‘7’ delimiter). 

Dynamic SQL Dynamic JDBC The dynamic SQL statement, either in a 
Statements generalized form or with all the speci?c 

parameters from the current invocation. 
Method Blamed Method The name ofthe traced method. Ifthe 

timers (everything traced method directly calls another 
but Servlets, JSP’s method within the same component, 
and JDBC only the “outermost” ?rst encountered 
Statements) method is captured. 

Callable SQL Callable JDBC The callable SQL statement, either in a 
statements generalized form or with all the speci?c 

parameters from the current invocation. 
Prepared SQL Prepared JDBC The prepared SQL statement, either in a 

statements generalized form or with all the speci?c 
parameters from the current invocation. 

Object All non-static toString( ) ofthe this object ofthe traced 
methods component, truncated to some upper limit of 

characters. 
Class Name All Fully quali?ed name ofthe class ofthe 

traced component. 
Paramin All objects with toString( ) ofthe nth parameter passed to 

WithParams the traced method of the component. 
custom tracers 

Primary Key Entity Beans toString( ) of the entity bean’s property 
key, truncated to some upper limit of characters. 
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[0052] In step 306, the system acquires a timestamp indi 
cating the current time. In step 308, a stack entry is created. In 
step 310, the stack entry is pushed onto the Blame Stack. In 
one embodiment, the timestamp is added as part of step 310. 
The process of FIG. 4 is performed When a transaction is 
started. A process similar to that of FIG. 4 is performed When 
a component of the transaction starts (e.g. EJB B is a compo 
nent of Servlet Aisee tree described above). 
[0053] FIG. 5 is a ?owchart describing one embodiment of 
a process for concluding the tracing of a transaction. The 
process of FIG. 5 can be performed by an agent When a 
transaction ends. In step 340, the process is triggered by a 
transaction (e.g. method) ending as described above (eg 
calling of the method “?nishTrace”). In step 342, the system 
acquires the current time. In step 344, the stack entry is 
removed. In step 346, the execution time of the transaction is 
calculated by comparing the timestamp from step 342 to the 
timestamp stored in the stack entry. In step 348, the ?lter for 
the trace is applied. For example, the ?lter may include a 
threshold execution time of one second. Thus, step 348, 
Would include determining Whether the calculated duration 
from step 346 is greater than one second. In another embodi 
ment, a normal value for the type of transaction is used With 
a threshold deviation. If the transaction’s execution time devi 
ates from the normal value by more than threshold amount, 
the threshold is determined to be exceeded. If the threshold is 
not exceeded (step 350), then the data for the transaction is 
discarded. In one embodiment, the entire stack entry is dis 
carded. In another embodiment, only the parameters and 
timestamps are discarded. In other embodiments, various 
subsets of data can be discarded. In some embodiments, if the 
threshold period is not exceeded then the data is not transmit 
ted by the agent to other components in the system of FIG. 2. 
If the duration exceeds the threshold (step 350), then the agent 
builds component data in step 360. Component data is the 
data about the transaction that Will be reported. In one 
embodiment, the component data includes the name of the 
transaction, the type of the transaction, the start time of the 
transaction, the duration of the transaction, a hash map of the 
parameters, and all of the sub-elements or components of the 
transaction (Which can be a recursive list of elements). Other 
information can also be part of the component data. In step 
362, the agent reports the component data by sending the 
component data via the TCP/IP protocol to enterprise man 
ager 120. 

[0054] FIG. 5 represents What happens When a transaction 
?nishes. When a component ?nishes, the steps can include 
getting a time stamp, removing the stack entry for the com 
ponent, and adding the completed sub-element to previous 
stack entry. In one embodiment, the ?lters and decision logic 
are applied to the start and end of the transaction, rather than 
to a speci?c component. 

[0055] Note that in one embodiment, if the transaction 
tracer is off, the system Will still use the Blame Stack; hoW 
ever, parameters Will not be stored and no component data 
Will be created. In some embodiments, the system defaults to 
starting With the tracing technology off. The tracing only 
starts after a user requests it, as described above. 

[0056] FIG. 6 provides one example of a graphical user 
interface that can be used for reporting transactions and com 
ponents thereof, in accordance With embodiments of the 
present disclosure. The GUI includes a transaction trace table 
400 Which lists all of the transactions that have satis?ed the 
?lter (e.g. execution time beyond the threshold). Because the 
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number of roWs on the table may be bigger than the allotted 
space, the transaction trace table 400 can scroll. Table 2, 
beloW, provides a description of each of the columns of trans 
action trace table 400. 

TABLE 2 

Column Header Value 

Host Host that the traced Agent is running on 
Process Agent Process name 
Agent Agent ID 
TimeStamp TimeStamp (in Agent’s IVM’s clock) of the 
(HH:MM:SS.DDD) initiation ofthe Trace Instance’s root entry point 
Category Type of component being invoked at the root level 

of the Trace Instance. This maps to the ?rst 
segment of the component’s relative blame 
stack: Examples include Servlets, 1 SP, 
EJB, JNDI, JDBC, etc. 

Name Name of the component being invoked. This maps 
to the last segment of the blamed component’s 
metric path. (e.g. for “ServletslMyServlet”, 
Category Would be Servlets, and Name Would 
be MyServlet). 

URL Ifthe root level component is a Servlet or JSP, the 
URL passed to the Servlet/J SP to invoke this Trace 
Instance. If the application server provides services 
to see the externally visible URL (Which may differ 
from the converted URL passed to the Servlet/JSP) 
then the externally visible URL Will be used in 
preference to the “standard” URL that Would be 
seen in any J2EE Servlet or JSP. Ifthe root 

level component is not a Servlet or 1 SP, no 
value is provided. 
Execution time of the root level component in the 
Transaction Trace data 
Ifthe root level component is a Servlet or JSP, and 
the Agent can successfully detect UserID’s in the 
managed application, the UserID associated With the 
ISP or Servlet’s invocation. Ifthere is no UserID, or 

the UserID cannot be detected, or the root level 
component is not a Servlet or JSP, then there Will be 
no value placed in this column. 

Duration (ms) 

UserID 

[0057] Each transaction that has an execution time beyond 
a threshold Will appear in the transaction trace table 400. The 
user can select any of the transactions in the transaction trace 
table by clicking With the mouse or using a different means 
for selecting a roW. When a transaction is selected, detailed 
information about that transaction Will be displayed in trans 
action snapshot 402 and snapshot header 404. 
[0058] Transaction snapshot 402 provides information 
about Which transactional components are called and for hoW 
long. Transaction snapshot 402 includes vieWs (see the rect 
angles) for various components, Which Will be discussed 
beloW. If the user positions a mouse (or other pointer) over 
any of the vieWs, mouse-over info box 406 is provided. 
Mouse-over info box 406 indicates the folloWing information 
for a component: name/type, duration, timestamp and per 
centage of the transaction time that the component Was 
executing. More information about transaction snapshot 402 
Will be explained beloW. Transaction snapshot header 404 
includes identi?cation of the agent providing the selected 
transaction, the timestamp of When that transaction Was ini 
tiated, and the duration. Transaction snapshot header 404 also 
includes a slider to Zoom in or Zoom out the level of detail of 
the timing information in transaction snapshot 402. The 
Zooming can be done in real time. 

[0059] In addition to the transaction snapshot, the GUI Will 
also provide additional information about any of the transac 
tions Within the transaction snapshot 402. If the user selects 
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any of the transactions (e.g., by clicking on a vieW), detailed 
information about that transaction is provided in regions 408, 
410, and 412 of the GUI. Region 408 provides component 
information, including the type of component, the name the 
system has given to that component and a path to that com 
ponent. Region 410 provides analysis of that component, 
including the duration the component Was executing, a times 
tamp for When that component started relative to the start of 
the entire transaction, and an indication of the percentage of 
the transaction time that the component Was executing. 
Region 412 includes indication of any properties. These prop 
erties are one or more of the parameters that are stored in the 
Blame Stack, as discussed above. 

[0060] The GUI also includes a status bar 414. The status 
bar includes an indication 416 of hoW many transactions are 
in the transaction trace table, an indication 418 of hoW much 
time is left for tracing based on the session length, stop button 
420, and restart button 422. 

[0061] FIG. 7 depicts transaction snapshot 402. Along the 
top of snapshot 402 is time axis 450. In one embodiment, the 
time axis is in milliseconds. The granularity of the time access 
is determined by the Zoom slider in snapshot header 404. 
BeloW the time axis is a graphical display of the various 
components of a transaction. The visualiZation includes a set 
of roWs 454, 456, 458, and 460 along an axis indicating the 
call stack position. Each roW corresponds to a level of com 
ponents. The top roW pertains to the root component 470. 
Within each roW is one or more boxes Which identify the 

components. In one embodiment, the identi?cation includes 
indication of the category (Which is the type of componenti 
J SP, E] B, servlets, JDBC, etc.) and a name given to the 
component by the system. The root level component is iden 
ti?ed by box 470 as JSPIAccount. In the transaction snapshot, 
this root level component starts at time Zero. The start time for 
the root level component is the start time for the transaction 
and the transaction ends When the root level component 
I SP | Account 470 completes. In the present case, the root level 
component completes in approximately 3800 milliseconds. 
Each of the levels beloW the root level 470 includes compo 
nents called by the previous level. For example, the method 
identi?ed by JSP/Account may call a servlet called Custom 
erLookup. ServletlCustomerLookup is called just after the 
start of JSPIAccount 470 and ServletlCustomerLookup 472 
terminates approximately just less than 3500 milliseconds. 
ServletslCustomerLookup 472 calls EJBIEntitylCustomer 
474 at approximately 200 milliseconds. EJBlentity customer 
474 terminates at approximately 2400 milliseconds, at Which 
time Servletl CustomerLookup 472 calls 
EJBISessionlAccount 476. EJBlsession account 647626 is 
started at approximately 2400 milliseconds and terminates at 
approximately 3400 milliseconds. EJBIEntityCustomer 474 
calls JDBCI OraclelQuery 480 at approximately 250 millisec 
onds. JDBCIOraclelQuery 480 concludes at approximately 
1000 milliseconds, at Which time EJBIEntitylCustomer 474 
calls JDBCIOraclelUpdate 482 (Which itself ends at approxi 
mately 2300 milliseconds). EJB/Session/Account 476 calls 
JDBCIOracle/Query 484, Which terminates at approximately 
3400 milliseconds. Thus, snapshot 402 provides a graphical 
Way of displaying Which components call Which components. 
Snapshot 402 also shoWs for hoW long each component Was 
executing. Thus, if the execution of J SPIAccount 470 took too 
long, the graphical vieW of snapshot 402 Will alloW user to see 
Which of the subcomponents is to blame for the long execu 
tion of JSP account 470. 
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[0062] The transaction snapshot provides for the visualiZa 
tion of time from left to right and the visualiZation of the call 
stack top to bottom. Clicking on any vieW alloWs the user to 
see more details about the selected component. A user can 
easily see the run or execution time of a particular component 
that may be causing a transaction to run too sloWly. If a 
transaction is too sloW, it is likely that one of the components 
is running signi?cantly longer than it should be. The user can 
see the execution times of each component and attempt to 
debug that particular component. 
[0063] In one embodiment, the application performance 
management tool automatically identi?es and reports one or 
more components that may be executing too sloWly. The 
identi?cation and reporting is performed Without user inter 
vention in one embodiment. Moreover, normal execution 
times for transactions and components can be dynamically 
and automatically generated. 
[0064] Transactions are identi?ed and component data 
reported, such as through the GUI depicted in FIGS. 6 and 7, 
to enable end-users to diagnose the root cause of a perfor 
mance problem associated With a particular transaction. To 
further facilitate the management of application perfor 
mance, the root cause of a performance problem is program 
matically diagnosed in accordance With one embodiment. 
The diagnosis is implemented in one embodiment by analyZ 
ing the component data for a selected transaction. After analy 
sis, one or more components are identi?ed as a potential cause 

of the application’s performance problem. These components 
can be reported to the end-user as an automatic diagnosis of 
the cause of an identi?ed performance problem. Such imple 
mentations enable abnormally performing components of 
transactions to be programmatically identi?ed and reported 
Without user intervention. By eliminating required human 
analysis of raW component data, designers, managers, and 
administrators can more quickly, ef?ciently, and reliably 
identify poorly performing components. 
[0065] FIG. 8 is a table depicting exemplary component 
data for four transactions of the same transaction type. The 
individual tasks performed for the illustrated transaction type 
are set forth in column 502. In a Java environment for 
example, each task may be a set(s) of code that is instantiated 
and executed for the associated component of each transac 
tion. The transaction component refers to an instance of the 
code for the task that is executed during a particular transac 
tion in such an implementation. In some embodiments, hoW 
ever, different sets of code can be used or instantiated to 
perform the same task for different transactions of the same 
type. 
[0066] Data for each component of individual transactions 
that perform each task is set forth in each corresponding roW. 
Transactions 1, 2, 3, and 4 each include a component for 
performing each of the identi?ed tasks. Typically, each com 
ponent of the transactions that perform the same task are of 
the same component type. Column 504 sets forth the data for 
transaction 1, column 506 sets forth the data for transaction 2, 
column 508 sets forth the data for transaction 3, and column 
510 sets forth the data for transaction 4. By Way of example, 
transaction 1 includes a ?rst component that performs the task 
JSPIAccount and has an execution time of 3825 ms. Trans 
action 1 further includes a second component having an 
execution time of 3450 ms for performing the task 
ServletlCustomerLookup, a third component having an 
execution time of 2225 ms for performing the task 
EJBIEntitylCustomer, a fourth component having an execu 
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tion time of 990 ms for performing the task 
EJBI SessionlAccount, a ?fth component having an execution 
time of 755 ms for performing the task JDBCIOraclelQuery, 
a sixth component having an execution time of 1310 ms for 
performing the task JDBCIOraclelUpdate, and a seventh 
component having an execution time of 700 ms for perform 
ing the task JDBCIOraclel Query a second time. Transactions 
2, 3, and 4 also have components for performing each trans 
action. 

[0067] Together, the execution times of each transactional 
component associated With a particular task forms time series 
data for that task. Time series analytical techniques can be 
used on this data to determine if a component of a transaction 
performs abnormally. For example, after determining that a 
particular transaction has an execution time outside a thresh 
old, the time series data can be used to identify one or more 
components of the transaction that may be causing the per 
formance problem. 
[0068] Column 512 sets forth a normal execution time asso 
ciated With each task. In one embodiment, the normal execu 
tion time for each task is determined by averaging the execu 
tion times of each transaction component When performing 
that task. The normal execution time is a static value in one 
embodiment that is determined from past component execu 
tions prior to beginning transaction tracing. In another 
embodiment, the normal execution time is a dynamic value. 
For example, the normal execution time can be recalculated 
after every N transactions using the component execution 
times for the last N transactions. More sophisticated time 
series analytical techniques are used in other embodiments. 
For example, determining a normal execution time for a task 
can include identifying trends and seasonal variations in the 
time series data to predict a normal value for the task’s execu 
tion time. Holt’s Linear Exponential Smoothing is employed 
in one embodiment to determine a normal execution time for 
a transaction. Holt’s Linear Exponential Smoothing is a 
knoWn technique that combines Weighted averaging and 
trend identi?cation in a computationally loW-cost manner. 
This technique is very suitable for real-time updates to deter 
mine a normal value for task execution time. 

[0069] Column 514 sets forth a threshold for each task. If 
the times series data for a component deviates from the nor 
mal execution time for the associated task by more than the 
threshold, the component is identi?ed as a potential cause of 
a performance problem. These components can be reported 
When diagnosing the root cause of an identi?ed transactional 
performance problem. In one embodiment, threshold devia 
tions are applied so as to only identify components having an 
execution time that exceeds the normal value by more than the 
threshold. In other embodiments, if the execution time is 
beloW the normal value by more than the threshold, the com 
ponent can be identi?ed. In yet another embodiment, a thresh 
old execution time is applied directly to the component rather 
than a threshold deviation. 

[0070] RoW 516 sets forth the total execution time of each 
transaction as Well as a normal execution time and threshold. 
The total transaction time is equal to the execution time of 
each component of the transaction. The normal value can be 
calculated as previously described. Simple averaging of a 
number of transaction execution times or more sophisticated 
time-series techniques applied. The threshold can also be 
calculated as previously described. Static or dynamic thresh 
old values can be used. The threshold can be expressed as a 
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threshold execution time for the transaction or a threshold 
deviation from a normal value for the type of transaction. 

[0071] The total transaction time can be compared to the 
normal value using the threshold deviation (or compared 
directly to a threshold transaction time). Those transactions 
having a total execution time beyond the threshold can be 
identi?ed and reported, for example, as shoWn in FIGS. 6 and 
7. For the reported transactions, the component data can be 
examined to determine if there Were any abnormalities. For 
example, transaction 3 has a total execution time of 13,275 
ms. This transaction time is beyond the threshold execution 
time so the transaction is reported. The JSPIAccount compo 
nent had an execution time of 3900 ms, Which deviated from 
the normal value by more than the threshold. This component 
can be reported for transaction 3. In some embodiments, only 
transactions having an execution time over the normal value 
by the threshold are reported. In one embodiment, if a trans 
action has an execution time above the normal value by more 
than the threshold, only components having execution times 
that are above their corresponding normal value are reported. 
That is, components that have an execution time beloW the 
normal by more than their threshold Will not be reported. In 
other embodiments, components With execution times beloW 
their normal by more than the threshold amount can be 
reported as Well. For transactions having execution times 
beloW the normal by more than the threshold, components 
above and/or beloW their normal values by more than the 
threshold can be reported as Well. 

[0072] In FIG. 9, an embodiment is depicted Whereby com 
ponent data is used to formulate time series data according to 
the systems involved in the type of transaction. In implemen 
tations Where each component is directly associated With a 
particular system, system-level time series data may corre 
spond directly to task-level time series data. In other imple 
mentations, such as Where transactional components for the 
same task may execute on different systems in different trans 
actions, such correspondence may not exist and the time 
series data Will be different. Data for multiple tasks may also 
be grouped by system to consolidate data. 
[0073] FIG. 9 depicts time series data for a set of Web-based 
transactions involving a broWser, netWork, Web server, iden 
tity server, application server, database server, messaging 
server, and CICS server. The individual systems are listed in 
column 520. Common Web-based transactions represented 
by the example in FIG. 9 could include an initial broWser 
request issued over the netWork to the Web server to complete 
a purchase, request information, etc. The Web server calls the 
identity server to authenticate the user and then calls the 
application server to complete the transaction. The applica 
tion server issues a call to the database server, messaging 
server, and CICS server to perform the transaction. The appli 
cation server then returns a result to the Web server, Which in 
turn responds to the broWser over the netWork. 

[0074] Columns 522, 524, 526, and 528 list the execution 
times at each system by individual components of transac 
tions 1, 2, 3, and 4, respectively. Each entry for a transaction 
may correspond to the execution time of one or more com 
ponents of the transactions that are associated With the iden 
ti?ed system. By Way of example, transaction 1 includes 
execution times of 9.8 ms for the broWser component(s), 99.8 
ms for the netWork component(s), 9.9 ms for the Web server 
component(s), 198 ms for the identity server component(s), 
another 10.1 ms for the Web server component(s), 51 ms for 
the application server component(s), 98ms for the database 
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server component(s), 49.5 for the application server compo 
nent(s), 101 ms for the messaging server component(s), 21 ms 
for the application server component(s), 200 for the CICS 
server component(s), 29.5 ms for the application server com 
ponent(s), 10.1 ms for the web server component(s), 10.1 ms 
for the web server component(s), 99.8 ms for the network 
server component(s), and 10.3 ms for the browser component 
(s). Particular systems are listed more than once for the trans 
actions to represent that these systems are involved in the 
transaction at multiple points. Different components of the 
transactions may be invoked to perform different tasks at the 
systems during these different points of the transactions. 
[0075] Normal execution times are depicted in column 530 
for each system during each individual part of the transaction. 
Like the values depicted in FIG. 8, the normal execution times 
can be static or dynamic values. Different analysis techniques 
including simple averaging, Holt’s Linear Exponential 
smoothing, and more can be used to calculate the normal 
values as before. Threshold deviations from the normal val 
ues are set forth in column 532. In the system-based technique 
of FIG. 9, systems can be identi?ed and reported when their 
execution time for a transaction is detected as having deviated 
from its corresponding normal value by the threshold amount 
or more. Again, deviations above and/ or below normal can be 
used to identify systems, as well as threshold execution times. 

[0076] Row 534 sets forth the total execution time for each 
transaction based on the execution time of each system 
involved in the transaction. A normal transaction time and 
threshold are set forth in columns 530 and 532 for the overall 
transaction. In FIG. 9, transaction 3 has exceeded the normal 
execution time by more than the threshold. The components 
corresponding to the database server are beyond the database 
server normal value by more than the corresponding thresh 
old and can be reported as a potential cause of the perfor 
mance problem associated with transaction 3. 
[0077] Another set of time series data for a set of transac 
tions is depicted in FIG. 10. The set of transactions depicted 
in FIG. 10 are similar to the set of transactions in FIG. 9. 
However, the execution times for each individual system have 
been grouped together and the raw execution times converted 
into percentages of total transaction time. Column 550 lists 
the systems involved in the transactions. Each system’s total 
percentage of transaction time for transactions 1, 2, 3, and 4 is 
set forth in columns 552, 554, 556, and 558, respectively. For 
transaction 1, the browser makes up 2.0% of the total trans 
action time, the network makes up 20.0% of the total trans 
action time, the web server makes up 3.0% of the total trans 
action time, the identity server makes up 20.0% of the total 
transaction time, the application server makes up 15.0% of 
the total transaction time, the database server makes up 10.0% 
of the total transaction time, and the messaging server makes 
up 10.0% of the total execution time. Normal values for each 
system’s total transaction time are set forth in column 560 as 
a percentage of total transaction time. Threshold deviations 
from the normal percentage values are listed in column 562. 
In this embodiment, a system can be identi?ed and reported 
when its percentage of total execution time for a transaction 
deviates from the normal for the transaction type by more 
than the threshold. Again, deviations above and/ or below the 
normal value can be detected in various embodiments. Direct 
threshold percentages can also be used. 

[0078] Row 564 sets forth the total execution time for each 
transaction based on the execution time of each system 
involved in the transaction. A normal transaction time and 
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threshold are set forth in columns 560 and 562 for the overall 
transaction. While percentages are used for the individual 
component values, actual time values are used for determin 
ing if a transaction is beyond a threshold execution time 
value. In FIG. 10, transactions 3 and 4 have total execution 
times beyond the threshold. These transactions will be 
reported. The application server is reported as a possible 
cause of the performance problem with transaction 3 and the 
network is reported as a possible cause of the performance 
problem with transaction 4. 
[0079] FIG. 11 is a ?owchart of one embodiment for tracing 
transactions and providing programmatic root cause analysis 
of detected performance problems. At step 600, the various 
agents implemented in the transactional system acquire data. 
Agents may acquire data directly from transaction compo 
nents running on the same system. Agents may acquire data 
from other components, such as browsers, external database 
servers, etc. by monitoring response times and/or installing 
code such as Javascript to monitor and report execution times. 
An agent that initiates tracing, for example, may add a script 
to a web page to monitor the execution time of a browser in 
performing a transaction. At step 602, the various agents 
report data to the enterprise manager. 
[0080] In one embodiment, the agent(s) continuously 
acquire data for the various metrics they are monitoring. 
Thus, step 600 may be performed in parallel to the other steps 
of FIG. 11. Each agent can be con?gured to report data to the 
enterprise manager at step 602. For example, the agents may 
report data every 7.5 seconds or every 15 seconds. The 
reported data may be data for one or more transactions. In one 
embodiment, the agent(s) will sample data for a particular 
transaction at every interval. In one embodiment, an agent 
associated with a component that receives an initial request 
starting a transaction will operate as an entry point agent. The 
entry point agent can modify the request header (e.g., by 
adding a ?ag) to indicate to other agents in the system to 
report data for the corresponding transaction. When the other 
agents receive the header with the ?ag, they will report the 
monitored data for the corresponding transaction to the enter 
prise manager 120. 
[0081] The enterprise manager can be con?gured to wake 
up and process data at a speci?ed interval. For example, the 
enterprise manager can wake-up every 15 seconds and pro 
cess the data from the agents reported during two 7.5 second 
intervals. This data may be appended to a spool ?le or query 
?le at step 602. More information regarding the collection of 
data by the agents and processing by the enterprise manager 
can be found in Us. patent application Ser. No. 11/033,589, 
entitled “Ef?cient Processing of Time Series Data,” incorpo 
rated herein by reference in its entirety. 
[0082] The enterprise manager formulates time series data 
for the various components of the monitored transactions at 
step 604. The enterprise manager can create a data structure 
such as those depicted in FIGS. 8, 9, and 10 in one embodi 
ment, although other data structures can be used. The enter 
prise manager can formulate time series data by task as 
depicted in FIG. 8, or by system as depicted in FIGS. 9 and 10. 
[0083] The method depicted in FIG. 11 can be performed 
for each transaction being monitored. As such, step 604 can 
include appending component data for the selected transac 
tion to previously collected data. At step 606, the enterprise 
manager determines if the total transaction time exceeded a 
threshold. Step 606 can include comparing the total transac 
tion time to a threshold time or determining whether the total 
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time deviated from a normal transaction time by more than a 
threshold value. If the total transaction time did not exceed the 
corresponding threshold, tracing for the transaction com 
pletes at step 608. 
[0084] If the total transaction time exceeds the threshold, 
component data for the transaction data is identi?ed at step 
610. The component data can be maintained by individual 
tasks with which the transactional components are associated 
as shown in FIG. 8, or by system as shown in FIGS. 9 and 10. 
At step 612, the enterprise manager determines if a ?rst 
component of the transaction exceeded the threshold for the 
associated task or system. The enterprise manager determines 
if the component execution time deviated from a normal value 
for the task or system by more than a threshold in one embodi 
ment. In another embodiment, the component execution time 
(or percentage) is compared to a threshold execution time. If 
the component has exceeded the relevant threshold, the com 
ponent is identi?ed as a potential cause of a transaction per 
formance problem at step 614. 
[0085] After identifying the component or determining that 
it did not exceed its threshold, the enterprise manager deter 
mines at step 616 whether there are additional components of 
the transaction to analyZe. If additional components remain, 
the method proceeds to step 612 where the enterprise man 
ager examines the execution time of the next component. 
After analyZing each component of the transaction, the enter 
prise manager reports the identi?ed components at step 618. 
Step 618 can include making an indication in the graphical 
user interface depicted in FIGS. 6 and 7. The identi?ed com 
ponents can be highlighted in transaction snapshot window 
402 for example. Other indications can be used as well. 

[0086] Thresholds for analyZing transaction execution 
times are dynamically updated using time-series analysis 
techniques in one embodiment. These analysis techniques 
can be performed in real-time for each transaction type. FIG. 
12 is a ?owchart depicting one technique for providing 
dynamic thresholds in one embodiment. FIG. 12 can be per 
formed as part of step 606 in FIG. 11 in one embodiment. At 
step 702, the enterprise manager determines if the threshold 
for the particular type of transaction is to be updated. The 
enterprise manager may be con?gured to update the threshold 
for a particular type of transaction after receiving data for a 
certain number of transactions of that type. Other techniques 
may be employed to determine when to update a threshold for 
a type of transaction. If the threshold is to be updated, the 
enterprise manager identi?es the execution time of the last N 
transactions for which the manager received data. The actual 
number of transactions can vary by implementation. A new 
threshold for the type of transaction is developed at step 706. 
In one embodiment, step 706 includes determining a normal 
value for the execution time of the particular type of transac 
tion. The threshold can then be set to a time at a certain level 
orpercentage (variable) above and/or below the normal value. 
The threshold may also be expressed as a threshold deviation 
from the normal time (above and/or below). Thus, step 706 
can include determining a new normal time for the transaction 
type and/or a new threshold to be applied. After developing 
the new threshold and/ or normal value for the transaction 
type, the new values are applied for the particular transaction 
being analyZed at step 708. 
[0087] The thresholds used when analyZing the individual 
components of transactions can also be updated dynamically. 
FIG. 13 is a ?owchart depicting one method for dynamically 
updating a threshold for analyZing transactional components 
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as the possible root cause of performance problems. In one 
embodiment, FIG. 13 is performed at step 614 when analyZ 
ing a component execution time for a transaction. At step 720, 
the enterprise manager determines if the task or system 
threshold information corresponding to the type of compo 
nent being analyZed is to be updated. The enterprise manager 
updates threshold information after receiving data for a par 
ticular number of transactions that include a component asso 
ciated with the particular task and/or system in one embodi 
ment. Other update periods can be used. If the threshold 
information is not to be updated, the component is analyZed 
using the existing threshold and/or normal data for the par 
ticular task. 

[0088] If the threshold data is to be updated, the enterprise 
manager identi?es the execution times of components asso 
ciated with the particular task during the last N transactions at 
step 722. The number of transactions can vary by embodi 
ment and particularly, on the type of analysis techniques to be 
employed at step 724. A normal value for the particular task is 
determined at step 724 using the identi?ed data. In one 
embodiment, the last N execution times are averaged. In other 
embodiments, trends and seasonal variations can be identi?ed 
to predict a new normal value. Holt’s Linear Exponential 
Smoothing is used in one implementation to combine 
weighted averaging and trend identi?cation in a low-co st way 
for a real-time update of the normal value. At step 756, the 
enterprise manager determines whether the threshold for the 
task is to be updated. In some embodiments, a threshold is 
used that is expressed as a deviation from normal. This value 
can remain the same regardless of the normal value deter 
mined at step 724. In other embodiments, the threshold devia 
tion is changed as well. If the threshold is to be updated, the 
enterprise manager updates the necessary value at step 728. A 
new threshold deviation can be selected or a new threshold 

execution time selected. At step 730, the new threshold devia 
tion and/or normal execution time is applied to analyZe the 
particular component. 
[0089] FIG. 14 is a ?owchart describing one embodiment 
of a process for reporting data in the transaction trace table 
400. The process of FIG. 14 is performed by a workstation in 
one embodiment. In step 800, the workstation receives trans 
action information from enterprise manager 120. In step 802, 
the data is stored. In step 804, the data is added to the trans 
action table as a new row on table 400. 

[0090] FIG. 15 is a ?owchart describing one embodiment 
of a process for displaying a transaction snapshot. In step 820, 
the GUI receives a selection of a transaction. That is, the user 
selects one of the rows of transaction trace table 400. Each 
row of transaction trace table 400 represents data for one 
particular transaction. The user can select a transaction by 
clicking on the row. In other embodiments, other means can 
be used for selecting a particular transaction. In step 822, the 
data stored for that selected transaction is accessed. In step 
824, the axis for the transaction snapshot is set up. In one 
embodiment, the system renders the time axis along the X 
axis. For example, in the embodiment depicted in FIG. 6, the 
time axis is from Zero ms to 6000 ms. The Zoom slider in 
snapshot header 404 (see FIG. 6) is used to change the time 
axis. In some embodiments, con?guration ?les can be used to 
change the time. In one embodiment, the actual lime repre 
senting the axis for call stack position is not rendered. How 
ever, the axis is used as described herein. In step 826, the view 
for the root component is drawn. For example, in transaction 
snapshot 402, the view for “JSPIAccount” is drawn. In step 










