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PREVENTION OF CHEATING IN ON-LINE 
INTERACTION 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation-in-part of US. 
patent application Ser. No. 11/850,223, ?led Sep. 5, 2007, 
Which claims the bene?t of US. Provisional Patent Applica 
tion 60/842,653, ?led Sep. 5, 2006. Both of these related 
applications are incorporated herein by reference. 

FIELD OF THE INVENTION 

[0002] The present invention relates generally to computer 
systems and software, and speci?cally to detection of cheat 
ing in on-line interactions, such as games. 

BACKGROUND OF THE INVENTION 

[0003] Cheating is de?ned as an act of lying, deception, 
fraud, trickery, imposture, or imposition. Cheating is typi 
cally employed to create an unfair advantage, often at the 
expense of others. Fraud is a particular type of cheating, in 
Which a victim is illegally deceived for the personal gain of 
the perpetrator. 
[0004] Cheating is rampant in on-line games, due to the 
relatively poor security of most game programs and the per 
missive atmosphere created by the mutual anonymity of par 
ticipants in Internet-based games. A Wide variety of forms of 
cheating has developed, as surveyed, for example, byYan and 
Randell in “A Systematic Classi?cation of Cheating in Online 
Games,” Proceedings of the Fourth ACM SIGCOMM work 
shop on Network and System Support for Games (NetGames 
’05, HaWthome, N.Y., 2005), Which is incorporated herein by 
reference. Even When there is no ?nancial stake in the game, 
a cheater can detract from the experience of other participants 
and, in some cases, may pose a threat to the secure operation 
of their computers. 
[0005] Various techniques are knoWn in the art for detection 
of cheating and assisting participants in distinguishing 
betWeen cheaters and trustWorthy players. For example, US. 
Patent Application Publication 2007/0149279, Whose disclo 
sure is incorporated herein by reference, describes an archi 
tecture for mitigating and detecting cheating in peer-to-peer 
(P2P) gaming, using a combination of per-packet access 
authentication, moving-coordinator, and cheat detection 
mechanisms. 
[0006] As another example, US. Patent Application Publi 
cation 2007/ 0276521, Whose disclosure is incorporated 
herein by reference, describes a method for maintenance of 
“community integrity” in a gaming netWork, in Which devices 
interacting With a particular game are monitored. Indicia of 
the violation of certain rules that de?ne fair game play may be 
identi?ed, and a user and/or device engaged in illicit game 
play activity may be identi?ed as a result. Other users in the 
gaming netWork may be informed of the particular user’s 
previous illicit game activity. 
[0007] European Patent Application EP 1669115 A1, 
Whose disclosure is incorporated herein by reference, 
describes a system for conducting a game of chance using a 
communication netWork. In this system, the players must 
have credentials With Which to identify themselves remotely. 
If the players do not have these credentials, they must be 
issued by a certi?cation authority and certi?cation agent. To 
request credentials, the player doWnloads a player agent, 
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Which communicates With the certi?cation agent using a 
secure communication protocol and digital certi?cate. 
[0008] US. Pat. No. 7,169,050, Whose disclosure is incor 
porated herein by reference, describes a system and method 
for prevention of cheating during online gaming in Which a 
?rst computer system receives information regarding cheat 
ers from a second computer system. Cheaters identi?ed in this 
manner are prevented from online gaming on the ?rst com 
puter system. A master database of cheaters resides on one or 
more master servers, Which assemble a master list of cheaters 
aggregated from individual game servers. In this Way, once a 
cheater is banned on one game server, information identifying 
the cheater is transmitted to the master databases of the master 
servers for distribution to the other game servers. 
[0009] A number of anti-cheating softWare packages are 
currently available for various on-line games. Examples 
include PunkBusterTM, produced by Even Balance Inc. 
(Spring, Tex.), and GameGuard, produced by INCA Internet 
Co. (Seoul, Korea). 

SUMMARY OF THE INVENTION 

[0010] The embodiments of the present invention that are 
described hereinbeloW provide novel methods for detection 
and prevention of cheating in computer-based applications. 
In these embodiments, a program installed on a computer 
learns normal patterns of use of the assets of the computer 
and, based on the learned patterns, monitors the computer to 
detect events that may be indicative of cheating. Such cheat 
ing may include both deviant behavior by the user of the 
computer itself and attempts to compromise the computer 
carried out by users of other computers. The program imple 
ments generic methods of learning and analysis, Which are 
not limited to a speci?c game or other application. 
[0011] In some embodiments, the program running on the 
computer communicates With a server, Which monitors the 
activities of a community of participants. When a member of 
the community Wishes to participate in an on-line game, the 
server veri?es that the computer is being monitored by the 
program and provides an indication to the other members of 
the community that the user can be trusted not to cheat. The 
user may similarly receive an indication Whether each of the 
participants in a game is or is not running the monitoring 
program, and may thus choose to play only With trusted 
participants. 
[0012] Although the embodiments described hereinbeloW 
relate speci?cally to cheating in on-line games, the principles 
of the present invention may similarly be applied in preven 
tion of other types of cheating, such as click fraud. 
[0013] There is therefore provided, in accordance With an 
embodiment of the present invention, a method for preventing 
cheating by users of client computers running a netWork game 
program. The method includes installing a monitoring pro 
gram, independent of the netWork game program, on a group 
of the client computers so as to detect, using the monitoring 
program, an anomalous use of an asset of at least one of the 
client computers that is indicative of an attempt to cheat in the 
game program. A message is conveyed over a netWork to a 
server from each of at least some of the client computers in the 
group, the mes sage from each such client computer indicating 
that the monitoring program has been actuated on the client 
computer. Responsively to the message, a communication is 
received from the server at the client computer indicating 
Which ones of the client computers have actuated the moni 
toring program. 
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[0014] In one embodiment, the method includes displaying 
on the client computer a list of the client computers have 
actuated the monitoring program, and receiving from a user 
of the client computer a selection, based on the list, of par 
ticipants With Whom to join in playing the game program. The 
monitoring program may be con?gured so as to permit a user 
of the client computer to deactuate the monitoring program 
With respect to the game program, and conveying the mes sage 
may include informing the server When the monitoring pro 
gram is deactuated. 
[0015] In some embodiments, the method includes running 
the monitoring program While playing the game program on 
the client computer so as to detect an anomalous pattern of 
utiliZation of assets on the client computer, Which is indica 
tive of a threat of cheating in the netWork game program, and 
notifying a user of the client computer of the threat. In one 
embodiment, the method includes sending a noti?cation of 
the threat over the netWork to at least one of the server and 
others of the client computers. Additionally or alternatively, 
running the monitoring program includes running the net 
Work game program on the client computer While detecting 
use of assets using the monitoring program so as to learn a 
pattern of normal utiliZation of the assets, and then detecting 
the anomalous pattern as a deviation from the normal utiliZa 
tion. 
[0016] There is also provided, in accordance With an 
embodiment of the present invention, a method for preventing 
cheating by users of computers running a netWork game 
program. The method includes installing a monitoring pro 
gram, independent of the netWork game program, on the 
computer. The netWork game program is run on the computer 
While detecting use of assets using the monitoring program so 
as to learn a pattern of normal utiliZation of the assets. During 
a session of the netWork game program, an anomalous utili 
Zation pattern of the assets is detected, Which is indicative of 
a threat of cheating in the netWork game program, and a 
noti?cation of the threat is output to a user of the computer. 

[0017] In a disclosed embodiment, detecting the use of the 
assets includes learning the pattern during at least one of 
installation of the game program and playing of the game 
program by the user. 
[0018] In some embodiments, detecting the use of the 
assets includes applying a threat map based on the use of the 
assets, and detecting the anomalous utiliZation pattern 
includes receiving an event associated With one of the assets, 
and associating the event With the threat map With a likelihood 
that is greater than a predetermined threshold. Typically, the 
threat map relates to a ?rst event, and associating the event 
With the threat map may include receiving a second event that 
is not in the ?rst threat map, and associating the second event 
With the threat map by a process of semantic inquiry. The 
method may include updating the threat map responsively to 
the semantic inquiry by identifying a plurality of candidate 
threat maps, computing a respective hypothetical likelihood 
that the second event is associated With each of the candidate 
threat maps, and selecting one of the candidate threat maps 
for update based on the hypothetical likelihood. 
[0019] Typically, running the netWork game program 
includes learning the pattern of the normal utiliZation using 
the monitoring program autonomously, independently of any 
identi?cation of the assets by the user. 

[0020] In a disclosed embodiment, detecting the anoma 
lous utiliZation pattern includes receiving an event indicative 
of a deviation from the pattern of normal utiliZation in the use 
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of at least one asset selected from a group of the assets 
consisting of CPU utiliZation, netWork utiliZation, ?les and 
directories. 
[0021] Additionally or alternatively, running the netWork 
game program includes calculating a normal centralism of an 
executable ?le during the normal utiliZation of the assets, and 
Wherein detecting the anomalous utiliZation pattern includes 
detecting a deviation from the normal centralism. 
[0022] There is additionally provided, in accordance With 
an embodiment of the present invention, a computer softWare 
product for preventing cheating by users of client computers 
running a netWork game program, the product including a 
computer-readable medium in Which program instructions 
are stored, the instructions including a monitoring program 
for installation on a group of the client computers indepen 
dently of the netWork game program, Wherein the instructions 
cause the client computers to detect, using the monitoring 
program, an anomalous use of an asset of at least one of the 
client computers that is indicative of an attempt to cheat in the 
game program, and 
[0023] Wherein the instructions cause the client computers 
to convey over a netWork to a server a message from each of 

at least some of the client computers in the group, the mes sage 
from each such client computer indicating that the monitoring 
program has been actuated on the client computer, and 
responsively to the message, to receive from the server at the 
client computers a communication indicating Which ones of 
the client computers have actuated the monitoring program. 
[0024] There is further provided, in accordance With an 
embodiment of the present invention, a computer softWare 
product for preventing cheating by users of computers run 
ning a netWork game program, the product including a com 
puter-readable medium in Which program instructions are 
stored, the instructions including a monitoring program for 
installation on a computer independently of the netWork 
game program, Wherein the instructions cause the computer, 
While running the netWork game program, to detect use of 
assets using the monitoring program so as to learn a pattern of 
normal utiliZation of the assets, and to detect, during a session 
of the netWork game program, an anomalous utiliZation pat 
tern of the assets, Which is indicative of a threat of cheating in 
the netWork game program, and to output a noti?cation of the 
threat to a user of the computer. 

[0025] There is moreover provided, in accordance With an 
embodiment of the present invention, computing apparatus, 
including an output device and a processor, Which is con?g 
ured to run a netWork game program, and to receive installa 
tion of a monitoring program independently of the netWork 
game program, Wherein the monitoring program causes the 
processor to detect an anomalous use of an asset of the com 
puting apparatus that is indicative of an attempt to cheat in the 
game program, and further causes the processor to convey 
over a netWork to a server a message indicating that the 

monitoring program has been actuated on the computing 
apparatus, and responsively to the message, to receive from 
the server a communication identifying other computers that 
have actuated the monitoring program, and to provide to a 
user of the computing apparatus, via the output device, list of 
users of the other computers identi?ed by the communication. 
[0026] There is furthermore provided, in accordance With 
an embodiment of the present invention, computing appara 
tus, including an output device and a processor, Which is 
con?gured to run a netWork game program, and to receive 
installation of a monitoring program independently of the 
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network game program, wherein the monitoring program 
causes the processor, while running the network game pro 
gram, to detect use of assets using the monitoring program so 
as to learn a pattern of normal utilization of the assets, and to 
detect, during a session of the network game program, an 
anomalous utiliZation pattern of the assets, which is indica 
tive of a threat of cheating in the network game program, and 
to output a noti?cation of the threat via the output device to a 
user of the computing apparatus. 
[0027] The present invention will be more fully understood 
from the following detailed description of the embodiments 
thereof, taken together with the drawings in which: 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0028] FIG. 1 is a schematic, pictorial illustration of a sys 
tem for on-line gaming, in accordance with an embodiment of 
the present invention; 
[0029] FIG. 2 is a block diagram that schematically illus 
trates elements of computer software for detection of cheat 
ing, in accordance with an embodiment of the present inven 
tion; 
[0030] FIG. 3 is a ?ow chart that schematically illustrates a 
method for learning patterns of asset use by a computer game, 
in accordance with an embodiment of the present invention; 
[0031] FIG. 4 is a ?ow chart that schematically illustrates a 
method for assessing threat potentials, in accordance with an 
embodiment of the present invention; 
[0032] FIG. 5 is a ?ow chart that schematically illustrates a 
method for ranking special assets, in accordance with an 
embodiment of the present invention; 
[0033] FIG. 6 is a ?ow chart that schematically illustrates a 
method for game user learning, in accordance with an 
embodiment of the present invention; 
[0034] FIG. 7 is a ?ow chart that schematically illustrates a 
method for adjusting asset threat potentials, in accordance 
with an embodiment of the present invention; 
[0035] FIG. 8 is a ?ow chart that schematically illustrates a 
method for updating statistical results in game user learning, 
in accordance with an embodiment of the present invention; 
[0036] FIG. 9 is a ?ow chart that schematically illustrates a 
method for computation of centralism of ?les, in accordance 
with an embodiment of the present invention; 
[0037] FIG. 10 is a ?ow chart that schematically illustrates 
a method for inquiry management, in accordance with an 
embodiment of the present invention; 
[0038] FIG. 11 is a ?ow chart that schematically illustrates 
a method for threat identi?cation, in accordance with an 
embodiment of the present invention; 
[0039] FIG. 12 is a ?ow chart that schematically illustrates 
a method for evaluating threat lines, in accordance with an 
embodiment of the present invention; and 
[0040] FIG. 13 is a ?ow chart that schematically illustrates 
a method for pseudo-semantic inquiry, in accordance with an 
embodiment of the present invention. 

DETAILED DESCRIPTION OF EMBODIMENTS 

System Overview 

[0041] FIG. 1 is a schematic, pictorial illustration of a sys 
tem 20 for on-line gaming, in accordance with an embodi 
ment of the present invention. Multiple participants 24 play a 
game together using respective client computers 22, which 
are connected to communicate during the game via a network 
26, such as the Internet. Each computer 22 comprises a pro 
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cessor 28 with suitable input and output devices, such as a 
video monitor 30 and a joystick 32, as well as an interface to 
network 26. The game in question may be server-based or 
peer-to-peer: The principles of the present invention, as pre 
sented in detail hereinbelow, are not tied to a speci?c game or 
architecture. In fact, the anti-cheating program that is 
described hereinbelow is capable of learning and monitoring 
multiple games, of various different types, they may be 
played using a given computer. Although computers 22 are 
illustrated in FIG. 1 as personal desktop computers, the archi 
tecture and methods described hereinbelow are equally appli 
cable to computing devices of other types, such as servers, as 
well as dedicated game consoles and mobile computing and 
communication devices. 

[0042] At least some of client computers 22 are linked to a 
“trust net,” which is coordinated by a server 34. A client 
program running on each of these computers, as described 
hereinbelow, communicates with the serverbefore and during 
the game. The client program informs the server of the iden 
tity of the participant who is using the computer by means of 
a unique identi?er (such as a digital signature), and also 
informs the server of the game that the participant wishes to 
play. 
[0043] Prior to the game, the client program learns how the 
game in question uses the assets of the client computer, such 
as ?les, computational power, and communication resources. 
During the game, the client program monitors the use of these 
assets. Upon detecting an anomalous event, which may be 
indicative of an attempt to cheat during the game, the client 
program typically informs both participant 24 and server 34. 
Such anomalous events may be indicative of either an attempt 
by another player to cheat against the participant or an attempt 
to cheat by the participant himself. The server may keep 
records of anomalous events and the participants who were 
involved in them in order to assemble a list of known or 
suspected cheaters. 
[0044] Typically, the client program on computers 22 is 
itself secured against tampering. For example, the program 
may be digitally signed, and server 34 may check the digital 
signature as part of the authentication process before the 
game. Participant 24 may choose to inactivate the client pro 
gram at certain times, but in such cases, server 34 will be 
informed that the client computer in question is not being 
monitored and is therefore susceptible to cheating. 
[0045] Server 34 may give participants 24 information 
regarding which other players are currently members of the 
trust net, i.e., which players have the client program installed 
and active on their own computers. For example, as shown in 
FIG. 1, the server may generate a window 38 on a display 36 
listing players who are participating in or wish to participate 
in the game in question. A secure indicator 40, controlled by 
the server, marks the names of players who are part of the trust 
net. If a given player has not installed the client program or 
has turned it off, the secure indicator will not appear next to 
his or her name. (Players with a history of cheating may also 
be marked by the server.) Based on the information in window 
38, participant 24 may choose to play only with trust net 
members. 

[0046] Alternatively, participants have the option of play 
ing with players who are not approved by server 34. In this 
case, the client program will still monitor the client computer 
and will alert the participant to anomalous events, which will 
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protect the participant against some types of cheating, but 
without the more comprehensive protection afforded by the 
trust net. 

Software Architecture 

[0047] FIG. 2 is a block diagram that schematically illus 
trates elements of a program 50 for detection of cheating, in 
accordance with an embodiment of the present invention. 
Program 50 includes software modules and data structures 
that are used in learning and monitoring computer 22. The 
components of program 50 may be downloaded to computer 
22 in electronic form, over a network, for example. Alterna 
tively or additionally, these program components may be 
furnished and/or stored on tangible computer-readable 
media, such as optical, magnetic, or electronic storage media. 
[0048] Program 50 implements a cognitive engineering 
architecture, based on the following principles, inter alia: 

[0049] Autonomous solutioniThe program generally 
operates without the need for intervention by operators 
or system engineers in ongoing operation. A sieve mod 
ule 100, as described further hereinbelow, is capable of 
dynamically changing the data collection pro?le and 
adaptively building the set of assets to be protected. 

[0050] Self-learningiThe program learns both new 
threats and normal behavior of new games. A rule base 
module 52 manages self-leaming that is carried out by a 
software game learning (SWL) module 76 and by a 
game user learning (GUL) module 78, which learns 
normal user behavior. 

[0051] Self-expansioniA threat map semantic inquiry 
(TMSI) module 74 recogniZes variations on known 
threats and activates a threat map update (TMU) module 
80, which builds a new threat pattern. The program also 
supports distribution of known threats among the mem 
bers in the trust net via server 34 (FIG. 1), using a trust 
net module 54 and a threats warden module 56. 

[0052] Rule base module 52 activates backward and for 
ward chain reasoning algorithms to populate and enrich a full 
knowledge base 66, including preliminary and conclusive 
information. The rule base module may continually analyZe 
the knowledge base in order to generate one of the following 
generic decisions with respect to each detected event: 

[0053] Ignore because there is no threat indication; 
[0054] Request additional information (including input 
from the user) or data processing (backward chain rea 
soning), in order to reach a conclusion concerning the 
signi?cance of the event; or 

[0055] Identify the type of threat(s) and react accord 
ingly. 

[0056] Knowledge base 66 is typically divided between 
private and public knowledge information. The distinction 
between those two categories of information re?ects the 
access and retrieval permissions for each category: The pri 
vate part of the knowledge base contains information that was 
gathered from a speci?c computational node, while the public 
part of the knowledge base contains common information 
provided and maintained centrally, by server 34, for example. 
Both private and public knowledge bases can share the same 
concept domain. Consolidation of the information from both 
the private and public knowledge bases generates the full 
concept domain. 
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[0057] Program 50 supports the following main session 
types: 

[0058] Game installation sessioniProvides the pro 
gram with knowledge about the set of assets of computer 
22 that are to be protected and also about the main 
executable ?le of the game. The name of this executable 
?le is needed for recognition of the game in future pro 
tected game sessions. 

[0059] Game/user learning sessioniThis chain of ses 
sions provides the program with knowledge about the 
game and user normal pro?les. Program 50 typically 
monitors several sessions of this type in order to be 
capable of differentiating between normal and abnormal 
activity and overall state inside the computer. 

[0060] Protection sessioniRegular game session, pro 
cessed under observation and protection by program 50. 

[0061] Top-level modules of program 50 include rule base 
module 52, sieve module 100, a reasoning module 60 and a 
learning module 62, which interact with knowledge base 66 
and a number of subsidiary modules. The components and 
functions of the program modules are described below: 
[0062] Rule base module 52 manages the overall program 
state and the other modules. Functions of module 52 include: 

[0063] Communicating with the user via a user interface 
(Ul) module 58. 

[0064] Starting and initial handshake with sieve module 
100. 

[0065] Initiating sessions of different types. 
[0066] Communicating with sieve module 100 in order 

to change its pro?le according to the current session 
type. 

[0067] Communicating with sieve module 100 in order 
to get updates about the current session state. 

[0068] Declaring detection of anomalies in user activity. 
[0069] Declaring detection of anomalies in overall 
machine state. 

[0070] Declaring recognition of threats on the basis of 
previously known activity, corruption of protected game 
assets, or hampering of normal user activity within a 
game session. 

[0071] Activation of checking of current activity for 
semantic proximity to existing threat patterns. 

[0072] Activation of adaptively building the normal 
activity pro?le for each user and each game. 

[0073] Activation of adaptively building the mecha 
nisms for recognition of speci?c (known) threats. 

[0074] Auditing knowledge base 66. 
[0075] Rule base module 52 manages the following main 
processes: sieve module 100; reasoning module 60 (including 
an inquiry manager 70, a threat map-based identi?cation 
(TMBI) module 72, and TMSI module 74); learning module 
62 (including SWL module 76, GUL module 78 and TMU 
module 80); and sieve module 22. Module 52 uses informa 
tion that was gathered during the activity sessions, which is 
stored in a metadata table 88. 

[0076] Sieve module 100 manages data collection pro 
cesses using sensor modules 104, 106, 108, 110. Functions of 
the sieve module include: 

[0077] Monitoring sessions concerned with protected 
games. 

[0078] Collecting data and activating procedures for data 
storage in knowledge base 66. 
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[0079] Dynamically changing data collection pro?les 
according to process information and sets of assets to be 
protected. 

[0080] Transferring event data to a Threat Potential 
Table (TPT) 90 for rough ?ltering in order to recogniZe 
suspicious events. 

[0081] Communicating with rule base 52 in order to 
synchronize data collection and routing of process infor 
mation. 

[0082] The sieve module serves as database feeder, con 
?guration manager and session manager. As database feeder, 
the sieve module converts information from a string repre 
sentation that is obtained from sensors 104, 106, 108, 110 to 
a database representation. The database feeder may use a 
?exible algorithm, based on external scripts, to enable the 
knowledge base architecture to be updated. The database 
feeder typically receives input in the form of strings, contain 
ing name-value pairs separated by commas. The scripts trans 
late input ?elds or expressions based on input ?elds into 
database rows. The con?guration manager drops irrelevant 
sensor input. It may also use a ?exible algorithm, based on 
external predicate scripts, which may be speci?ed in an XML 
?le. The session manager separates sessions and may divide 
sessions into clusters. The session manager encapsulates ses 
sion-related information and provides this information to 
other modules. The database feeder uses this session infor 
mation in order to ?ll in corresponding ?elds in log data 
records. 
[0083] Trust net module 54 supports communication with 
server 34, as noted above. This module performs the follow 
ing functions: 

[0084] Reporting to the server on the status of monitor 
ing activities on the computer. 

[0085] Receiving information regarding the other play 
ers in the network, particularly those who have activated 
the anti-cheat program on their computers, as shown 
above in FIG. 1. 

[0086] Sending information collected by threats warden 
56 to inform server 34 of threat activities. 

[0087] Receiving on-line updates of program 50. 
[0088] Threats warden module 56, as noted above, collects 
information on computer 22 regarding local activities in order 
to inform server 34 of possible cheating. 
[0089] User interface module 58 permits interaction 
between participant 24 and program 50. The main functions 
that this module include: 

[0090] Handling user inputs. 
[0091] Presenting the activity status of the anti-cheat 

system, including window 38 and noti?cation of poten 
tial threats. (In some cases, the participant may be asked 
to classify a new situation, hitherto unknown to program 
50, as normal or abnormal.) 

[0092] Communicating with rule base module 52 in 
order to support user requests. 

[0093] Learning module 62 contain modules 76-80, as 
mentioned above, which implement the main learning func 
tionalities of program 50: 

[0094] Software learning (SWL) module 76 collects 
information about game assets and processes to be 
monitored and protected within subsequent protected 
mode session. It builds lists of game assets and processes 
these lists, including rough ?ltering, for further threat 
recognition. (The functions of module 76 are described 
further hereinbelow with reference to FIGS. 3-5.) 

Dec. 11,2008 

[0095] Game-user learning (GUL) module 78 collects 
information about normal user activity during protected 
sessions and ?lls in statistical data tables that are used for 
recognition of abnormal machine states. (The functions 
of module 78 are described further hereinbelow with 
reference to FIG. 6-8.) 

[0096] Threat map update (TMU) module 80 updates 
parameters of existing threat patterns, based on recent 
user activity, and outputs the updated threat patterns to 
knowledge base 66. 

[0097] A service algorithms module 64 performs major 
mathematical computations used by program 50. 
[0098] Reasoning module 60 divides input data by type and 
activates modules 70-74 in order to apply the appropriate 
processing: 

[0099] Inquiry manager 70 coordinates the activity of 
modules 72 and 74, as well as initiating activity of TMU 
module 80. (The functions of module 70 are described 
further hereinbelow with reference to FIG. 10.) 

[0100] Threat map-based identi?cation (TMBI) module 
72 checks current input data against known threat pat 
terns. Module 72 uses a self-leaming algorithm in order 
to recogniZe events and situations that are unknown but 
suspicious. In certain cases it calls module 74. (The 
functions of module 72 are described further hereinbe 
low with reference to FIG. 12.) 

[0101] Threat map semantic inquiry (TMSI) module 74 
recogniZes variations on known threats. Module 74 uses 
pseudo-semantic analysis in order to detect semantic 
proximity of the current situation to known threat pat 
terns. (The functions of module 74 are described further 
hereinbelow with reference to FIG. 13.) 

[0102] Knowledge base 66 serves as the repository of the 
relevant data enriched by semantic-type meta-information 
(data-objects-concepts) collected by the modules of program 
50, including relations between the objects and concepts. The 
knowledge base serves the program modules and enables the 
program to continually learn the features of operation of the 
protected game software. The adaptive learning properties of 
program 50 enable the same backbone software to be used to 
protect both games for which partial prior knowledge exists 
and games for which no prior knowledge exists at all. 
[0103] The knowledge base contains the following groups 
of classes: 

[0104] Logs 
[0105] Threat knowledge 
[0106] Environment (reference) knowledge. 

The knowledge base is built on a reference knowledge group, 
which contains basic knowledge that is available a priori, 
learned at the vendor labs, and learned on-site. It relates to 
protected software assets knowledge classes, which describe 
all types of assets (components) of the protected system. 
These assets may include ?les, directories, devices, registry 
entries and registry keys, inter alia. The asset classes also 
describe groupings of these assets, such as ?le types, ?le 
extensions, etc. 
[01 07] The logs of the knowledge base contain all incoming 
information, including information generated both by the 
computer itself and by components of program 50. Informa 
tion generated by the computer may include, for example, 
operating system events “as is.” Logs generated by program 
50 may include, for example, program parameters or a log of 
events speci?c to a particular protected game. The logs typi 
cally include user-level and system-level event logs regarding 
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protected software, as well as overall system information. 
The logs typically use the following knowledge classes: 

[0108] A game log (GL) 82, which contains game-spe 
ci?c event logs. This log is applicable only when the user 
has con?gured program 50 to protect against cheating in 
a speci?c game. 

[0109] An event table 84, which contains the overall 
activity log of the computer system. 

[0110] A task manager information (TaskMan lnfo) 
table 86, which contains a log of the machine state. 

[0111] GL 82 may include a protected software user-level 
events log, which contains information on the events that are 
speci?c and unique for the software that is being protected. If 
the protected software is a multi-user online game, for 
example, then the events can be of the type: “The user N0001 
has entered player group G0001,” or “The user N0002 has left 
the chat room,” or “My current shots-per-second rate is 26.7.” 
The ontology frame of this class includes: 

[0112] time_stamp (datetime format) 
[0113] event_sequential_number (long integer format) 
[0114] cluster_number (integer) 
[0115] event_code (integer) 
[0116] event_parameters (multiple, indexed) 

[0117] GL 82 may also include a protected software sys 
tem-level events log class, which contains a detailed journal 
of system events based on API commands. Examples of such 
events may include “change process priority,” “delete direc 
tory,” “edit ?le permissions,” and “start process.” The ontol 
ogy frame of this class includes: 

[0118] time_stamp (date/ time format)ithe time point at 
which the event occurred. 

[0119] sequential_number_global (long integer for 
mat)ia sequential index throughout a game session. 

[0120] cluster_num (integer)ian index that classi?es 
the event according to stages in the game session. 

[0121] session_num (integer)ia counter of the number 
of game sessions. 

[0122] seq_num_within_cluster (integer)ia sequential 
index throughout a played session that is reset at every 
cluster start. 

[0123] command (reference to the class Commands)ia 
link to the referenced command. 

[0124] command_parameter1 (reference to the class 
OpSyslnfo)imay refer to a prede?ned class, such as 
Files, Processes, Directories, RegistryKeys, etc., or 
another subject of a command event. 

[0125] command_parameter2 (reference to the class 
OpSyslnfo)isimilar to command_parameter1, but 
de?ned only for special operating system operations that 
require two parameters as subjects. For instance, the 
operation “Rename” requires two command param 
eters: one holding the old subject name and the second 
for holding the new subject name. 

[0126] invoking_process (reference to the class Pro 
cesses)ithe process that executes the operation. 

[0127] origin_by_protected_soft (Boolean)ian indica 
tion of whether or not the invoking process originated in 
the game software. 

[0128] OS_operation_name (reference to the class 
OS_Operations)ienumerated value indicating the 
nature of the operation. 

[0129] Event table 84 may include an overall system infor 
mation log knowledge class, which contains a detailed jour 
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nal of system events based onAPl commands, similar to those 
in the GL table. The ontology frame of this class includes: 

[0130] 
[0131] networking data4continuous data related to the 
network stream. 

[0132] performance dataicontinuous data related to the 
resources of the device (such as CPU utiliZation, 
memory cache use, etc.) 

[0133] process descriptionithe above data related to 
each and every process that is running. 

[0134] The threat knowledge group of classes in the knowl 
edge base typically includes the following classes: 

[0135] Threat potential table (TPT) 90 contains the 
threat potential of speci?c system asset uses or situa 
tions. It provides a rough ?lter of suspicious activity 

[0136] The system normal state map (SM) 92 serves as 
an input table for a rough identi?cation of anomalies. 

[0137] Threat maps (TM) 94 contain all the patterns of 
threat events, including threat lines and threat elements, 
which are components of the threat patterns. 

time stamp 

The threat knowledge is used together with a stati normali 
class, which contains knowledge learned on-site of the behav 
ior of the user and software that is characteristic of clean 
(threat-free) situations. The combination of these knowledge 
classes also makes it possible for learning module 62 to 
automatically learn new threat patterns, acquire new knowl 
edge and enrich the threat knowledge dynamically. 
[0138] TPT 90 contains knowledge about the measure of 
threat potential of speci?c elements (structures) of objects or 
groups of obj ects or speci?c situations or ranges of situations. 
For example, it may contain the threat potential value of an 
image (executable ?le) of a process or of a group of APIs, or 
the threat potential value of a situation in which a speci?c API 
is applied to any ?le in a speci?c directory. Each instance of 
this class is a set (collection, un-indexed sequence) of any 
number of instances of the threat lines class. Since the threat 
lines that build up the TPT class also build up the threat map 
(TM) class, the TPT class is a subspace of the TM domain. 
The TPT class provides a rough representation of the TM 
class in order to reduce computational cost. 

[0139] The threat lines class de?nes elemental test condi 
tions. It includes: 

[0140] threat_element (reference to the threat elements 
class, as explained below). 

[0141] test_value (reference to any relevant value against 
which the threat element is tested). 

[0142] test_weight (a numerical measure of the signi? 
cance of a given map line as compared to the rest of the 
lines of the same map). 

[0143] higher_threat_line (a reference to another line of 
the same map that is precedent to the current threat line 
in logical hierarchy). 

The threat lines class is the central tool for de?ning threats. 
The data structure of the threat lines class can be used in 
assembling logical predicates (statements or conditions) in a 
generic manner, wherein the predicates may refer to any 
variable in the knowledge base. For example, one threat line 
could state that the condition x2>y indicates a partial ful?ll 
ment of a certain threat, or alternatively, it might indicate the 
opposite, i.e. that the satisfaction of the condition refutes 
another prede?ned threat. 






















