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(57) ABSTRACT 

A computer architecture for enterprise device applications 
provides a real-time, bi-directional communication layer for 
device communication. An identity-based communications 
layer provides for secure, end-to-end telemetry and control 
communications by enabling mutual authentication and 
encryption between the devices and the enterprise. A unique 
identity is assigned to each device, user and application to 
provide security services. Telemetry data is communicated 
between a data producing device and a data receiving device. 
The telemetry data sent from the data producing device is 
identi?ed using the identity identi?er of the data producing 
device. 
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COMPUTER SYSTEM 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims priority from US. Provi 
sional Application No. 60/398,722, titled “Computer Sys 
tem” and ?led Jul. 29, 2002, and from US. Provisional Appli 
cation No. 60/421,803, titled “Computer System” and ?led 
Oct. 29, 2002, both of Which are incorporated by reference in 
their entirety. 

TECHNICAL FIELD 

[0002] This description relates to computer systems. 

BACKGROUND 

[0003] Advances in computing and networking technolo 
gies are creating neW Waves of netWork-aWare sensors, instru 
ments, products and devices. These devices generally trans 
mit status information and operating data, receive commands 
over a netWork, and may be referred to as telemetric devices. 
By some estimates, there may be 10,000 of these telemetric 
devices for every human being on the planet by the year 2010. 
Enterprises are attempting to leverage the use of these devices 
by deploying device computing applications to more e?i 
ciently measure, monitor, maintain and control processes and 
equipment. In some cases, a geographically distributed enter 
prise may use a device computing application to increase the 
enterprise’s reach beyond the traditional netWorks of the 
enterprise. This may result in market groWth and cost savings 
for the enterprise. 

SUMMARY 

[0004] In one general aspect, data is communicated from a 
data producer to a data receiver. An identity identi?er is 
associated With the data producer. The identity identi?er is 
independent of a netWork address of the data producer and is 
unique across all data producers. A telemetry data element 
from the data producer to the data receiver includes the iden 
tity identi?er of the data producer, a data element identi?er 
that is unique across all data elements sent by the data pro 
ducer, and a client data element comprising producer-de?ned 
data. 
[0005] Implementations may include one or more of the 
folloWing features. For example, the telemetry data element 
may be sent using an identity-based communications layer 
situated betWeen a netWork layer and an application layer. An 
identity identi?er may be for a composite identity that is 
associated With tWo or more other identity identi?ers. The 
composite identity may be associated With an authentication 
credential. The composite identity may be created only When 
each of the tWo or more other identity identi?ers associated 
With the composite identity have been authenticated. At least 
one of the tWo or more other identity identi?ers that may be 
associated With the composite identity may be an identity 
identi?er for another composite identity. 
[0006] The data element identi?er may include a series 
identi?er and a sequence identi?er that is unique across data 
elements having a particular series identi?er. The sequence 
identi?er may include a unique generation number that is 
determined When the data producer initializes, and a sequence 
number that is reset each time a neW generation number is 
chosen and incremented for each successive telemetry data 
element. The next value to be used for the generation number 
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may be held in a persistent store associated With the identity 
identi?er. The persistent store may be implemented as non 
volatile memory of the data producer, or may be implemented 
by a second computer system on the netWork. The second 
computer system holds generation numbers for one or more 
identity identi?ers. The data receiver may detect missing 
telemetry data elements by detecting gaps in the series of 
received sequence numbers. 
[0007] The data receiver may perform a processing opera 
tion on the client data element When a telemetry data element 
is received. The telemetry data may be stored upon receipt. A 
processing operation may be performed on the received 
telemetry data element. 
[0008] Multiple telemetry data elements may be received. 
Missing telemetry data elements may be detected by detect 
ing gaps in the series of received data element identi?ers. 
When security information is associated With the identity 
identi?er of the data producer, the security information may 
be used to authenticate the data producer. 
[0009] Implementations of the techniques discussed above 
may include a method or process, a system or apparatus, or 
computer softWare on a computer-accessible medium. 
[0010] The details of one or more of the implementations 
are set forth in the accompanying draWings and the descrip 
tion beloW. Other features Will be apparent from the descrip 
tion and draWings, and from the claims. 

DESCRIPTION OF DRAWINGS 

[0011] FIG. 1 is a block diagram of a computer system that 
implements an enterprise device application. 
[0012] FIG. 2 is a block diagram of the computer system of 
FIG. 1 divided into underlying netWorks. 
[0013] FIG. 3 is a block diagram illustrating a system archi 
tecture for providing an inter-communication layer for device 
information ?oWs. 
[0014] FIG. 4 is a block diagram depicting communica 
tions betWeen an initiating identity and an accepting identity 
using an intermediary to translate an identity into a physical 
address. 
[0015] FIG. 5 is a block diagram shoWing a data structure 
used for a physical address. 
[0016] FIG. 6 is a block diagram illustrating a three-layer 
implementation of identity-based communication layer soft 
Ware. 

[0017] FIG. 7 is a block diagram depicting a data structure 
used for an identity. 
[0018] FIG. 8 is a block diagram shoWing an imprinting 
process, a registration process, and a session establishment 
process. 
[0019] FIG. 9 is a block diagram illustrating communica 
tions betWeen an endpoint identity, an authentication service, 
a policy service, and a presence and availability service to 
register the endpoint identity. 
[0020] FIGS. 10A and 10B are block diagrams depicting 
establishing a communications session by using a challenge 
and response protocol involving a session initiator, an authen 
tication service, a session acceptor, a presence and availabil 
ity service, and a policy service. 
[0021] FIG. 11 is a block diagram shoWing a data structure 
used for a short-term authentication credential that is used by 
an identity to establish a communications session With 
another identity. 
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[0022] FIG. 12 is a block diagram illustrating a data struc 
ture for a session credential that is used by an identity to 
establish a communications session With another identity. 
[0023] FIG. 13 is a block diagram depicting an architecture 
for sending telemetry data from a data producer to one or 
more data receivers. 
[0024] FIG. 14 is a block diagram illustrating a data struc 
ture for a telemetry data element. 
[0025] Like reference symbols in the various draWings 
indicate like elements. 

DETAILED DESCRIPTION 

[0026] In one particular implementation, a system architec 
ture is provided to support the deployment of netWork 
devices, Which may range from simple temperature or vibra 
tion sensors to more complex servers or manufacturing test 
equipment. The architecture supports real -time telemetry and 
control information about the devices to enable a neW class of 
applications, Which may be referred to as device computing 
applications or device applications. Options provided by such 
applications may include providing neW levels of responsive 
ness for preventative maintenance of devices before emergen 
cies arise, offering neW services such as advanced support 
programs and pay-per-use billing models to customers by 
continuously monitoring devices and the methods and fre 
quencies by Which the devices are used, reducing costs 
through unattended remote control and maintenance of 
devices, and automating business transactions by integrating 
devices directly With back-end enterprise softWare suites to 
eliminate error-prone manual and paper-based processes. 
[0027] Through the deployment of device applications, 
enterprises may access valuable information that provides 
unique, real-time visibility into all aspects of enterprise 
operations. Enterprises may use this information to provide 
better service With better quality support and quicker, if not 
immediate, responses to device issues that arise. Further 
more, business process ef?ciencies may be realiZed through 
the deployment of devices. 
[0028] The system architecture provides a single, consis 
tent platform that may be used across all enterprise device 
application projects. The architecture provides a real-time, 
bi-directional communication layer for all device communi 
cation needs, as Well as a comprehensive platform upon 
Which robust device applications may be quickly and e?i 
ciently developed and deployed. 
[0029] The system architecture provides a platform for 
fully secure, end-to-end telemetry and control communica 
tions, by enabling mutual authentication and encryption 
betWeen the device and the enterprise. Using an Identity 
based Communications Layer (ICL), the system architecture 
assigns a unique identity to every device, user and applica 
tion, and provides a full suite of security services including 
authentication, access control, encryption and data integrity. 
[0030] The ICL operates above the netWork communica 
tion layer to enable secure device-to-enterprise communica 
tion over any netWork type. NetWorks such as paging net 
Works, satellite netWorks, cellular netWorks, and proprietary 
data netWorks (e.g., a Wireless protocol from a device to a 
base station) are supported. 
[0031] The system architecture provides for remote, cen 
traliZed management and policy control of all devices on the 
netWork. The system architecture is also highly scalable. 
[0032] The system architecture provides a single and con 
sistent infrastructure that alloWs the same platform to be used 
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for all of an enterprise’s device applications. Common pro 
cessing modules also may be shared among these applica 
tions to signi?cantly reduce both development and deploy 
ment costs. The enterprise bene?ts from incorporating 
various telemetry and control information from different 
sources. The system architecture promotes interoperability 
betWeen projects by easily combining and distributing this 
data to any authorized person or department Within the enter 
prise. Furthermore, application management and policy con 
trol (e.g., for security settings) may be centrally and consis 
tently administered for all applications. 
[0033] The system architecture provides a device comput 
ing enterprise platform and an identity-based communication 
layer (ICL) that may be used to rapidly develop device appli 
cations for all types of devices. 
[0034] The device computing platform manages real-time 
data ?oWs associated With devices. Typically, incoming 
device data needs to be re?ned or inspected, such as by using 
check-sums, computational transformations, ?ltering, pars 
ing, database Writing or re-formatting of the data. Device 
applications may use common methods to process the device 
data into useful information. For example, simple checks may 
be incorporated to ensure that the incoming data represents 
reliable data and falls betWeen expected ranges; alerts and 
noti?cations may be triggered at different points along the 
processing chain if the data is revealed to violate some pre 
de?ned policies; different data streams may be correlated to 
ensure that the speci?c data from one device is matched up 
against the corresponding data from another device; transac 
tions may be initiated based upon various preset rules and 
incoming data ?oWs; and, at various points along the How of 
device data, at least some portion of the information may be 
stored in a database. The system architecture leverages these 
similarities and presents an environment upon Which the 
developer can assemble and con?gure existing information 
How processing modules to accomplish developer needs. 
[0035] The system architecture provides developers With a 
platform for simply con?guring pre-de?ned ?oW processors 
that may accomplish a substantial portion of the device appli 
cation development requirements. The time required for 
developing these applications may be reduced dramatically 
When compared With conventional approaches. The system 
architecture provides a robust architecture to ensure seam 

less, secure communications across any netWork, regardless 
of type or dispersion. A How processor also may be reused in 
a different device application, Which may result in further 
reductions of the time required to develop a device applica 
tion. 
[0036] Special processing of the information ?oWs might 
be required to carry out application-speci?c processing With 
the incoming data. In these cases, the system architecture 
provides a template that the developer may use to create an 
information How processor and incorporate the information 
How processor into the device application. 
[0037] The device computing platform may alloW for e?i 
cient development of device applications and may limit the 
range of skills required by a developer. Furthermore, the 
applications that are developed can leverage the device com 
puting platform to provide security, scalability, netWork inde 
pendence, and an e?icient installation. 
[0038] The core of the computing device platform upon 
Which the device applications run (i.e., the application run 
time environment) uses the ICL to enable the secure, bi 
directional communications among devices, and betWeen 
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devices and the enterprise. The ICL may extend to the device. 
A unique identity may be permanently assigned to every 
entity within the communications ?ow, including the device, 
the user, and the application. The identity may enhance the 
scalability, security and network independence of a device 
application. 
[0039] The ICL helps to ensure that devices and users are 
authenticated and authoriZed, and that communication mes 
sages are encrypted to maintain their integrity. The ICL oper 
ates above the networking protocol layer to allow communi 
cations to occur over any type of data network. Furthermore, 
the applications using the ICL are unaffected by changes in 
routing processes or IP addresses (e.g., during a system 
upgrade or otherwise). 
[0040] An application developed on the device computing 
platform communicates with devices on the network through 
the ICL. Additional applications may be developed to further 
process the device information in a secure and scalable fash 
ion. 

[0041] The ICL provides a mediated peer-to-peer model 
that supports communications between two entities. Accord 
ing to the model, a ?rst entity A invokes core services (e.g., 
authentication services) of the ICL to communicate with a 
second entity B. Entities A and B are named by identities that 
are independent of underlying network hardware and soft 
ware, and that are automatically translated into network 
addresses. In particular, each of entities A and B may have one 
or more associated global addresses that include a network 
identi?er, a protocol identi?er, and a network address mean 
ingful to the identi?ed network. 
[0042] Applications in which the system architecture may 
be employed include, for example, use by product manufac 
turers (e. g., manufacturers of computers, network equipment, 
vehicles or other machines, building controls, medical 
devices, machine tools, appliances, and electrical infrastruc 
ture such as generators) to monitor product performance. 
Networks that may be employed in such applications include 
dial-up networks, the Internet, wireless networks, and cus 
tomer networks that may or may not be isolated by ?rewalls. 
Particular services that may be provided by such applications 
may include remote health monitoring, remote service, con 
dition-based maintenance, pay per use monitoring, value 
added services, and supply replenishment. 
[0043] Another application of the system architecture is 
with respect to highly distributed operations within one com 
pany. Example devices that may be encompassed by such an 
application include a sensor, a personal digital assistant 
(PDA), a mobile telephone, a controller, network-enabled 
equipment, a truck, a global positioning satellite (GPS) 
receiver, a bar code or radio frequency identi?cation (RFID) 
scanner, a cash register, and a customer kiosk. Networks that 
may be encountered include, for example, the Internet, wire 
less networks (e.g., paging, cellular or satellite), Internet plus 
dial-up, Internet plus a digital subscriber line (DSL), and 
Internet plus a local area network (LAN). Services provided 
by a highly distributed application include logistics, asset 
tracking, asset optimiZation, supply chain management, 
inventory management, business intelligence, and real-time 
business transactions. 
[0044] Referring to FIG. 1, a computer system 100 controls 
communications between an enterprise application 105 and 
devices 110, 115, 120 and 125. The enterprise application 105 
is located on an enterprise side 130 of the computer system, 
while the devices 110, 115, 120 and 125 are located on a 
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device side 135 of the computer system. A ?rewall 140 iso 
lates the enterprise side 130 from the device side 135. 

[0045] In the illustrated implementation, the enterprise 
application 105 reaches the ?rewall 140 through a ?rst private 
LAN 145, a router 150, and a second private LAN 155. The 
devices 110 and 115 reach the ?rewall 140 through a mes 
sage-based paging network 160 that is connected through a 
carrier gateway 165 to the public Internet 170, which is con 
nected to the ?rewall 140. The device 120 is connected to the 
Internet 170 through an Internet-enabled wireless network 
175 and a carrier gateway 180, while the device 125 is con 
nected directly to the Internet 170. 

[0046] The computer system employs a system architecture 
that facilitates connections between business information 
technology infrastructure (i.e., the enterprise application 105) 
and devices of all kinds. Devices may include, for example, 
objects and equipment that are involved in the operation of a 
business, such as appliances, electronic equipment, factory 
machines, gas pumps, of?ce equipment, thermostats, wire 
less phones, vehicles, or any other object that includes elec 
tronic components. The linking of devices on a wide-spread 
scale to the information technology infrastructure of a busi 
ness may create new opportunities for cost saving, revenue 
opportunity, and/or customer satisfaction. 

[0047] For example, in one implementation, the retail sales 
division of a large energy company may be able to monitor 
gas pumps and tanks at ?lling stations across the country. Fuel 
readings from the gas stations also may be correlated with 
readings from on-truck fuel level sensors and location track 
ing equipment. By gathering information in real time about 
which stations need fuel deliveries and identifying the closest 
truck with su?icient fuel, transportation cost savings may be 
realiZed. 

[0048] In another example, a worldwide package delivery 
company employs a great diversity of devices in its daily 
operations: drivers carry handheld package scanners, delivery 
trucks are equipped with GPS-based location sensors, retail 
package drop-off centers have point-of-sale devices, and 
shipping rooms of catalog sales customers of the delivery 
company have specialiZed devices that automate the shipping 
and tracking of thousands of packages that each such cus 
tomer ships daily. Managing all of these devices to provision 
new equipment, monitor sources of trouble, and insure that 
consistent corporate security policies are met may be exceed 
ingly dif?cult. Having a uniform underlying network archi 
tecture can reduce the system administration burden by an 
order of magnitude, saving money while assuring that secu 
rity goals are more reliably met. 

[0049] In yet another example, a manufacturer of magnetic 
resonance imaging (MRI) equipment for medical diagnosis is 
able to monitor the operation of products installed at cus 
tomer sites, as well as to remotely administer and control the 
products. By doing this, the manufacturer may realiZe sub 
stantial savings in the cost of customer service and may be 
able to provide a more rapid response to a customer’s prob 
lem. The manufacturer also may create new usage-based sales 
models in which a customer pays a fee for each image pro 
duced by the MRI machine (e.g., pay “by the image”) instead 
of purchasing the MRI machine from the manufacturer. 

[0050] These examples illustrate both the variety of ways to 
connect enterprises to devices within the enterprise and the 
variety of business opportunities that may underlie the need 
for the described system architecture. 
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[0051] FIG. 2 illustrates that the system 100 ofFIG. 1 may 
be divided into a ?rst underlying network 200 that includes a 
satellite paging network, a second underlying netWork 205 
that includes the public Internet, and a third underlying net 
Work 210 that includes private LANs. A relay 215 connects 
the ?rst underlying netWork 200 to the second underlying 
netWork 205, and a relay 220 connects the second underlying 
netWork 205 to the third underlying netWork 210. 
[0052] A relay, such as relay 215 or relay 220, is a special 
application that runs Within the system 100. A relay bridges 
communication betWeen different protocols or across net 
Works that are not inter-addressable. A relay maintains rout 
ing information that indicates What adjacent relays should be 
used to reach an underlying netWork that is not directly reach 
able. 
[0053] Deployments that do not require protocol or net 
Work bridging do not require a relay. The relay is like an ICL 
core service in that an ICL endpoint library relies on the relay 
for proper operation. But unlike the other ICL core services, 
the relay is not a required part of every deployment, and the 
relay is not necessarily hosted on the enterprise side, but 
rather at appropriate places according to physical netWork 
topology. 
[0054] The boundaries of underlying netWorks occur Where 
there is a fundamental barrier to native interconnection. One 
example Would be a device “last hop” netWork that is based on 
a non-real-time messaging model, such as a short message 
service over a paging netWork. When it is not feasible or 
desirable to run IP on such a netWork, the “last hop” netWork 
cannot be seamlessly integrated into the public Internet. 
Instead, the “last hop” netWork Would be a different underly 
ing netWork from the public Internet. Another example occurs 
When a ?reWall separates otherWise compatible netWorks. For 
example, if an enterprise has a private Internet that is con 
nected to the public Internet through a ?reWall, but the ?re 
Wall con?guration does not expose devices on the private 
netWork to the public netWork, then the private netWork is a 
separate underlying netWork. 
[0055] Yet another example of a boundary betWeen under 
lying netWorks occurs When different protocols are to be 
employed by different endpoints, such as, for example, When 
one endpoint Wants to use hypertext transfer protocol (HTTP) 
but another Wants to use the simple mail transfer protocol 
(SMTP). Though the endpoints are inter-addressable, they 
cannot communicate directly With each other. 
[0056] In many applications, the public Internet as a Whole 
is one of the underlying netWorks involved. If a company has 
private LAN segments that are connected to the public Inter 
net in a Way that permits free communication in both direc 
tions, then those LAN segments are part of the same under 
lying netWork as the public Internet. LikeWise, if there are 
mobile devices that use the cellular telephone netWork 
through a carrier that provides IP connectivity to the public 
Internet, then the cellular telephone netWork is also part of the 
same underlying netWork. 
[0057] Small to medium-sized deployments may have one 
underlying netWork that includes the public Internet and pos 
sibly some private Internet segments (suitably exposed by 
?reWalls) and devices that can be assigned public IP 
addresses. No relays are required in that situation. On the 
other hand, a large-scale deployment may have three or four 
underlying netWorks, including, for example, the public 
Internet and devices that have public IP addresses; the enter 
prise’s private Internet, shielded from the public Internet by 
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?reWalls, Which may be physically composed from several 
disconnected private LANs that are bridged by virtual private 
netWork (VPN) technology through the public Internet but 
logically separate from the public Internet; and one or more 
non-IP last hop netWorks, such as a messaging-based paging 
netWork or a carrier-speci?c Wireless netWork. 

[0058] FIG. 3 illustrates a system architecture 300 that pro 
vides an identity-based communication layer (ICL). The ICL 
system architecture assigns a unique identity to every device, 
user and application, and provides security services, includ 
ing authentication, access control, encryption and data integ 
rity, to the identities Within the system. 
[0059] The ICL architecture 300 includes one or more ICL 
endpoint libraries 305, ICL core services 310, ICL core data 
bases 315, ICL administrative applications 320, and one or 
more ICL relay nodes 325. The ICL endpoint libraries 305 are 
softWare libraries that may be deployed on devices and enter 
prise servers to provide an ICL application programming 
interface (API) to applications, such as applications 350 and 
355. The ICL endpoint library 305 also may be used Within an 
ICL relay node 325, and to host the ICL core services 310 and 
ICL administrative applications 320. An endpoint is associ 
ated With a persistent identity, Which, in turn, is associated 
With a netWork address. Examples of endpoints include a 
device, an enterprise server, and a user using a device. 
[0060] The ICL endpoint libraries 305 provide the func 
tionality needed by one endpoint to interact With another 
endpoint through the ICL. Each endpoint library includes the 
ICL API called by the application client code, service clients 
for ICL core services that are used Within the ICL to carry out 
API operations, and plug-in points for netWork modules and 
security modules. An application may link directly With the 
ICL endpoint library. More commonly, an application may be 
Written based on or using one or more information How pro 
cessors that are linked With the ICL endpoint library 305. 
[0061] In some implementations, an ICL endpoint library 
may be developed for a particular computing environment. 
For example, a device-side endpoint library may be devel 
oped for an endpoint operating WinCE by Microsoft Corpo 
ration, another endpoint library may be developed for an 
endpoint operating an enterprise-side, single Java virtual 
machine (JVM) by Sun Microsystems, Inc., and yet another 
endpoint library may be developed for an endpoint that is an 
enterprise-side server operating Java 2 Platform Enterprise 
Edition (J2EE), by Sun Microsystems, Inc. The device-side 
libraries may provide feWer capabilities, particularly in the 
areas of dynamic management and scalability, than an enter 
prise-side library due to the reduced system capabilities of a 
device relative to the system capabilities of a server. 
[0062] The ICL core services 310 are a set of autonomous 
softWare processes that interact With the rest of the system 
through communication channels to manage and mediate 
access to the ICL core databases 315. The ICL core services 
310 include an authentication service 380, a presence and 
availability service 385, an identity service 390, and a policy 
service 395. 
[0063] The authentication service 380 is responsible for 
verifying the credentials of identities and thereby providing 
authentication of endpoints as the endpoints register onto the 
system and as they establish communication sessions With 
other endpoints. The authentication service is also respon 
sible for issuing neW credentials and maintaining the infor 
mation required to verify the credentials during authentica 
tion. 












































