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(57) ABSTRACT 

An information management system is described comprising 
one or more workstations running applications to allow a user 
of the workstation to connect to a network, such as the Inter 
net. Each application has an analyzer, which monitors trans 
mission data that the application is about to transmit to the 
network or about to receive from the network and which 
determines an appropriate action to take regarding that trans 
mission data. Such actions may be extracting data from the 
transmission data, such as passwords and usernames, digital 
certi?cates or eCommerce transaction details for storage in a 
database; ensuring that the transmission data is transmitted at 
an encryption strength appropriate to the contents of the 
transmission data; determining whether a check needs to be 
made as to whether a digital certi?cate received in transmis 
sion data is in force, and determining whether a transaction 
about to be made by a user of one of the workstations needs 
third party approval before it is made. The analyzer may 
consult a policy data containing a policy to govern the work 
stations in order to make its determination. The information 
management system provides many advantages in the eCom 
merce environment to on-line trading companies, who may 
bene?t by being able to regulate the transactions made by 
their staff according to their instructions in a policy data, 
automatically maintain records of passwords and business 
conducted on-line, avoid paying for unnecessary checks on 
the validity of digital certi?cates and ensure that transmis 
sions of data made by their staff are always protected at an 
agreed strength of encryption. 
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INFORMATION MANAGEMENT SYSTEM 

RELATED APPLICATION 

[0001] This application is a continuation of US. applica 
tion Ser. No. 09/ 923,704, ?ledAug. 7, 2001, claiming priority 
to GB 0027280.7 ?led Nov. 8, 2000 in Great Britain, both of 
Which are incorporated herein by reference in their entirety. 

BACKGROUND OF THE INVENTION 

[0002] This invention relates to the provision of extended 
management functionality for Internet applications, particu 
larly in the areas of information security, transaction auditing 
and reporting, centraliZed policy, and application connectiv 
ity. 
[0003] Electronic commerce (“eCommerce”), particularly 
betWeen businesses (“B2B”), but also betWeen business and 
consumers (“B2C”), is a fast groWing market Where buyers 
and sellers communicate using the Internet, a WorldWide net 
Work of linked computer systems, instead of by traditional 
means such as mail, telephone and personal meetings. Sellers 
advertise products and services using digital brochures and 
catalogues, Which can be vieWed or doWnloaded via an Inter 
net connection, through pages on the World Wide Web, or via 
electronic marketplaces typically dealing in the goods and 
services of a particular market sector. Buyers can ?nd suppli 
ers, select goods, obtain quotations, place and track orders, 
and even make payments entirely electronically and at any 
time. eCommerce brings the promise of increased ?exibility, 
choice and e?iciency, With dramatically reduced procure 
ment costs. 

[0004] There are tWo universally accepted means of inter 
facing users to the Internet. The ?rst of these is the “Web 
BroWser” Which alloWs users to vieW pages on the World 
Wide Web by accessing individual Web sites, the addresses of 
Which are typically Widely published either using traditional 
means, or are referenced in another Web site. The most Widely 
adopted Web broWser is Microsoft Corporation’s “Internet 
Explorer.” 
[0005] The second means of interfacing is using an Elec 
tronic Mail program, With Which the user composes a mes 
sage, knoWn as an e-mail, Which is then electronically routed 
to the address of the intended recipient over the Internet. Well 
knoWn Electronic Mail programs include IBM Corporation’s 
“Lotus Notes” and Microsoft Corporation’s “Outlook.” 
[0006] In a typical eCommerce scenario, a buyer might 
identify a particular product, together With pricing and deliv 
ery information, on the sellers’ Web site. He may then place an 
order, either by ?lling in an electronic order form on the Web 
site, or by sending an e-mail directly to the seller. The order 
Would typically include a commitment to payment, perhaps in 
the form of Credit Card details, or by some electronic pay 
ment means. The seller Would then typically send a return 
e-mail to con?rm acceptance of the order. 
[0007] Web BroWsers operate in accordance With recog 
niZed standards, in particular Hyper Text Transfer Protocol 
(“HTTP”), described fully in Internet standards document 
RFC2616. Electronic Mail programs operate in accordance 
With recogniZed standards, in particular Simple Mail Transfer 
Protocol (“SMTP”), described fully in Internet standards 
document RFC0821 and Multipurpose Internet Mail Exten 
sions (“MIME”) described fully in Internet standards docu 
ments RFC2045-2049. 
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[0008] While eCommerce provides enormous bene?ts, its 
adoption raises many neW issues, Which must be addressed in 
order to ensure its continued adoption, particularly if it is to 
ultimately replace traditional methods. One of the central 
issues is security. 
[0009] The Internet is an open communications netWork, 
Which is by de?nition insecure since anyone can use it. 
[0010] Means to secure sensitive information to be 
exchanged over the Internet (for example in an eCommerce 
transaction) have been provided by the adoption of secure 
transmission protocols and messaging. Secure point to point 
transmission protocols, used for example betWeen a Web 
Server and a Web BroWser, include the “Secure Socket Layer” 
(“SSL”), de?ned by Netscape Communications Corporation, 
and its successor “Transport Layer Security” (“TLS”) de?ned 
in Internet standards document RFC2246. Secure e-mail 
message standards include “Secure Multipurpose Internet 
Mail Extensions” (“S/ MIME”) described fully in Internet 
standards document RFC2633 and “Pretty Good Privacy” a 
public domain secure messaging system developed by Philip 
Zimmerman. 
[0011] In order to control access to information on servers 
connected to the Internet, a system of usemames and pass 
Words has been Widely adopted. For example, access to dis 
counted price lists on a particular Web server may be 
restricted to trade users Who have previously been given a 
usemame and passWord alloWing them access. Similarly, on 
line information services typically make extensive use of 
usemames and passwords to restrict access to those Who have 
paid for the service. By providing each user With a unique 
usemame and a changeable passWord, the service can ensure 
that only paid subscribers can access the system, and alloW 
users to prevent access by others to their personal data stored 
by the service. 
[0012] In eCommerce applications, a major problem is the 
issue of identity and trust. When a supplier receives an order 
via the Internet it is perfectly possible, even likely, that he has 
no prior knoWledge of the customer. The supplier must estab 
lish that the customer is a) Who he says he is, in other Words 
that he is not masquerading as someone else, and that b) he is 
to be trusted and Will ultimately pay for the goods or service 
to be supplied. These issues have been addressed in the B2C 
market principally by the use of credit cards. The customer 
provides his credit card number and address With the order, 
Which the supplier then veri?es With the credit card company, 
and obtains authorization for the charge. The entire process is 
typically carried out on-line Without human intervention. 
This method is largely effective Where a supplier ships goods 
to the cardholder address, since a potential thief Would not 
only need to steal the cardholders details, but Would also need 
to intercept delivery of the goods. It is much less effective in 
the case of services Where no physical delivery is involved. 
[0013] Clearly, the use of credit cards in eCommerce, 
though Widespread, is restricted to small-scale transactions 
potentially involving amounts, say, up to $10,000. For those 
transactions above such amounts (Which in aggregate mon 
etary terms far exceed those beloW them), a mutually trusted 
third party must be used to establish both identity and trust. 
[0014] Central to establishing identity is the use of Digital 
Certi?cates. The customer can be issued With a Digital Cer 
ti?cate by a trusted third party, Which is then used to elec 
tronically “sign” communications. On receipt of a signed 
message, the recipient (in this case the supplier) can posi 
tively establish a) the identity of the sender, b) that the mes 
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sage has not been altered, and c) that the sender cannot sub 
sequently deny he sent the message. Recognized standards 
for Digital Certi?cates are described in ITU document X509, 
and their use in Internet communications in Internet standards 

documents RFC2312, RFC2459, RFC2510, RFC2511, 
RFC2527, RFC2560, RFC2585 and RFC2632. 
[0015] Chargeable, Third party services, such as that pro 
vided by Valicert Inc., can be used to verify that a Digital 
Certi?cate has not been revoked, for example after the cer 
ti?cate has been compromised in some Way. 
[0016] Once authenticity of messages is established, the 
supplier can use another third party to establish trust, or the 
same third party can be used to establish both authenticity and 
trust. For example “Identrus,” a consortium of the World’s 
major banks, provide a system such that When a supplier 
receives a message signed With an Identrus issued Digital 
Certi?cate, he can independently verify that the customer is a 
valid account holder in good standing With a recogniZed bank. 
[0017] Ultimately the system is to be extended such that the 
bank Will additionally Warrant the transaction, thereby guar 
anteeing payment to the supplier. It Will be appreciated that 
the terms “customer” and “supplier” can apply to any tWo 
parties engaged in Internet communication. 
[0018] It can be seen that appropriate combinations of the 
systems described provide a secure foundation for use of the 
Internet and the services and functions available through it. 
HoWever, We have appreciated that there are a number of 
problems With conducting eCommerce using only these sys 
tems. These problems are discussed beloW. 
[0019] In the secure transmission protocols and messaging 
referred to above, data is usually encrypted before transmis 
sion and decrypted by the intended recipient prior to vieWing. 
Thus, should the data be intercepted during transmission, it 
Will be safe from vieWing by unauthorized third parties unless 
they knoW or can ascertain the secret encryption key of the 
encryption algorithm. 
[0020] The encryption and decryption of data at each end of 
a secure link or message requires signi?cant processing 
poWer. Additionally both transmitting and receiving parties 
must be in possession of the same encryption key of the 
encryption algorithm, at the same cryptographic strength, in 
order for the system to operate successfully. This often pre 
sents a problem, for example Where regulations for the import 
or export of data into or out of a computer system prohibit the 
use of higher strength algorithms, forcing the link or message 
to be encrypted at a loWer cryptographic strength, or prevent 
ing secure communications at all. Consequently, secure links 
and messaging are typically used only When necessary. 
[0021] In the case of communications over the World Wide 
Web, the requirement to secure transmissions is determined 
and initiated by the Web Server. If, for example, the server is 
about to transmit an order form for completion by the user it 
may initiate a secure link such that the order information Will 
be encrypted When transmitted back to the server. Similarly, 
once the order is complete the server may terminate the secure 
link and return to normal unencrypted communication. 
[0022] Typically, the only indication the user has that a link 
has been secured is an icon (usually depicting a padlock), 
Which appears in the broWser WindoW. Once the icon has 
appeared, the user can then typically interrogate the broWser 
to determine the strength of the encryption algorithm being 
used, and can decide Whether or not to enter, and subse 
quently transmit sensitive information, such as his credit card 
and address details. 
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[0023] In practice hoWever, users frequently do not check 
that the link is secure, far less that it is of suitable crypto 
graphic strength to protect the information being transmitted. 
In order to address this problem, e-mail applications such as 
Microsoft Corporation’s “Outlook” provide the ability to 
encrypt all e-mails by default. 
[0024] The Wide adoption of usernames and passWords has 
created a management problem for many Internet users due to 
the sheer number that need to be remembered, particularly 
When good security practice requires passWords to be fre 
quently changed. Similarly, users Will often need to use a 
variety of different usernames since someone else may 
already have taken their “favourite” at a given site. Facilities 
to remember, and to automatically complete username and 
passWord ?elds on subsequent occasions, have been provided 
in Web BroWsers such as Microsoft Corporation’s “Intemet 
Explorer,” and by add-on “helper” utilities such as Gator. 
com’s “Gator.” These facilities typically maintain a ?le of 
usernames, passWords and the Web page to Which each 
applies. These ?les are encrypted to ensure that only the 
appropriate user can access them. If such username and pass 
Word ?les are lost or become unavailable, such as When the 
authoriZed user has forgotten the encryption key or can no 
longer be contacted to provide it, or When the ?le is acciden 
tally or maliciously lost, destroyed, or corrupted then access 
to Internet accounts and services may be lost, and each site 
must be approached individually to replace or recover the 
necessary username and/or passWord. This can be a very 
expensive problem for corporations in terms of lost access 
and administrative time. Additionally, such remembered 
usernames and passWords are only available for use on the 
machine on Which they Were originally used. If the user 
moves to another machine, or uses multiple machines then the 
stored usernames and passWords are unavailable to him from 
those other machines. 

[0025] All businesses, and many individual users, have a 
legal obligation to maintain accurate records of the transac 
tions they undertake, but for eCommerce transactions this can 
prove dif?cult. Businesses must keep records for auditing 
purposes, for example to prove the terms upon Which goods 
Were ordered in the event of a dispute. Such records are 
considerably more dif?cult to maintain in an eCommerce 
environment, requiring the user to retain, for example, copies 
of orders sent by e-mail, or to print out the Web page receipt 
from a Web site purchase. For the user, this is labour intensive 
and there is no guarantee that any such created records are 
complete or reliable. 

[0026] One automated solution of keeping records of 
eCommerce transactions is provided by Max Manager Cor 
poration’s “Max Manager” application. Max Manager cap 
tures receipt pages at knoWn Web sites, extracts transaction 
information from those receipt pages, and then stores locally 
both the receipt page and the extracted transaction informa 
tion on the machine on Which the application is running. 
HoWever, in order to operate, Max Manager must be supplied 
With the exact address and layout of the receipt page. Max 
Manager determines that an eCommerce transaction has 
taken place either by detecting the address of the receipt page, 
or by comparing the current page being vieWed by a broWser 
With the layout of the receipt page that it has been supplied 
With. Once it has identi?ed a receipt page, the relevant trans 
actions details are extracted from the receipt page by using the 
knoWn layout of the page as a template for matching pur 
poses. A signi?cant draWback With Max Manager is that it 










































