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(57) ABSTRACT 

A system and method for receiving information from at least 
one information source and producing one or more events in 

accordance With user con?gurable data structures. The data 
structures de?ne one or more processes for handling infor 
mation events, and may be shareable and transportable 
between different users and/or Workspaces. The data struc 
tures and processes may be distributed over a plurality of 
computers and servers. 
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DISTRIBUTED SYSTEM FOR MONITORING 
INFORMATION EVENTS 

CROSS REFERENCE TO RELATED U.S. PATENT 
APPLICATION 

[0001] The present application claims priority under 55 
U.S.C. § 119(e) to provisional US. Patent Application Ser. 
No. 60/924,801 (Docket No. 54041-005001) ?led May 31, 
2007, Which is incorporated herein by reference in its entirety 
and for all purposes. 

COPYRIGHT NOTICE 

[0002] A portion of the disclosure of this patent document 
may contain material that is subject to copyright protection. 
The copyright oWner has no objection to the facsimile repro 
duction by anyone of the patent document or the patent dis 
closure, as it appears in the Patent and Trademark O?ice 
patent ?les or records, but otherWise reserves all copyright 
rights Whatsoever. The folloWing notice shall apply to this 
document: Copyright 2008, Agent Logic, Inc. 

BACKGROUND 

[0003] This invention relates to systems and techniques for 
monitoring information events from various data sources, and 
further relates to systems and techniques for specifying 
shared event sources, constructing distributed event process 
ing systems, and techniques and systems for managing event 
processing rules and speci?cations. 
[0004] Business and government analysts are experiencing 
an information onslaught. The volume of information is 
increasing in internal systems, in publicly accessible infor 
mation sources, and across the Internet. While this informa 
tion How is valuable, it is becoming increasingly dif?cult to 
sort and ?lter, to determine patterns and trends in the infor 
mation How, and to present the resulting materials in a form 
usable by one or more end users. Operational imperatives 
such as situational aWareness, cost containment, risk mitiga 
tion, and groWth require timely detection of, and response to, 
key business events. Organizations must be able to effectively 
respond to opportunities and threats represented by the infor 
mation continually occurring across disparate sources of 
information that relate to their missions. 
[0005] Information ?oWs can be considered as a sequence 
of individual events, each of Which must be collected, pro 
cessed, evaluated, as part of an information processing sys 
tem. Individual events, such as a neW order, a 911 call, a 
customer service request, a geographic position update, or an 
updated investigative report represent the foundation of neW 
and changing data throughout an organization that must be 
continually monitored to identify opportunities and threats. 
Previous systems have employed neWs feeds, databases, and 
search engines to receive, process, and index data as it 
becomes available. HoWever, cataloging information into 
databases and search engines takes time and computing 
resources. MeanWhile, the user must periodically query the 
data system for neW results that match their search criteria. 
One manager estimated that his analysts spend the ?rst 1-2 
hours of each Workday checking existing databases and 
search engines for neW information and manually further 
processing the information into actionable events. Complex 
events, that include related individual events, often go unde 
tected due to information overload or improper ?ltering and 
assessment. Automated systems that automatically correlate 
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events, particularly events that are separated by a time interval 
of days or Weeks, often fall back on storing information in a 
database, manually or automatically querying the database 
for knoWn event patterns, and then re-analyzing the informa 
tion retrieved. These processes are highly inef?cient and are 
not scalable. 

[0006] RaW information becomes actionable events 
through a de?ned series of information processes and/or pro 
cessing steps. Existing systems provide for static processing 
systems using IT-de?ned, process-driven Work?oWs that 
often add time to the processing. Mechanisms for access to 
raW and processed information, the processing steps and 
Work?oW de?nitions, and resulting assessment and actions 
have historically been neglected. Extant information moni 
toring systems often rely on monolithic architectures over 
continuously connected netWorks in order to process infor 
mation. These systems suffer from signi?cant draWbacks. 
First, these systems are often statically con?gured, requiring 
users With appropriate permissions to pre-compute the 
amount of processing poWer and processing resources that 
must be made available for each step of system’s processing. 
Thus, these types of systems do not scale Well as information 
loads, resources, sta?ing, or processing requirements change. 
Changing of information and data sources, information How 
rates, available processing poWer, the number and locations 
of sta?ing seats (including Workstation con?gurations, 
access, and provisioning With data sources, processing reci 
pes and the like) are all aspects of scaling. Some information 
resources exhibit “bursty” volume characteristics, in Which 
the information volume often increases by orders of magni 
tude during times of interest. Similarly, staf?ng and resources 
applied to management of events often dramatically increase 
during times of interest. Often, time is not available to make 
IT-centric Work?oW, system provisioning, and/or changes, 
much less to provide for the testing and rollout of neW IT 
based Work?oWs and processing recipes. Thus, the manage 
ment of the information, resources, and staff during times of 
substantive change is a signi?cant challenge in today’s envi 
ronment. Additionally, the organization and provisioning of 
resources is often statically performed by external (e.g. IT) 
staff, and requires signi?cant effort to shift resources and 
services to use alternate processing resources, Work?oWs, 
and processing recipes. For mission critical applications, 
disaster and outage management paradigms further require 
that large monolithic systems be replicated at great cost. 
[0007] Furthermore, present system architectures lack 
effective Ways to share and control data about information 
sources, data management processes and recipes, and infor 
mation ?ltering techniques/processing recipes. For example, 
Microsoft WindoWs products provide an interface for ODBC 
drivers in Which an information database connection can be 
loaded onto a user’s machine, but Which provides no other 
controls than the connection string. Furthermore, ODBC 
technologies support only local and netWork connected data 
bases, and are not useful for neWer distribution mechanisms 
such as Web-based information sources and RSS feeds. For 
example, RSS feed readers store URLs and authorization 
information to access data feeds, but do not provide continued 
processing capabilities. Other products, such as Web search 
engines or bookmark collections, provide stored URLs to 
Web-based information services, but do not provide an easy 
mechanism to manage authorization credentials associated 
With each URL so that several users can access the informa 

tion Without extensive or repetitive con?guration efforts, nor 
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do they permit de?nition of additional process steps required 
to obtain and pre-process content referenced by the URLs. 
Other types of information sources have similar issues, and do 
not provide a robust, sharable solution for handling these 
aspects of information processing. 
[0008] Additionally, extant systems and methods do not 
provide mechanisms for successful information processing 
and ?ltering recipes and techniques to be captured in a trans 
portable manner and subsequently used within a distributed 
environment. Raw information is obtained, pre-processed, 
and assessed as part of a process that transforms the informa 
tion into an actionable event. The mechanisms for obtaining 
the information, pre-processing it, and assessing the informa 
tion are traditionally hard coded into information processing 
systems, and are thus not easily distributable or sharable 
between users, sites in a distributed system, or different sys 

tems or instances of a system. Current systems generally rely 
on individuals to obtain, process, and assess information 

feeds independently. This results in signi?cant duplication of 
processing efforts at system, machine and personnel levels. 

[0009] Speci?cally, the work?ows, rules, and processing 
recipes for processing information are generally hard coded 
into present day information system, or are con?gured by 
specialiZed IT staff. The information systems often impose 
restrictions on how, where, and by whom the rules can be 
changed, and are not structured to support reuse of rules and 

processing recipes, nor the sharing of user developed rules, 
recipes, and work?ows. 

[0010] Finally, current information processing systems do 
not provide for isolation of multiple instances of work?ows, 
rules, and recipes from each other. Extant systems provide 
large, monolithic processing mechanisms that focus on pro 
cessing speed and not information separation. Information 
separation is important in some businesses. Furthermore, sys 
tems that do not provide robust information separation can 
exhibit unexpected information processing behaviors 
because of interactions between two or more processing 

rules. The information “side effects” cause system instability, 
unreliable processing, and sometimes work stoppage. 

[0011] What is needed is a system that permits for the 
management of user-de?ned resources, processing recipes, 
and subsequent event management work?ows within a scal 
able, distributed framework for connecting to and receiving 
information from a plurality of resources, processing this 
information, and producing actionable events which are 
effective to provide real-time event detection, analysis, and 
response in highly complex and secure environments. 

SUMMARY 

[0012] The present invention provides a robust solution for 
event correlation and monitoring applicable in a variety of 
?elds. In particular, the present invention provides a variety of 
user-con?gurable methods for interfacing with data sources, 
recognizing and selecting events, and providing actions based 
upon those events. 

[0013] The details of one or more embodiments of the 
invention are set forth in the accompanying drawings and the 
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description below. Other features and advantages of the 
invention will be apparent from the description and drawings, 
and from the claims. 

DESCRIPTION OF DRAWINGS 

[0014] FIG. 1 shows a logical representation of the compo 
nents involved in an input stage of the present invention. 
[0015] FIG. 2 shows a process ?ow diagram illustrating 
event processing steps in accordance with an illustrative 
embodiment of the present invention. 
[0016] FIG. 3 shows a schematic representation of a Por 
table Producer Speci?cation (PPS) in accordance with one 
embodiment of the present invention. 
[0017] FIG. 4 shows an exemplary Rule Speci?cation (RS) 
object within the scope of the present invention. 
[0018] FIG. 5 illustrates a logical representation of a pub 
lish/subscribe action between workspaces. 
[0019] FIG. 6 shows a logical representation of the archi 
tecture in accordance with one embodiment of the present 
invention. 
[0020] FIG. 7 shows a schematic representation of the 
architecture in accordance with one embodiment of the 
present invention. 
[0021] FIG. 8 shows a schematic representation of the 
architecture in a distributed con?guration in accordance with 
one embodiment of the present invention. 
[0022] FIG. 9 is a process ?owchart depicting a ?rst exem 
plary use of an enterprise-wide event management system. 
[0023] Like reference symbols in the various drawings 
indicate like items. 

DETAILED DESCRIPTION 

1 Overview 
[0024] A distributed information and processing system 
and architecture (“the system”) is described that processes 
information across disparate information sources, such as 
data streams, sensors, communications systems, legacy sys 
tems, databases, and ?at ?les, produces and processes events 
based upon information from these information sources, and 
initiates speci?ed actions as a result of this event processing. 
The system creates “event objects” as information ?ows 
through one or more information systems, either by polling 
underlying data systems or by receiving speci?c noti?cations. 
Event objects are describe at least one aspect of a detected 
event and optionally describe meta-data associated with the 
event, such as the time at which it was detected, the source of 
the information used, the version of the software used to 
process the detection, etc. 
[0025] When the system detects an event, or a combination 
of events, that match conditions speci?ed in a rule, it executes 
one or more corresponding responses (actions). Events that 
do not match any rule do not result in responses being 
executed. This mechanism removes unwanted, insigni?cant, 
or not yet signi?cant events from further immediate process 
ing, permitting available computing resources to be focused 
on those events that are of interest, and the execution of 
responses to them. Events, or information derived from them, 
can be retained by the system when one or more rules specify 
this, and be used in the future evaluation of rules, thus pro 
viding the system with a “memory” and the ability to detect 
combinations of events over time. Events which are not sig 
ni?cant when ?rst detected later can be found signi?cant in 
combination with other events that occur at a later time. For 
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example, one failed attempt at providing a valid password for 
access to a user account on a computer is not signi?cant, but 

a large number of failed attempts over a short time span might 
be. 

[0026] Many types of event responses can be initiated using 
a variety of mechanisms Well understood by those skilled in 
the art, such as email instant message alerts, Web Service and 
business process activation, event enrichment responses to 
collect additional information about the event, and broWser 
alerts through such mechanisms as Agent Logic’s (Hemdon, 
Va.) Real-Time BroWserTM, and instant GlS/Link Analysis 
tool updates. Responses, such as process initiation and alerts, 
can be either triggered in real time, or processed as a group at 
speci?c points in time. 
[0027] An aspect of some embodiments of the present 
invention is the ability to generate events based on informa 
tion obtained from commonly de?ned information and data 
sources, the processing required to determine the relevance of 
piece of information and/or data to one or more speci?ed 
event or set of events, and initiate responses. A further aspect 
is to make access to these information sources, the processing 
steps required, and the actions to take in response to the 
information and/ or data processing available to many users of 
the system Without involving IT personnel. In some embodi 
ments both individual and complex events across many dif 
ferent systems are simultaneously detected and responded to. 
As shoWn in FIG. 1, a plurality of information sources (1100, 
1110, 1120, & 1130) can be input through the use of a plu 
rality of Connector/Protocol Adapters (1140, 1150, 1160, & 
1170) that incorporate necessary protocol knowledge to deal 
With each type of information source as Well as an ability to 
convert the information obtained from each information 
source into a format understood by the system’s producer 
services. The said converted information is passed to a pro 
ducer service (1180), that uses rules, pre-processing speci? 
cations and/ or scripts obtained from a Portable Producer 
Speci?cation (PPS) (1190) to evaluate the said converted 
information and to generate event objects from it as speci?ed 
by the said rules, pre-processing speci?cations and/ or scripts 
and place said event objects into appropriate event queues 
(1200, 1210 & 1220) as determined by rules, pre-processing 
speci?cations, scripts or other materials incorporated into the 
PPS. Event objects in event queues are further processed by 
other aspects of the system as described beloW. Multiple 
producer services, and other applications, that are part of the 
system, running Within a single instance of embodiments of 
the present invention can be managed separately so that any 
number of systems and users can leverage event-processing 
capabilities for a variety of isolated applications, all of Which 
are running concurrently. 
[0028] One advantage of the enterprise-Wide event man 
agement system and architecture described herein is that it 
provides for real-time event detection, analysis, and response 
in highly complex and secure environments. The ?exible 
many-to-many event processing ?oW mechanisms support 
the partitioning of information and processing by security 
domain, Workload, user, information source, event queue, 
priority, department, computing resources or other parameter 
or parameters. Partitioning is achieved through mechanisms 
such as “Workspaces”, providing access and usage controls 
on all system objects, and by restrictions on the use of com 
puting resources. Computing resources comprise data pro 
cessing hardWare, such as CPUs, memory, communication 
means and data storage devices, and/or permission to make 
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use of these, Which are useful for execution of event process 
ing ?oWs. Each enterprise-Wide event management system is 
con?gurable to enforce any desired level of information seg 
regation, so both users and information can be logically and 
physically separated in order to ensure processing integrity. 
Unlike other systems of this type, the described architecture 
provides for rapid deployment and scaling of each compo 
nent, distribution of processing While maintaining data and 
processing partitioning, and for the organic groWth of rules 
and rules sets Without required intervention by IT staff. 
[0029] As shoWn in FIG. 2, the exemplary system provides 
for shared, and portable, complex, user-speci?ed, rule-based 
calculations and formulas for the processing of information 
and events.A sequence of event processing steps (2001, 2002, 
& 2003), effective to produce a desired outcome from event 
processing, is knoWn herein as an “event processing How” 
(2000). Event processing steps (2001, 2002, & 2003) are a 
combination of rules, processes, event de?nitions and 
responses effective to receive information (2005, 2006, 2007, 
& 2008), process said information, and produce one or more 
event objects (2020, 2021, 2022, 2023, 2030, 2031, 2032 & 
2055) and/or responses (actions) (2050, 2051, & 2052) as a 
result of said processing. The speci?c components of the 
event processing How (2000) (eg Portable Producer Speci 
?cations (PPSs) (2015 & 2016), producer services (2010 & 
2011), event queues (2025, 2026, & 2027), analytic services 
(2035 & 2036), rule speci?cations (RSs) (2040 & 2041), 
responder processes (2045 & 2046), etc.) effective to de?ne 
(and subsequently process) a complete aspect of a distributed 
event processing How (2000), such as the implementation of 
a speci?c instance of an event processing step (2001, 2002, or 
2003), are knoWn herein as “event processing nodes”. Event 
processing nodes can be located on a single computing sys 
tem, or distributed across any number of computing systems, 
consistent With computing resource restrictions con?gured 
into the system to maintain desired partitioning of informa 
tion and processing. Computing system are typically com 
puter systems of common manufacture, such as servers, desk 
tops, mainframes, embedded systems, as Well as mobile 
computing devices such as laptops and cell phones. Speci? 
cally, and Without limitation, computing systems can include 
single and multi-processor computers, as Well as multi-core 
processor equipped computers. Computing systems can simi 
larly be equipped With any of the peripherals and communi 
cations technologies used in current-day computers. 
[0030] The system provides for the de?nition, use, sharing 
and transporting of information source de?nitions, knoWn as 
Portable Producer Speci?cations (PPSs). These comprise 
information such as procedures and speci?cations for proce 
dures necessary to access and use various information 

sources, such as Web pages, RSS feeds, and databases, as Well 
as procedures for pre-processing the information obtained 
from said sources into event objects as used by the system, 
and placing said event objects into appropriate event queues. 
PPSs are described in more detail beloW. 

[0031] Each de?ned PPS used in the system can be speci 
?ed by rule speci?cations (RSs) created or used by each user. 
Furthermore, each user can create such additional PPSs as 
they require, using templates and WiZards (for novice users), 
or by directly creating PPSs through command or other user 
interface mechanisms as Will be understood by those having 
skill in the art. 

[0032] Rules de?ne the relationships betWeen events (as 
represented by event objects) and responses. Each user can 
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create such rules as they deem appropriate using templates 
and WiZards (for novice users), by directly Writing rules in a 
rules language, or by commands or other user interface 
mechanisms as Will be apparent to those With skill in the art. 
Templates are partially de?ned rules Within Which the user is 
required to complete one or more aspects of the rule before 
use. A Wizard is a software application that guides a user 
through coding a rule, or completing a template. Templates 
can also be used for more complex structures, such as de?ned 
processing ?oWs. 
[0033] The system provides for the de?nition, use, sharing 
and transporting of rule speci?cations (RSs). An RS is an 
object containing a de?nition for a single rule and all param 
eters associated With the rule. The parameters associated With 
the rule are implementation dependent, but can include such 
things as a rule ID, access restrictions for the rule, identi?ca 
tion of the rule’s author, etc. 
[0034] A collection of PPSs, related event queue descrip 
tions, and RSs that is suf?cient to perform at least one event 
processing step, When combined With appropriate services, 
such as producer or analytic services, is referred to as a 
“recipe”. A recipe de?nes information sources, the event 
queues that event objects generated from these information 
sources are placed into, and the rules that operate on the said 
event objects to generate the responses speci?ed by the rules. 

1.1 Portable Producer Speci?cations 

[0035] FIG. 3 shoWs an exemplary Portable Producer 
Speci?cation (PPS) object Within the scope of the present 
invention. A PPS is an object that can be provided as a data 
?le, database entry, directory entry, or in another machine 
readable format that can be used by a producer service to 
con?gure its interaction With a data source. PPSs can be 
shared betWeen users, Workspaces, or systems or exported 
and transported betWeen users, Workspaces, systems or 
instances of the invention and can optionally be included in 
RuleBooks to simplify sharing and transporting sets of PPSs. 
The PPS (3100) includes one or more elements, including 
data source information (3110), optional access credentials 
(3120), optional rights speci?cations (3130), and optional 
pre-processing rules (3140). These elements can be option 
ally cryptographically protected (3190) for integrity (e.g. 
hash/digital signature) and/or privacy (e.g. encryption). A 
PPS can be encoded using any representation-appropriate 
encoding scheme, such as roWs in a database table, as ASCII 
tag-value text in a properties ?le, or as an XML document. 
[0036] Data source information (3110) includes one or 
more information elements that describe or inform the user, or 

producer service, about the data source, including name and 
description, source data type, contact information for an 
assistance provider (eg a help desk or system manager), 
account numbers, oWning user, group or system, and related 
materials. Data source information (3110) also can include 
elements that form an association betWeen a producer service 
and the system, including a unique identi?er or other ID of the 
producer service, authoriZation credentials required to use the 
information source, or other security and con?guration indi 
cia that can be used by the system to properly con?gure and 
authenticate the use of the information source, the producer 
service, and the system. The speci?cation of the precise infor 
mation elements included in this group of elements is imple 
mentation dependant. 
[0037] Access credentials (3120) includes information ele 
ments that provide machine-readable information that can be 
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used by a producer service to gain access to the information 
source. Elements Within this section can include a database 
access string, a URI, and/or a prede?ned query to de?ne the 
information source location and/or mechanisms required to 
access the information source. If not encoded Within the 
database access string or URI, the access credentials (3120) 
can also include the method or protocol to be used to access 
the information service, such as speci?cation of a connector/ 
protocol adapter to use With the particular information source. 
Additionally, the access credentials (3120) can contain 
authentication and authoriZation materials, such as user id, 
user name, passWord, digital certi?cate, or other indicia of 
authority to receive information from the information source. 
Other components can be added to the access credential sec 
tion on a producer service by producer service basis. 
[0038] Rights components (3130) is an optional speci?ca 
tion that can include speci?cations of rights or tags to attach 
to information received from the information source. Alter 
natively, rights components (3130) can include a rights speci 
?cation, such as a rights speci?cation de?ned using a rights 
speci?cation language such as XrML. 
[0039] Pre-processing rules (3140) are an optional set of 
components that provide rules for pre-processing information 
obtained from an information source, such as an RSS feed or 

email, for example, prior to passing the information to an 
analytics section, such as extracting and formatting informa 
tion into the format required by an event speci?cation, or the 
addition of meta-data, such as the time of collection, the 
source the information Was collected from, the ID or softWare 
version of the producer service, or other information about 
the collected information or the mechanism used to collect it. 
In some embodiments, the pre-processing rules can include 
the actual rule speci?cation itself, While in other embodi 
ments, the pre-processing rules can comprise a reference to 
one or more rules speci?cations stored elseWhere. Pre-pro 
cessing rules speci?cations can also comprise speci?cation of 
the event queue, or event queues, that are available to receive 
events generated as a result of pre-processing the source 
information, and What criteria are used to assign events to 
particular event queues. Pre-processing rules speci?cations 
can optionally comprise script or procedure information that 
permits arbitrary processing as a part of event processing. 
[0040] PPSs can optionally be encrypted for privacy or to 
enforce security partitioning, or as a form of digital signature 
to certify origin. 
[0041] One aspect of the invention is that service de?ni 
tions are both portable and sharable. Sharable service de?ni 
tions support the sharing of service de?nitions for producer, 
analytics, and responders as RSs are shared. Portable service 
de?nitions permit service de?nitions to be moved betWeen 
instances of the present invention, and for an appropriate 
service to be instantiated on the neW instance using the origi 
nal service de?nition. The term portable as used throughout 
the present speci?cation generally means transportable, but 
may also be used to describe objects, systems, data structures 
or other entities that are shareable Without necessarily being 
transportable. An advantage of using PPS’s is that PPS’s can 
be shared betWeen users of an instance of a system of the 
present invention, can be shared betWeen disparate instances 
of the present invention, and can even be made available on 
other systems, such as storefronts and Within application 
provisioning systems. 
[0042] Another advantage of using PPS’s is that PPS’s pro 
vide a business a means to control access to information 
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sources, While at the same time, maintaining the con?den 
tially of the information and data source authentication mate 
rials. Coupled With controls over access and use, the arrange 
ment of using PPS’s permits control over access to materials 
at the same time facilitating sharing of common resources and 
the management of common accesses. 
[0043] One bene?t of having sharable and portable PPSs is 
that they ease the burden of each individual user’s being 
required to de?ne their oWn information sources, provide and 
manage personal authentication to these information and data 
sources, and to de?ne and manage the pre-processing of the 
information from these data sources to a form useful to the 
system. Furthermore, exported PPSs permit this information 
to be provided to several disconnected or intermittently con 
nected systems that can function as providers in a distributed 
netWork of systems. In some exemplary embodiments, PPSs 
can be created and provided as a business service. Such ser 
vices can be provided as a primary business activity, such as 
by consultants or as pre-packaged products, or as an inciden 
tal business activity, such as a neWs or other information 
service providing PPSs relating to the use of their neWs feeds. 

1.2 Rule Speci?cations 

[0044] FIG. 8 shoWs an exemplary Rule Speci?cation (RS) 
object Within the scope of the present invention. An RS is a 
data structure that can be provided as a data ?le, database 
entry, directory entry, or in another machine-readable format 
that can be used to describe a rule and associated information. 
RSs can be shared betWeen users, Workspaces, or systems or 
exported and transported betWeen users, Workspaces, sys 
tems or instances of the invention and can optionally be 
included in RuleBooks to simplify sharing and transporting 
RSs. The RS (4200) includes tWo or more elements, including 
rule description information (4210), a rule de?nition (4220), 
optional rights speci?cations (4230), and optional access cre 
dentials (4240). These elements can be optionally crypto 
graphically protected (4290) for integrity (e.g. hash/digital 
signature) and/or privacy (e.g. encryption). An RS can be 
encoded using any representation-appropriate encoding 
scheme, such as roWs in a database table, as ASCII tag-value 
text in a properties ?le, or as an XML document. 

[0045] Rule description information (4210) comprises one 
or more information elements that describe or inform the user, 
or services, about the RS, including name and description, 
oWning user, group or system, and related materials. Rule 
description information (4210) also can include elements that 
form an association betWeen an RS and the system, including 
a unique identi?er or other ID of the RS. The speci?cation of 
the precise information elements included in this group of 
elements is implementation dependant. 
[0046] The rule de?nition (4220) comprises the informa 
tion describing the rule itself, as Well as associated informa 
tion, such as event source information (eg event queue 
names or IDs), response information and other items required 
for the actual evaluation of the rule and execution of any 
actions required by the evaluation of the rule. 
[0047] Rights Speci?cations (4230) comprise information 
specifying-authorization credentials required of the rule to 
make use of the event queues, computing resources, etc., or 
other security and con?guration indicia that can be used by 
the system to properly con?gure, authenticate and implement 
the use of the rule. 
[0048] Access credentials (4240) comprise information 
elements that provide machine-readable information that can 
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be used by the system to validate authentication and authori 
Zation materials, such as user ID, user name, passWord, digital 
certi?cate, or other indicia of authority to access, or make use 
of the RS. The speci?cation of the precise information ele 
ments included in this group of elements is implementation 
dependant. Alternatively, rights credentials (4240) can 
include a rights speci?cation, such as a rights speci?cation 
de?ned using a rights speci?cation language such as XrML. 
[0049] One aspect of the invention is that the RSs are both 
transportable and sharable. Sharable RSs support the sharing 
of rule de?nitions for producer, analytics, and responders. 
Transportable RSs permit rule de?nitions to be moved 
betWeen instances of the present invention. 
[0050] One bene?t of having sharable and transportable 
RSs is that they ease the burden of each individual user being 
required to de?ne their oWn rules. Furthermore, transportable 
RSs permit rules to be provided to several disconnected or 
intermittently connected systems that can function as part of 
a distributed netWork of systems. In some exemplary embodi 
ments, transportable RSs can be created and provided as a 
business service. Such services can be provided as a primary 
business activity, such as by consultants or as pre-packaged 
products, or as an incidental business activity, such as a neWs 
or other information services providing RSs relating to the 
use of their neWs feeds. 

1.3 RuleBooks 

[0051] One aspect of the present invention is that the vari 
ous embodiments provide extensible analytics RuleBooks for 
user-based creation and sharing and/ or transporting of event 
processing rules and recipes. The system supports any num 
ber of RuleBooks. 
[0052] A RuleBook is a portable container object compris 
ing Zero or more rulebook items. The RuleBook is typically 
stored as a single object With a unique user-de?ned name. The 
bene?t is that a user can share or export a set of objects as a 

single operation, and users of the objects can transport and 
import, or subscribe to, the set of objects as a set, rather than 
having to Work With each rulebook item individually. 
[0053] A RuleBook can be stored in an instance of a data 
base, a local storage location, in a distributed directory ser 
vice, such as LDAP, or by other means as determined to be 
useful by those having skill in the art. 
[0054] RuleBooks are thus collections of objects used by 
the system, and are de?ned as portable objects comprising 
one or more RSs, PPSs, recipes, template speci?cation, WiZ 
ards, access control lists, Watch lists, event speci?cation, pro 
cess de?nition, and/or other objects relevant to the processing 
of information and event ?oWs. Objects contained Within a 
RuleBook, or capable of being contained Within a RuleBook, 
are referred to as “RuleBook items”. A RuleBook can be 
stored as an external ?le that comprises at least one de?nition 
for a RuleBook item, stored in a database or directory system 
such as LDAP, or in any other form as determined to be 
effective by those having skill in the art. A Rulebook Item can 
be included as part of a Rulebook by direct inclusion (eg a 
copy Within the Rulebook), or by reference to a knoWn pub 
lished copy. This copy can be published Within a particular 
instance of system, can be published by another instance of 
the system, or can be published by an external publishing 
source such as enterprise Wide repository, data store, or even 
a commercial storefront. 

[0055] Individual RuleBook items (eg PPSs, RSs, and 
recipes), as Well as RuleBooks, can be exported and made 
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transportable to other Workspaces, systems or instances of the 
invention. In some exemplary implementations, the Rule 
Book items, or RuleBooks, can be transported Without modi 
?cation from a ?rst system to a second system. In other 
exemplary implementations, the RuleBook items, or Rule 
Books, are converted in format by exporting, for purposes of 
transport from a ?rst system, and are converted again, by 
importing, for use on a second system. The format of the 
RuleBook items, or RuleBooks, on the second system can be 
the same as or different from the format used on the ?rst 

system. The exported format used for transport can be any 
format recognized and useful by the ?rst and second systems, 
such as XML, name-value pairs, or other formats Well knoWn 
to those With skill in the art. When transported in this manner, 
the transported RuleBook items, or RuleBooks, become sepa 
rate instances of the RuleBook items, or RuleBooks. Such 
transported entities have their oWn access restrictions, users 
and other aspects, limitations and controls and are not 
affected by changes to the original RuleBook items, or Rule 
Books, they Were created from, nor do changes to the trans 
ported entities result in changes to the original entities they 
Were transported from. Transporting of such entities can be 
useful for creation of redundant systems, for disaster recovery 
purposes, for creation of variant instances of a system or part 
of a system, for research or testing purposes, for creation and 
provision of RuleBook items, or RuleBooks, as a business 
service, or for other purposes as Will be apparent to those 
having skill in the art. 

[0056] RuleBooks can be made available for Workspaces to 
import or subscribe to, and can thus be shared or transported 
betWeen one or more Workspaces. RuleBook sharing can be 
accomplished using different physical copies of a RuleBook 
(export/import), shared from a common location (such as a 
common ?le share similar to those provided by NFS or CFIS), 
or by loading the components contained Within a RuleBook 
into external storage means such as a database, and then 
sharing the storage means betWeen Workspaces (publish/sub 
scribe). 
[0057] RuleBooks can be made transportable betWeen 
users, systems or instances of the invention. When trans 
ported in this manner, the transported RuleBooks become 
separate instances of the original RuleBook. Such transported 
RuleBooks have their oWn access restrictions, users and other 
aspects, limitations and controls and are not affected by 
changes to the original RuleBooks they Were exported from, 
nor do changes to the transported RuleBooks result in 
changes to the original RuleBooks they Were exported from. 
Transporting of RuleBooks can be useful for creation of 
redundant systems for disaster recovery purposes, for cre 
ation of variant instances of the system or part of the system 
for research or testing purposes, for checkpoint or backup 
purposes, for creation and provision of RuleBooks as a busi 
ness service, or for other purposes as Will be apparent to those 
having skill in the art. 
[0058] Rulebooks can have access controls associated With 
them, at both the Rulebook and at the Rulebook Item level. 
Thus, a ?rst user can be granted access only to a ?rst Rule 
Book, a second user can be granted access to a second Rule 
Book, and a third user can be granted access to both the ?rst 
and second RuleBooks. Similarly, a speci?c item Within a 
Rulebook can be access controlled, With similar outcomes. A 
default RuleBook is also provided With system-provided ana 
lytics features as described beloW. 
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[0059] A Workspace binds to, shares or prepares a Rule 
Book for transport as described above, eg With the import 
and export, or publish and subscribe capabilities. Subscribing 
to a RuleBook, or importing a RuleBook, makes the Rule 
Book itself accessible to the Workspace, but other functions 
are used to make RuleBook contents available to the Work 
space, Without loading the RuleBook contents into the Work 
space as if they had been locally de?ned (i.e. With full access 
to and control over them). These functions include “mount” 
and “unmount”. Mounting a RuleBook makes the RuleBook 
contents available to a Workspace to the extent permitted by 
relevant access controls, Which can be less than full access to 
the RuleBook and its contents. For example, a Workspace 
might have access to make use of RSs contained in a Rule 
Book, but not have suf?cient access rights to change the RSs 
in the RuleBook, or to make use of rule WiZards in the Rule 
Book to create neW RSs. Some users of the Workspace can 
have rights that implicitly alloW them to use any mounted 
RuleBook. Mounting a RuleBook to a distributed Workspace 
can cause the RuleBook to be physically distributed to all 
servers that support the distributed Workspace. Unmount 
removes the availability of a RuleBook from a Workspace, 
Without removing the binding of the RuleBook to the Work 
space. The unmount command Will not succeed if aspects of 
the RuleBook are referenced from components Within the 
Workspace. 
[0060] The “publish” function for a RuleBook makes a 
speci?c RuleBook available to a speci?c Workspace, user or 
role. In other Words, it adds the RuleBook to the Workspace, 
user or role’s access list. “Unpublish” removes the availabil 
ity of the RuleBook from the speci?ed Workspace, user or 
role. In some exemplary implementations of the present 
invention the ability to publish to all users or roles, or to sets 
of users or roles, With a single publish operation is supported. 
[0061] RuleBooks provide an effective means of sharing or 
transporting complete and partial RSs and/ or recipes betWeen 
Workspaces, users, roles or instances of the system. Thus, if a 
?rst user develops a particularly useful recipe for event pro 
cessing, that user can create a RuleBook that comprises PPSs, 
event de?nitions, RSs, namespaces, event queue speci?ca 
tion, and any other components required to successfully pro 
cess events using the recipe. The ?rst user can then make this 
RuleBook available to a second user to facilitate the second 
user’s processing of events. The election of Whether to share 
the processing recipe using a RuleBook, or by using a Work 
space that publishes an end result such as a set of event queues 
or response action effects, is made based upon Whether the 
processing rules should be exposed to the second user. In the 
instance Where the Workspace publishes end results, the pro 
cessing rules are not exposed to the second user. In the shared 
RuleBook instance, the processing rules can be exposed to the 
second user, depending on the access rights of the second user 
With respect to the RuleBook. 

1.4 Namespaces 

[0062] PPSs, Event objects, RSs, recipes, Workspaces, and 
other components of the system can be named. Each of these 
components is speci?ed using at least one namespace. Speci 
?cation of individual components Within namespaces is Well 
understood by those skilled in the art. An example of a 
namespace system that is Well knoWn in the art includes that 
de?ned for XML-based systems. An XML-based schema for 
specifying namespaces describes namespaces and is used as 
folloWs: 
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[0063] In the above example, references to a “table” item 
Would be ambiguous Without the use of namespaces to permit 
speci?cation of Which “table” item is being referred to . . . the 

HTML table or the physical object plywood table. In the 
system of the present invention, similar ambiguities can occur 
With respect to PPSs, RSs, event queues, Workspaces, and 
other aspects of the system due to factors such as publish/ 
subscribe relationships, and importation of exported objects, 
such as RuleBooks. For example, if a ?rst Workspace creates 
an event queue for events related to neWs items obtained from 

Wire services, named, “current_neWs”, then publishes it, and 
a second Workspace creates an event queue for internal com 

pany events, also named, “current_neWs”, then publishes it, it 
becomes problematic for a third Workspace to subscribe to 
only one of these tWo event queues unless namespaces are 

used to qualify the event queue names. If the event queue 
published by the ?rst Workspace is associated With a 
namespace bound to the ?rst Workspace, and the event queue 
published by the second Workspace is associated With a 
namespace bound to the second Workspace, the third Work 
space can refer to either event queue in an unambiguous 
fashion. 

[0064] Each Workspace is associated With one or more 
namespaces. A Workspace becomes associated With each 
namespace as the result of binding the Workspace With a 
RuleBook that de?nes one or more namespaces, by a user 

action that associates a namespace With the Workspace, a user 

pro?le that de?nes one or more namespaces, or from a glo 

bally de?ned pro?le that de?nes one or more namespaces. 
Namespaces are named using globally unique identi?ers. 
Globally unique identi?ers are Well understood by those With 
skill in the art. 

[0065] Namespaces are used by the system to unambigu 
ously de?ne names and references to the data and processing 
elements used by the system. When event queues, RuleBooks 
or other entities are created, they are each associated With a 
namespace. When these entities are bound to a Workspace, 
such as by a publish/subscribe relationship, the namespace 
associated With each is retained and used to unambiguously 
refer to the entity or its attributes. Other entities in the Work 
space can have names or attributes that are the same as those 

of the ?rst entity, but due to the different namespaces associ 
ated With each entity, there is no ambiguity as to Which is 
being referenced. The system uses namespaces to specify the 
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names and attributes of elements referenced by rules, event 
objects, and other components of the system. 

1.5 Workspaces 

[0066] One challenge in developing and deploying user 
speci?ed rules, calculations, and formulas for the processing 
of information events is the logical separation of sets of infor 
mation and processing based upon function and usage. In 
some business environments, this is called the compartmen 
taliZation of information, and is knoWn herein as “partition 
ing”. Partitioning is supported in the present invention 
through mechanisms such as “Workspaces” and access limi 
tations on obj ects such as PPSs, RSs, event queues, and Rule 
Books. 
[0067] One method employed by the present invention for 
partitioning information is the processing of information and 
events Within a series of “Workspaces”. A Workspace is a 
sharable and portable speci?cation for one or more PPSs, 
RSs, event queues, event objects, RuleBooks, templates, WiZ 
ards, publish/subscribe relationships, authoriZation creden 
tials, computing resources and/or associated entities used to 
de?ne, implement, control and monitor event processing 
?oWs, and its subsequent implementation through provision 
ing of each aspect of the Workspace to one or more computing 
resources. Each item that is part of the Workspace speci?ca 
tion is called a “Workspace item”. A Workspace item can be 
included as part of a Workspace by direct inclusion (eg a 
copy Within the Workspace), or by reference to a knoWn 
published copy. This copy can be published Within a particu 
lar instance of system, can be published by another instance 
of the system, or can be published by an external publishing 
source such as enterprise Wide repository, data store, or even 
a commercial storefront. 

[0068] Each Workspace thus de?nes a speci?c information 
and event processing con?guration and implementation com 
prising of Workspace items bound to each other and to dis 
parate computing resources. This permits a Workspace to 
either specify speci?c resource requirements, or to specify 
types of resources and to be subsequently provisioned With 
available resources as necessary. 

[0069] A process called “binding” establishes the associa 
tion of a Workspace With speci?c users or roles, Workspace 
items, and computing resources.A Workspace instance is said 
to be “bound” to one or more speci?c resource(s), Workspace 
items, and/ or computing resources. The binding of the Work 
space item With a particular resource establishes the controls 
betWeen the resource and the Workspace. An example of a 
user action permission binding is generally described herein, 
hoWever, generaliZed associative binding techniques are Well 
understood by those skilled in the art. Similarly, provisioning 
of Workspaces is performed using techniques that are Well 
understood by those skilled in the art 
[0070] Each Workspace participates in speci?c information 
partitions based on the access rights assigned. A Workspace 
may be shared betWeen one or more users or roles, and a ?rst 

Workspace can share RuleBooks, PPSs, event queues and 
other objects With one or more second Workspaces. Each 
association is formed in conjunction With an optional control 
mechanism that limits the actions or capability of the associ 
ated component. For example, a user (or role shared by one or 
more users) may be associated With a Workspace using an 
access control list that describes the actions the user (or role) 
may take (and possibly those that they may not take). Authen 
tication and authorization can be performed at the granularity 
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of a Workspace, a speci?c system or server, a cluster of sys 
tems or servers, or at the enterprise level. User authentication 
and authorization materials, including user IDs, role assign 
ments, and the like, may be stored in one or more database(s), 
registry(ies), or directory(ies), such as an LDAP, ?at ?le(s), or 
other storage mechanism(s) suitable for storing user authen 
tication and authorization materials. User preference and pro 
?le materials can be stored With user authentication or autho 
rization materials. Alternatively, user preference and pro?le 
materials may be stored in a different one or more database(s), 
registry(ies), or directory(ies), such as an LDAP system, ?at 
?le(s), or other storage mechanism(s) suitable for storing user 
preference and pro?le materials. 
[0071] A Workspace can be associated With one or more 
RSs and/or recipes. In some implementations, these RSs and 
recipes are provided in collected sets as RuleBooks. In other 
implementations, they are included Within the Workspace as 
individual elements. Each association of a ?rst Workspace 
With a speci?c RuleBook makes the contents of the RuleBook 
available to that Workspace. RSs and recipes can also be 
provided Within a ?rst Workspace, Whether created by a user 
of the ?rst Workspace or published by a user of a second 
Workspace and subscribed to by a user of the ?rst Workspace. 
Associations can also be made to individual named compo 
nents Within a RuleBook or Workspace. 

[0072] A Workspace can be associated With one or more 
event and information sources, as speci?ed by one or more 
PPSs and acquired through use of a producer service. Option 
ally, direct speci?cation of event and information sources can 
be used in lieu of using a PPS to specify them. These infor 
mation sources can be speci?ed Within a ?rst Workspace, can 
be published by a second Workspace and subscribed to by a 
?rst Workspace, speci?ed Within one or more RuleBooks, or 
can be provided by a mechanism external to the system. In a 
distributed system, these event and information sources, as 
Well as the producer services associated With each, can be 
located on a plurality of computing resources. 

[0073] Similarly, one or more bindings may be established 
betWeen a Workspace and a computing resource that indicates 
the amount, or identities, of computing resources that the 
Workspace may use. For example, a binding may be estab 
lished betWeen a Workspace and a computer that limits the 
amount of CPU and memory provided by the computer to the 
Workspace. A Workspace can be restricted to use of particular 
computing resources by permitting it to bind only With those 
computing resources, and alloWing no CPU or other resource 
use on systems the Workspace is not permitted to bind to. Such 
restrictions can be for various purposes, such as information 
partitioning and maintenance of security, for optimizing dis 
tribution of Workspace tasks over available computing 
resources, or for optimizing distribution of Workspace tasks 
and information access to limit communication means band 
Width use. 

[0074] Each Workspace can be logically isolated from all 
other Workspaces. In other embodiments, one or more aspects 
of a Workspace can be shared With other Workspaces. This 
organization provides advantages When the event and infor 
mation processing Within a ?rst Workspace should be hidden 
from a second Workspace. The ?rst Workspace can make 
speci?c aspects of its processing available to other Work 
spaces Without exposing the details of the event and informa 
tion processing con?guration. Publishing can be used to make 
aspects of a ?rst Workspace available to a second Workspace. 
“Publishing” refers to making an object available to a plural 
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ity of entities. Objects can be published Within an instance of 
the invention, or published across a plurality of instances of 
the invention using mechanisms external to the invention 
(such as LDAP, shared ?le systems or database servers). 
Published objects can be access controlled. A Workspace 
makes use of a published object by “subscribing” to it. Sub 
scribing consists of making at least one aspect of a published 
object available to an entity other than the publishing entity. 
Both publish and subscribe actions are controlled actions 
Within their respective Workspaces. Users must possess spe 
cial permissions in order to establish publish/subscribe rela 
tionships. Publish/subscribe relationships are especially 
advantageous When implementing event and information pro 
cessing systems that use common information processing 
mechanisms or processes. 

[0075] A Workspace de?nition, including component bind 
ings, controls such as access control lists, publish/subscribe 
relationships, rules, and information processing state(s) are 
typically de?ned Within the components of the system. In 
some cases, these items are de?ned Within a Workspace. In 
other alternative implementations, one or more of these 
aspects may be de?ned and stored external to a Workspace 
(e.g. globally) and be shared betWeen one or more Work 
spaces. A machine-readable Workspace de?nition can be 
exported from a Workspace into a transportable format by 
using the export capability associated With the Workspace. 
Exporting comprises making at least one object ready for 
transportation. The complementary operation is referred to as 
“importing”. Importing comprises making at least one trans 
ported object ready for use in at least one aspect of at least one 
instance of the invention. An import capability can be used to 
read the transportable format and create a Workspace that is 
comprised of the component bindings, controls, publish/sub 
scribe relationships, rules, and information processing states 
of the original Workspace. Import and export are useful for 
backup and restore purposes, to create duplicate Workspaces 
for Workers performing similar duties, and to de?ne a trans 
portable event detection and management system arrange 
ment. 

[0076] The import and export actions are controlled actions 
(eg subject to access and con?guration controls). One 
example transportable format is an XML representation of 
the Workspace de?nition. A limited example, for illustration 
purposes only, of an XML Workspace representation might 
be: 

<WORKSPACE> 
<ID>Bob Smith’s Workspace</ID> 
<PPS> 
<PPSiREF>PPSiN6WSf66d</PPSiREF> 
<PPSiREF>PPSiBlogerSpot</PPSiREF> 

</PPS > 

<RULE> 
<RULEiREF>RULEiExtractiItemiByiName </RULEiREF> 

</RULE> 

<EVENTiQUEUES> 
<QUEUE>OurComp any</QUEUE> 

</EVENTiQUEUES> 
<AUTH>AnalystiGroup </AUTH> 
<OWNER>Bob Smith</OWNER> 
<ACCES S> 
<RIGHT>AnalystiGroup?ADMIN</RIGHT> 
<RIGHT>All?READ</RIGHT> 

</ACCESS> 
</WORKSPACE> 
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[0077] The exported Workspace de?nition can be stored in 
a RuleBook, as described below. 
[0078] FIG. 5 illustrates an example of a publish/subscribe 
model. In this model a ?rst information processing mecha 
nism embodied in a ?rst Workspace (5500) that provides a 
common pre-processing or ?ltering function on “raW” infor 
mation. The ?rst Workspace publishes event objects to a pub 
lished event queue (5600) that require additional analysis. 
One or more second Workspaces subscribe to the said pub 
lished event queue and process the said event objects accord 
ing to the RSs they are bound or subscribed to. The informa 
tion sources and processing techniques Within the ?rst 
Workspace are thus hidden from subscribers to the published 
event queue, With only the published event queue and the 
event objects it contains, and their respective namespaces, 
being exposed to the subscribers. TWo additional information 
processes can be implemented as a second and third Work 
space (5710 and 5720) respectively, each of Which subscribes 
to the published event queue of the ?rst Workspace. The 
subscription to the published event queue and the controls 
over the subscription are shoWn by the subscribe arroWs join 
ing the Workspaces and the event queue. Just as the second 
and third Workspaces have no access to the information 
sources and processing activities of the ?rst Workspace, the 
?rst Workspace has no access to the RSs and processing 
activities of the second and third Workspaces. This is one 
example of hoW information, and processing of information, 
can be partitioned Within the system. 

1.6 Distribution of Processing 

[0079] FIG. 6 shoWs a logical instance of an embodiment of 
a Workspace 6000 of the present invention, Which includes an 
input section 6010, an analytics section, 6020 and a responder 
section 6030. Information ?oWs from information sources, 
both internal and external to the input section 6010, Where it 
is processed, expanded and passed on to the analytics section 
6020. The input section’s 6010 role is to gather input from a 
plurality of data sources, generate additional information 
(e. g. the information source ID, time of collection, version of 
the collection softWare, etc.), and aggregate this information 
together as one or more completed event objects for further 
processing. Once information has been aggregated into an 
event object, it is passed to an analytics section 6020 for 
further processing by placing it into an event queue. The 
analytics section 6020 provides a framework in Which one or 
more analytic rules may be applied to event objects obtained 
from event queues. Each event object is processed by one or 
more rules. The results of the rule processing can include 
creating additional event objects, taking speci?c actions, or 
simply saving the event for possible lateruse. Speci?c actions 
resulting from rules acting on event objects, including exter 
nal noti?cations, system updates, generation of additional 
event objects, etc., are managed by one or more responder 
sections 6030. The responder section(s) 6030 provide the 
external interfaces and program logic required to effect each 
con?gured action. 
[0080] Each of input, analytic, and responder sections may 
be deployed on a single computer, or may be distributed 
across a plurality of computers. Illustratively, each input sec 
tion instance 6012, 6014, analytics section instance 6022, 
6024 and responder section instance 6032, 6034 is in mes 
saging communication With other sections. The con?guration 
of the components Within each section and the communica 
tion means used to communicate betWeen sections are 
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de?ned using con?guration information for the system, each 
section, and each component (respectively). The distribution 
of particular services, Workspaces, RuleBooks, event queues, 
and other aspects of the system can be restricted by system 
con?guration such that speci?c instances of these, or those 
bearing particular access speci?cations or other characteris 
tics, are placed only on a particular computer or computers. 
This partitioning of data and the processing of that data per 
mits required levels of isolation to be maintained for security 
purposes, tracking purposes, or for other reasons, such as load 
balancing or system redundancy, While still permitting distri 
bution of the system across a plurality of computing 
resources. Due in part to the implementation of the system as 
a set of cooperating services using shared resources to 
exchange information, the distribution of aspects of the sys 
tem across available computing resources can change over 
time as computing resource availability changes so as to 
optimiZe use of available computing resources and/or main 
tain partitioning of data and processing. 
[0081] FIG. 7 is a schematic vieW ofa logical instance of 
one embodiment of the present invention, Which includes an 
input section (7110), an analytics section (7120), and a 
responder section (7130) interfaced using communications 
means (7140; 7150). The input section (7110) further 
includes one or more producer services (7112a, 7112b, 
71120), which are operable to interface With at least one 
information source using communications means (not 
shoWn), and one or more portable producer speci?cations 
(PPSs) (7114a, 7114b, 7114c). These PPSs can be used to 
de?ne the access and initial pre-processing/enrichment of one 
or more information sources. The input section (7110) further 
includes an optional input section log (7118) that records the 
actions of the producer services. One or more instances of 
input sections can be supported by various exemplary imple 
mentations of the present invention. Each input section 
(7110) is connected to one or more analytics sections (7120) 
in order to support further processing of the information. 

[0082] The analytics section (7120) receives information 
from one or more input section instances in the form of “event 
objects.” Thus, input and analytics sections are associated in 
a many-to-many relationship using one or more communica 
tions means. In some exemplary implementations the asso 
ciations are made using a messaging mechanism such as a 
messaging technology such as MQ from IBM Corporation of 
Arrnonk, N.Y., or the Java Messaging System (JMS) from 
Sun Microsystems of Santa Clara, Calif. In other exemplary 
implementations, other technologies such as sockets, 
streams, and inter-process control messaging also can be 
used. In still other exemplary implementations, non-mes 
sage-based mechanisms such as shared databases or common 
event queues can be used. Each analytics section (7120) fur 
ther includes one or more analytics plug-ins (7122a, 7122b, 
71220) which can process event objects received from the 
input section over the communication means (7140), one or 
more analytic rule de?nitions (7124a, 7124b, 71240) which 
are used to de?ne the processing by an analytics plug-in, and 
an optional analytics section log (7128) Which is used to 
record the actions of the analytics plug-ins. One or more 
instances of an analytics section can be supported by a spe 
ci?c exemplary implementation of the present invention. 
Each analytics section is logically connected to one or more 
responder sections using one or more instances of a commu 
nications means (7150) in order to support further processing 
of the information. The communications means (7140; 7150) 
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can be similar technologies, but are not required to be iden 
tical or even compatible. Thus, each of the analytics and 
responder sections are also associated using a many-to-many 
relationship. In some embodiments (not shoWn), a commu 
nications means can be used to directly link input section 
components to responder components Without the use of an 
analytics section. 
[0083] A responder section (7130) receives noti?cation 
requests (or “noti?cations”) from an analytics section 
through the communications means (7150) and processes 
these requests. Each responder section further includes one or 
more responder services (7132a, 7132b, 71320), which can 
convert noti?cations into responses for further processing, 
responder rules (7134a, 7134b, 71340) that are used to con 
?gure the operation of the responder services, and an optional 
responder-processing log (7138), Which is used to record the 
operation of the responder section. Analytics and responder 
services optionally can perform additional pre-processing/ 
enrichment of events, and can insert events into any of the 
communication interfaces linking components of the system. 
Various embodiments of the present invention further include 
one or more instances of a rules engine (7160), one or more 

instances of an enterprise agent service (7170), and one or 
more instances of con?guration information (7180) that 
de?nes con?gurations of aspects of an input section, an ana 
lytics section, a responder section, a communications means, 
and/or other components of the present invention. Rules 
engine (7160) can be provided as a common instance of a 
rules engine or can be distributed With instances of speci?c 
analytic and responder sections. Con?guration materials 
(7180) can be stored as a local disk ?le, Within a service on the 
local machine, in a local database (eg Within an instance of 
optional database (7190)), on a shared disk, in a shared data 
base, or Within a netWorked service such as LDAP as dictated 
by implementation circumstances. In one example embodi 
ment, the Con?guration Materials (7180) describes the con 
?guration of an input section, an analytic section, and a 
responder section, including the con?guration of each of the 
services that are part of each respective section. The Con?gu 
ration materials (7180) further de?nes the communications 
means used. The con?guration materials (7180) de?ne an 
input section, including the number and types of producer 
services (7112a, 7112b, 71120)) that are started, and the 
computing resources that each can use. Each de?ned pro 
ducer service is associated With at least one PPS (e.g. 7114a, 
7114b, 71140) that de?nes the information source and Con 
nector/Protocol Adapters to use, the authentication creden 
tials to use for access to the information source, any necessary 
pre-processing steps to perform, scripts to execute, and other 
information that may be required to access the information 
source, obtain the information and convert it into event 
objects as required and place the said event objects into event 
queues for processing by at least one analytic section. Simi 
larly, the analytic sections con?guration materials de?ne the 
rules engines, RSs and RuleBooks to use in processing event 
objects obtained from event queues. 

[0084] One feature in some embodiments of the present 
invention is that event queues can be published from a ?rst 
Workspace, Which makes them available to one or more sec 
ond Workspaces. For example, one or more input section 
instances can generate event objects that are aggregated 
Within a ?rst event queue, the “commercial neWs sources” 
event queue. In this example, the “commercial neWs sources” 
event queue can include event objects corresponding to each 
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article published in commercially available neWs sources. 
Producer processes of authoriZed users place events into the 
said event queue and the analytic processes of the same, or 
other authorized, user(s) can process the said event objects. 
AuthoriZed users can create more ?nely grained event 
queues, such as an event queue for commercial neWs having 
to do With occurrences in a particular city, and appropriate 
producer processes can be con?gured to Write events to these 
queues. In some exemplary embodiments, a responder ser 
vice can generate one or more event objects and add them to 
speci?c event queues for processing. For example, an analyt 
ics section component can identify a speci?c neWs story that 
matches one of its rules. That rule might specify to match all 
neWs stories from the AP neWsWire service that have the Word 
“NASA” in their title or text, and to create an event object 
related to that neWs item in the “NASA” event queue for all 
neWs items that match. In this example embodiment, an ana 
lytics plug-in matches keyWords in the neWs story With the 
keyWord “NASA,” and if a match occurs, creates and sends an 
event object to the “NASA” event queue. The selection of 
response to take (e.g., create and send an event object), and 
Where to send the resulting event object (e.g., to the event 
queue) are speci?ed as part of one or more rules. 

[0085] A system in accordance With an embodiment of the 
present invention can be developed using any of the technolo 
gies knoWn to those skilled in the art of developing complex 
softWare systems. In an example embodiment, the softWare 
components can be developed in Java using a service-based 
frameWork such as the Spring Framework. Rules engines and 
related components can be provided using java-compatible 
technologies such as the Drools Rules Engine and the Antlr 
Parser tools. Other technologies, such as C# or C++ can also 
be used. The database (7190) can be any available database, 
such as Oracle, MySQL, Informix, DB2, HSQLDB, Cloud 
scape/Derby, or another database product. The database can 
be stored solely Within a computer memory (e. g., RAM), 
Within memory and on a persistent memory such as disk, or 
solely in a persistent memory. Similarly, a netWorked service 
can be any available netWorked service, for example, an 
LDAP accessible directory service, such as the Active Direc 
tory product provided by Microsoft Corporation of Redmond 
Wash. Other types of netWork services are described at vari 
ous points herein. Each of these services can be implemented 
by those skilled in the art. 

2 Example Use 

[0086] An example system in accordance With one embodi 
ment of the present invention is an enterprise-class system, 
meaning the system needs to support many different deploy 
ment con?gurations. Distribution of services, portable pro 
ducer speci?cations, rule speci?cations, and event descrip 
tions and objects alloWs embodiments of the system of the 
present invention to be deployed across a distributed netWork 
of computer systems. One exemplary deployment is shoWn in 
FIG. 8, Which shoWs a sample distribution, in Which a ?rst 
computer system (A) includes the input processing section 
(8110), including source services (8112a-c), source de?ni 
tions (8114a-c), optional log (8116), and a communications 
means (8118). The communications means operably con 
nects the ?rst computer system to a second computer system 
(B) using netWorking techniques Well knoWn to those skilled 
in the art. One such Well-knoWn technique is TCP/IP net 
Working. In some embodiments, the netWorking techniques 
used may not require a reliable netWork layer upon Which to 














































