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ONLINE PAYER AUTHENTICATION 
SERVICE 

[0001] This application claims priority of US. provisional 
patent application No. 60/199,727, ?led Apr. 24, 2000 
entitled “Visa Payer Authentication Service Description,” 
Which is hereby incorporated by reference. 

FIELD OF THE INVENTION 

[0002] The present invention relates generally to ?nancial 
transactions, and more speci?cally to authenticating the iden 
tity of payers during online transactions. 

BACKGROUND OF THE INVENTION 

[0003] During a payment transaction using a payment 
card (e.g., a credit, debit, or stored value card), it is 
important to verify a cardholder’s oWnership of an 
account to avoid a variety of problems, such as unautho 
rized use. Payer authentication is the process of verify 
ing a cardholder’s oWnership of an account. The most 
common method to authenticate a cardholder’s oWner 

ship of an account occurs routinely at a point of sale 
during What is called a “card present” transaction. A card 
present transaction involves a merchant’s representative 
taking the cardholder’s card, sWiping it though a pay 
ment card terminal to verify account status and credit 
line availability, and then checking to see that the signa 
ture on the back of the card matches the purchaser’s 
signature, If the merchant folloWs speci?c guidelines for 
this type of transaction, the merchant Will be guaranteed 
payment for the amount authorized less discount and 
fees. A service provider such as Visa International Ser 
vice Organization (or service organization) may provide 
these speci?c guidelines. 

[0004] “Card not present” transactions, on the other hand, 
such as those occurring online, through the mail, or over the 
telephone, involve payments that are not guaranteed to the 
merchant. No guarantee is provided primarily because the 
payers are not authenticated in such non face-to-face trans 

actions, thereby alloWing many risks to accompany the “card 
not present” transactions. Such risks involve issues such as 
chargebacks of payment transactions to online merchants, 
fraud for both merchants and cardholders, increased excep 
tion item processing expenses for banks, and an increased 
perception that buying goods and services online is not safe 
and secure, Which may keep some consumers from buying 
online. Speci?c examples of risks include the unauthorized 
use of stolen account information to purchase goods and 
services online, fabrication of card account numbers to make 
fraudulent online purchases, and extraction of clear text 
account information from netWork traf?c. 
[0005] Given the continued expected high groWth of elec 
tronic commerce, it is important to provide methods to 
authenticate paycrs. This Will bcnc?t all payment system 
participants including cardholders, merchants, and ?nancial 
institutions Authenticating the payer during online purchase 
transactions Will reduce the levels of fraud, disputes, retriev 
als and charge-backs, Which subsequently Will reduce the 
costs associated With each of these events. Authenticating the 
payer also addresses consumer security concerns and there 
fore Will lead to increased online sales. Prior systems used to 
authenticate consumers during online transactions have not 
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been Widely adopted because these systems Were di?icult to 
use, had complex designs, required signi?cant up-front 
investment by system participants and lacked interoperabil 
ity. Certain prior systems additionally required the creation, 
distribution and use of certi?cates by merchants, cardholders, 
issuers and acquirers. Such use of certi?cates is knoWn to be 
quite burdensome. 
[0006] In vieW of the foregoing, a system for authenticating 
the identity of the payer in an online transaction Would be 
desirable. Such an authenticating system should be relatively 
easy to implement and use, require a minimal investment of 
resources, and provide a high level of interoperability 
betWeen the system’s participants. 

BRIEF SUMMARY OF THE INVENTION 

[0007] The present invention is directed toWards an online 
service for authenticating the identity of a payer during online 
transactions. The present invention is relatively easy to imple 
ment and use, requires a minimal investment of resources to 
implement, and provides a high level of interoperability 
betWeen the system’s participants. The authentication service 
of the present invention alloWs a card issuer to verify a card 
holder’s identity using a variety of authentication methods, 
such as the use of passWords. Also, the only system partici 
pant requiring a certi?cate is the issuing ?nancial institution. 
The authentication service can also provide authentication 
results to the merchant in real time during the checkout pro 
cess. 

[0008] In a ?rst embodiment, the invention is directed 
toWard the use of a traditional card, such as credit cards, debit 
cards, identi?cation cards, etc. One aspect of the ?rst embodi 
ment pertains to a method for authenticating the identity of a 
cardholder during an online transaction. The method involves 
merchants querying a card issuer managed access control 
server to determine if said cardholder is enrolled in a payment 
authentication service, requesting a passWord from the card 
holder, verifying said passWord, and notifying a merchant of 
the authenticity of the cardholder if the passWord entered by 
said cardholder is authenticated. 

[0009] In a second embodiment, the invention is directed 
toWards the use of an integrated circuit card (also knoWn as a 
smart card or chip card). One aspect of the second embodi 
ment pertains to a method for authenticating the identity of a 
cardholder utilizing a chip card. This method involves veri 
fying that said cardholder client device includes a chip card 
reader and then prompting said cardholder to enter said chip 
card into the chip card reader. After the chip card reader 
receives the chip card, the chip card generates a cryptogram 
Which is then sent to the access control server. The access 
control server then independently generates a second crypto 
gram based upon information in the chip card and compares 
the chip card cryptogram to the second cryptogram. If the tWo 
independently generated cryptograms match, then the 
authenticity of the card is veri?ed. 
[0010] The service of the present invention presents many 
advantages. For example, the authentication service lays the 
foundation for establishing guaranteed payments for mer 
chants involved With “card not present” transactions. Addi 
tionally, the authentication service Will reduce chargebacks, 
frauds, and exception item processing. These and other fea 
tures and advantages of the present invention Will be pre 
sented in more detail in the folloWing speci?cation of the 
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invention and the accompanying ?gures, Which illustrate by 
Way of example the principles of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0011] The invention, together With further advantages 
thereof, may best be understood by reference to the folloWing 
description taken in conjunction With the accompanying 
draWings in Which: 
[0012] FIG. 1 schematically illustrates one embodiment of 
an infrastructure architecture that can support the Payer 
Authentication Service (PAS). 
[0013] FIG. 2 illustrates the process through Which a card 
holder registers With PAS according to one embodiment of 
the present invention. 
[0014] FIG. 3 illustrates one embodiment of an Internet 
Web page in Which a cardholder can enter information during 
the enrollment process for PAS. 

[0015] FIG. 4 illustrates a PAS authenticated payment 
transaction according to one embodiment of the present 
invention. 

[0016] FIG. 5 illustrates an exemplary WindoW that 
prompts the cardholder for his or her passWord. 
[0017] FIG. 6 illustrates exemplary messages that are sent 
during the payment transaction superimposed over the PAS 
architecture. 

[0018] FIG. 7 illustrates the message ?oWs on the central 
iZed PAS architecture according to a centraliZed embodiment 
of the present invention. 
[0019] FIG. 8 illustrates the centraliZed payment ?oW that 
occurs betWeen the cardholder client device, the PAS, and the 
merchant system, according to the centraliZed embodiment of 
the present invention. 
[0020] FIG. 9 illustrates the enrollment How in the distrib 
uted PAS architecture according to a distributed embodiment 
of the present invention. 
[0021] FIG. 10 illustrates the payment How in the distrib 
uted PAS architecture according to the distributed embodi 
ment of the present invention. 
[0022] FIG. 10A provides a high-level system architecture 
vieW of one embodiment of the chip card payer authorization 
service. 
[0023] FIG. 11 is a How chart describing one example ofa 
payment transaction using the chip card embodiment of the 
payer authentication service. 
[0024] FIG. 12 illustrates a system architecture vieW of the 
chip card authentication process according to one embodi 
ment of the present invention. 
[0025] FIG. 12A illustrates a detailed How of messages 
betWeen the chip card, the cardholder client system, and the 
issuer’s access control server. 

[0026] FIG. 13 illustrates a system diagram of the compo 
nents utiliZed in the access control system embodiment of the 
payer authentication service. 
[0027] FIG. 14 illustrates a telecommunications netWork 
suitable for implementing an embodiment of the present 
invention. 

[0028] FIG. 15 illustrates systems housed Within an inter 
change center to provide online and o?lline transaction pro 
cessing. 
[0029] FIG. 16 illustrates another vieW of the components 
of the telecommunications netWork. 
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[0030] FIGS. 17A and 17B illustrate a computer system 
suitable for implementing embodiments of the present inven 
tion. 

DETAILED DESCRIPTION OF THE INVENTION 

[0031] The present invention Will noW be described in 
detail With reference to a feW preferred embodiments thereof 
as illustrated in the accompanying draWings. In the folloWing 
description, numerous speci?c details are set forth in order to 
provide a thorough understanding of the present invention. It 
Will be apparent, hoWever, to one skilled in the art, that the 
present invention may be practiced Without some or all of 
these speci?c details. In other instances, Well knoWn opera 
tions have not been described in detail so not to unnecessarily 
obscure the present invention. 
[0032] To begin With, a high-level description of the 
authentication process used by the Payer Authentication Ser 
vice (PAS) Will be provided. Later in this disclosure, a more 
detailed description of the authentication process and other 
processes, such as system setup and customer registration and 
speci?c message ?oWs, Will be provided. As explained in the 
previous sections of this disclosure, PAS is designed to 
authenticate cardholder account oWnership during online 
purchase transactions. PAS Will be used, for example, When a 
cardholder shops online, adds items to a shopping cart, pro 
ceeds to the online merchant’s checkout page, and completes 
the online merchants checkout forms. PAS can also be used in 
various transactions When a trusted party authenticates the 
identity of an individual or entity for the bene?t of a third 
party. As is commonly knoWn, the trusted party usually 
accepts legal responsibility for the authentication of the indi 
vidual or entity to the third party. For example, PAS can be 
used to authenticate a ?nancial institution’s customers When 
accessing an Internet Web site to complete an online form 
PAS can also be used in aspects of retail banking such as debit 
cards, purchase cards, stored value cards, as Well as Wholesale 
banking, the medical business, the insurance business, the 
brokerage business, etc. ID cards can also be used With PAS. 
For example, AAA may use PAS to authenticate the identity 
of its customer, or a telephone card company can use PAS to 
authenticate the identity of the user of a speci?c card. 
[0033] PAS can perform its authentication processes after 
the consumer decides to buy his or her desired products or 
services, for example, after the consumer clicks a “buy” but 
ton. PAS can also begin its authentication process at various 
other times in the consumer’s purchase transaction, not only 
after the “buy” button is clicked. The authentication process is 
conducted mostly in a transparent mode to the consumer by 
utiliZing softWare that has been incorporated in several points 
of a payment netWork. PAS validates participation by the 
cardholder and the cardholder’s ?nancial institution and then 
creates a WindoW in Which the consumer can con?rm his or 

her identity by requesting a previously registered passWord 
from the cardholder. If the identity of the consumer is con 
?rmed, the payment information and notice of the consumer’s 
authentication is sent back to the merchant. Then, as conven 
tionally performed, the payment transaction is processed by 
the merchant. For example, the merchant may send an order 
con?rmation message to the cardholder’s broWser. 

High Level System Description 

[0034] FIG. 1 schematically illustrates one embodiment of 
an infrastructure architecture 100 that can support the PAS. 
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The architecture is divided into three domains, the issuer 
domain 102, the interoperability domain 104, and the 
acquirer domain 106. The issuer domain 102 includes com 
ponents that are primarily controlled by an issuer. An issuer, 
for example, can be a ?nancial institution that issues payment 
cards to consumers. Speci?cally, an issuer, or a card issuer, 
personalizes neW cards received from a card supplier and then 
issues these cards to its customers. Personalization may also 
be performed by the card supplier or by a personalization 
bureau. In addition to being a ?nancial institution, an issuer 
may be any suitable issuing entity such as telecommunica 
tions netWork operator, a service association, a merchant or 
other organization, or even an agent acting for an issuer. The 
acquirer domain 106 includes components that are primarily 
controlled by an acquirer. An acquirer, for example, can be a 
?nancial institution that enrolls merchants in the payment 
scheme and manages the accounts of merchants. The acquirer 
also routes information from an online merchant to the tele 
communications netWork. The interoperability domain 104 is 
supported by the Internet and includes components used by 
both the issuer and the acquirer. The interoperability domain 
104 is typically managed by the card scheme manager such as 
Visa. The interoperability domain 104 can also be supported 
by a netWork other than the Internet. 

[0035] The issuer domain 102 includes an enrollment site 
108, an issuer cardholder system 110, the cardholder client 
device 122, an enrollment server 112, an access control server 
114, an issuer or third party identity authentication compo 
nent 116, and an account holder ?le 118. Optionally, the 
issuer domain 102 can include an issuer ?le of approved 
cardholders 120. The enrollment server 112 is a computer that 
manages cardholder enrollment into the PAS service through 
presenting a series of questions via a Web interface to be 
ansWered by the cardholder and veri?ed by the issuer. As 
shoWn in FIG. 1, the card issuer operates the enrollment 
server 112. HoWever, a service organization, such as Visa, 
may operate the enrollment server 112 on behalf of the issuer. 
The issuer may use a Web-enabled, interactive “identity 
authentication service” provided by a third party during the 
enrollment process to help validate a cardholder’s identity. 
The enrollment server 112 is connected via the Internet to the 
Internet Payment GateWay Service 124, Which is in turn, 
connected to a telecommunications netWork 126, for 
example, VisaNet. The Internet Payment GateWay Service 
124 alloWs the enrollment server 112 to communicate With 
the telecommunications netWork 126. The connection via the 
Payment GateWay Service 124 alloWs the enrollment server 
112 to query the issuer’s authorization system 127 to deter 
mine if a cardholder being enrolled has an active card 
account. Enrollment site 108 is an Internet Web site Where the 
cardholder can register to participate in the PAS. 

[0036] The access control server (ACS) 114 is a computer 
that has a database of cardholders registered for PAS contain 
ing cardholder account and passWord information. During an 
online payment transaction, the access control server 114 
provides digitally signed receipts to merchants, controls 
access to PAS, and validates cardholder participation in the 
service. The card issuer or a service organization, such as 
Visa, on behalf of the issuer may operate the access control 
server 114. While PAS does not require any additional card 
holder softWare to be used, optional cardholder softWare and 
hardWare may be deployed. The cardholder softWare may be 
used to support additional authentication techniques such as 
digital certi?cates, integrated circuit cards (chip cards) and 
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chip card reader, or to verify that the ACS is properly associ 
ated to the appropriate cardholder client device. Account 
holder ?le 118 is a issuer managed database for storing infor 
mation relating to the cardholders that are successfully 
enrolled in PAS. 
[0037] Cardholder client device 122 is used by the card 
holder to participate in PAS. Speci?cally, the cardholder cli 
ent device 122 can be any device capable of accessing the 
Internet, such as a personal computer, mobile telephone, a 
personal data assistant, or an interactive cable television. 
[0038] The issuer cardholder system 110 is an issuer con 
trolled system containing information about cardholders. 
This system information contains information concerning 
account information, services utilized by the cardholder, etc. 
Some of the information Within the issuer cardholder system 
can be used in the process for enrolling cardholders in the 
PAS. 

[0039] Issuer or third party identity authentication database 
1 16 contains information that the issuer or third party already 
has on ?le regarding cardholders. Database 116 is used by 
issuer in the process of enrolling cardholders to verify the 
identity of the cardholders. For instance, information entered 
by cardholders during the PAS registration process must 
match the information already on ?le in the authentication 
database 116 in order for cardholders to successfully register 
for PAS. Third parties can be companies such as Equifax. 
[0040] The interoperability domain 104 includes a direc 
tory server 128, a receipt ?le 130 and a receipt manager 131. 
Directory server 128 routes authentication requests from 
merchants to speci?c access control servers. The directory 
server 128 is operated by a service organization, such as Visa. 
The receipt ?le 130 and receipt manager 131 store signed 
receipts for each authenticated purchase transaction. The 
receipt ?le 130 contains information that veri?es Which trans 
actions Were authenticated and provides additional informa 
tion during dispute resolution processes. The receipt ?le 130 
and receipt manager 131 are operated by a service organiza 
tion. The issuer, Acquirer, or merchant may also maintain a 
copy of the digitally signed receipt. 
[0041] Acquirer domain 106 includes the merchant 132 and 
the validation server 136. A merchant plug-in softWare mod 
ule 134 resides at the location of the merchant 132. The 
merchant plug-in softWare module 134 is a PAS softWare 
module that integrates into a merchant’s electronic commerce 
Web sites. The plug-in softWare module 134 provides the 
interface betWeen the PAS and the merchant’s payment pro 
cessing softWare. The validation server 136 veri?es the digital 
signature of the card issuer used to sign the receipt returned by 
PAS to the merchant during the payment transaction. In alter 
native embodiments of the present invention, the functional 
ity of the validation server 136 may be included Within the 
merchant plug-in softWare module 134, thus eliminating the 
need for a separate validation server 136. The validation 
server 136 is operated by the merchant, the acquirer or by a 
service organization. 
[0042] The infrastructure of the PAS may be implemented 
in tWo separate architectural approaches. One approach is a 
centralized architecture and the second is a distributed archi 
tecture. The centralized approach requires no softWare or data 
to be stored on the cardholder’s client device. In the distrib 
uted architecture, on the other hand, PAS softWare exists on 
the cardholder’s client device. This softWare is doWnloaded 
by the enrollment server to the cardholder client device dur 
ing the enrollment process. In the distributed approach, the 




































