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f / [2°61 / f 1 
Event Location Date Start End Pointer to Video Data Access 

Time Time Privileges 

Motion Camera 1 May 15, 10:00 10:23 C:\VIDEO\CAMERA1\ 
2007 05152007.mpg 

Gunshot Parking May 16, 19:56 19:57 ftp://video.storage.com/ 
Lot 2007 camera3/05162007mpeg 

Number Camera 1 May 15, 15:22 15:45 C:\VIDEO\CAMERA1\ 
ofPeople 2007 05152007.mpg 
Exceeds 
Threshold 
Speed of Lobby May 16, 17:45 17:48 ftp://video.storage.com/ 
Obj cct 2007 camcra2/05 l 62007.mp g 
Exceeds 
Threshold 
Motion Parking May 16, 21:08 23 :55 ftp://vidco.storagc.com/ 

Lot 2007 camera3/05162007.mpg 

Motion Parking May 16, 00:05 00:43 ftp://vidco.storagc.com/ 
Lot 2007 camera3/05162007.mpg 
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W 0 

Device Attribute Weight Dynamic Access 
Privileges 

Camera 1 Motion 0.85 TRUE 
Event 

Camera 1 Gunshot 0.05 FALSE 
Event 

Camera 1 Age f(age) TRUE 

Camera 1 Time Since g(maintenanec) TRUE 
Last 

Maintenance 
Camera 1 Frequency h(history) TRUE 

of Failure 

Camera 2 Resolution m(resolution) FALSE 

Gunshot Detector 1 Motion 0.15 FALSE 
Event 

Gunshot Detector l Gunshot 0.70 TRUE 
Event 

Camera 2 Number of 0.80 TRUE 
People 
Event 

Camera 3 Number of 0.40 TRUE 
People 
Event 
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VIDEO DATA STORAGE, SEARCH, AND 
RETRIEVAL USING META-DATA AND 

ATTRIBUTE DATA IN A VIDEO 
SURVEILLANCE SYSTEM 

REFERENCE TO RELATED APPLICATIONS 

[0001] This application claims priority from co-pending 
US. application Ser. No. 11/746,043 entitled “Apparatus, 
methods, and systems for intelligent security and safety” to 
John Donovan et al., ?led on May 8, 2007, the entirety of 
Which is hereby incorporated by reference herein. 

FIELD OF THE INVENTION 

[0002] The present invention is generally related to video 
data storage in security and surveillance systems and appli 
cations. More speci?cally, this invention relates to storage of 
video data and associated meta-data and attribute data, and 
subsequent search and retrieval of the video data using the 
meta-data. The present invention may be used to store, search, 
and retrieve video data and meta-data that has been obtained 
from surveillance cameras in various security and safety 
applications. The present invention may be used to help ?ght 
crime, detect and possibly prevent terrorist activity, and help 
ensure safety procedures are folloWed. 

BACKGROUND OF THE INVENTION 

[0003] As citizens of a dangerous World, We all face secu 
rity and safety risks. Every day, 30 people die by gunshot in 
the U.S.4one every 48 minutes. A police of?cer dies from a 
gunshot Wound every ten days. Analysis of past video data 
may save lives. 

[0004] A recently foiled terrorist attack on Ft. Dix Army 
Base in NeW Jersey involved ?ve terrorists planning to kill 
US. soldiers at the army base. They Were observed in video 
cameras surveying the army base on numerous occasions 
prior to the planned attack. A Well-meaning citiZen noti?ed 
the police and FBI by submitting a “video tip” Which started 
an investigation. The video tip Was a video of the men training 
for the terrorist attack and plotting to kill as many American 
soldiers in as short a time as possible. Accordingly, the mili 
tary is concerned about historical analysis of past video data, 
as Well as data from video tips. 

[0005] Muggings and home intrusions are another threat to 
citiZens. In Seattle, Wash. one in every 60 homes Was burglar 
iZed in 2006. In Boston, Mass. in 2007 an 87-year old Woman 
opened her home only to ?nd a burglar in her home. Proactive 
alerts based on past video data may deter such crimes. 
[0006] Vandalism and damage to property decreases prop 
erty values. One study conducted by the London School of 
Economics found that “a one-tenth standard deviation 
increase in the recorded density of incidents of criminal dam 
age has a capitaliZed cost of just under 1% of property values, 
or £2,200 on the average Inner London property” (Steve 
Gibbons, The Costs of Urban Property Crime, 2003). Analy 
sis of current and past video data may prevent such vandal 
rsm. 

[0007] Violence in schools and on college campuses con 
tinues to rise, and has increased concern among students, 
parents, and teachers. A shooting at Virginia Tech University 
in 2007 resulted in the killing of 32 people and injured 24 
others. In 2005, a professor at MIT Was shot four times in a 
parking lot on campus. If the video data Was stored and 
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analyZed using meta-data, the assailants could have been 
apprehended. The shooting may have even been thWarted. 
[0008] Serious accidents at corporate facilities have 
resulted in enormous damage to personal lives and to corpo 
rate property. For example, an explosion in a Texas oil re?n 
ery killed 15 people and injured 180 others. The US. Chemi 
cal Safety Board determined that various factors, one of 
Which Was the absence of adequate experience in the re?nery, 
contributed to the accident: “As the unit Was being heated, the 
Day Supervisor, an experienced ISOM operator, left the plant 
at 10:47 am. due to a family emergency. The second Day 
Supervisor Was devoting most of his attention to the ?nal 
stages of the ARU startup; he had very little ISOM experience 
and, therefore, did not get involved in the ISOM startup. No 
experienced supervisor or ISOM technical expert Was 
assigned to the ra?inate section startup after the Day Super 
visor left, although BP’s safety procedures required such 
oversight.” (Chemical Safety Board, Investigation Report: 
Re?nery Explosion and Fire, March 2007, pg. 52.) Video 
surveillance, storage, and analysis could have prevented these 
deaths and injuries. 
[0009] As a result of terrorist activity (such as the attempted 
terrorist attack on Ft. Dix), violence on college campuses 
(such as the shooting at Virginia Tech University), and major 
accidents (such as the oil re?nery explosion in Texas), gov 
ernments, corporations, universities, other institutions, and 
individuals are increasingly concerned about security and 
safety. To address this problem, many of these institutions are 
installing security and surveillance cameras around their 
facilities, campuses, and military installations. 
[0010] Once the video data is captured by these cameras, 
Which could be analog or digital cameras, the video data has 
to be stored, and subsequently retrieved, and information 
about the quality of the images also has to be stored. There are 
numerous problems With conventional video data storage and 
retrieval systems. For example, conventional video data from 
analogue cameras that is stored on VHS tape is dif?cult to 
store and retrieve. The VHS tape has to be reWound multiple 
times to search for a particular occurrence. This can damage 
the VHS tape, by stretching the VHS tape and scraping the 
polymer coating. 
[0011] Digital video data from digital cameras may be 
stored in digital, random-access media, such as disk. Unfor 
tunately, the vast amount of data generated by digital video 
cameras is also dif?cult to store, search, and retrieve from 
disk. For example, a typical 3 Megapixel digital surveillance 
camera generates images of approximately 280 Kbytes per 
frame. If this camera Were running at 5 frames per second, it 
Would generate approximately 60 GB per day. If an organi 
Zation Wanted to archive the data for one month, it Would take 
approximately 1.8 TB, and if the organization Wanted to 
archive the data for one year, it Would take approximately 22 
TB. In a typical application having 100 surveillance cameras 
around a particular facility, this translates into approximately 
6 TB per day, or approximately 180 TB per month, or over 
approximately 2,000 TB per year! This is a large amount of 
data to store, search, and retrieve by traditional mechanisms. 
Present systems cannot store, archive, search, and retrieve 
such large amounts of data effectively and intelligently. When 
a pro-active alert that depends on past video data needs to be 
issued to deter a crime or other dangerous event, or past video 
data needs to be forensically analyZed for a past crime or other 
dangerous event, the inadequacies of present systems is even 
more apparent. 
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[0012] One drawback With conventional video storage is 
that the video data is only indexed by date and time. There 
fore, an operator must knoW the date and time of events of 
interest before being able to search for those events. 

[0013] Once the video data has been stored, another draW 
back With conventional video storage is the inability to per 
form intelligent search. For example, present systems cannot 
perform search by various meta-data criteria, such as “shoW 
all times When 2 or more people Were detected in a given 
area.” Another draWback With conventional video storage is 
the inability to perform a search that retrieves video data 
across multiple locations and cameras. For example, present 
systems cannot perform a search such as “shoW all times 
When there Was a gunshot detected at this location, and 2 or 
more people Were detected in an adjacent area.” 

[0014] Another drawback With conventional video storage 
is that all video data is Weighted equally. For example, motion 
detected in an ammunition storage area of an army base 
Would be Weighted equally to motion detected in the base 
ment of a dinning hall of the army base. In addition, video 
data from an old, loW quality camera Would receive the same 
Weight as video data from a neW, high quality camera. 

[0015] Once the video data is stored, another draWback 
With conventional video storage is data security and integrity. 
Anyone Who has physical access to the disk or tape can 
damage it, destroying potentially valuable evidence. For 
example, after a shooting on MIT’s campus, the District 
Attomey’s of?ce gained access to the surveillance tape, 
deleted the video of the shooting, deleted date and time 
stamps from the tape, and rearranged the remaining images to 
portray a different set of actions, as Well as permanently 
damaging the original tape. 
[0016] Another draWback With conventional video storage 
is the di?iculties associated With archiving the video data. 

[0017] Another draWback With conventional video storage 
is the inability to audit the video data, for example, determine 
Who vieWed the video data, and thus provide for audit of the 
video data. 

[0018] Another draWback With convention video storage 
and analysis is the inability to utiliZe tips. Tips, that is, infor 
mation from informants, are an important source of data. With 
the proliferation of video phones (cell phones With integrated 
cameras), tips are increasingly received as video clips cap 
tured at the scene of a crime by Well-meaning citiZens. 

[0019] These draWbacks can be overcome With the atten 
dant features and advantages of the present invention. There 
fore, as recogniZed by the present inventors, What are needed 
are a method, apparatus, and system for storing, searching, 
archiving, protecting, auditing, and retrieving video data and 
associated meta-data and attribute data. 

[0020] What is also needed is a method for monitoring and 
auditing the stored video data as Well as live video data. What 
is also needed is a method for intelligent alerting of appropri 
ate individuals based on stored video data as Well as the live 
video data. 

[0021] Accordingly, it Would be an advancement in the 
state of the art to provide an apparatus, system, and method 
for storing, searching, auditing, and retrieving video data 
received from multiple cameras, and for generating intelli 
gent alerts based on the stored video data. 

[0022] It is against this background that various embodi 
ments of the present invention Were developed. 
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BRIEF SUMMARY OF THE INVENTION 

[0023] The present invention is a method, a system, and an 
apparatus for video data storage, search, auditing, and 
retrieval. As used herein, the term “meta-data” shall mean 
data about events that have been captured and detected in the 
video. For example, meta-data could include the number of 
people detected in a video, motion detected, loud noises 
detected, etc. As used herein, the term “attribute data” shall 
mean data about the data, such as integrity of the data, source 
of the data, reliability of the data, and so on. For example, 
maintenance attribute data Would have a different Weight for 
a camera that Was not maintained in the last 5 years compared 
to a camera that is regularly maintained every 6 months. 
Attribute data includes “attributes,” Which are attributes of the 
data, and their associated “Weights, or Weight functions” 
Which are probabilistic Weights attached to the video data. For 
example, an attribute Would be “age of the video data,” and an 
associated Weight function Would be a function decreasing 
With age. Some Weights may also change With external 
events, such as maintenance, time, and so on. For example, a 
Weight associated With a camera may go doWn if the camera 
Was not maintained for a period of time. 

[0024] One embodiment of the present invention stores 
meta-data, indexed to the video data, in order to facilitate 
search and retrieval. The meta-data may be generated by one 
or more video detection components, such as a motion detec 

tion module or a gunshot detection module, or may be gen 
erated by a human operator, such a security guard. In one 
embodiment, the meta-data is added approximately contem 
poraneously to the capture and storage of the video data. In an 
alternate embodiment, the meta-data is added subsequent to 
the capture and storage of the video data. 

[0025] In one embodiment, the video data may be stored in 
a video data storage module (a logical unit). The video data 
storage module may be organiZed as a hierarchical storage 
module, in Which data that is less frequently used is migrated 
to sloWer and/ or less expensive storage media. The meta-data 
may be stored in a meta-data storage module (a logical unit), 
Which may be logically part of the video data storage module, 
or may be logically separate from the video data storage 
module. Attribute data, including the Weights associated With 
the meta-data, may be stored in an attribute storage module 
(another logical unit). The video data storage module, the 
meta-data storage module, and the attribute data storage mod 
ule may be located on the same physical media, or they may 
be located on different physical media. The video data storage 
module, the meta-data storage module, and the attribute stor 
age module may be stored on hard disk, optical disk, magnetic 
disk, ?ash memory, tape memory, RAID array, NAS (Net 
Work Attached Storage), SAN (Storage Area NetWork), or 
any other physical or virtual storage media. 

[0026] One embodiment of the present invention is a 
method for storing video data (“the method”). This method 
includes the folloWing steps. Video data is received from one 
or more video sources, such as netWork-attached IP cameras. 

Evaluating one or more functions of the video data, such as a 
motion detection function or a gunshot detection function, 
generates meta-data. The video data is stored in a video stor 
age module, Which could be located on a RAID disk or tape. 
The meta-data, indexed to the video data, is stored in a meta 
data storage module, Which could be located on the same disk 
as the video data, or on a different disk. 
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[0027] Another embodiment of the present invention is the 
method described above that also includes storing attribute 
data, Which is either entered manually or determined heuris 
tically. 
[0028] Another embodiment of the present invention is the 
method described above that also includes the step of per 
forming video analysis on the video data from the one or more 
video sources to generate the meta-data. The video analysis 
could include motion detection, gunshot detection, or any 
other video/image analysis function, or component, Which 
can generate meta-data. Various video detection components 
are described beloW. 

[0029] Yet another embodiment of the present invention is 
the method described above that also includes the steps of 
assigning a time-stamp to the meta-data, the time-stamp pro 
viding an index into the video data; and storing the meta-data 
With the time-stamp in the meta-data storage module. 
[0030] Yet another embodiment of the present invention is 
the method described above that also includes the steps of 
receiving input data from one or more data sources, Which 
could be legacy systems; generating additional meta-data 
based on one or more functions of the input data; and storing 
the additional meta-data, indexed to the video data, in the 
meta-data storage module. 
[0031] Yet another embodiment of the present invention is 
the method described above that also includes the steps of 
generating additional meta-data based on an intersection of 
one or more functions of the video data from tWo or more 

video sources; and storing the additional meta-data, indexed 
to the video data, in the meta-data storage module. 
[0032] Yet another embodiment of the present invention is 
the method described above that also includes the step of 
providing additional meta-data generated by a human opera 
tor; and storing the additional human generated meta-data, 
indexed to the video data, in the meta-data storage module. 
[0033] Yet another embodiment of the present invention is 
the method described above that also includes the steps of 
receiving historical video data from the video storage mod 
ule; evaluating a set of rules based on the historical video data 
and the generated meta-data; and performing one or more 
actions based on the evaluation of the set of rules. 
[0034] Yet another embodiment of the present invention is 
the method described above that also includes the steps of 
retrieving historical meta-data from the meta-data storage 
module, evaluating a set of rules based on the historical meta 
data and the generated meta-data, and performing one or 
more actions based on the evaluation of the set of rules. 
[0035] Yet another embodiment of the present invention is 
the method described above Where the one or more actions 
include an alert. 

[0036] Yet another embodiment of the present invention is 
the method described above Where the video storage module 
is a hierarchical storage module. 
[0037] Meta-data may be added automatically by various 
sensory devices or video detection components. For example, 
a motion detection component generates meta-data that is 
indexed to the video data Where the motion Was detected. In 
another example, a gunshot detection component generates 
meta-data that is indexed to the video data Where the gunshot 
Was detected. The meta-data may also be generated by a 
human operator. 
[0038] The meta-data detection components are con?g 
urable by a system administrator. The system administrator 
may customiZe the types of video detection components that 
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are activated and the meta-data that is generated and recorded. 
In one embodiment, a human operator adds meta-data. For 
example, a human operator may add meta-data indicating, 
“suspicious activity Was observed at this location.” In another 
example, a human operator may transcribe the voice associ 
ated With the video data, and the transcriptions serve as meta 
data associated With the video data. 

[0039] In addition, attribute data is also stored, and associ 
ated With the video data. Attribute data is information about 
the video data, such as its source, reliability, etc. For example, 
one type of attribute data is the camera that the video data Was 
acquired from. Another example of attribute data is the qual 
ity of the camera that Was used to acquire the video data (e. g., 
a 3 Megapixel camera Would be Weighted higher than a VGA 
camera for purposes of face recognition). Another example of 
attribute data is the historical pattern of a camera being sus 
ceptible to being tampered With. 
[0040] One embodiment of the present invention provides a 
user interface for a system administrator to enter and custom 
iZe the attribute data. A particular user of the present invention 
Would customiZe the present system by entering Weights that 
are associated With attribute data. For example, the system 
administrator Would select the attribute data that corresponds 
With each camera. A system administrator may identify a 
loW-hanging camera that may be easily tampered With a loWer 
attribute Weight, While a high-hanging camera that is dif?cult 
to tamper With a higher attribute Weight. 
[0041] One embodiment of the present invention automati 
cally upgrades or doWngrades the Weights associated With 
attributes. For example, decreasing a Weight With age of a 
camera. Another embodiment of the present invention is a 
user interface that alloWs for updating the attributes and asso 
ciated Weights. Another embodiment of the present invention 
heuristically learns and updates the Weights. For example, it 
may learn that certain cameras are degrading in their reliabil 
ity. 
[0042] In one embodiment of the present invention, video 
data is captured and stored in a remote location. The video 
data may be sent via a netWork, such as the Internet, or a 
dedicated ?ber optic line, to a remote, secure location. If the 
local copy of the data is damaged, destroyed, or tampered 
With, the copy in the remote location may be accessed and 
analyZed. All video data may be automatically archived to the 
remote location. 

[0043] In one embodiment of the present invention, video 
data is archived in a hierarchical storage module. A hierarchy 
of storage modules, With varying speeds, locations, and reli 
abilities are provided. For example, a high reliability, fast, 
local RAID disk is provided. In addition, a loWer reliability, 
sloWer tape drive may also be provided. Additionally, an 
off-site storage module, Which may be connected by a dedi 
cated ?ber optic or via the Internet, may also be provided. 
Video data may be cascaded through the storage hierarchy 
based on such factors as time, access frequency, as Well as its 
associated meta-data. For example, video data that is older 
than 30 days may be moved from the RAID disk to the tape 
drive. On the contrary, video data that has been accessed 
frequently, even though the data may be older than 30 days, 
may be stored on the RAID disk. Most importantly, video data 
may be cascaded through the storage hierarchy based on its 
associated meta-data. That is, video data that has meta-data 
indicating a gunshot Was detected Will be stored in more 
reliable, faster storage no matter hoW old or hoW little the data 
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was accessed. Video data that has meta-data indicating that 
virtually nothing happened may be immediately moved to 
tape or off-site storage. 
[0044] One embodiment of the present invention provides 
an audit trail for the data. An audit trail is generated, indicat 
ing who and when has viewed or accessed the data. An audit 
trail is also generated indicating from which cameras the 
video data was captured with, and if there are any unusual 
circumstances associated with that camera, for example, 
weather conditions, power outages, or tampering. 
[0045] One embodiment of the present invention provides 
data integrity and security by encrypting the video data, and 
only allowing authoriZed individuals access to the encryption 
key. 
[0046] One embodiment of the present invention allows the 
receipt and storage of tips, including video tips. Video tips 
may be video clips recorded by video phones (cell phones 
with integrated cameras), digital cameras, handheld video 
cameras, etc. that are sent in by well-meaning citiZens. 
[0047] Other embodiments of the present invention include 
the methods described here but implemented in computer 
readable media and/ or embedded in hardware. Other features 
and advantages of the various embodiments of the present 
invention will be apparent from the following more particular 
description of embodiments of the invention as illustrated in 
the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0048] FIG. 1 illustrates a system architecture for storage 
and retrieval of video data according to one embodiment of 
the present invention; 
[0049] FIG. 2 shows an illustrative meta-data table accord 
ing to one embodiment of the present invention; 
[0050] FIG. 3 shows an illustrative attribute data table in 
accordance with one embodiment of the present invention; 
[0051] FIG. 4 illustrates a mathematical representation of 
an illustrative operation of the present invention; 
[0052] FIG. 5 illustrates a system architecture for intelli 
gent alerting based on meta-data, according to another 
embodiment of the present invention; 
[0053] FIG. 6 illustrates a software architecture used with 
one embodiment of the present invention; 
[0054] FIG. 7 illustrates a hardware architecture used with 
one embodiment of the present invention; 
[0055] FIG. 8 illustrates a ?owchart of a process for storing 
video data and associated meta-data and attribute data accord 
ing to one embodiment of the present invention; 
[0056] FIG. 9 illustrates a ?owchart of a process for retriev 
ing video data and associated meta-data and attribute data 
according to another embodiment of the present invention; 
[0057] FIG. 10 illustrates a ?owchart of a process for intel 
ligent alerting based on past and present meta-data according 
to yet another embodiment of the present invention; 
[0058] FIG. 11 illustrates another example of a hardware 
architecture according to one embodiment of the present 
invention; and 
[0059] FIG. 12 illustrates another example of a software 
architecture according to one embodiment of the present 
invention. 

DETAILED DESCRIPTION OF THE INVENTION 

[0060] The present invention is a system, a method, and an 
apparatus for storing, searching, and retrieving video data. 
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The video data is received from one or more cameras, which 
could be digital IP cameras. Meta-data is generated by one or 
more detection components, or manually entered by a human 
operator. The video data and corresponding meta-data, 
indexed to the video data, are stored. Attribute data, which 
relates to such things as the reliability of the meta-data and the 
video data, and associated weights, or weight functions, is 
also stored. Attribute data may be determined by a system 
administrator, and/or determined heuristically. 
[0061] FIG. 1 shows an example of a system architecture 
100 of one embodiment of the present invention. One or more 
cameras 104, 106, 108, or other video capture devices capture 
one or more streams of vide data. One or more additional 

sensory devices, such as temperature probe 110, pressure 
probe 112, and other sensory device 114 provide sensory data 
that complements the video data. A hierarchical storage man 
ager 122, which could be software running on a dedicated 
server, stores, or records, the video data to one or more storage 
media 124, 126, 128. Storage media 128 may be a remote 
storage media connected by transmission media 127. Trans 
mission media 127 may be a dedicated ?ber optic line or a 
public network such as the Internet. Storage media 124, 126, 
and 128 may be hard disk, magnetic tape, and the like. The 
cameras 104-108 and other sensory devices 110-114 may 
themselves generate meta-data in the hardware. For example, 
digital surveillance cameras generate motion meta-data that 
indicate when motion was detected in a particular ?eld of 
view of the camera. In addition, meta-data server 116 may 
process video data in software, for example by using detec 
tion component(s) 118, and generate meta-data correspond 
ing to the video data. For example, a people counting detec 
tion component may count the number of people that were 
detected in a video stream, and generate meta-data indicating 
the number of people detected. The meta-data server 116 
stores the meta-data in meta-data storage module, or area, 
120. 

[0062] In addition, attribute data, which is information 
about the meta-data, is stored in attribute data storage 130. 
Attribute data may include such things as the reliability of the 
meta-data, the reliability of the source of the meta-data, the 
age of the meta-data, and so on. 

[0063] In addition, an audit trail, containing information 
about who has accessed the video data, how frequently, and so 
on is stored in audit trail storage area 131. Each time someone 
accesses or views a video ?le from the video storage module, 
audit information is stored in audit storage module 131. 
[0064] Access control storage area 132 stores access rights 
and privileges. Access to view the video data is only given to 
those authorized individuals who are listed in the access 
control storage area. Access may be restricted based on the 
video data, or its associated meta-data. For example, any 
security o?icer may be able to view the video data taken at 
night, but only security o?icers assigned to investigate a 
particular case may be given access to the video data where a 
gunshot was detected. 

[0065] Access to attribute data may also be restricted. For 
example, only certain high-level security o?icers may have 
access to high quality video data from behind a bank teller 
that may show checks and amounts, whereas any security 
o?icer may see the video data from the bank’s lobby. Access 
may also be modulated based on the quality of the video data. 
For example, anybody may be able to login and view a VGA 
resolution view of the lobby of their building, but only the 
security o?icer can see the mega-pixel resolution video. The 
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access control may be implemented using an authentication 
scheme provided by the operating system, such as Microsoft 
ActiveDirectoryTM. 
[0066] Cameras used in the present invention may be digi 
tal IP cameras, digital PC cameras, Web-cams, analog cam 
eras, cameras attached to camera servers, analog cameras 

attached to DVRs, etc. Any camera device is Within the scope 
of the present invention, as long as the camera device can 
capture video. Some cameras may have an integrated micro 
phone; alternatively, a separate microphone may be used to 
capture audio data along With video data. As used herein, the 
terms “video,” “video data,” “video source,” etc. is meant to 
include video Without audio, as Well as video With interlaced 

audio (audiovisual information). Of course, it is to be under 
stood that the present invention may also be implemented 
using audio data Without accompanying video data by replac 
ing cameras With microphones. 
[0067] The system diagram shoWn in FIG. 1 is illustrative 
of only one implementation of the present invention. For 
example, the meta-data server and the hierarchical storage 
module may be on dedicated servers, as shoWn in FIG. 1 for 
clarity. Alternatively, a common server may provide the func 
tionality of the meta-data server and the hierarchical storage 
module. Likewise, as shoWn in FIG. 1 for clarity, the meta 
data and the video data may be stored on different media. 
Alternatively, the meta-data and the video data may be stored 
on the same physical storage media. Similarly, the attribute 
data is shoWn stored in a separate attribute data storage area. 
The attribute data may be stored on a dedicated storage area, 
as illustrated, or may be stored on the same storage as the 
meta-data and/or the video data. 

[0068] FIG. 2 shoWs a table 200 ofpossible meta-data that 
may be stored. Column 202 corresponds to events that Were 
either generated by sensory devices, or by the meta-data 
server of FIG. 1. Illustrative events could be motion detected, 
gunshot detected, number of people in an area exceeds a 
threshold, speed of an object in a given area exceeds a thresh 
old, and similar events. The sensory devices themselves, the 
meta-data server, or both, could generate these events, as 
described previously. Column 204 represents locations cor 
responding to those events. For example, locations could be 
the camera names or locations, such as “Camera 1,” “Parking 
Lot,” “Lobby,” etc. Column 206 represents the dates the 
events occurred. For example, a motion event Was detected on 
May 15, 2007. Columns 208 and 210 represent the start and 
end times of the events, and are one form of indices into the 
video data. For example, a motion event occurred in Camera 
1 on May 15, 2007 from 10:00 AM through 10:23 AM. 
Column 212 provides a pointer, or an index, to the video data 
that corresponds to the occurrence of that event. For example, 
the ?rst event is stored by the hierarchical storage module on 
a local disk, While the second event is stored on a remote disk, 
for example, a NAS or a disk attached to a server. Finally, 
Column 214 stores access privileges associates With the 
event. For example, events Where gunshots Were detected 
may have a higher security level than ordinary motion events. 

[0069] As video data is captured by the cameras, and stored 
in the hierarchical storage module, meta-data is indexed to the 
video data, and stored in the meta-data storage module. As 
noted previously, the meta-data may be generated by one or 
more sensory devices, including the cameras themselves, or 
may be entered manually by a human operator, such as a 
security guard. 
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[0070] The present invention provides a user interface by 
Which a human operator may enter meta-data. For example, a 
user interface is provided for a security of?cer to monitor one 
or more cameras. The cameras automatically generate meta 

data, as noted above. In addition, the human operator may add 
meta-data manually. For example, if the human operator 
observes suspicious activity going on in a particular camera, 
the human operator may add meta-data corresponding to 
suspicious activity, and the meta-data server in the meta-data 
storage module Would store the meta-data. 

[0071] The human operator may select from a set of pos 
sible meta-data tags, as Well as add “free-form” meta-data by 
typing into a text-entry box. For example, a human operator 
may transcribe speech in the video data. The transcribed 
speech serves as meta-data to the video data. After the video 
data has been tagged by meta-data, it is possible to use the 
present system to search for keyWords, such as all the times 
When a judge said “Order, Order” in a courtroom surveillance 
camera. 

[0072] The present invention also provides a user interface 
by Which a human operator may enter attribute data. Attribute 
data is information about the video data and its associated 
meta-data, such as its source, reliability, etc. For example, one 
type of attribute data is the camera that the video data Was 
acquired from. Another example of attribute data is the qual 
ity of the camera that Was used to acquire the video data (e. g., 
a 3 Megapixel camera Would be Weighted higher than a VGA 
camera for purposes of face recognition). Another example of 
attribute data is the historical pattern of a camera being sus 
ceptible to being tampered With. 
[0073] Other examples of attribute data include, but are not 
limited to, time the camera Was repaired or installed, reliabil 
ity of poWer to the camera, reliability of transmission, band 
Width, susceptibility to noise, interference, overexposure, 
Weather conditions, age of the camera, type of camera (night, 
IR, etc.). 
[0074] FIG. 3 illustrates an example of attribute data 300, 
Which includes attributes about the meta-data and their asso 
ciated Weights, or Weighing functions. Column 302 shoWs 
various sensory devices and column 304 shoWs associated 
attributes. The Weights, or Weighing functions, associated 
With the attributes are shoWn in column 306. Column 308 
indicates Whether the Weight is dynamic, that is, Whether the 
Weight changes With time, external events, and so on. Finally, 
column 310 indicates access privileges of individuals autho 
riZed to change the attribute data. 

[0075] Different sensory devices, including different cam 
eras, may have different attributes associated With them. Each 
attribute determines a Weight, Which could be a constant, or 
the Weight could be a Weighing function of the attribute. For 
example, consider a camera 1 that is not designed to detect 
gunshots, but Which has a loW-quality, integrated micro 
phone, and so a gunshot detection component may use the 
audio to detect loud shots as gunshots. When a motion event 
is detected on such a camera, it Would be assigned a high 
Weight (for example, 0.85 or 85%). On the other hand, if a 
gunshot Was detected on this camera by a gunshot detection 
component, the gunshot event Would be assigned a loW 
Weight (0.05, or 5%) because the camera is knoWn to have a 
loW-quality microphone, and What may have been detected as 
a gunshot may have just been a drop of a metal object. In 
contrast, gunshot detector 1 may have the opposite attribute 
Weight pro?le, in that motion events from the gunshot detec 
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tor may be Weighted loW (say, 0.15 or 15%) While gunshot 
events may be Weighted high (say, 0.70 or 70%). 
[0076] Other examples of attribute data and associates 
Weights are shown in FIG. 3. Camera 1 may have an age 
attribute, indicating the age of the camera, and an associated 
Weighting function that Weights any data from the camera 
With a function that decreases With the age of the camera. The 
time since the last maintenance of the camera may also serve 
to generate a Weight. This could be a step-function that, for 
example, a function dropping to Zero after 1 year of no main 
tenance on the camera. The frequency of failure may also 
serve to Weigh any data from the camera, again using a func 
tion that Weights data loWer from a camera that has a high 
frequency of failure. The resolution of the camera may also 
serves as attribute data to assign a Weight to the data; data 
from a high-resolution camera Would be assigned a higher 
Weight than data from a loWer resolution camera. 
[0077] Another example of attribute data and associated 
Weights that are tied to particular meta-data includes Weights 
assigned to meta-data indicating the number of people in a 
particular area. This meta-data may be assigned a high Weight 
(0.80) if it comes from camera 2, Which may have high 
resolution, high frame-rate, and other qualities that make it 
amenable to high reliability for people counting purposes. 
Contrary, if the same meta-data comes from camera 3, Which 
has loW resolution, loW frame-rate, or other qualities that 
make it unreliable When it comes to counting people, the 
meta-data may be assigned a loW Weight (0.40). 
[0078] A system administrator may enter and customiZe the 
attribute data. A system administrator Would customiZe the 
present system by entering Weights that are associated With 
attribute data. For example, the system administrator Would 
select the attribute data that corresponds With each camera. A 
system administrator may identify a loW-hanging camera that 
may be easily tampered With a loWer attribute Weight, While a 
high-hanging camera that is dif?cult to tamper With a higher 
attribute Weight. 
[0079] In another example, the system administrator Would 
customize the attribute data for different image qualities. For 
example, the system administrator Would select the Weights 
associated With video data, and the corresponding meta-data, 
associated With different resolutions of cameras. That is, a 
higher resolution camera and its associated meta-data Would 
be Weighted higher than a loWer resolution camera, and the 
system administrator Would select the relative Weights. 
[0080] Another example of attribute data that the system 
administrator may set Would be based on the past evidence of 
usefulness of video data coming from each camera. For 
example, a camera that has been useful in the past for detect 
ing, preventing, or prosecuting crimes Would be assigned a 
higher Weight by the system administrator using this user 
interface. 
[0081] After the meta-data has been stored in the meta-data 
storage module, the meta-data may be used to signi?cantly 
enhance search and retrieval of the video data. That is, in 
order to perform a search of the video data, the meta-data may 
be searched ?rst, and the video data may be indexed by the 
meta-data. 
[0082] For example, suppose meta-data Was recorded in the 
meta-data storage module during detection of a motion event 
in a particular camera. If at a later time it Were desired to 
locate all places in the video data Where motion Was detected, 
a database query Would be performed on the meta-data table 
to retrieve all events Where motion Was detected. The pointers 
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to the video data and the indices into the video data Would 
provide a mechanism by Which to retrieve the video data that 
corresponds to those occurrences of motion. 
[0083] FIG. 4 shoWs a possible set-theoretic explanation of 
the operation of the present invention. Consider the sets of 
video dataV ,V2, . . . ,Vl- shoWn as elements 402, 428 in FIG. 

4 respectively. Sets Vl (element 402) and V2 (element 428) 
represent video data from camera 1 and camera 2, respec 
tively, and so on. Each set of video data V,- has subsets of video 
data, for example, subsets for a particular date range, for a 
particular time range, for a particular event, etc. For example, 
video set 402 has subsets of video data identi?ed as elements 
404, 406, 408, and 410 in FIG. 4. 
[0084] Each set of video data V,- has a corresponding set of 
meta-data Ml- associated With it. Each element in the set of 
meta-data M,- has an index, or a pointer, to a corresponding 
portion of the video data Vi. For example, meta-data set Ml, 
shoWn as element 412 in FIG. 4, has corresponding subsets of 
meta-data, shoWn as element 414, 416, 418, and 420. Each 
subset of meta-data is indexed, or points to, a corresponding 
subset of video data. For example, subset 414 of meta-data 
M1 is indexed, or points to, subset 406 of video data Vl from 
camera 1 (not shoWn). Note that a one-to-one relationship 
betWeen video data and meta-data is illustrated in FIG. 4 for 
clarity. The relationship betWeen video-data and meta-data is 
not restricted to being one-to-one. The relationship may be 
one-to-many, many-to-one, as Well as many-to-many. 
[0085] In addition, sets W, of attribute Weight data are 
Weight vectors associated With each set of meta-data M,- for 
camera i (not shoWn). The sets W,- of attribute Weight data are 
sets of vectors Wl-J- Which represent Weights associated With 
subsets of the meta-data Mi. For example, Weight vector WU 
represented as element 424, represents the Weights associated 
With meta-data subset 416. The Weight vectors WU may be 
n-dimensional vectors representing the Weights in one of a 
number of dimensions, each dimension representing a Weight 
in a particular attribute of the data. For example, a 2-dimen 
tional Weight [W1], W12] vector may represent the attribute 
Weights associated With the reliability of a particular video 
camera for both motion detection reliability as Well as gun 
shot detection reliability. One camera may have high motion 
detection reliability and loW gunshot detection reliability, 
While another camera may have high gunshot detection reli 
ability and loW motion detection reliability. In principle, the 
attribute Weight vectors Wy- may be arbitrarily ?ne-grained 
With respect to subsets of the meta-data and subsets of the 
video data. In practice, attribute Weight vectors Wy- are con 
stant over large subsets of the meta-data and the video data, 
and may have large discontinuities betWeen subsets. For 
example, gunshot detection devices may have a very loW 
motion detection reliability Weight, and very high gunshot 
detection reliability, and vice versa for typical motion detec 
tion cameras. 

[0086] The set-theoretic described has been shoWn and 
described here for ease of understanding and explanation of 
the present invention. The meta-data and video data may or 
may not be stored as sets; the data may be stored in matrices, 
tables, relational databases, etc. The set description is shoWn 
for clarity only. The present invention is not limited to this 
particular mathematical representation, and one of ordinary 
skill Will recogniZe numerous alternative and equivalent 
mathematical representations of the present invention. 
[0087] For example, a possible query to retrieve those 
events in Which motion Was detected Would be: 

SELECT ALL EVENTS WHERE MOTIONITRUE (1) 
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[0088] Query (1) Would retrieve all events Where motion 
Was detected. In the set-theoretic notation described above, 
the query (1) Would correspond to: 

Vxje V,- IIWZ-J-(IHOtIOHIU‘LE) (2) 
[0089] In order to vieW the video data corresponding to a 
particular event, a possible query Would be: 

VIEW EVENT 1 WHERE MOTIONITRUE (3) 

[0090] Similar queries could be used to retrieve other 
events. For example, in order to retrieve all events in Which a 
gunshot Was detected, a possible query Would be: 

SELECT ALL EVENTS WHERE GUN SHOTITRUE (4) 

[0091] Query (4) Would be represented in set-theoretic 
notation as: 

VxjeVl-lA/Il-J-(gunshoFtrue) (5) 

[0092] To vieW the ?rst 3 events Where gunshots Were 
detected, a possible query Would be: 

VIEW EVENT 1-3 WHERE GUN SHOTITRUE (6) 

[0093] Another possible query, to search for all video data 
Where three or more people Were detected in a single frame, a 
possible query Would be: 

SELECT ALL EVENTS WHERE NUMBERLOFL 
PEOPLE>I3 (7) 

[0094] Query (7) Would be represented in set-theoretic 
notation as: 

Vxje VilMl-y-(numberiofipeoplei3) (8) 

[0095] Similarly, in order to vieW the video data corre 
sponding to the ?rst tWo events Where three or more people 
Were detected, a possible query Would be: 

VIEW EVENT 1-2 WHERE NUMBERLOFL 
PEOPLE>I3 (9) 

[0096] Event searches may be restricted by particular loca 
tions or date-ranges. For example, a security analyst may only 
Wish to search a particular camera, or location, Where 3 or 
more people Were detected, for example: 

SELECT ALL EVENTS WHERE NUMBERiOFi 
PEOPLE>I3 IN CAMERAl (10) 

[0097] Query (10) Would be represented in set-theoretic 
notation by restricting the search to V1 (video data from 
camera 1) as folloWs: 

vxjeVllM1j(nuInberiofipeopleZ3) (11) 

[0098] The security analyst may also restrict searches by 
date and/or time. For example, the security analyst may only 
Wish to search a particular date range Where 3 or more people 
Were detected, for example: 

SELECT ALL EVENTS WHERE NUMBERiOFi 
PEOPLE>I3 ON 05-15-2007 (12) 

[0099] Query (12) may be represented in set-theoretic nota 
tion as: 

(date:20070515)} (13) 

[0100] Combinations of events may also be searched. For 
example, a security analyst may Want to search historical 
video data for all occurrences Where a gunshot Was detected 
at the same time as 3 or more people Were detected in the 
video frame. A possible query to accomplish this Would be: 

SELECT ALL EVENTS WHERE GUNSHOTITRUE 

AND NUMBERiOFiPEOPLE>I3 (14) 
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[0101] 
tion as: 

Query (14) may be represented in set theoretic nota 

zagigigtll/lgég?mberiofipeoplei3)OMU (15) 
[0102] Any number of combinations and sub-combinations 
of events may be searched using the query language, includ 
ing unions and intersections (conjunctions and disjunctions) 
of events using AND/OR operators, as Well as other logical 
operators. 
[0103] Events may also be correlated and analyZed across 
multiple cameras, or multiple locations. For example, a secu 
rity analyst may Want to see all events Where 1 or more people 
Were detected in a particular lobby, and a gunshot Was heard 
in a parking lot camera. To perform such a search, the security 
analyst could search by: 

SELECT ALL EVENTS WHERE NUMBERLOFL 
PEOPLE>I1 IN LOBBYCAMERAl AND 
GUNSHOTITRUE IN PARKINGCAMERA3 (16) 

[0104] 
tion as: 

Query (16) may be interpreted in set-theoretic nota 

[0105] The security analyst is not required to using a query 
language. A query language may be used for sophisticated 
searches. For more basic searches, a user interface is provided 
for the security analyst, Which alloWs the of?cer to select the 
meta-data criteria by Which to search by using a visual tool. 
The user interface automatically generates the query lan 
guage and sends it to the meta-data server for retrieval. 
[0106] A possible structured query language Was shoWn 
here. HoWever, the present invention is not limited to the 
query language shoWn or described here. Any number of 
query languages are Within the scope of the present invention, 
including SQL, IBM BS12, HQL, EJB-QL, Datalog, etc. The 
query languages described here is not meant to be an exhaus 
tive list, and are listed here for illustrative purposes only. 
[0107] When performing queries on meta-data, such as 
unions and intersections, attribute Weights may be recalcu 
lated. For example, to recalculate the attribute Weights for an 
intersection of tWo sub sets of meta-data, the attribute Weights 
Would be multiplied together, as shoWn: 

[0108] For example, to calculate the Weight associated With 
tWo motion events occurring substantially simultaneously, 
Where the ?rst motion event has a reliability of 90% (0.90), 
and the second motion event has a probability of 50% (0.50), 
the Weight associated With both motion events substantially 
simultaneously is 45% (0.45). 
[0109] To recalculate the attribute Weights for a union of 
tWo subsets of meta-data, the laW of addition of probabilities 
Would be applied, as shoWn: 

[0110] For example, to calculate the Weight associated With 
either one of tWo motion events occurring substantially 
simultaneously, Where the ?rst motion event has a reliability 
of 90% (0.90), and the second motion event has a probability 
of 50% (0.50), the Weight associated With either one of the 
events occurring substantially simultaneously is 95% (0.95). 
[0111] One embodiment of the present invention alloWs 
real-time alerts to be issued based on the present and histori 
cal video data, and especially the present and historical meta 
















