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METHOD AND SYSTEM FOR PINPOINTING 
MEMORY LEAKS 

FIELD OF THE INVENTION 

[0001] This invention relates to a method and system for 
execution of software for accessing memory and speci?cally 
pinpointing memory leaks for softWare. 

BACKGROUND OF THE INVENTION 

[0002] Memory Leaks are one of the most common errors 
in programs (e. g. C/C++ programs). Typically memory leaks 
are caused When a block of memory is allocated to a program 
and its corresponding pointer is lost before that block is freed. 
There are several tools available Which are con?gured to 
detect memory leaks. These tools track memory operations of 
the programs and memory related calls such as malloc( ), 
realloc( ) and free( ). There are different approaches Which are 
used for memory leak detection. For example, 

[0003] a) Source code instrumentation tools like 
Insure++, Which automatically put checks in the source 
code. 

[0004] b) Object Code instrumentation like PurifyPlus 
for leak detection, Which checks code inserted into the 
object ?le/executable statically, and subsequently the 
instrumented code is run to obtain the results. 

[0005] c) Dynamic instrumentation like Valgrind, in 
Which the object code instrumentation occurs during 
run-time. 

[0006] Typically, memory leaks are detected by Wrapping 
the calls to malloc( ), realloc( ) and free( ), and scanning the 
entire memory space of the program at the end of the program 
to detect Whether there are any references to the allocated 
blocks. Typically, tools that are used for detecting memory 
leak use a so called mark-and-sWeep algorithm at the end of 
each execution. Along With a leak error, the tool also reports 
a call-stack of the point Where the block is allocated. HoW 
ever, this information provided by the tools is typically insuf 
?cient for developer to detect hoW a memory leak has 
occurred. A disadvantage is that the developer needs to fur 
ther analyZe using debuggers to detect the root-cause of the 
memory leak. In some instances, the debugger may be used 
multiple times to keep track of variables Which store a value 
of the leaked memory, Where the value gets copied to and 
Where the value gets replaced With a value of some other 
variable. A further disadvantage is that if the code base is 
large, and a pointer to the allocated block is used at several 
instances, it becomes rather complex for the developer to 
detect the root-cause. 

[0007] Providing call-stack information about the place 
Where the pointer to the leaked block is lost enables the 
developer to detect the root-cause associated With the 
memory leak relatively much faster. Further, reporting the 
memory leak When it actually occurs rather than at the end of 
the program execution, helps the developers to detect a set of 
actions of an application that caused the memory leak. 
Reporting the memory leak When it actually occurs Would 
require tracking four parameters: 

[0008] a) The memory block that is allocated, 
[0009] b) Every pointer assignment: 

[0010] i) Ifthe value Which is copied (i.e., one ofRHS 
of an assignment) is interesting (points to a malloc 
block). 
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[0011] ii) Ifthe value Which is assignedto (i.e., LHS of 
an assignment) is interesting (points to a malloc 
block). 

[0012] c) Whenever the variable(s) goes out of scope. For 
example, When a malloc block address Was stored in 
local variable or parameter and function exits. 

[0013] d) The memory block that is freed. 
[0014] Currently tWo tools provide this type of information. 
Dynamic Memory Solutions (DMS) has a tool Dynamic Pin 
point for leak pinpointing (http://WWW.dynamic-memory. 
com/leakcheck_d.php), Which uses dynamic instrumentation 
to detect andpin-point memory leaks. Dynamic Pinpoint does 
leak pinpointing in tWo passes: 

[0015] i) In the ?rst pass, the memory leak blocks are 
detected, allocation stack for the block is detected and a 
token is generated. 

[0016] ii) In the second pass, using the generated token, 
the tool tracks all valid pointers to a leaked memory 
block. Dynamic Pinpoint keeps track as each pointer 
leaves its scope or has its value change. When a last valid 
value is lost, the memory block has leaked. The exact 
line Where the memory leak occurred is determined and 
reported. 

[0017] Jonas Maebe et. al., in “Precise Leak Detection of 
memory leaks” (http://WWW.cs.virginia.edu/Woda2004/ 
maebe.pdf) provides an approach Where leaked memory 
blocks Were allocated, lost and Where a last references of 
these memory blocks Was created. A dynamic instrumenta 
tion approach at machine code level to track all pointers to 
allocated blocks of memory is used. All the events discussed 
above to report the last place Where the memory has leaked is 
tracked as folloWs 

[0018] i) Tracks start of each malloced block. 
[0019] ii) Store information about every malloc block, 
and use hashing to access this information When the 
pointer values are checked for assignment and out-of 
scope cases as discussed previously. 

[0020] iii) Uses reference counting. Keep a reference 
count for every malloc block. Increments the count 
When the value is copied, and decrements the count 
When the value is trashed or the variable having the 
malloc block goes out of scope. 

[0021] iv) Report memory leak When the reference count 
of any of the block reaches Zero. 

A disadvantage is that this approach tracks only the beginning 
of the malloc block, and memory leaks are reported even 
though there is a pointer to the block Which points to the 
middle of the block. 

For Example: 

[0022] 

ClassiA>g Allociblock( ) 

} 
void Freeiblock(ClassiA* ptr) 
{ 

char *ptr = (char *)ptr; 
free (ptr-ZO); 
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These kinds of examples are typically seen in constructors of 
C++ program classes. When this approach is used for the 
example, a memory leak is reported for every block When it 
returns from the function Alloc_block( ). Further, all the 
copies that occurusing a return value of Alloc_block( ) are not 
tracked. 
[0023] A disadvantage With developing applications in 
C/C++ is that memory leaks are often more serious than With 
other programming languages, because C/C++’s pointer and 
memory management facilities make it dif?cult to build large, 
robust programs. A further disadvantage is the dif?culty in 
tracking doWn programming bugs and many other such 
parameters being directly tied to the manner in Which execut 
able code is created from source code and to the inadequacies 
of the current development tools.Yet a further disadvantage is 
that monitoring Which requires complete coverage to Work 
correctly cannot be implemented through only the compiler 
for memory-access related errors. 

[0024] Without a Way to improve the method and system 
for monitoring and pinpointing memory leaks, the promise of 
this technology may never be fully achieved. 

SUMMARY OF THE INVENTION 

[0025] The invention provides a method and a system for 
monitoring memory management by dynamically pinpoint 
ing information relating to occurrences of memory leaks. The 
method includes receiving a ?rst set of machine instructions 
Which are executable by a processor of a system and con?g 
ured to generate a second set of machine instructions from the 
?rst set of machine instructions in a main memory of the 
system. While executing the second set of instruction, an 
additional memory is allocated from a heap memory When the 
second set of instructions creates a heap allocated memory. 
The additional memory is con?gured to store a reference 
count indicating number of memory location comprising 
addresses of the heap allocated memory. The reference count 
can be incremented and decremented depending on a respec 
tive operation performed by the second set of instruction. 
When a value associated With the reference count is Zero, a 
memory leak is indicated. Other embodiments are also dis 
cussed. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0026] The draWings referenced herein form a part of the 
speci?cation. Features shoWn in the draWing are meant as 
illustrative of only some embodiments of the invention, and 
not of all embodiments of the invention, unless otherWise 
explicitly indicated, and implications to the contrary are oth 
erWise not to be made. 

[0027] FIG. 1 illustrates an exemplary embodiment of a 
Work?oW 100 for receiving a ?rst set of machine instruction 
and generating a second set of machine instruction. 
[0028] FIG. 2 illustrates an exemplary embodiment of the 
status bits de?ning the page table, Which are used to detect the 
memory leaks. 
[0029] FIG. 3 illustrates an exemplary embodiment the 
additional area Where the reference count is stored. 

[0030] FIG. 4 illustrates an exemplary embodiment adding 
instruction to the runtime function 140 of FIG. 1. 

[0031] FIG. 5 illustrates an exemplary embodiment of a 
system 500 that implements the methods as described in 
FIGS. 1-4. 
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DETAILED DESCRIPTION 

[0032] In the folloWing detailed description of exemplary 
embodiments of the invention, reference is made to the 
accompanying draWings that form a part hereof, and in Which 
is shoWn by Way of illustration speci?c exemplary embodi 
ments in Which the invention may be practiced. These 
embodiments are described in su?icient detail to enable those 
skilled in the art to practice the invention. Other embodiments 
may be utiliZed, and logical, mechanical, and other changes 
may be made Without departing from the spirit or scope of the 
present invention. Where reference is made in any one or 
more of the accompanying draWings to steps and/or features, 
Which have the same reference numerals, those steps and/or 
features have for the purposes of this description the same 
function(s) or operation(s), unless the contrary intention 
appears. The folloWing detailed description is, therefore, not 
to be taken in a limiting sense, and the scope of the present 
invention is de?ned only by the appended claims. 
[0033] This invention relates to pinpointing information of 
memory leaks, typically While executing machine instruc 
tions When and Where the leak exactly happened. Pointers 
pointing to entire heap allocated memory (hereinafter also 
referred to as a malloc( ) block) are tracked rather than as 
conventionally done Where only the beginning of the pointers 
are tracked. Page tables are introduced to e?iciently track the 
memory allocated. A page table is a structure that typically 
contains an array of 2 bits for every byte of memory during the 
execution of the program. A reference count approach using 
the page tables to track every copy, deallocation and/ or deref 
erencing and variables that are going out of scope in a given 
application is used to pinpoint the memory leaks in one 
embodiment of this invention. It should be apparent to a 
person skilled in the art that this invention does not deal With 
pinpointing memory leaks related to source code implemen 
tation. 
[0034] The reference count information of each malloc( ) 
block contains the total number of memory locations pointing 
to that particular block. This count gets incremented for a 
copy, decremented for a deallocation, decremented for deref 
erencing and decremented for variables going out of scope. 
The reference count is maintained using a counter Which 
stores the reference counts as an integer number (positive or 
Zero). As the reference count is being incremented and dec 
remented When the memory is being accessed, the reference 
count may reach a value of Zero. A memory leak is indicated 
and/or reported When the reference count value is Zero. Along 
With reporting the memory leak, the call stack of the execut 
ing code When the reference count Was decremented to Zero, 
is also indicated to the user. This reference count is stored in 
an additional memory area for every malloc( ) block. For 
every pointer pointing to any part of malloc( ) block, the 
pointer is backtracked till the beginning of the malloc( ) 
block, and then backtrack again by a ?xed value to obtain the 
address of the reference count for that malloc( ) block. The 
invention is mainly related to tracking pointers pointing to 
memory locations)Within a heap allocated memory using the 
page table structure rather than only start of heap allocated 
memory. 
[0035] To begin With, an object ?le is ?rst expanded by 
inserting additional instructions to obtain a second object ?le. 
After inserting the additional instructions, offsets are checked 
and modi?ed, if necessary, to re?ect any neW positions of the 
preexisting instructions, such that the expanded code can 
execute properly. In one embodiment additional offsets in 
symbol tables, data relocation tables and instruction reloca 
tion tables are updated in the same general manner as the 
other offsets. The basic method of the code expansion is Well 
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known to a person skilled in the art. The formation of new 
instructions from original set of instructions is derived from 
in accordance With the present invention. 
[0036] FIG. 1 illustrates an exemplary embodiment of a 
Work?oW 100 for formation of instructions in the original 
object ?le and additional instructions Which monitor the 
memory accesses by the instructions in the original object 
?le. In 110 it is determined Whether a processing item input is 
data or instruction. No modi?cation is done if the item is data. 
If the processing item is instruction, in 120 the instruction is 
checked Whether the data With siZe of address to a memory 
location is Written into a memory location. If the check yields 
a value true result (e.g., “YES” branch of decision block 120), 
then in 130 and 140, additional instructions to make a call to 
the run-time routine check_per_copy_trash, Which, during 
execution, checks for the appropriate status bits, modi?es the 
reference count and is con?gured to signal errors if required. 
Ifthe check is false (e.g., “NO” branch ofdecisionblock 120), 
control passes to 150. In 150, the instruction is checked 
Whether the instruction pushes or pulls the stack memory. If 
the result is true (e.g., “YES” branch of decision block 150), 
in 160, additional calls to the run-time routine handle_stack_ 
change, Which, during execution, is con?gure to set the 
appropriate status bits in the stack memory, modify the ref 
erence count and signal errors if required. If the check is false 
(e.g., “NO” branch of decision block 150), control passes to 
170. In 170, the original instruction is copied. The second 
object ?le is linked With an extra library ?le including func 
tions specially designed for memory monitoring to detect 
memory leaks When it actually occurs, to create an execut 
able. When the second executable is executed, the additional 
memory monitoring instructions are executed along With the 
original program, Which reports the memory leaks, using the 
reference counting algorithm described in the rest of the 
document. 
[0037] Consider the folloWing program indicating a source 
code and the corresponding assembly code 

Source Code Assembly Code 

void leakfunc( ) leak?inc: 
—— I pull stack for local —— 1 

char *ptr = malloc(l0); —— 2 variables 

char *ptr2 = malloc(l0); —— 3 movei l0, $argl —— 2 
char *ptr3 = ptr2; —— 4 call malloc 

ptr2 = O; —— 5 store $retl, addrofptr 
} —— 6 movei l0, $argl —— 3 

call malloc 
store $retl , addrofptr2 
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-continued 

Source Code Assembly Code 

load $regl, addrofptr2 —— 4 
store $regl, addrofptr3 
movei O, $regl —— 5 
store $regl, addrofptr2 
pop the stack —— 6 

return 

The lines of the source code numbered from l-6 are also 
shoWn as equivalently numbered lines in the assembly code. 
The function leakfunc( ) of the source code allocates 10 bytes, 
tWice, in heap memory. The pointers that are pointing to the 
heap allocated bytes in heap memory is copied to local vari 
ables. 
[0038] The source code contains a simple function Written 
in C language With the folloWing steps 

[0039] i) Start of the function. 
[0040] ii) 10 bytes are allocated in heaps and its pointer 

is copied to per. 
[0041] iii) 10 bytes are allocated in heap and its pointer is 

copied to ptr2. 
[0042] iv) pointer ptr2 is copied to pointer ptr3. 
[0043] v) pointer ptr2 is set to 0. 
[0044] vi) Function returns 

It should be apparent that the program may be Written either 
in C or C++ programming language, or other similar pro 
gramming languages. 
[0045] The assembly code corresponding to the source 
code function de?ned has the folloWing steps. 

[0046] i) Allocate some space in stack to store local 
variables. 

[0047] ii) Move 10 as an argument to the function mal 
loc. Call function malloc Write the value Which is 
returned by function malloc to memory location of 
pointer (per). 

[0048] iii) Move 10 as an argument to the function mal 
loc. Call function malloc Write the value Which is 
returned by function malloc to memory location of per. 

[0049] iv) Read the value of memory location pointed to 
by ptr2 and put in processor register reg1 Write the value 
of reg1 into the memory location of ptr2. 

[0050] v) Move 0 into processor register reg1 Write the 
value in register reg1 into memory location of ptr2 

[0051] vi) Pop the stack. Return back to caller function 
[0052] The assembly code generated above from the source 
code is provided as input to the instrumentation engine, as 
described previously in FIG. 1, to obtain a instrumented code 
as folloWs: 

Assembly Code Instrumented Assembly Code 

leak?inc: leak?inc: 
pull stack for local variables —— I pull stack for local variables —— l 

movei l0, $argl —— 2 call handle 1 3 stackichange 

call malloc movei l0, $argl —— 2 

store $ret1, addrofptr call malloc 
movei l0, $argl —— 3 move $retl, $argl 
call malloc move addrofptr. $arg2 
store $ret1, addrofptrZ call checkl3 ptricopyitrash 
load $regl, addrofptr2 —— 4 store $ret1, addrofptr 
store $reg1, addr0fptr3 movei l0, $argl —— 3 
movei O, $regl —— 5 call malloc 

store $reg1, addrofptrZ move $retl , $argl 
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-continued 

Assembly Code Instrumented Assembly Code 

pop the stack —— 6 move addrofptr2. $arg2 
return call checkiptricopyitrash 

store $ret1, addrofptrZ 
load $regl, addrofptr2 
move $regl, $argl 
move addrofptr3. $arg2 
call checkiptricopyitrash 
store $reg1, addr0fptr3 
movei O, $regl 
move $regl, $argl 
move addrofptr3. $arg2 
call checkiptricopyitrash 
store $reg1, addrofptrZ 
pop the stack 
call handleistackichange 
return 

The assembly code highlights (indicated in bold) are the 
instructions of interest for the instrumentation engine Where 
the calls to the function check_per_copy_trash are made in 
140. 
[0053] As described previously, for every pointer store 
instruction in the algorithm, Where the pointer store instruc 
tion is de?ned as a store instruction Which Writes pointer siZe 
data into a memory location, the following is performed 
[0054] i) Add instructions to put value of a source register 
and address of destination memory location into the argu 
ment registers. 

[0055] ii) Add instruction to make a call to check_per_ 
copy_trash. 

The instrumentation engine also added additional code to 
insert instructions for making calls to handle_stack_change. 
For every function, to use local variables, the program makes 
use of stack. 

[0056] FIG. 2 illustrates an exemplary embodiment of sta 
tus bits that are used to detect a memory leak de?ning a page 
table, and also shows the state transition diagram. Each entry 
in the page table indicates the state of the corresponding 
memory location. The state can be one of folloWing: 

[0057] l. uninitialized state, i.e., unallocated or non heap 
allocated memory and unitialiZed indicated by the Status 
Bits 00. 

[0058] 2. Heap Allocated memory, indicated by the Sta 
tus Bits 10, 

[0059] 3. Heap Allocated and points to another Heap 
Allocated memory, indicated by the Status Bits 11. 

[0060] 4. Non-Heap Allocated Memory initialiZed to 
Heap Allocated Memory, indicated by the Status Bits 01. 

The arroWs indicate the transition of states as the memory 
modifying instructions are executed. The arroWs indicated by 
numeric value do not indicate any particular logical ?oW but 
have the steps folloWing meaning 

[0061] l. Heap Allocate: When the pointer is Heap Allo 
cated using calls to malloc( ), realloc( ) etc. 

[0062] 2. Heap Address assigned to another heap allo 
cated block: When the address of the heap block is 
assigned to point to another heap block (considered as 
Copy) 

[0063] 3. Heap Address does not point to any heap allo 
cated block: When a heap allocated block Which used to 
point to another heap block is updated to another value 

Which is not a heap address and Which doesn’t point to 
the same heap block (considered as Trash). 

[0064] 4. Non-heap memory initialiZed to contain a heap 
address (considered as Copy). 

[0065] 5. Deallocate: When the heap block gets deallo 
cated 

[0066] 6. Non heap memory Which Was pointing to a 
heap block is updated to a value Which doesn’t point to 
heap block or going out of scope (considered as Trash). 

[0067] 7. Deallocate: When the heap block gets deallo 
cated 

[0068] FIG. 3 illustrates an exemplary embodiment of cre 
ating additional memory 300, along With every heap allocated 
memory and indicating the status bits information (page 
table) stored for this memory. For every heap allocated 
memory (created using malloc( ) or realloc( )), an additional 
memory (guard area) is created Which can store the reference 
count for that malloc( ) block. The heap allocated calls (mal 
loc( ) and realloc( )) are intercepted, to create the additional 
memory. The address Which points to the user area of the 
memory (just after the additional area) is returned to the 
function making the of malloc( ) function call. The status bits 
of the additional memory area are set to 00, implying that the 
heap allocated and initialized or unallocated. The status bits 
for the rest of the heap allocated block are set to either 10 or 
11. For the malloc( ) block, the status bits are alWays set to 10. 
For the realloc( ) block, the status bits are set to 10 or 11 
depending on the status bits of previously allocated memory. 
[0069] For any given address Which is part of a malloc( ) 
block, the folloWing algorithm is used to get the address of the 
reference count, the reference count being maintained in the 
additional area. If the status bits of the given address are 10 or 
11, then the given address is decremented, until the status bits 
of that address become 00. Subsequently, the address is dec 
remented by a ?xed offset to obtain the address of reference 
count of that malloc( ) block. Thus the pointers Which point to 
any part of the malloc( ) block are easily tracked. 
[0070] FIG. 4 illustrates an exemplary embodiment of add 
ing instruction(s) to call a runtime function 140 of FIG. 1. A 
check is ?rst made in 141 to determine if the source registers 
points to the heap allocated memory (heap allocated block), 
Where the status bits have the state 10 or 11. If this check is 
valid or true (e.g., “YES” branch of decision block 141), the 
control is transferred to 142 Where, the pointer pointing to the 
heap allocated memory is fetched from an additional memory 
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area for that heap allocated memory (as described in FIG. 3) 
and the reference count stored in the guard area is incre 
mented for that heap allocated memory and control is trans 
ferred to 143. In 141, ifthe check is false or fails (e.g., “NO” 
branch of decision block 141), the control is transferred to 
143, Where it is determined if the destination memory loca 
tion points to a heap allocated memory having the status bits 
01 or 11. If the check is true (e.g., “YES” branch of decision 
block 143), control is transferred to 144, Where the pointer 
pointing to the relevant heap memory to the fetched from the 
guard area and the reference count is decremented for that 
heap allocated block. Next, in 144 a check is performed to 
determine if the reference count is Zero, if the reference count 
is Zero, then in 146, an error is reported as a memory leak has 
occurred. If the check in 145 and/or 143 fails (e.g., “NO” 
branch of decision block 143 and 145, respectively), control 
is transferred to 147, Where a cheek is made to determine if the 
source register points to a heap allocated block, With status 
bits 10 or 11. Ifthe check is true, the in 148 the status bits of 
the destination memory are set to 11 if its previous status bits 
are 10, and to 01 if its previous status bits are 00 and the 
function returns. Therefore by, setting the status bits of the 
destination memory location for each of the operations per 
formed on the memory and allocating an additional guard 
memory to store the reference count, for each malloc( ) block, 
and by decrementing or incrementing the reference count for 
each operations that is performed on the memory, and When 
the reference count has a value Zero, a memory leak is 
detected and reported to the user. 

[0071] In the function handle_stack_change the status bits 
of the stack are set to 00 (uninitialized and non-heap allo 
cated), for both stack push and stack pop operation. For the 
stack pop instruction, for every memory location Which is 
noW no longer part of stack, it is checked Whether the status 
bits are 01 (i.e. points to malloc( ) block). Ifthis is true, then 
the reference count stored in the guard area of that malloc( ) 
block is decremented. An error is reported if the reference 
count is Zero. 

[0072] If the heap allocated memory is freed or reallocated 
using calls to free( ) or realloc( ), the status bits of every 
address in the block Which is freed or reallocated is checked. 
If any of the status bits is 11 (Which means heap allocated 
blockpointing to heap allocatedblock), the reference count of 
that heap allocated block to Which this is pointing to, is 
decremented. A memory leak error is reported if the reference 
count is Zero. 

[0073] As described previously in para [0023], the folloW 
ing interpretations are assigned With reference to the instru 
mented code described previously in para [0024]. When Step 
(i) is executed, the function handle_stack_change is called. 
This function puts the state bits of memory locations pointing 
to all local variables used in the function to 00 (Non-heap 
allocated and Un-InitialiZed). 
[0074] In step (ii), for every call to a heap allocated (malloc( 
)), the state bits of the memory locations of heap allocated 
block is set as 10 (Heap Allocated). Before Writing the 
address of memory location pointing to heap allocated block 
to the memory location pointing to the local variable ptr2, the 
function check_per_copy _trash is called. Since the source 
register points to a malloc ( ) block, the reference count for 
that heap allocated block is incremented. The memory loca 
tion Where reference count is stored (guard area), is at a ?xed 
offset from the beginning of heap allocated block. At this 
point the reference count of the ?rst heap allocated block is set 
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to 1. Also, the state bits of destination address (Which is the 
local variable per) is set to 01 (non-heap allocated and initial 
iZed). 
[0075] In step (iii), a second call to malloc( ) is made, and as 
above, the folloWing are performed. First the reference count 
of second heap allocated block is set to 1. Next, the state of 
destination address (Which is the local variable ptr2), is set to 
(1 (non-heap allocated and initialiZed). In step (iv), the value 
of ptr2 is copied to ptr3 Where, the value of local variable ptr2 
is read into the register reg1. Another call to check_ptr_copy_ 
trash is made With reg1 as source register. Notably, since the 
state of source register is 10 (Heap Allocated), the reference 
count of second heap allocated is incremented to 2, and the 
state of destination address (Which is local variable ptr3), is 
set to 01 (non-heap allocated and initialiZed). 
[0076] In step (v), a value of 0 is copied to ptr3. Since the 
state of value in destination memory location (ptr2) is 01 
(N on-heap memory, pointing to heap address), the reference 
counter of second heap allocated block is decremented to 1. In 
step 6, the function handle_stack_change is called. The stack 
Which is popped contains the memory locations of folloWing 
local variables: per, ptr2 and ptr3. Since the value in per and 
ptr3 has state 01 (H-leap Allocated), the reference counter for 
?rst heap allocated block is decremented to 0, and this indi 
cated a memory leak has occurred and memory leak can be 
report as an error of the ?rst block. The reference count for the 
second heap allocated block is decremented to 0, and a 
memory leak for the second block is also report. 
[0077] In general, the method for memory management 
con?gured for dynamically pinpointing information relating 
to occurrences of memory leaks in accordance With this 
invention ?rst comprises receiving as input a ?rst set of 
machine instructions executable by a processor thereby gen 
erating a second set of machine instructions from the ?rst set 
of machine instructions in a main memory. While executing 
the second set of instruction allocating an additional memory 
from a heap memory When the second set of instructions 
create a heap allocated memory, the additional memory 
(guard area) is con?gured to store a reference count indicat 
ing number of times any memory location, Which can be 
either from the stack or heap or data, comprising addresses of 
the heap allocated memory. When the reference count value 
in the guard area for a particular heap allocated memory has 
a value Zero, a memory leak has occurred and is reported. 

[0078] In a further embodiment, the reference count is 
incremented When a memory location comprises an address 
of the heap allocated memory is copied to a second memory 
location; the second memory location is different from the 
memory location. In a Further embodiment, the reference 
count is decremented When the memory location contains an 
address of the heap allocated memory is overwritten by 
another value, the value not the address of the heap allocated 
memory. In a further embodiment, the reference count is 
decremented When a memory location, Which can be a refer 
ence to the stack or heap, contains an address of the heap 
allocated memory is de-allocated. In yet a further embodi 
ment When the heap allocated memory is de-allocated and if 
any memory location in the heap allocated block contains 
address of any other heap allocated block, decrementing the 
reference count of the other heap allocated block. In a further 
embodiment, When the stack is popped and the memory 
Which is no longer in stack contains the address of heap 
allocated block, the reference count of the heap allocated 
block is decremented. 
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[0079] FIG. 5 illustrates an exemplary embodiment of a 
system 500 such as a computing system, Which can advanta 
geously implement the method as claimed and indicated in 
FIGS. 1-4. The system 500 in FIG. 5, preferably a processing 
system or a computing system, include and are not limited a 
variety of electronic devices such as desktop computers, 
application servers, Web servers, database servers and the like 
and portable electronic devices such as mobile phones, per 
sonal digital assistants (PDAs), pocket personal computers, 
laptop computers, and the like, Which are capable of execut 
ing software such as scripts involving at least a processor and 
a memory. It should be apparent to a person skilled in the art 
that any device, eg electronic devices, portable electronic 
devices, handheld electronic devices and the like, Which 
includes at least a processor and a memory con?gured 
execute scripts falls Within the scope of the present invention. 

[0080] FIG. 5 illustrates an exemplary embodiment of a 
system 500 With at least a processor and a memory in Which 
the present invention may be implemented is depicted in 
accordance With a one embodiment. The system 500 depicted 
includes a system unit 502, Which further includes essential 
hardWare components such as a microprocessors, memory, 
connectors, system bus, poWer unit etc (some of Which are not 
shoWn in the ?gure), a video display terminal 504, an input 
device 506, the input device including a keyboard, mouse, a 
joystick, touchpad, touch screen, trackball, microphone, etc., 
and storage devices 508, Which may include ?oppy drives and 
other types of permanent and removable storage media. 
Although the depicted representation shoWs a stand alone 
system 500, further embodiments of the present invention 
may be implemented in other types of systems 500, coupled 
over a netWork. For example a Wired netWork, Wireless net 
Work Work or a combination thereof. The system 500 also 
preferably includes a graphical user interface (GUI) that may 
be implemented by means of systems softWare residing in 
computer readable media in operation Within the system. 
[0081] The memory associated With any system 500 is typi 
cally is an electronic holding place for instructions and/or 
data accessed, such as a semiconductor device eg random 
access memory (RAM), such that microprocessor of the sys 
tem 500 can access the instruction and/ or data rather quickly. 
When the computing system is in normal operation, the 
memory usually contains the main parts of the operating 
system and some or all of the application programs and 
related data that are being used by the computing system. 
Accessing data via the memory is faster than reading from a 
hard drive, so having a larger RAM makes it quick to retrieve 
recently accessed ?les, applications, and other data. Further, 
all programs must be run through the memory before they can 
be used. The system unit 502 typically containing these com 
ponents is used for processing the softWare, in this case the 
scripts. The input device 506 is to record the user input and 
data may be entered via this input device 506 to perform 
speci?c functions. The video display terminal 504 is used to 
display the results to the user, for example the recorded input, 
the changed input, the associated actions, the responses etc. 
[0082] In one embodiment, the system 500 comprising at 
least a processor and a main memory capable of executing 
machine instruction, Wherein the softWare executed is a as 
described previously. The machine instruction is executed on 
the processor by performing suitable operations on the 
memory as described previously. The system is con?gured for 
memory management and for dynamically pinpointing infor 
mation relating to occurrences of memory leaks. The system 
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is con?gured to receive as input a ?rst set of machine instruc 
tions executable by a processor thereby generating a second 
set of machine instructions from the ?rst set of machine 
instructions in a main memory. While executing the second 
set of instruction allocating an additional memory from a 
heap memory When the second set of instructions create a 
heap allocated memory, the additional memory (guard area) 
is con?gured to store a reference count indicating number of 
memory location, Which can be either from the stack or heap 
or data comprising addresses of the heap allocated memory. 
When the reference count value in the guard area for a par 
ticular heap allocated memory has a value Zero, a memory 
leak has occurred. Other features and aspects of the reference 
count, speci?cally increment and decrementing, have been 
discussed previously. 
[0083] In a further embodiment, a signal representing a 
readable signal that can be executed on a system, Wherein the 
readable signal bearing media and transmitted over a netWork 
is capable of being implemented on the system for memory 
management Which is con?gured for dynamically pinpoint 
ing information relating to occurrences of memory leaks. The 
signal comprises a ?rst set of machine instructions received as 
input by the system and executable by a processor of the 
system thereby generating a second set of machine instruc 
tions from the ?rst set of machine instructions in a main 
memory of the system. While executing the second set of 
instruction allocating an additional memory and tracking a 
reference count stored in the additional memory for opera 
tions performed on the heap memory as described previously, 
indicated a memory leak has occurred When the reference 
count value is Zero. 

[0084] The system preferably include and are not limited a 
variety of portable electronic devices such as mobile phones, 
personal digital assistants (PDAs), pocket personal comput 
ers, laptop computers, desktop computers, application serv 
ers, Web servers, database servers and the like. It should be 
apparent to a person skilled in the art that any electronic 
device Which includes at least a processor and a memory can 
be termed a client Within the scope of the present invention. 

[0085] Embodiments of the present invention may also be 
delivered as part of a service engagement With a client cor 
poration, nonpro?t organization, government entity, internal 
organiZational structure, or the like. Aspects of these embodi 
ments may include con?guring a computer system to per 
form, and deploying softWare, hardWare, and Web services 
that implement, some or all of the methods described herein. 
Aspects of these embodiments may also include analyZing 
the client’s operations, creating recommendations responsive 
to the analysis, building systems that implement portions of 
the recommendations, integrating the systems into existing 
processes and infrastructure, metering use of the systems, 
allocating expenses to users of the systems, and billing foruse 
of the systems. 
[0086] The accompanying ?gures and this description 
depicted and described embodiments of the present inven 
tion, and features and components thereof. Those skilled in 
the art Will appreciate that any particular program nomencla 
ture used in this description Was merely for convenience, and 
thus the invention should not be limited to use solely in any 
speci?c application identi?ed and/or implied by such nomen 
clature. Thus, for example, the routines executed to imple 
ment the embodiments of the invention, Whether imple 
mented as part of an operating system or a speci?c 
application, component, program, module, object, or 
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sequence of instructions could have been referred to as a 
“program”, “application”, “server”, or other meaningful 
nomenclature. Indeed, other alternative hardWare and/ or soft 
Ware environments may be used Without departing from the 
scope of the invention. Therefore, it is desired that the 
embodiments described herein be considered in all respects 
as illustrative, not restrictive, and that reference be made to 
the appended claims for determining the scope of the inven 
tion. 
[0087] Although the invention has been described With ref 
erence to the embodiments described above, it Will be evident 
that other embodiments may be alternatively used to achieve 
the same object. The scope of the invention is not limited to 
the embodiments described above, but can also be applied to 
softWare programs and computer program products in gen 
eral. It should be noted that the above-mentioned embodi 
ments illustrate rather than limit the invention and that those 
skilled in the art Will be able to design alternative embodi 
ments Without departing from the scope of the appended 
claims. In the claims, any reference signs should not limit the 
scope of the claim. The invention can be implemented by 
means of hardWare and softWare comprising several distinct 
elements. 

1. A method for memory management con?gured for 
dynamically pinpointing information relating to occurrences 
of memory leaks, the method comprising: receiving as input 
a ?rst set of machine instructions executable by a proeessor, 
and generating therefrom a second set of machine instruc 
tions from the ?rst set of machine instructions in a main 
memory; and 

While executing the second set of instructions: 
allocating an additional memory from a heap memory 
When the second set of instructions create a given 
allocation of heap allocated memory, the additional 
memory being con?gured to store a reference count 
indicating a number of memory locations that com 
prise an address Within the given allocation of heap 
allocated memory; 

modifying the reference count When there is a use of any 
memor location Within the given allocation of the heap 
allocated memory during execution of the second set of 
instructions, the modifying of the reference count being 
capable of including modi?cation for a memory location 
that is not at the start of the given allocation of the heap 
allocated memory; and 

indicating a memory leak When a value associated With the 
reference count is Zero. 

2. The method of claim 1, Wherein the reference count is 
incremented When a memory location comprising an address 
of the given allocation of the heap allocated memory is copied 
to a second memory location, the second memory location 
being different from the memory location. 

3. The method of claim 1, Wherein the reference count is 
decremented When a memory location comprising an address 
of the given allocation of the heap allocated memory is over 
Written by another value, the value not being an address 
Within the given allocation of the heap allocated memory. 

4. The method of claim 1, Wherein the reference count is 
decremented When a memory location comprising an address 
Within the given allocation of the heap allocated memory is 
de-allocated. 

5. The method of claim 1, Wherein, When the given alloca 
tion of the heap allocated memory is de-allocated, if any 
memory location in the heap allocated block that is to be 
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de-allocated comprises an address of any other heap allocated 
block, the reference count of the other heap allocated block is 
decremented. 

6. A system for dynamically pinpointing information relat 
ing to occurrences of memory leaks, the system comprising: 

a processor; 

a computer readable medium coupled to the processor; and 
computer code encoded in the computer readable medium 

and executable by the processor to cause the processor 
to: 

receive as input a ?rst set of machine instructions execut 
able by the processor and generate therefrom a second 
set of machine instructions from the ?rst set of machine 
instructions in a main memory; and 

While executing the second set of instructions: 
to allocate an additional memory from a heap memory 
When the second set of instructions create a heap 
allocated memory, the additional memory being con 
?gured to store a reference count indicating a number 
of memory locations that comprise an address Within 
the given allocation of heap allocated memory; 

to modify the reference count When there is a use of an 
memory location Within the given allocation of the 
heap allocated memory during execution of the sec 
ond set of instructions, the modifying of the reference 
count being capable of including modi?cation for a 
memor location that is not at the start of the given 
allocation of the heap allocated memory; and 

to indicate a memory leak When a value associated With 
the reference count is Zero. 

7. The system of claim 6, further comprising softWare 
encoded in the computer readable medium and executable by 
the processor to cause the processor to: 

increment the reference count stored in the additional 
memory When a memory location comprising an address 
of the given allocation of the heap allocated memory is 
copied to a second memory location, the second memory 
location being different from the memory location. 

8. The system of claim 6, further comprising softWare 
encoded in the computer readable medium and executable by 
the processor to cause the processor to: 

decrement the reference count stored in the additional 
memory When a memory location comprising an address 
of the given allocation of the heap allocated memory is 
overWritten by another value, the value not being an 
address Within the given allocation of the heap allocated 
memory. 

9. The system of claim 6, further comprising softWare 
encoded in the computer readable medium and executable by 
the processor to cause the processor to: 

decrement the reference count stored in the additional 
memory When a memory location comprising an address 
Within the given allocation of the heap allocated memory 
is de-allocated. 

10. The system of claim 6, further comprising softWare 
encoded in the computer readable medium and executable b 
the processor to cause the processor to: 
When the iven allocation of the heap allocated memory is 

de-allocated, if any memory location in the heap allo 
cated block that is to be de-allocated comprises an 
address of any other heap allocated block, decrement the 
reference count of the other heap allocated block. 

1 1 . A computer program product for dynamically pinpoint 
ing information relating to occurrences of memory leaks, the 
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computer program product comprising a computer readable 
medium having a computer readable program comprising 
software, Wherein the computer readable program When 
executed on a computer causes the computer to: 

receive as input a ?rst set of machine instructions execut 
able by the computer and generate therefrom a second 
set of machine instructions from the ?rst set of machine 
instructions in a main memory; and 

While executing the second set of instructions: 

to allocate an additional memor from a heap memory 
When the second set of instructions create a heap 
allocated memory, the additional memory being con 
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?gured to store a reference count indicating a number 
of memory locations that comprise an address Within 
the given allocation of heap allocated memory; 

to modify the reference count When there is a use of an 
memory location second set of instructions, the modi 
fying of the reference count being capable of includ 
ing modi?cation for a memory location that is not at 
the start of the given allocation of the heap allocated 
memory; and 

to indicate a memory leak When a value associated With the 
reference count is Zero. 

* * * * * 


