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LOCATION MANAGEMENT FOR RADIO 
FREQUENCY IDENTIFICATION READERS 

TECHNICAL FIELD 

[0001] This disclosure relates generally it Radio Frequency 
Identi?cation (RFID) systems, and in particular but not exclu 
sively, relates to location management for RFID readers. 

BACKGROUND INFORMATION 

[0002] Goods and other items may be tracked, and identi 
?ed using a radio frequency identi?cation (RFID) system. 
The RFID system includes an RFID tag, Which is typically 
placed on the item to be tracked. The RFID tag is a small 
transponder that can be read by an RFID reader (also referred 
to as an RFID interrogator). The reader includes a transceiver 
and an antenna. The antenna emits electromagnetic (EM) 
Waves generated by the transceiver, Which, When received by 
the tag, activate the tag. Once the tag has been activated, the 
tag communicates using radio Waves back to the reader, 
thereby identifying the item to Which the tag is attached or is 
otherWise associated With. In one form of RFID, the tag 
modi?es and re?ects the Waves emitted by the reader, using 
the modi?ed and re?ected Waves to communicate With the 
reader. In another form of RFID the tag emits a radio signal 
Which is detected by the reader. 
[0003] The reader may be a ?xed or mobile device that 
transmits a radio signal Which may be intercepted by the tag. 
When the tag encounters the radio Waves, the tag detects the 
signal and is activated. Data encoded in the tag; can then be 
transmitted to the reader for further processing. This system 
alloWs for quick and easy identi?cation for a large number of 
items by simply passing them through the scope of a reader. 
This system Will also identify items on Which a tag is not 
exposed, such as items in Which the tag is located internally. 
Further, the reader can read multiple tags very quickly, such 
as items passing by the reader While the hems are on a con 
veyer belt. 
[0004] There are three basic types of RFID tags. A beam 
poWered tag is a passive device Which receives energy 
required for operation from the radio Waves generated by the 
reader. The beam poWered tag recti?es an EM ?eld and cre 
ates a change in re?ectivity of the ?eld Which is re?ected to 
and read by the reader. A battery-powered semi-passive tag 
also receives and re?ects EM Waves from the reader, hoWever 
the battery poWered tag includes a battery to poWer the tag 
independent of receiving poWer from the reader. An active tag 
actively transmits EM Waves Which are then received by the 
reader. 
[0005] Applications of RFID systems typically involve a 
reader identifying a tagged object. In many cases, the value of 
this information is that it provides a reference that the tagged 
item Was at a particular location, at a particular time. To 
identify the location of the tagged item, it is assumed that the 
location of the reader is knoWn. If the reader location is 
uncertain, some applications of RFID can be compromised. 
For example, anti-theft or inventory control applications of 
RFID assume that a reader is near a particular door or path, or 
at a speci?c location. In such an application, if the reader is 
unexpectedly moved, or if the reader malfunctions, there may 
be adverse results. For example, the reader oWner may falsely 
assume that a particular doorWay is being covered by the 
reader, or the reader may report an incorrect location for an 
object. In another situation, the reader may become shielded 
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or damaged in some Way, so that the coverage area of the 
reader becomes greatly diminished Without noti?cation to the 
netWork, and all or some tags pass by the reader Without being 
detected, either intermittently or for an extended period of 
time. 

SUMMARY OF THE DESCRIPTION 

[0006] The present invention relates to a Radio Frequency 
Identi?cation (RFID) system for managing and identifying 
locations for an RFID reader. Fixed RFID tags, referred to as 
?ducial tags, may be used to identify a current location of an 
RFID reader. The ?ducial tags may be embedded in structural 
elements of a building, such as in a doorWay Where inventory 
is tracked as it leaves or enters the building. In one exemplary 
aspect, an RFID reader placed in proximity to the doorWay 
reads RFID tags placed on tracked items passing through the 
doorWay. To ensure a reader oWner/administrator that the 
reader is indeed covering the intended doorWay, the reader 
reads one or more ?ducial tags positioned at the doorWay. The 
response from the ?ducial tag includes information Which 
may be decoded into a speci?c location associated With the 
?ducial tag. Since the ?ducial tags are substantially immobile 
and represent a ?xed location, if a reader reads a ?ducial tag 
associated With the reader’s intended location, the reader’s 
location is veri?ed, thereby assuring a reader oWner that the 
reader is covering its intended area, among other bene?ts. 
[0007] In one aspect, Where the reader is assigned to a 
speci?c expected location, upon reading a ?ducial tag, the 
reader may compare the ?ducial tag location With the reader’s 
expected location. If the locations are not the same, or the 
?ducial tag location is not Within a range of permissible 
expected locations for the reader, an alarm may be triggered. 
Similarly, the alarm may be triggered if the reader is unable to 
read any knoWn, ?ducial tag. In one aspect. If the ?ducial tag 
can only be read in an intermittent fashion, this information 
can be used to trigger an alert or alarm. 
[0008] In another aspect, a mobile RFID reader may read a 
?ducial tag to affect the function of the reader. For example, 
upon reading a speci?c ?ducial tag, the reader may associate 
subsequently scanned tagged inventory items With the ?du 
cial tag location. In one aspect, upon reading a speci?c ?du 
cial tag, the reader may alter its mode of operation, or its 
status (e.g. on/off). In one aspect, the reader may adjust its 
effective range by controlling some aspect of its ability to read 
tags (such as output poWer). In this Way, the reader at full 
poWer could be used to ?nd a ?ducial tag at some large 
distance, and then the poWer of the reader is subsequently 
reduced. This Will enable the reader to successively move 
closer and closer to a ?ducial tag by narroWing the area 
covered by the reader. 
[0009] In another aspect, combinations of ?ducial tags and 
item tags can be used to provide a convenient means of 
mapping the location of mobile tagged items, or assisting in 
the location of these items through association With one or 
more ?ducial tags. 
[0010] In another aspect, an RFID reader may be con?g 
ured to interact With a human user, a machine, or an animal as 
a result of associating the reader With a particular location tag. 
[0011] In another aspect, sensor data input to the reader in 
conjunction With location tags can be used to develop a map 
of the sensor input over the locations identi?ed by the reader 
and ?ducial tags. 
[0012] The present invention is described in conjunction 
With systems, clients, servers, methods, and machine-read 
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able media of varying scope. In addition to the aspects of the 
present invention described in this summary, further aspects 
of the invention will become apparent by reference to the 
drawings and by reading the detailed description that follows. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] Non-limiting and non-exhaustive embodiments of 
the present invention are described with reference to the fol 
lowing ?gures, wherein like reference numerals refer to like 
parts throughout the various views unless otherwise speci 
?ed. 
[0014] FIG. 1 illustrates an embodiment of a Radio Fre 
quency Identi?cation (RFID) system with ?ducial RFID tags. 
[0015] FIG. 2 illustrates an embodiment of an RFID reader 
location method. 
[0016] FIG. 2A illustrates an embodiment of tables based 
on RFID reading data. 
[0017] FIG. 2B illustrates an embodiment of a weighting 
table based on RFID reading data. 
[0018] FIG. 2C illustrates an embodiment of the associa 
tion of ?ducial and item level RFID tags. 
[0019] FIG. 2D is a table illustrating an embodiment of the 
association of ?ducial and item level RFID tags. 
[0020] FIG. 3 illustrates an embodiment of a mobile RFID 
reader location method. 
[0021] FIG. 4 illustrates an embodiment of an RFID reader. 
[0022] FIG. 5 illustrates an embodiment of a ?ducial RFID 
tag. 
[0023] FIG. 6 illustrates an embodiment of an operating 
environment suitable for practicing the present invention. 
[0024] FIG. 7 illustrates an embodiment of a computer 
system suitable for use in the operating environment of FIG. 
6. 

DETAILED DESCRIPTION 

[0025] Embodiments of a system and method for radio 
frequency identi?cation (RFID) location management are 
described herein. In the following description, numerous spe 
ci?c details are set forth to provide a thorough understanding 
of embodiments of the invention. One skilled in the relevant 
art will recogniZe, however, that the invention can be prac 
ticed without one or more of the speci?c details, or with other 
methods, components, materials, etc. In other instances, well 
known structures, materials, or operations are not shown or 
described in detail to avoid obscuring aspects of the invention. 
[0026] RFID systems can be active (transmitting) or pas 
sive (operating through a backscatter mechanism). Passive 
(backscatter) systems can be battery assisted (eg to increase 
range) or operate without a battery (eg for low cost and 
independence of any battery ?fe). This last category of WID 
systems are often called “beam-powered” tags. Embodiments 
of the present system should be particularly useful for beam 
powered tags, as these can provide a permanent marker for a 
location. Nevertheless, battery-powered backscatter tags and 
transmitting tags may be used in embodiments of the present 
invention if increased range is desired, it will be recogniZed 
that an RFID reader can also be con?gured to act as an RFID 
tag, serving both functions. 
[0027] FIG. 1 illustrates a system level overview of an 
embodiment of the invention. According to an embodiment of 
the invention, ?xed Radio Frequency Identi?cation (RFID) 
tags, referred to as ?ducial tags, may be used to identify a 
current location of an RFID reader. By verifying the location 
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of a reader, a reader owner may be assured the reader is 
covering its intended area, among other bene?ts. In one 
embodiment, system 100 includes RFID tags 105, 106, 107, 
108 ?xed proximate to a portal 102. In one embodiment, a 
portal 102 is a point at which objects 120 tagged with con 
ventional RFID tags 122 (item tags) are tracked as they arrive 
or leave a location, such as an entry or exit for inventory or 
other items tracked by an WID tag 122. For example, in one 
embodiment, a portal 102 may include a door, entryway, hall, 
gate, dock, cash register or point of sale, warehouse shelf, etc. 
Examples of RFID tagged objects include items such as 
goods, inventory, merchandise, pallets, animals, people, haZ 
ardous materials, as well as any other items that may be 
tracked with WID tags. 

[0028] By ?xed RFID tags, it is meant that the ?ducial 
RFID tags are associated with a speci?c location or context. 
In one embodiment, a ?ducial tag is substantially immobile 
and stationary at a speci?c location, in contrast to a conven 
tional RFID tag that is typically attached to moveable objects 
or items, such as inventory (i.e. an item tag). For example, the 
?ducial tags may be embedded, a?ixed, attached, or other 
wise coupled to a ?xed location, such as in or on a wall, or any 
other ?xed object that is associated with a particular location 
(eg a doorway). Such ?xed tags may be referred to as ?ducial 
tags or ?ducials, since in one embodiment, the ?xed tags are 
permanently a?ixed to and associated with speci?c known 
locations or contexts, and thus can be trusted to con?rm a 
reader’s proximity to the location associated with the tags. 
Thus, the tags may serve as positional ?ducials or landmarks. 
In another embodiment, ?ducial tags are attached to move 
able objects, such as for example vehicles or containers used 
to transport goods. For example, in one embodiment, a ?du 
cial tag is ?xed to a vehicle used to ship goods, such that a 
reader may identify itself as being proximate to the speci?c 
vehicle. In another embodiment, a ?ducial tag is attached to a 
seasonal or promotional display within a store. In one 
embodiment, upon reading a ?ducial tag, information is 
immediately provided to the reader about its location; it is not 
necessary to deduce the reader’s location based on any par 
ticular order at which the ?ducial tags are accessed. 

[0029] In one embodiment, the tags 105-108 may be 
secured to, embedded in, or otherwise coupled to various 
structural elements of a building or other environment. For 
example, in one embodiment, tag 106 is built into the frame or 
side of doorway 102. In another embodiment, a tag 105 is 
?xed to a ?oor tile or under the ?oor 104. In one embodiment, 
tags 107 and 108 are ?xed on a wall 101 around a portal 102. 
In yet another embodiment, ?ducial tags may be placed at 
varying heights, not only to potentially increase their read 
ability, but also to designate various locations having differ 
ent elevations. Thus, at a single two dimensional location, 
there may be a plurality of ?ducial tags at varying heights. 
This may be useful in warehouses that have several levels of 
storage on a single ?oor. In one embodiment, a unique code is 
programmed into the ?ducial tags 105-108 that associates 
each tag with the particular location at which it is ?xed. Since 
RFID systems do not require line of sight operation, the 
?ducial tag canbe embedded in an object, or placed behind an 
object. Thus, in one embodiment, the presence of a ?ducial 
tag may be hidden or concealed. For example, the ?ducial tag 
may be attached to a structural member, such as a wall, in a 
manner that makes it inconspicuous. This may minimiZe tam 
pering with the ?ducial tag, since it’s presence would not 
visually apparent to a passerby. An RFID reader 110 posi 
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tioned proximate to the portal 102 periodically or non-peri 
odically scans the tags 105-108. By scanning the tags, it is 
meant that the RFID reader transmits as signal to elicit a 
response from tags Within range. FIG. 1 illustrates RFID 
reader 110 positioned on Wall 101 near portal 102. In one 
embodiment, reader 110 is intended to be stationary or ?xed 
at speci?c location. The reader 110 functions to, among other 
things, read or scan tagged items passing through the portal. 
For example, tagged items may be scanned by the reader 110 
When a forklift passes a pallet of tagged items through portal 
102. 

[0030] It Will be appreciated that in one embodiment, the 
main components of RFID reader 110 may be distant from 
portal 102, yet the reader 110 may still effectively cover a 
portal 102 through an attached antenna 113 Which is proxi 
mate to portal 102. When the reader 110 successfully reads 
the tags 105-108, the reader 110 can be associated With a 
particular location, eg portal 102. If the reader 110 malfunc 
tions, is moved aWay from or out of range of portal 102, or is 
blocked, the reader 110 Will no longer be able to read the 
?ducial tags 105-108 for that, location, or the reader 110 may 
read a different ?ducial tag associated With a different loca 
tion. This lack of response, or changed response, can be used 
to alert a control system 112 that the reader 110 may not be in 
its original or expected location, alloWing the reader oWner or 
administrator to respond appropriately. Control system 112 
may be a server computer on netWork 111 that receives the 
information from tags scanned, by reader 110. Control sys 
tem 112 may also transmit control and other information to 
reader 110, such as programming the reader 110 With its 
expected location. 
[0031] In another embodiment, the lack of the reader’s 110 
ability to read a ?ducial tag could trigger an indication (e.g. 
noti?cation, alert, alarm) that a reader 1 10 has malfunctioned, 
that the reader 110 is being shielded from scanning its 
expected area, or even that a tag has malfunctioned or been 
removed. The reader 110 may be coupled to a control system 
112 through a netWork 111. In one embodiment, the reader 
110 may be coupled to the netWork 111 Wirelessly, or via a 
Wired connection. 

[0032] In one embodiment, intermittent detection of a ?du 
cial tag causes an alert or alarm to be triggered. By intermit 
tent detection, it is meant that a reader’s ability to detect a 
particular ?ducial tag is not continuous, i.e. the detection of 
the ?ducial tag by the reader collies and goes at intervals. For 
example, in a situation Where a stationary reader 110 is able to 
read a ?ducial tag, the tag may become unreadable for a 
period of time, after Which, it becomes readable again by the 
reader 110. This intermittent detection of the ?ducial tag may 
be indicative of several situations Which may require noti? 
cation or alert, such as potential tampering With either the 
?ducial tag or the reader, a malfunction in the ?ducial tag or 
the reader, etc. Furthermore, the intermittent detection may 
be caused by a periodic interference With the reader’s ability 
to read to the ?ducial tag, such as objects causing the reader’s 
antenna to be shielded, or opaque objects passing betWeen the 
reader and the ?ducial tag. Alerts or other noti?cations trig 
gered by this intermittent reading of a ?ducial tag may be 
useful to identify potential problems With a particular deploy 
ment of an RFID system. 

[0033] In one embodiment, an alarm 114 is coupled to the 
reader 110, so that if the reader 110 can no longer read a 
?ducial tag associated With the reader’s 110 expected loca 
tion, alarm 114 can be triggered. Alarm 114 may be an 
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audible, visual, electronic or other type of noti?cation to 
indicate that the reader may not be in its expected location. In 
one embodiment, the alarm is integrated With the reader, in 
another embodiment, the alarm 114 is coupled to the reader 
through a netWork 111. In an inventory control situation, this 
alarm 114 could alert the system administrator/oWner that the 
reader 110 Was no longer functioning or located Within the 
area expected. In one embodiment, a reader’s expected area is 
an area to Which a reader is assigned to scan tags in, such as 
for example, a particular doorWay or point-of-sale (POS). 
[0034] The embodiment of system 100 illustrated in FIG. 1 
includes several ?ducial tags to mark portal 102. Using more 
than one ?ducial tag to mark a particular area provides redun 
dancy, among other bene?ts. Thus, if noise, moving objects, 
or other factors interfere With one ?ducial tag being read, the 
presence of other ?ducial tags can provide assurance that the 
reader 110 has not been moved and is functioning properly. It 
Will be appreciated, hoWever, that in other embodiments, 
more or less ?ducial tags may be used to mark a portal. For 
example, in one embodiment, a single ?ducial tag may be 
employed to mark a particular location or portal. In one 
embodiment, multiple ?ducial tags are used to mark a par 
ticular location to provide a range over Which a reader may 
operate, yet still be Within its expected location. It Will further 
be appreciated that for clarity, various embodiments of the 
invention are described herein With respect to reading a single 
?ducial tag, but that embodiments involving multiple tags are 
also contemplated for use With other embodiments. 

[0035] In one embodiment, multiple ?ducial tags are 
placed at a portal to provide additional information about the 
operation and ef?cacy of a reader. For example, a portal may 
have several ?ducial tags associated With it. In one embodi 
ment, as illustrated in FIG. 1, a reader 110 (or its antenna 113) 
is positioned on one side of a portal 102. The proper operation 
of reader 110 may be veri?ed by the reader’s ability to read a 
?ducial tag 108, located on the same side of the portal 102 as 
the reader 110. When portal 102 is unimpeded, reader 110 
may also read at least one ?ducial tag 106. If a radio opaque 
object (i.e., an object through Which the passage of radio 
Waves is impeded) passes through the portal betWeen reader 
110 and ?ducial tag 106, or if a source of radio frequency 
noise becomes active or moves close to the reader, then the 
reader may not be able to read ?ducial tag 106. Thus, When 
reading the contents of a palette of tagged items passing 
through the portal, the reader’s ability to read ?ducial tag 106 
(or other ?ducial tags across the portal from the reader) indi 
cates to the system that the reader’s signal has penetrated 
through the palette. Furthermore, in one embodiment, mul 
tiple unique ?ducial tags may be located on the far side of the 
portal (i.e. the side on Which ?ducial tag 106 is located), such 
as number of ?ducial tags spaced about six inches from the 
?oor 104 to the top of the portal. By unique ?ducial tags, it is 
meant that each of the tags may be associated With die speci?c 
portal, but that each tag represents a different absolute loca 
tion With respect to the portal. For example, ?ducial tag 106 
may generally be associated With portal 102, While speci? 
cally representing the far side of portal 1 02, ?ve feet above the 
?oor. In such an embodiment, the reader’s inability to read 
some of the tags may be used to identify the height or dimen 
sions of the opaque object passing through the portal. For 
example, if a palette Was pulled through the portal on a metal 
dolly of a knoWn height, the system could infer Whether or not 
a blockage of the reader’s signal Was due to material on the 
palette. 
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[0036] In another embodiment, multiple ?ducial tags 
placed in varying orientations may be used to mark a single 
location. For example, tWo ?ducial tags may be oriented at a 
ninety degree angle from each other to receive reader signals 
at varied polarizations. This may increase the likelihood that 
a reader Will receive a response from a ?ducial even if the 
reader’s antenna is moved unexpectedly. In an exemplary 
embodiment, Where tWo tags at a location are oriented at a 
ninety degree angle from each other, a reader may determine 
the orientation or polariZation of its antenna, depending on 
Which of the ?ducial tags is read. For example, if a reader 
reads only a ?rst ?ducial tag, this may indicate a speci?c 
polarization of the antenna. This may be useful, since the 
polarization of the reader’s antenna may affect subsequent 
scanning of tagged items, depending on the orientation of the 
tags on the items. Alternatively, the spatial gain or orientation 
of the reader may be adjusted to provide additional re?nement 
in reading the tag. 
[0037] In one embodiment, a ?ducial tag may have a lim 
ited range, or alternatively, a ?ducial tag’s range may inten 
tionally be degraded, to localiZe performance of a reader’s 
antenna; i.e., the ?ducial tag is only likely to be read if the 
reader’s antenna is Within a very limited, speci?c position and 
orientation. For example, if the reader’s antenna is shielded, 
bumped or angled out of position, it may assume an orienta 
tion that Will result in an inability to read the degraded ?ducial 
tag, thereby triggering an alarm or other noti?cation. 
[0038] In yet another embodiment, a reader may be 
required to read a plurality of tags to verily its proper location 
and function. For example, Where a reader is positioned in 
approximately the center of a portal, it may be required to read 
tWo ?ducial tags, each at opposite ends of the portal and each 
just Within range of the reader, to ensure the reader’s coverage 
of the entire portal. Thus, if the reader can read both ?ducial 
tags at opposite ends of the portal, the reader’s position is 
localiZed betWeen the tWo ?ducial tags. Similarly, in another 
embodiment, multiple ?ducial tags may be positioned to 
localiZe a reader’s location. For example, a mapping function 
may be used to localiZe the reader based on Which ?ducial 
tags it is able to read. In another embodiment, upon reading a 
?ducial tag, a reader may loWer its scanning range over suc 
ces sive reads to determine an estimated range from the reader 
to a tag. 

[0039] In one embodiment, a reader’s poWer level or range 
may be determined based on the ?ducial tags it is able to read. 
In an exemplary embodiment, a series of ?ve tags may be 
spaced at intervals from a ?xed reader. If the reader can read 
the four closest of the ?ve tags, this may indicate acceptable 
operation of the reader. HoWever, if the reader can only read 
the tWo closest of the ?ve tags, this may indicate abnormal 
function of the reader, and an alarm may be triggered. 
[0040] Additionally, in one embodiment, the number of 
tags react could be made a function of reader poWer, so that 
the reader could query different areas by controlling its output 
poWer. For example, in one embodiment, the reader may 
adjust its effective range by controlling souse aspect of its 
ability to read tags (such as output poWer). In this Way, the 
reader at full poWer couldbe used to ?nd a ?ducial tag at some 
large distance, and then the poWer of the reader is subse 
quently reduced. This Will enable a mobile reader, for 
example, to successively move closer to a particular ?ducial 
tag by narroWing the area covered by the reader. 
[0041] In one embodiment, anti-spoo?ng or authentication 
measures may be incorporated into the reader, the ?ducial tag, 
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or both, to prevent a reader from reading a false or counterfeit 
?ducial tag (eg a tag falsely indicating a location other than 
Where it actually is). For example, Without adequate security 
measures, a thief could move a reader from its expected 
location, and by providing a false ?ducial tag Within range of 
the moved reader, could potentially mimic an authentic ?du 
cial tag, resulting in a reader falsely indicating coverage of a 
speci?c location. In one embodiment, this problem may be 
avoided by including security measures to verify the authen 
ticity of a ?ducial tag, such as cryptographic keys for encod 
ing the ?ducial tag’s response. Such authentication measures 
may be implemented through softWare or hardWare compo 
nents. In one embodiment, security measures can be imple 
mented Within the ?ducial tag to guard against accidental or 
malicious reprogramming of the tag. As an additional security 
measure, a trusted source could securely reprogram the ?du 
cial tag from time to time to prevent eavesdroppers from 
identifying the permanent ID of a ?ducial tag. In another 
embodiment, the ?ducial tag can be programmed only to 
respond to readers that provide the proper authentication, 
such as a security code, to the reader. 

[0042] FIG. 2 illustrates an embodiment of an RFID reader 
location method 200. In one embodiment, the method 200 is 
performed at least in part by a reader, such as reader 110 of 
FIG. 1. In another embodiment the method 200 is performed 
at least in part on a control system coupled to the reader 
through a netWork. At block 202, the method 200 determines 
an expected location of the RFID reader. The expected loca 
tion of the reader is a location at Which the reader is desig 
nated to operate. For example, an expected location for a 
reader may be a particular dock door or hallWay; i.e. the 
reader is used to track tagged items at the expected location. 
In another embodiment, the expected location may not nec 
essarily be a physical location, but rather a proximity to a 
speci?c ?ducial tag. For example, a reader’s expected loca 
tion may be one in Which it is able to read a ?ducial RFID tag 
having a speci?c identi?cation number. This may be exem 
pli?ed by a situation Where a reader is used to scan inventory 
on a truck or other mobile vehicle; the truck may have a 
?ducial RFID tag associated With it, such that a reader may 
identify its location as being proximate to the truck, not 
necessarily a speci?c geographic location. 
[0043] The expected location may be provided to the reader 
in multiple Ways. In one embodiment, the expected location is 
transmitted to the reader through a netWork coupled to the 
reader. In another embodiment, the expected location is pro 
vided to the reader by reading a ?ducial tag Within range of 
the reader, and assigning the ?ducial’s location as the reader’s 
expected location. In yet another embodiment, the expected 
location can be input by a user through various input devices, 
such as a keypad, tablet, voice, or other such input means. 
Additionally, the expected reader location may be stored 
either locally at the reader, or may be stored on a control 
system connected to the reader through a netWork. 

[0044] At block 204, the method 200 Waits a predeter 
mined, amount of time before transmitting a signal from the 
reader at block 206 to scan for ?ducial tags. The signal trans 
mitted is to elicit a response from RFID tags Within range of 
the reader, such as ?ducial RFID tags as Well as WID tags 
attached to tracked items. For example, in one embodiment, 
the reader may be programmed to transmit a signal to check 
for ?ducial tags Within range once every second. It Will be 
appreciated that other time intervals may be used, depending 
on the desired application. 
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[0045] At block 208, the method determines Whether a 
response has been received from a ?ducial tag. If a response 
is not received from a ?ducial tag at block 208, the method 
200 determines Whether an alarm threshold has been met at 
block 210. The alarm threshold is a limit that speci?es the 
number of failed attempts to locate a ?ducial tag before an 
alarm or other action is triggered. The threshold is useful 
since if a ?ducial tag is only temporarily blocked from a 
reader’s scope, an alarm response is not unnecessarily trig 
gered. Examples of situations that may prevent a reader from 
reading a ?ducial tag that is Within range of the reader may 
include RF interference, the tag is currently being read by 
another reader, and frequency hopping of the reader, among 
others. In one embodiment, an alarm response may be 
deferred until a ?ducial has repeatedly failed to respond over 
a sustained period of time. It Will be appreciated that the 
threshold may be adjusted depending on the particular appli 
cation. Altematively, in one embodiment, the threshold may 
be eliminated altogether, to provide immediate noti?cation 
that a reader cannot read a ?ducial tag. 

[0046] Thus if the alarm thresholdhas not been met at block 
210, the method 200 again Waifs at block 204 for the next 
?ducial scanning event. If the alarm threshold has been met at 
block 210, an alarm is triggered at block 216. In one embodi 
ment, the alarm is a noti?cation that the reader has not 
received a response from a ?ducial tag. The alarm may be an 
audible, visual, electronic or other type of alarm, Which func 
tions to notify the reader oWner/ administrator that there may 
potentially be something abnormal With either the reader, eg 
it has been moved, it is malfunctioning. Alternatively, the 
alarm may comprise a mechanical event, such as loWering a 
gate, locking a door, disabling a piece of machinery, or other 
actions that may be used as a security function. Alternatively, 
the alarm may comprise activating a “challenge and 
response” action, in Which a user is provided a means of 
deactivating the alarm, or triggering a desired response, upon 
providing the appropriate input to the system. 
[0047] Returning to block 208, if a response is received 
from a ?ducial tag, the method 200 determines the location 
associated With the ?ducial tag at block 212. In one embodi 
ment, a response received from a ?ducial tag consists of a 
unique identi?cation number. The ID number may be 
decoded to identify a location associated With the responding 
?ducial tag. The location information associated With the 
?ducial tag may be generaliZed, such as “Loading Dock,” 
“Cash Register,” “Truck,” “Table”, “Sofa”, “Television”, or it 
may be more speci?c, such as latitude and longitude coordi 
nates, altitude, or elevation (e.g. distance from the ?oor). For 
example, the location may represent a location or area in a 
store or Warehouse, for example a particular aisle, section, 
cross aisle, department, or shelf. The location associated With 
the ?ducial tag may refer to a moveable platform, such as for 
example the inside of a truck or trailer. 

[0048] In one embodiment, the decoding process may be 
performed either locally at the reader, or remote from the 
reader by a netWorked control system. In another embodi 
ment, the response from the ?ducial tag itself directly identi 
?es the ?ducial tag’s associated location. For example, in one 
embodiment, the ?ducial tag response is in the form of lati 
tude and longitude coordinates. In yet another embodiment, 
the ?ducial tag response may include altitude or elevation 
information. This may be useful, for example, in a Warehouse 
With shelves of various heights, to localiZe a ?ducial tag to a 
shelf at a speci?c height. 
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[0049] At block 214, the method 200 compares the location 
associated With the ?ducial tag With the expected location of 
the reader. If the ?ducial location and the expected location 
are the same, the method 200 returns to Wait block 204, to Wait 
for the next ?ducial scanning event. In one embodiment, the 
method 200 does not require that the ?ducial tag location and 
the expected location are necessarily the same. Rather, in one 
embodiment, there may be a range of permissible expected 
locations for the reader. For example, in an embodiment 
Where a mobile reader is used, the reader’s expected location 
may encompass a range of locations, and not only a single 
?xed location. As such, the reader may be Within its expected 
location as long as if can read one of a plurality of ?ducial 
tags. If the method 200 determines at block 214 that the 
?ducial location and the expected location are not the same 
(or alternatively, that the ?ducial location is not Within a range 
of expected or permissible locations), an alarm is triggered at 
block 216. 

[0050] In one embodiment, the method 200 serves to verify 
or prove a reader’s location With certainty. This may provide 
a reader oWner With assurance that once a reader is deployed 

at a particular location, it is effectively covering its intended 
area. Thus, if the reader Were to be unexpectedly moved out of 
its intended area of coverage, it Would not be able to read a 
?ducial tag coinciding With the reader’s expected location, 
and the netWork Would be noti?ed With an alarm. 

[0051] In one embodiment, various ?ducial tags may be 
used to localiZe, estimate or identify a mobile reader’s loca 
tion, in addition to the location of tagged items located proxi 
mate to the ?ducial tags, by interpolating a probable position 
based on the reader’s ability to read speci?c tags at varying 
locations, in an exemplary one-dimensional embodiment, 
consider one hundred ?xed ?ducial tags, FO through F99, 
positioned linearly and sequentially at equally spaced inter 
vals (e. g. one meter) along an aisle of a Warehouse. The 
?ducial tags are placed at knoWn locations, and a mobile 
RFID reader moves doWn the aisle from F0 toWards F99, 
periodically reading tags Within its range, the reader having a 
read range betWeen one and ten meters. Further, an item is 
tagged With an RFID tag (tag X) is located on a shelf betWeen 
?ducial tags F22 and F23. 

[0052] In one embodiment, a system stores a running list of 
item tags and ?ducial tags the reader is able to simultaneously 
read as it moves doWn the aisle. For example, as the mobile 
WID reader moves doWn the aisle from F0 toWards F99, the 
?rst time it is able to read tag X, the reader is also able to 
simultaneously read ?ducial tags F13-F22; thus the list Will 
include ?ducial tags F13-F22 and tag X. As the reader con 
tinues doWn the aisle toWards F99, the reader Will continue to 
read F23 until the reader no longer is able to read tag X. From 
this information, the system may employ an algorithm to 
associate the item to Which tag X is attached With tWo ?ducial 
tags (and thus localiZe its position as being betWeen them), 
the ?rst being the ?ducial tag most recently added to the list 
When tag X Was ?rst, read by the reader (i.e. F22), and the 
second being the ?ducial tag most recently dropped from the 
list When the reader is no longer able to read tag X (i.e. F23). 
Thus, the system may conclude that the package With tag X is 
likely located betWeen ?ducial tags F22 and F23. 
[0053] In another embodiment, the system may use a math 
ematical algorithm to determine the most probable location 
for an item. In one exemplary embodiment, consider a set of 
?ducial tags that are read over a period of time by a mobile 
RFID reader. Each time the mobile reader takes a reading, it 
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notes the time of the reading, Which ?ducial tags that Were 
read, and Which item tags Were also read at mat time. These 
data are then used to ?ll matrices or data tables {A} and {B}, 
embodiments of Which are illustrated in FIG. 2A. Tables {A} 
and {B} may be stored Within memory of the reader, or 
remotely, such as at a netWork server. In table {A} (matrix 
{A}), the columns represent the time of the reading, While the 
roWs represent a particular ?ducial tag. 
[0054] In table {A}, the ?rst column represents the reading 
at a particular time. For each roW in that column, a “l” is 
entered if the ?ducial tag is read, and a “0” is entered if the 
?ducial tag is not read. For example, in the ?rst column, 
?ducial tags 1,2,3,4, and 5 are read, and are marked as ‘1’. 
Other ?ducial tags are not read, and so are labeled as “0”. 

[0055] At the same time, a fable {B} (matrix {B}) is gen 
erated for each respective reading time, corresponding to 
Whether an item tag is observed or not. For this example, 
assume that there are three item tags “A”, “B”, and “C”, each 
corresponding to a column of table “B”. The roWs in each 
column correspond to a particular time of reading. If the item 
is read at that time, then a “l” is entered; if an item is not read 
at that time, a “0” is entered. The number of columns in table 
“A” corresponds to the number of roWs in table “B”. 
[0056] In one embodiment, an algorithm operating on the 
data stored in tables {A} and {B} can be used to determine the 
most likely location for a tagged object. For example, simple 
matrix, multiplication is used to generate a table {C} (matrix 
{C}), an embodiment of Which is illustrated in FIG. 2B, that 
provides the Weighting function of an item at each location. In 
one embodiment, table {C} is derived using the equation 
{A}><{B}:{C}, Where {C} is the product of {A} and 
[0057] The values Within Table {C} can be interpreted to 
mean that item tags A, B, and C, each represented, by a 
column of data, are near, respectively, the ?ducial markers 
associated With the roWs With the highest score (in this ease, 
the score is “5”). Thus, item tagA is near ?ducial tags #6 and 
#7 (6th and 7”’ rows), item tag B is near ?ducial tags #8 and #9, 
and item tag C is near ?ducial tags #10 and #1 1 (10th and 11”’ 
rows). This technique may be particularly bene?cial in situ 
ations Where large numbers of ?ducial tags, item tags, and 
time stamps are used, as the matrix mathematics remains 
computationally simple to perform. 
[0058] It should be recogniZed that in other embodiments, 
other types of algorithms may be used, particularly in con 
junction With matrix mathematics. For example, in one 
embodiment, a Weighting function may be added to particular 
time stamps or ?ducial tags, to provide more Weight to those 
tags in the computation. Various types of algorithms (linear 
and nonlinear) may be used Which alloW for a machine to 
provide an estimation as to the location of a tagged item based 
on the available data. 

[0059] It Will be appreciated that there are a variety of 
algorithms that may be used by a location system to calculate 
or estimate the likely location of tagged objects. FIG. 2C 
graphically illustrates, by Way of a Venn diagram, hoW one 
embodiment of a location algorithm may function in a situa 
tion Where the physical location of ?ducial tags Was not 
recorded (or otherWise provided to the location system) dur 
ing deployment of the ?ducial tags in the area, In the diagram 
of FIG. 2C7 the various numbers represent, different ?ducial 
tags, each of Which is attached to a ?xed object located in a 
given area (eg a house). Whether the physical location of 
these objects is knoWn or is not knoWn to the system, logical 
identi?ers may be assigned by a user to each of the objects 
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associated With the ?ducial tags. For example, ?ducial tag 9 
may be assigned, the logical identi?er of “kitchen sink,” 
Users familiar With the area (i.e. house) Will have no trouble 
locating the kitchen sink. As a result, in one embodiment, the 
system may provide feedback to a user in a form that human 
users Would expect to get if they asked a real person. 

[0060] In FIG. 2C, the Venn diagram, illustrates a manner 
of visualiZing hoW data from multiple readings (performed at 
different locations) alloWs a location system to localiZe a 
tagged item to a fraction of the reader’s read range. Each of 
the three circles (marked as Reading A, Reading B and Read 
ing C) represent readings by an RFID reader performed at 
different locations. The placement of the numbers With 
respect to the circles represent the locations of ?ducial tags in 
relation to each other across the several readings. The ?ducial 
tags are attached to objects Which are not expected to move. 
The system associates each numbered tag With a logical name 
of the object to Which it is attached. In the example of a home 
or residence, ?ducial tag 9 of FIG. 2C may be assigned the 
logical identi?er of “kitchen sink.” If a reading for the tagged 
item “X” is obtained in each of the three locations, the overlap 
indicates the ?ducial tags to Which item “X” is likely nearby. 
For example, in FIG. 2C, ?ducial tags “4” and “9” overlap for 
all three readers, and since item “X” is read by all three 
readers, then item “X” is likely near both ?ducial tags 4 and 9. 
[0061] Referring still to FIG. 2C, in an exemplary embodi 
ment, the system associates ?ducial tag 4 With “kitchen 
table,” ?ducial tag 9 With “kitchen sink,” and item tag X With 
“Amo’s glasses.” Thus, in response to a user’s query as to the 
location of Arno’s glasses, the system may return the logical 
names of the areas associated With the sought for item. i.e. 
Amo’s glasses are near the kitchen table and the kitchen sink. 
Even though exact locations may not be knoWn for tagged 
items, the system is capable of inferring the location through 
correlation of the item tag With ?ducial tags. Further, the 
reference to logical descriptions (e.g. kitchen sink) rather 
than exact physical coordinates, permits an easier system 
installation, as Well as a more friendly user interface. 

[0062] FIG. 2D illustrates an embodiment of the reading 
data of FIG. 2C presented in a table format. A simple table, as 
shoWn in FIG. 2D, can be generated to tabulate readings of an 
item tag X in conjunction With particular ?ducial tags over 
each of the three readings A, B and C. The roW labeled as Total 
in FIG. 2D represents the sum of all events in Which a par 
ticular ?ducial tag Was read simultaneously With item tag X. 
For example, ?ducial tag 17 Was read simultaneously With 
item tag X for Reading B; accordingly, a 1 is entered under the 
Reading B roW for ?ducial tag 17, and the Total associated 
With ?ducial tag 17 is 1. In the particular example illustrated, 
?ducial tags 4 and 9 are the only location tags read simulta 
neously With item tag X for all three of the Readings A, B, and 
C; accordingly the Total associated With ?ducial tags 4 and 9 
is 3. Since 3 is the highest value in the Total roW, the system 
Would return the logical names associated With ?ducial tags 4 
and 9 (i.e. “kitchen table” and “kitchen sink,” respectively) in 
response to a query for the location of an item associated With 
item tag X. 
[0063] In one embodiment, similar to the examples 
described With respect to FIGS. 2C and 2D, tWo or more 
classes (or groups) of RFID tags are deployed Within a space. 
For example, a ?rst class of tags may consist of ?ducial tags 
?xed at speci?c locations, While a second class may consist of 
item tags attached to moveable items. Open performing read 
ings of both classes of tags across several different locations, 
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a system may record Which tags of the ?rst class are read 
simultaneously With the second class of tags. The system may 
them use an algorithm to determine an association of a par 
ticular tag Within the ?rst class With one or more tags of the 
second class. This information may be used, for example, to 
determine a location or other characteristic of a tag of the 
second class. 

[0064] In one embodiment, an RFID reader is capable of 
providing feedback to indicate an approximate location of a 
tagged item. For example, in one embodiment, a user may 
carry the mobile reader With them through a space, the user 
having indicated to the reader a particular item the user 
desires to locate. Upon reading a tag associated With the 
desired item, the reader may provide feedback to the user to 
indicate the location of the item. The location of the tagged 
item may be interpolated or estimated based on readings of 
?ducial tags proximate to the tagged, item, as described 
herein. The feedback may be visual (e.g. displaying a graphi 
cal map shoWing the item’s location With, respect, to refer 
ence points Within the space, such as aisles and shelves), or 
audible (eg the reader may produce an audio message iden 
tifying the approximate location of the item, such as by 
returning the logical names of the ?ducial tags closest to the 
moveable item being sought). 
[0065] In one embodiment, the data collected by a reader, 
and the resulting estimation of the locations for tagged items 
With respect to ?ducial tags, may be used to facilitate user 
interaction With an RFID system. For example, in one 
embodiment, an RFID reader may have voice recognition and 
speech synthesiZing capabilities. A home oWner goes about 
her house placing both ?ducial and item tags on various 
objects Without regard to their location. The tags are identi?ed 
to the system merely by descriptive names rather than speci?c 
locations. In one embodiment, an algorithm is used to relay to 
the system the number of each ?ducial and item tags as the 
homeoWner applies them. Over time, using for example a 
mobile RFID reader, the system accumulates information on 
each item tag, as described above. The homeoWner might 
carry a mobile RFID reader With her, or put it on her dog’s 
collar, for example. By Way of example, if a tagged item 
hasn’t been moved since the last reading by a reader Within its 
vicinity, the system can respond to the homeoWner’s verbal 
query of “Where did Paul leave his glasses,” With an audible 
response of “near Paul’s night table and the small bedroom 
mirror.” Also, if the item proves to be someWhere else, the 
seeker can carry the reader to various parts of the house. In 
this case, the reader lets its user knoW When it is Within read 
range of the item sought and, as the reader moves closer to the 
glasses, informs the user of their likely neighbors With ever 
increasing precision, such as “the glasses are near the remote 
control.” 

[0066] In another embodiment, the system may assign a 
unique identi?er to each group (constellation) of ?ducial tags 
it reads at a single time, eg the group of ?ducial tags FO-F9 
may be group “A”. Whenever the reader reads an item tag, the 
system associates the identi?er of the then current constella 
tion With the item associated With the item tag. As the reader 
moves throughout the space, each item Will be associated 
With a list of constellations in Which it’s item tag has been 
read. Thus, Whenever the system Wants to locate an item 
precisely, it uses that particular item’s list of associated con 
stellations to locate the tag to identify the item’s nearest 
?ducial tags. For instance, in one embodiment, the system 
could select the ?ducial tag(s) most often in the list of con 
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stellations associated With that item. Such an embodiment 
may be useful in “real World” applications of RFID ?ducial 
tags, such as those using tWo or three dimensional layouts of 
?ducial tags, non-uniform spacing betWeen ?ducial tags, as 
Well those application having attenuating structures present. 
[0067] In one embodiment, from a ?rst location, a mobile 
RFID reader may read all tags Within its range, and compile a 
list of all ?ducial tags from that location. This list may contain 
a time stamp that indicates When the list Was compiled. The 
list is assigned an identi?er, Which is associated With all of the 
tagged items read Within range of the moving reader, until the 
reader encounters a neW ?ducial tag that is not among the list. 
Upon reading a neW ?ducial tag, the process is then repeated. 
As the process continues, additional location information is 
gathered for the tagged items encountered. 

[0068] In another embodiment, the ?ducial tags may be 
arranged in a grid pattern, for example, Within a Warehouse. In 
another embodiment, the strength of a response signal from a 
package tag may be used in estimating the location of the 
package With respect to the ?ducial tags. In still yet another 
embodiment, ?ducial tags may be placed in a three dimen 
sional layout, to provide for localiZation of tagged items With 
three dimensional precision. 
[0069] In one embodiment, the association of a group of 
item tags With a particular ?ducial tag can be used to rapidly 
check for neW additions of tagged items to the area around a 
?ducial tag. In an area that contains a large population of tags, 
it can be very time consuming for the reader to inventory all 
the tags in that area. In some cases, there could be tens, 
hundreds, or thousands of tagged items present. If the purpose 
of a reading event is to determine Whether neW tagged items 
are noW in the vicinity of the ?ducial tag, all of the tags present 
must be sorted through. HoWever, by associating a ?ducial tag 
With a group of tagged items, the reader could issue com 
mands to quickly deactivate or put to sleep all knoWn tags in 
that group. The reader could then quickly search for any neW 
tagged items in the area, Which Would not be on the original 
list of tags Within the group, and as such Would remain active. 

[0070] In another embodiment of the present invention, a 
portable or mobile reader is able to independently determine 
its location as it is moved from place to place by reading 
?ducial tags. FIG. 3 illustrates an embodiment of a mobile 
RFID reader location method 300, Which may be employed 
Within a mobile RFID reader system. In one embodiment a 
mobile RFID reader is a handheld device. In another embodi 
ment, a mobile reader is a standard reader that is readily 
mobile, such as a reader placed on a cart. At block 302, the 
mobile reader transmits a signal to elicit a response from 
RFID tags Within range of the reader, such as ?ducial RFID 
tags and RFID tags attached to tracked items. In one embodi 
ment, as discussed above, the mobile reader may be pro 
grammed to transmit a signal to scan for ?ducial tags Within 
range once every second, or some other suitable time interval. 
At block 304, the reader determines Whether a response is 
received from a ?ducial tag. If a response is not received at 
block 304, an alarm or other noti?cation may be provided at 
block 305 to indicate (eg to a netWork or reader administra 
tor) that the reader is not operating Within range of a ?ducial 
tag. In one embodiment the alarm may serve as an anti-theft 
deterrent for items attached to the reader, or the reader itself. 
As discussed above, in one embodiment, the alarm may be 
deferred until a threshold number of failed attempts to locate 
a ?ducial has been met. 
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[0071] If a response from a ?ducial tag is received at block 
304, the system then determines the location associated With 
the ?ducial tag at block 306. The location of the ?ducial tag 
may be determined by the reader, another element of the 
system (e. g. a server computer), or a combination of both. For 
example, in one embodiment, the reader may decode the 
?ducial’s location itself or the reader may forWard the ?ducial 
tag’s unique ID to a netWork, Which provides the reader With 
the ?ducial’s location. At this point in the method 300, the 
reader’s location has been determined. In one embodiment, 
the reader’s location information is provided to the netWork. 
Once a reader’s location has been determined, this informa 
tion may be used to accomplish a variety of useful tasks. In 
one exemplary embodiment, a mobile reader only becomes 
trusted (e.g. its readings Will be recorded) if it is Within 
reading range of a particular ?ducial tag. In another embodi 
ment, a mobile reader only becomes operational if it is Within 
reading range of a particular ?ducial tag. In another embodi 
ment, the reader compares the ?ducial tag location With an 
expected location of the mobile reader, if the reader has been 
assigned a speci?c location to operate Within. If the ?ducial 
location is not the same or not Within a range of permissible 
locations for the reader, an alarm 305 may be triggered. 

[0072] In one embodiment, the mobile reader does not ini 
tially have an assigned expected location. At block 308, after 
determining the ?ducial’s location, the reader assigns the 
?ducial’s location as the reader’s oWn location. In one 

embodiment, at block 310, the reader is then used to scan 
RFID tagged items, such as inventory Within a Warehouse or 
goods at a point-of-sale. At block 312, since the reader is 
aWare of its location, the reader may automatically associate 
scanned items With the reader’s location, in one embodiment, 
the reader may then forWard information to a netWork to 
provide information for both the item scanned as Well as its 
location. This may be useful When a using a mobile reader to 
actively scan items over a variety of locations. Since the 
reader may determine its location via ?xed ?ducial tags, a 
user may continue to scan items Without having to manually 
update the mobile reader’s location, While providing a net 
Work With both, item and respective location data. For 
example, in one embodiment, a mobile RFID reader is ini 
tially used at a ?rst cash register or point-of-sale (POSl). The 
reader reads the ?ducial tag ?xed at P081, and associates 
subsequently scanned items as having been scanned at POS 1. 
If the reader is then moved over to another point-of-sale (e.g. 
POS3), the reader can no longer read the ?ducial associated 
with P081. HoWever, the reader then reads the ?ducial asso 
ciated With POS3, and associates subsequently scanned items 
as having been scanned, at POS3. The output of these reads 
can be graphically conveyed by the generation of a map 
shoWing the location of ?ducial tags and item tags. For 
example, a map may be an abstract representation of the 
physical features of a particular space (eg Warehouse, store, 
home, etc.) graphically displayed, for example, on a display 
device. This reader-generated map may be overlaid onto a 
map of the physical area or space for output to the user, to 
visually indicate the various locations of ?ducial tags and 
item tags With respect to the physical layout of the particular 
space. 

[0073] In one embodiment, a robotic mobile RFID reader 
may be used to take an automated inventory of tagged, items 
Within a space (eg a Warehouse or grocery store) having a 
plurality of ?ducial tags. For example, in one embodiment, a 
robotic mobile RFID reader may randomly roam throughout 
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a Warehouse, periodically reading the tags it encounters. As 
the mobile reader moves throughout the space, it may 
encounter both ?ducial RFID tags as Well as tags attached to 
inventory items. For example, ?ducial tags may be positioned 
throughout the space, e. g. on each aisle or shelf. As described 
above, the data acquired from the mobile reader may be used 
to associate particular tagged items With approximate loca 
tions. For example, from a stationary position, the reader may 
read a ?ducial tag associated With a particular shelf as Well as 
a tagged item; from this information it may be inferred that 
the tagged item is proximate to the ?ducial tag. Thus, in 
addition to taking inventory (i.e. Which items are accounted 
for), the location of these items may also be identi?ed (i.e. 
Where each of the items are physically located). One use of 
this embodiment may be to have a robotic reader Wander 
through the aisles of a supermarket at night or during other 
loW-traf?c times, to take a location-based inventory of 
shelved tagged items. In another embodiment, the mobile 
RFID reader may deterministically (i.e. using a prede?ned 
course or path) traverse the desired space. 

[0074] In one embodiment, an RFID reader may also 
include a sensor means for determining some aspect of the 
environment. For example, the reader may be able to detect 
temperature, humidity, smoke, acoustic noise, light, motion, 
security conditions, or the presence of some chemical or 
biological agent. Alternatively, each ?ducial tag may com 
prise one or more sensors, Which collect sensor data that can 
be read by the mobile reader. In these cases, the movement of 
the reader is used to generate a map shoWing the sensor output 
(sensor data) at each location served by a ?ducial, tag. In this 
Way, an autonomous machine can be used to scan for a haZard 

in an area, and report back its association With a location 
based ?ducial tag. Alternatively, the autonomous machine, a 
computing device, or a human user could quickly develop a 
map of the temperature, noise level, or background chemical 
level of an area through the traversal of the reader and collec 
tion of sensor data. Again, a time stamp may be associated 
With the data or map to alloW for comparison of the map With 
maps generated at different times. 

[0075] An RFID tag may be used to enable or affect the 
performance of an RFID reader. In one embodiment, upon 
reading a ?ducial tag, a reader’s properties or mode of opera 
tion are modi?ed in response to the tag. For example, When a 
reader reads a ?ducial tag located at speci?c portal, the reader 
may adjust the interval betWeen scans for tagged items. In an 
alternate embodiment, using a multi-frequency reader, the 
reader may alter the speci?c radio frequency at Which it scans 
for tags, based on the location associated With a detected 
?ducial tag. In another embodiment, in response to reading a 
speci?c ?ducial tag, a data stream is sent over the netWork to 
indicate the reader’s proximity to the tag. 

[0076] In yet another embodiment, a tag may act as a con 
trol for an RFID reader. For example, upon coming into 
proximity of a tag (either an item tag or a ?ducial tag), a reader 
may respond by turning on, turning off, rendering the reader 
unusable for a period of time, permanently disabling the 
reader, or by activating a speci?c operating mode of the reader 
(e.g. changing the response of the reader to other RFID 
devices). In another embodiment, upon coming into proxim 
ity of a tag, a reader may change a security or encryption code 
associated With the reader. In yet another embodiment, upon 
coming into proximity of a tag, a reader, Which has sensor 
means other than those for RFID, may change its response to 
other non-RFID inputs. For example, an RFID reader may 
















