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SYSTEMS, METHODS AND 
COMPUTER-READABLE MEDIA FOR 

REGULATING REMOTE ACCESS TO A DATA 
NETWORK 

FIELD OF THE INVENTION 

[0001] The present invention relates generally to network 
access and, more particularly, to solutions that alloW a pro 
vider of access to a data netWork to better regulate its custom 
ers’ attempts to access the data network. 

BACKGROUND 

[0002] By equipping customers With a modem that operates 
over standard telephony lines, Internet service providers 
(ISPs, including most telephone companiesitelcos) are able 
to offer residential Internet access to a large segment of the 
general population. Once a customer receives a modem and 
hooks it up to his or her computer, the customer typically 
undergoes a setup procedure, Whereby the ISP’s telephone 
number is dialed automatically or upon the click of a mouse 
button. Certain initial data (e.g., usemame and passWord) are 
then requested by the ISP and entered only once by the cus 
tomer, for the purposes of con?guring the modem for all 
subsequent attempts to remotely access the Internet. 
[0003] If the modem credentials are correct, i.e., if the 
modem has been properly con?gured, then the ISP’s authen 
tication servers Will alloW the customer’s computer to access 
the Internet Whenever the customer so Wishes, as long as the 
same modem is utilized to establish the connection to the ISP. 
If, on the other hand, the ISP’s authentication servers deter 
mine that the modem credentials are incorrect, then it is still 
possible for the customer to enter his or her personal account 
credentials in order to access the Internet, but this needs to be 
done each time the user attempts to access the Internet, since 
the modem’s credentials Will invariably fail. 
[0004] Unfortunately, ISPs that implement the aforemen 
tioned conventional model for accessing the Internet face a 
number of problems, due in large part to inadequate control of 
remote access attempts. 
[0005] For example, it has been observed by ISPs that there 
Will inescapably be a certain percentage of modems in their 
netWorks that have been improperly con?gured, i.e., by enter 
ing incorrect credentials during the setup procedure. This 
leads to repeated failed attempts (and retries) to access the 
Internet via the ISP’s authentication servers, undesirably 
resulting in a tendency to sloW doWn access to the Internet for 
a Wider customer base. 

[0006] Another problem arises from the manner in Which 
so-called “management sessions” are initiated, namely 
through the use of shared “management credentials”. Speci? 
cally, upon being triggered to submit the management cre 
dentials, the modem establishes a connection With a manage 
ment server over the Internet. Clearly, a malicious party Who 
intercepts or otherWise learns the universal management cre 
dentials Will be able to enjoy unfettered, unauthorized and 
anonymous access to the Internet and potentially to the ISP’s 
authentication servers and other equipment. 
[0007] Furthermore, due to the lack of integration betWeen 
its accounting department and its netWork access control 
equipment, an ISP often ?nds itself in the position of alloWing 
customers to access the Internet even during times Where the 
customer has not paid for the service. This clearly impacts 
revenues in a negative Way. 
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[0008] In addition, ISPs are often poWerless against the 
spread of viruses or Worms over the Internet that its very oWn 

customers have released, Whether maliciously or as defense 
less victims of a hostile self-replicating program. 

[0009] As present-day access models do not satisfactorily 
address the above and other issues, there continues to be a 
need to provide ISPs With greater control of their customers’ 
attempts to remotely access the Internet. 

SUMMARY OF THE INVENTION 

[0010] A ?rst broad aspect of the present invention seeks to 
provide a system, Which comprises an authorization control 
ler operable for regulating establishment of user sessions over 
a data netWork; a processing subsystem operable for moni 
toring the user sessions and applying a Walled garden policy, 
Wherein application of the Walled garden policy respectively 
associates each user in a certain subset of users With a respec 
tive Walled garden selected from a common plurality of 
Walled gardens; and a database for storing, in association With 
each said user in the certain subset of users, a respective 
identi?er corresponding to the respectively associated Walled 
garden. The authorization controller is further operable for 
responding to receipt of an access request identifying a par 
ticular user in the certain subset of users and received from a 
communication endpoint by (I) consulting the database to 
identify the Walled garden respectively associated With said 
particular user and (II) directing the communication endpoint 
to said Walled garden respectively associated With said par 
ticular user. 

[001 1] A second broad aspect of the present invention seeks 
to provide a method, Which comprises receiving from a com 
munication endpoint an access request identifying a particu 
lar user; consulting a database to identify a Walled garden 
respectively associated With said particular user, the Walled 
garden being one of a plurality of candidate Walled gardens; 
and directing the communication endpoint to said Walled 
garden respectively associated With said particular user. 
[0012] A third broad aspect of the present invention seeks 
to provide an authorization controller for use in regulating the 
establishment of user sessions over a data netWork. The 
authorization controller comprises means for receiving from 
a communication endpoint an access request identifying a 
particular user; means for consulting a database to identify a 
Walled garden respectively associated With said particular 
user, the Walled garden being one of a plurality of Walled 
gardens; means for directing the communication endpoint to 
said Walled garden respectively associated With said particu 
lar user. 

[0013] A fourth broad aspect of the present invention seeks 
to provide a computer-readable medium comprising com 
puter-readable program code Which, When interpreted by an 
authorization controller, causes the authorization controller 
to execute a method of regulating the establishment of user 
sessions over a data netWork. The computer-readable pro 
gram code comprises ?rst computer-readable program code 
for causing the authorization controller to receive from a 
communication endpoint an access request identifying a par 
ticular user; second computer-readable program code for 
causing the authorization controller to consult a database to 
identify a Walled garden respectively associated With said 
particular user, the Walled garden being one of a plurality of 
Walled gardens; and third computer-readable program code 
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for causing the authorization controller to direct the commu 
nication endpoint to said Walled garden respectively associ 
ated With said particular user. 
[0014] A ?fth broad aspect of the present invention seeks to 
provide a method, Which comprises monitoring ongoing user 
sessions betWeen communication endpoints and a data net 
Work to obtain session-intrinsic stimuli; receiving session 
extrinsic stimuli regarding a certain subset of users; applying 
a Walled garden policy based on the session-intrinsic stimuli 
and the session-extrinsic stimuli to associate each user in the 
certain subset of users With a respective Walled garden 
selected from a common plurality of Walled gardens; and 
storing in association With each user in the certain subset of 
users a respective identi?er corresponding to the respectively 
associated Walled garden. 
[0015] A sixth broad aspect of the present invention seeks 
to provide a computer-readable medium comprising com 
puter-readable program code Which, When interpreted by a 
Walled garden selection module, causes the Walled garden 
selection module to execute a method. The computer-read 
able program code comprises ?rst computer-readable pro 
gram code for causing the Walled garden selection module to 
monitor ongoing user sessions betWeen communication end 
points and a data netWork to obtain session-intrinsic stimuli; 
second computer-readable program code for causing the 
Walled garden selection module to receive session-extrinsic 
stimuli regarding a certain subset of users; third computer 
readable program code for causing the Walled garden selec 
tion module to apply a Walled garden policy based on the 
session-intrinsic stimuli and the session-extrinsic stimuli to 
associate eachuser in the certain subset of users With a respec 
tive Walled garden selected from a common plurality of 
Walled gardens; and fourth computer-readable program code 
for causing the Walled garden selection module to store in 
association With each user in the certain subset of users a 
respective identi?er corresponding to the respectively asso 
ciated Walled garden. 
[0016] These and other aspects and features of the present 
invention Will noW become apparent to those of ordinary skill 
in the art upon revieW of the folloWing description of speci?c 
embodiments of the invention in conjunction With the accom 
panying draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0017] In the accompanying draWings: 
[0018] FIGS. 1A and 1B shoW a netWork architecture 
including a communication device, a netWork access server, 
an authoriZation controller, a processing subsystem and a 
plurality of Walled gardens; 
[0019] FIG. 2 depicts the contents of a database of session 
records, for use by the authoriZation controller in managing 
sessions; 
[0020] FIG. 3A is a ?owchart shoWing operation of the 
authoriZation controller When processing a query from the 
netWork access server; 

[0021] FIG. 3B is a ?owchart shoWing operation of the 
authoriZation controller When processing a session manage 
ment command; and 
[0022] FIG. 4 depicts the contents of the database of cus 
tomer records, Which is populated by the processing sub 
system and consulted by the authoriZation controller upon 
receipt of an access request. 
[0023] It is to be expressly understood that the description 
and draWings are only for the purpose of illustration of certain 
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embodiments of the invention and are an aid for understand 
ing. They are not intended to be a de?nition of the limits of the 
invention. 

DETAILED DESCRIPTION OF EMBODIMENTS 

[0024] With reference to FIG. 1A, there is shoWn a netWork 
architecture including a customer premises 100, a splitter 
101, an access node 102 (such as a digital subscriber line 
access multiplexer (DSLAM)), a netWork access server 104, 
an authoriZation controller 106, a customer record database 
142 and a processing subsystem 108. In addition, there is 
provided a data netWork 110 (Which may be an Intranet, the 
Internet, or another data netWork) and a plurality of Walled 
gardens. In this case, four Walled gardens 112, 114, 116, 118 
are illustrated. HoWever, it should be understood that in gen 
eral, there are at least tWo Walled gardens, While there is no 
upper limit on the number of Walled gardens that may be 
provided. 
[0025] The netWork access server 104 operates as a gate 
Way to the data netWork 110 and to the Walled gardens 112, 
114, 116, 118, Which are accessible via respective netWork 
servers. For example, in the illustrated embodiment, the net 
Work access server 104 is connected to Walled garden 112 by 
a netWork server 122, to Walled garden 114 by a netWork 
server 124, to Walled garden 116 by a netWork server 126 and 
to Walled garden 118 by a netWork server 128. Each of the 
netWork servers 122, 124, 126, 128 operates as a gateWay to 
the respective Walled garden. In a variant, the distinction 
among the netWork servers 122, 124, 126, 128 is purely 
logical as they may all reside on a single server. In fact, it is 
envisaged that in certain embodiments, the netWork access 
server 104 may have the additional functionality of one or 
more of the netWork servers 122, 124, 126, 128. 
[0026] In addition to being reachable directly from the net 
Work access server 104, the data netWork 110 may also be 
reachable from one or more of the Walled gardens 112, 114, 
116, 118. In the illustrated embodiment, the data netWork 110 
is reachable from Walled garden 112 via a gateWay 172 and 
from Walled garden 114 via a gateWay 174, and is not reach 
able from Walled garden 116 or Walled garden 118. Generally 
speaking, hoWever, the data netWork 110 may be reachable 
via any combination of Walled gardens ranging from none to 
all of the Walled gardens 112, 114, 116, 118. If the data 
netWork 110 is reachable via no Walled garden, then the data 
netWork 110 should be reachable directly from the netWork 
access server 104. HoWever, if the data netWork 110 is reach 
able via at least one ofthe Walled gardens 112,114, 116, 118, 
then it is not necessary for the data netWork 110 to be reach 
able directly from the netWork access server 104. 
[0027] The netWork access server 104, the authorization 
controller 106, the customer record database 142, the pro 
cessing subsystem 108 and one or more of the Walled gardens 
112, 114, 116, 118 are operated by a “service provider”, 
Which in an example canbe an Internet service provider (ISP). 
The customer premises 100 is associated With a customer 182 
Who has a business relationship With the service provider. 
[0028] The customer premises 100 comprises a terminal 
130 and a modem 132, each of Which may act as a commu 
nication endpoint. The modem 132 may be integrated With 
the terminal 130 or it may be a separate unit that belongs to the 
customer 182 or Which has been loaned, purchased or 
received from the service provider. 
[0029] In the illustrated embodiment, the modem 132 is 
connected betWeen the terminal 130 (e.g., a computer) 
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located at the customer premises and a communication link 
134 also located at the customer premises. The communica 
tion link 134, Which may be shared betWeen the modem 132 
and one or more telephony devices (not shoWn) at the cus 
tomer premises 100, canbe connected via the public sWitched 
telephone netWork (PSTN) to the splitter 101, Which is con 
nected to the access node 102. The splitter 101 separates data 
communications arriving via the communication link 134 (as 
Well as other communication links) from voice-band calls 
arriving via the communication link 134 (and the other com 
munication links). In the reverse direction, the splitter com 
bines data communications destined for the modem 132 With 
voice-band calls destined for the one or more telephony 
devices located at the customer premises. Data communica 
tions are exchanged via the DSLAM 102 and the netWork 
access server 104, While the voice-band calls are exchanged 
via areas of the PSTN and potentially other netWorks capable 
of carrying voice-band calls. By “data communications” are 
meant communications established using datagrams or pack 
ets, Which may convey video, audio, e-mail, VoIP calls, Inter 
net broWsing commands and responses, etc. 

[003 0] In another embodiment (not illustrated), the modem 
132 is connected betWeen the terminal 130 located at the 
customer premises and a return cable TV link also located at 
the customer premises. The return cable TV link is connected 
via a private cable TV netWork to an aggregator, Where mul 
tiple return data transmissions are collected and transmitted 
to the netWork access server 104. In still another embodiment 

(not illustrated), the customer premises 100 is implemented 
as a device (e.g., a netWorked personal digital assistant) that 
combines the modem 132 and the terminal 130. In this case, 
the customer premises 100 communicates over a Wireless link 
With a mobile sWitching center. The mobile sWitching center, 
Which is connected to the netWork access server 104, can have 
functionality similar to that of the aforementioned access 
node 102. 

[0031] With additional reference to FIG. 4, the service pro 
vider maintains a customer record database 142, Which stores 
a plurality of “customer records” for respective customers, 
including a customer record 400 for the customer 182 and 
other customer records 410 for other customers (not shoWn). 
Although only the customer record 400 for the customer 182 
Will noW be described in further detail, it should nevertheless 
be appreciated that an analogous description applies to the 
other customer records 410 for the other customers (not 

shoWn). 
[0032] Speci?cally, the customer record 400 for the cus 
tomer 182 is characterized by a netWork identi?er ?eld 402, 
an account identi?er ?eld 404 and a credentials ?eld 406. The 
netWork identi?er ?eld 402 indicates hoW the communication 
endpoints at the customer premises 100 may be reached. For 
example, the netWork identi?er ?eld 402 may contain a direc 
tory number of the communication link 134 and/or an address 
of the modem 132 and/ or the terminal 130. The netWork 
identi?er ?eld 402 may include additional information that 
may be used to identify other equipment located along the 
path betWeen the customer premises 100 and the authoriza 
tion controller 106. Generally speaking, it should be under 
stood that other methods by Which a provisioning/monitoring 
system is able to determine the location or circuit from Which 
the modem 132 and/ or the terminal 130 is attempting to 
access the netWork may be possible Without departing from 
the spirit of the present invention. 
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[0033] For its part, the account identi?er ?eld 404 may 
contain an account identi?er such as a usemame, While the 
credentials ?eld 406 may contain a set of credentials such as 
an alphanumeric passWord. Of course, those skilled in the art 
Will appreciate that myriad conceivable variants exist and are 
Within the scope of the present invention. Furthermore, one or 
both of the account identi?er ?eld 404 and the credentials 
?eld 406 may be selected and/or modi?ed by the customer 
182 and/ or by the service provider. 
[0034] The customer 182 can access his or her customer 
record 400 by supplying an account identi?er and a set of 
credentials that match the contents of the account identi?er 
?eld 404 and the contents of the credentials ?eld 406, respec 
tively. This information may be supplied in an “access 
request” 138 from a communication endpoint at the customer 
premises 100. In an example, not to be considered limiting, 
the access request 138 may be sent using the PPPoE (Point 
to-Point over Ethernet) protocol. In one scenario, the cus 
tomer 182 Wishes to broWse the data netWork 110 using the 
terminal 130, in Which case the access request 138 may be 
generated by the terminal 130. In another scenario, the access 
request 138 may be generated by the modem 132 in response 
to a trigger received from the netWork access server 104, With 
the goal of initiating management activities With the modem 
132. In still another scenario, initial use of the modem 132 
during registration of the customer 182 With the service pro 
vider may cause generation of an access request 138 by the 
modem 132 and/or the terminal 130. 

[0035] The access request 138 may be formatted in a Wide 
variety of Ways Without departing from the spirit of the 
present invention. In its most basic form, the access request 
138, When validly pertaining to the customer 182, includes an 
account identi?er and a set of credentials respectively match 
ing the contents of the account identi?er ?eld 404 and the 
contents of the credentials ?eld 406. The access request 138 
may also include a data element that is expected to match the 
contents of the netWork identi?er ?eld 402. For example, the 
data element may include the directory number of the com 
munication link 134 and/or the address of the modem 132 
and/ or the terminal 13 0. The data element may further include 
a circuit identi?er appended to the access request 138 by the 
access node 102 and also possibly a circuit identi?er 
appended to the access request 138 by the netWork access 
server 104. 

[0036] Of course, the access request 138 may validly per 
tain to a different customer (not shoWn), or it might not even 
be valid in the ?rst place. Assuming that the access request 
138 does indeed validly pertain to the customer 182, the 
matching contents of the account identi?er ?eld 404 and the 
matching contents of the credentials ?eld 406 included in the 
access request 138 may be inserted upon retrieving them from 
a memory (either in the modem 132 or in the terminal 130) or 
they may be entered directly by the customer 182 through 
interaction With the terminal 130. 

[0037] The access request 138 is treated by the access node 
102 as a data communication and thus the access request 138 
is routed to the netWork access server 104. The netWork 
access server 104, Which is connected to the authorization 
controller 106, is operable to send a query 140 to the autho 
riZation controller 1 06 in order to ascertain Where to direct the 
access request 138 received from the customer premises 100. 
The query 140 may be sent in accordance With a variety of 
protocols, including but not limited to RADIUS (Remote 
Authentication Dial In User Service). It should be understood 
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that although the query 140 may have a different format from 
the access request 138, it may nevertheless still be considered 
an access request in the generic sense of the expression. 
[0038] The authorization controller 106, which may be 
implemented in hardware, software, control logic or a com 
bination thereof, executes a process that may comprise execu 
tion of background tasks, which can be interrupted under 
various circumstances. For example, in order to service the 
query 140 from the network access server 104, the authori 
zation controller 106 executes the steps illustrated in FIG. 3A. 
Speci?cally, at step 310, the authorization controller 106 
receives the query 140 from the network access server 104. At 
step 320, the authorization controller 106 consults the cus 
tomer record database 142 to determine whether communi 
cation should be routed to the data network 110 oriin the 
event that the customer is associated with a “conditional 
access condition”ito a particular one of the walled gardens 
112, 114, 116, 118. Communication between the authoriza 
tion controller 106 and the customer record database 142 may 
take place using a variety of protocols, including but not 
limited to LDAP (Lightweight Directory Access Protocol). 
[0039] In the context of the present invention, a walled 
garden can be thought of as a limited set of network resources 
that are reachable by a given customer (such as the customer 
182) during a “session” for the given customer. The limited 
set of network resources are under the control of the service 
provider so as to permit the activities taking place during a 
session for the given customer to be monitored and con 
trolled. This contrasts with the much larger set of network 
resources available in the data network 110, over most of 
which the service provider has little or no control. 
[0040] For example, walled garden 112 may comprise 
resources involved in capturing con?guration settings pro 
vided by the customer 182 during an initial setup phase. 
Example resources may include a server 162 for interfacing 
with a billing and registration system 152 via the network 
server 122. In addition, the server 162 can be adapted to allow 
the customer 182 to access the data network 110 via the 
gateway 172 once the con?guration settings have been cap 
tured and fed to the aforementioned billing and registration 
system 152. It is also noted that the server 162 can be pro 
grammed to detect if the modem 132 has been improperly 
con?gured during the setup phase. 
[0041] Non-limiting examples of speci?c situations in 
which it may be desirable or bene?cial to direct the customer 
182 to walled garden 112 include instances where the service 
provider is desirous of: 

[0042] separating email access from Internet browsing; 
[0043] providing service activation of email; 
[0044] providing new service activation; 
[0045] providing account reactivation; 
[0046] providing an opportunity for the customer to 
upgrade to a higher level (e.g., of security, virus protec 
tion, etc.); 

[0047] etc. 
[0048] For its part, walled garden 114 may comprise 
resources involved in conveying to the customer 182 infor 
mation of an advisory nature. Example resources may include 
a server 164 which is responsive to the customer’s acknowl 
edgement of the advisory information. Examples of advisory 
information range from scheduled network interruptions to 
password expiry deadlines to hurricane alerts, etc., and which 
may be provided by a technical service center 154 via the 
network server 124. In addition, the server 164 can be adapted 

Nov. 6, 2008 

to allow the customer 182 to access the data network 110 via 
the gateway 174 once the customer 182 acknowledges the 
advisory information. 
[0049] Non-limiting examples of speci?c situations in 
which it may be desirable or bene?cial to direct the customer 
182 to walled garden 114 include instances where the service 
provider is desirous of: 

[0050] issuing a pre-collection noti?cation; 
[0051] issuing a noti?cation relating to a planned service 

interruption; 
[0052] issuing a weather warning; 
[0053] issuing an update as to remaining download 

capacity before more must be purchase; 

[0054] conveying an advertisement; 
[0055] etc. 

[0056] For its art, walled arden 116 ma com rise P g y P 
resources involved in managing sessions for various custom 
ers (such as the customer 182). Example resources may 
include a server 166 for interfacing with the technical service 
center 154 via the network server 126. The server 166 may be 
adapted to measure data error rates, issue challenges to the 
customer premises 100 and analyze responses to those chal 
lenges, and so on. Also, as a precaution to minimize the 
potential damage from misappropriation of an account iden 
ti?er uniquely associated with management activities and not 
with an actual customer (hereinafter referred to as a manage 
ment identi?er), it may be desirable to avoid linking walled 
garden 116 to the data network 110. It is also noted that the 
server 166 can be programmed to detect if the modem 132 is 
repeatedly attempting to use a management identi?er, thus 
potentially signaling malicious use or an improper con?gu 
ration. 

[0057] Non-limiting examples of speci?c situations in 
which it may be desirable or bene?cial to direct the customer 
182 to walled garden 116 include instances where the service 
provider is desirous of: 

[0058] detecting the use of multiple login credentials 
simultaneously (i.e., limiting the number of concurrent 
sessions); 

[0059] detecting the use of a modern with incorrect cre 
dentials; 

[0060] debugging a technical problem related to 
throughput, etc.; 

[0061] 
[0062] handling an authentication failure based on legiti 
mate credentials; 

detecting/preventing a denial of service attack; 

[0063] managing a modem non-intrusively; 
[0064] etc. 

[0065] For its part, walled garden 118 may comprise 
resources involved in alerting the customer 182 to collection 
problems (and other accounting issues) and allowing the cus 
tomer 182 to rectify such collection problems by submitting 
credit card information, debit card information or the like. 
Example resources may include a server 168 that receives 
accounting data from the billing and registration system 152 
via the network server 128. In addition, the server 168 may 
have a connection 177 (such as a virtual private network) to 
one or more ?nancial institutions 178 such as banks or credit 

providers. Once the customer’s collection problems have 
been recti?ed, the customer 182 will be able to restart his or 
her session in order to access the data network 110. 
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[0066] Non-limiting examples of speci?c situations in 
Which it may be desirable or bene?cial to direct the customer 
182 to Walled garden 118 include instances Where the service 
provider is desirous of: 

[0067] collecting an account receivable; 
[0068] allowing the customer 182 to change the mode of 
payment; 

[0069] etc. 
[0070] Still further Walled gardens may be provided for the 
purposes of dealing With illegal or restricted activities; curing 
the customer 182 of a virus (i.e., quarantine); launching of 
service trials (Which require close monitoring of user behav 
ior and user feedback); providing a guaranteed securely 
broWsable zone (i.e., a different class of Internet service); 
collection of statistics and/or service level agreement veri? 
cation; etc. 
[0071] Continuing noW With the description of the cus 
tomer record database 142 illustrated in FIG. 4, the customer 
record 400 for the customer 182 is further characterized by a 
destination ?eld 408 that identi?es the entity With Which a 
neW session for the customer 182 is to be conducted. Where 
the customer is associated With a conditional access condi 
tion, this entity Will be one of the Walled gardens 112, 114, 
116, 118. Speci?cally, Where a neW session for the customer 
182 is to be conducted With a particular one of the Walled 
gardens 112, 114, 116, 118, then the contents ofthe destina 
tion ?eld 408 may specify the netWork server associated With 
the particular Walled garden and, more precisely, the address 
(such as the IP address) of the network server in question. On 
the other hand, Where a neW session for the customer 182 can 
be initiated Without having to pass through any of the Walled 
gardens 112, 114, 116, 118, then the contents ofthe destina 
tion ?eld 408 may specify the address of a gateWay (not 
shoWn) to the data netWork 110. 
[0072] Where the netWork access server 104 implements 
the netWork servers 122, 124, 126, 128, then the contents of 
the destination ?eld 408 may specify an access policy (e. g., an 
identi?cation of a port through Which the neW session must 
pass) to be applied by the netWork access server 104 to the 
neW session. 

[0073] In summary, and With continued reference to FIG. 
3A, by accessing the customer record 400 associated With the 
customer 182 based on the information embedded in the 
query 140 received from the netWork access server 104 con 
sequent to the access request 138 issued by a communication 
endpoint at the customer premises 100, the authorization 
controller 106 receives, at step 330, a data element 170 from 
the customer record database 142 identifying the entity (e.g., 
either a server in the data netWork 110 or one of the netWork 

servers 122, 124, 126, 128) With Which the communication 
endpoint at the customer premises 100 should initiate a ses 
sion for the customer 182. In a non-limiting example, the data 
element 170 may be sent by the customer record database 142 
in accordance With the RADIUS protocol. 
[0074] At step 340, the authorization controller 106 ini 
tiates a session for the customer 182, such session involving 
the communication endpoint at the customer premises 100 
(i.e., the terminal 130 or the modem 132) and the entity Whose 
identity Was learned at step 330 by virtue of being speci?ed in 
the data element 170. It should be noted that if the access 
request 138 originated from the terminal 130, then the neWly 
initiated session for the customer 182 Will involve the termi 
nal 130, While if the access request 138 originated from the 
modem 132, then the neWly initiated session for the customer 
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182 Will involve the modem 132. By Way of non-limiting 
example, the session may be initiated using the PPPoE pro 
tocol. 
[0075] It should also be understood that nothing prevents 
tWo sessions from running concurrently With the customer 
premises equipment 100, for example one With the terminal 
130 and one With the modem 132. The query 140 generated by 
each communication endpoint Will identify a different user 
for the purposes of the present invention (e.g., one With a 
customer account identi?er and the other With a hardWired 
modem account identi?er), thus alloWing the respective com 
munication endpoint to be directed to the appropriate Walled 
garden. 
[0076] At step 350, and With additional reference to FIG. 2, 
the authorization controller 106 creates a “session record” 
200 associated With the session initiated at step 340. The 
session record 200 associated With the session initiated at step 
340, as Well as other session records 210 associated With other 
sessions, are stored in a session record database 180 shoWn in 
FIG. 1A. Information included in the session record associ 
ated With a given session (for a given customer) includes the 
folloWing information: an identi?er ?eld 202 Which identi?es 
the given session, a state ?eld 204 Which speci?es the state 
(e.g., active, suspended, etc.) of the given session, an entity 
?eld 206 Which lists the entities involved in the given session 
and a resource ?eld 208 Which lists the local resources 
assigned to the given session. In the case of the session record 
200 associated With the session initiated at step 340, the 
corresponding state ?eld 204 may specify “active”, and the 
corresponding entity ?eld 206 may include the netWork iden 
ti?er of the terminal 130 or the modem 132, depending on the 
contents of the access request 138. 

[0077] After step 350, the authorization controller 106 
returns to its background tasks, Which it may continue execut 
ing until a neW query is received from the netWork access 
server 104. Should a neW query be received from the netWork 
access server 104, this can be dealt With as described above 
With reference to FIG. 3A. 

[0078] In addition, the background tasks being executed by 
the authorization controller 106 can be interrupted by receipt 
of a “session management command” from either the net 
Work access server 104 or the processing subsystem 108. 
Should this situation arise, the authorization controller 106 
executes a series of steps noW described With reference to 
FIG. 1B (Where the session management command is denoted 
190A, 190B) and FIG. 3B (Where receipt of the session man 
agement command is shoWn as step 360). 
[0079] The session management command 190A, 190B 
pertaining to a particular “target” session identi?es one or 
both entities involved in the target session (i.e., contents of the 
entity ?eld 206). In addition, the session management com 
mand 190A, 190B pertaining to the target session identi?es 
the target session itself, Which can be achieved in a number of 
different Ways, e. g., by specifying the target session’s identi 
?er (i.e., contents of the identi?er ?eld 202). The session 
management command 190A received from the netWork 
access server 104 may be originally generated in various 
Ways knoWn to those of skill in the art. On the other hand, 
generation of the session management command 190B by the 
processing subsystem 108 results from application of a 
“Walled garden policy”, Which shall be described herein 
beloW. 
[0080] For noW, su?ice it to say that upon receiving a ses 
sion management command 190A, 190B that identi?es a 



US 2008/0276305 A1 

given modem or terminal, the authorization controller 106, at 
step 370, searches the entity ?eld 206 of the various session 
records in the session record database 180 in an attempt to 
locate a candidate session record for Which the contents of the 
corresponding entity ?eld 206 matches the identity of the 
given communication endpoint. Assuming that such a candi 
date session record has been found, then one can say that the 
candidate session record is associated With an ongoing ses 
sion for a particular customer. 
[0081] The session management command 190A, 190B, 
Which has been found to be associated With an ongoing ses 
sion for a particular customer, may be of a certain type. One 
example type is “termination and restart”. If the session man 
agement command 190A, 190B is indeed of the “termination 
and restart” type, (see step 380, YES branch), then the autho 
rization controller 106 proceeds to step 390 Whereby the 
ongoing session for the particular customer is terminated. 
[0082] If the session management command 190A, 190B is 
not of the “termination and restart” type, (see step 380, NO 
branch), then other processing steps familiar to those skilled 
in the art can be performed before the authorization controller 
106 returns to its background tasks. 
[0083] In order to terminate the ongoing session for the 
particular customer, the authorization controller 106 may 
send a termination command 194 destined for the given 
modem or terminal listed in the entity ?eld 206 of the candi 
date session record. In an example non-limiting embodiment, 
the termination command 194 may be sent using the 
RADIUS protocol. In addition, the authorization controller 
1 06 may liberate the local resources listed in the resource ?eld 
208 of the candidate session record. 
[0084] In addition, at step 395, the authorization controller 
106 issues a trigger 196 to the given modem or terminal that 
Was formerly listed in the entity ?eld 206 of the candidate 
session record. Thereafter, the authorization controller 106 
returns to step 360. 

[0085] To simplify matters, assume that the given modem 
or terminal that Was formerly listed in the entity ?eld 206 of 
the candidate session record is the modem 132 illustrated in 
FIGS. 1A and 1B. The trigger 196 sent at step 395 causes the 
modem 132 to respond by sending a neW access request 192 
(similar to the access request 138 issued by the customer 
premises 100) to the netWork access server 104. 

[0086] In one non-limiting example embodiment, the trig 
ger 196 speci?es the account identi?er and associated creden 
tials to be supplied by the modem 132 When sending the neW 
access request 192. Speci?cally, this may correspond to the 
same account identi?er and associated credentials that Were 
used in the access request 138, Which may have been stored in 
memory in the session record database 180. In other embodi 
ments, the trigger 196 may specify a special-purpose “man 
agement account identi?er” and associated “management 
credentials”, Which are knoWn by the authorization controller 
106 as being associated With management activities. In other 
Words, any communication endpoint sending an access 
request specifying the management account identi?er and the 
management credentials is to be directed to Walled garden 
116. 

[0087] The neW access request 192 is then treated in much 
the same manner as has been described above in respect of the 
access request 138. That is to say, the netWork access server 
104 receives the neW access request 192 and sends a query 
199 (similar to the query 140) to the authorization controller 
106 in order to ascertain Where to direct the neW access 
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request 192. The authorization controller 106 then re-ex 
ecutes the process of FIG. 3A, as has been described above. 

[0088] As can be appreciated from the above, the process 
ing subsystem 108 is responsible for populating the customer 
record database 142. In the case of the customer 182, the 
processing subsystem 108 is responsible for populating the 
destination ?eld 408 of the customer record 400 for the cus 
tomer 182. In addition, the processing subsystem 108 is 
responsible for providing the session management command 
190B to the authorization controller 106. 

[0089] To this end, the processing subsystem 108 com 
prises a plurality of functional modules, including a behavior 
analysis module 144, a Walled garden selection module 146 
and an external system interface 148 (Which interfaces to 
external systems such as the aforementioned billing and reg 
istration system 152 and the aforementioned technical service 
center 154, as Well as service providers other than the current 
service provider, and so on). The functional modules of the 
processing subsystem 108 Will noW be described in greater 
detail herein beloW. 

[0090] The Walled garden selection module 146 may be 
implemented in hardWare, softWare, control logic or a com 
bination thereof. The Walled garden selection module 146 
controls the contents of the destination ?eld 408 of the cus 
tomer record 400 for the customer 182. Thus, the entity With 
Which a neW session for the customer 182 is to be conducted 
can be changed over time to specify a different one of the 
netWork servers 122, 124, 126, 128 (or a server in the data 
netWork 110), depending on current parameters. 
[0091] In addition, the Walled garden selection module 146 
is operable to inform the authorization controller 106 as to 
Whether a current session for the customer 182 should be 
terminated and restarted. Speci?cally, this information can be 
conveyed in the form of the previously described session 
management command 190B, Which may be of the “tenni 
nation and restart” type. It is recalled that the session man 
agement command 190B speci?es the identity of the modem 
132 or the terminal 130. 

[0092] It is envisaged that sending the session management 
command 190B after setting the contents of the destination 
?eld 408 of the customer record 400 for the customer 182 to 
a particular netWork server may be useful in forcing the 
customer 182 to terminate an ongoing session and enter the 
corresponding Walled garden thereafter. On the other hand, if 
the aforementioned change to the contents of the destination 
?eld 408 of the customer record 400 for the customer 182 is 
not folloWed by issuance of the session management com 
mand 190B, the customer 182 Will not be steered into the 
corresponding Walled garden until a neW session for the cus 
tomer 182 is initiated by other means. 

[0093] The Walled garden selection module 146 makes its 
decisions regarding updating the customer record database 
142 and issuing of the session management command 190B 
on the basis of a “Walled garden policy” that takes into con 
sideration changes in stimuli received from tWo main sources. 
A ?rst source of stimuli is received from the external systems 
interface 148 and can be termed “session-extrinsic stimuli”, 
as it is not based on ongoing sessions for customers. The 
session-extrinsic stimuli pertaining to the customer 182 may 
include, Without limitation: 

[0094] accounting data regarding certain customers 
(e.g., the ?nancial standing of the customer 182), 
received from the billing and registration system 152; 
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[0095] advisory parameters regarding certain customers 
(e.g., a service announcement affecting the customer 
182 and possibly other customers simultaneously), 
received from the technical service center 154; 

[0096] con?guration data regarding certain customers 
(e.g., a list of registered customers that have not yet 
con?gured their modems), received from the billing and 
registration system 152; or a request for further account 
information, received from a customer service represen 
tative; 

[0097] management data regarding certain customers 
(e.g., a request to trigger a management session, or a list 
of account identi?ers requiring modern management), 
received from the technical service center 154; or ser 
vice level agreement (SLA) parameters, received from 
the billing and registration system 152; 

[0098] etc. 
[0099] Various Ways of obtaining the aforementioned and 
other session-extrinsic stimuli from external systems Will be 
knoWn to those of ordinary skill in the art and, as such, need 
not be discussed in further detail. 
[0100] The Walled garden selection module 146 processes 
the various aforementioned session-extrinsic stimuli to deter 
mine Which users have one or more of an accounting require 
ment (namely, a need to pass through the accounting Walled 
garden 118), an advisory requirement (namely, a need to pass 
through the advisory Walled garden 114), a con?guration 
requirement (namely, a need to pass through the con?guration 
Walled garden 112) and a management requirement (namely, 
a need to pass through the management Walled garden 116). 
Clearly, it is envisaged that there may be numerous Walled 
garden policies, each meeting the needs of a speci?ed service 
provider. 
[0101] The second source of stimuli received by the Walled 
garden selection module 146 comes from the behavior analy 
sis module 144 and can be termed “session-intrinsic stimuli”. 
Speci?cally, the behavior analysis module 144 monitors the 
current session for the customer 182 (as Well as other ongoing 
sessions for other customers) and attempts to characteriZe the 
data exchanged during such sessions. Thus, the data output by 
the behavior analysis module 144 is “intrinsic” to the ongoing 
sessions.Accordingly, the behavior analysis module 144 may 
comprise one or more of the folloWing data processing mod 
ules, Which may be implemented in hardWare, softWare, con 
trol logic or a combination thereof: 

[0102] an SMTP activity monitoring module 158, for 
determining Whether electronic mail messages (emails) 
being sent or received by the customer premises 100 can 
be characterized as unsolicited mass communication 
(Spam); 

[0103] a deep packet inspection module 160, for deter 
mining Whether packets being sent or received by the 
customer premises 100 contain malicious data such as a 
virus or Worm; 

[0104] etc. 
[0105] In addition to receiving information about the pack 
ets exchanged during the current session for the customer 
182, the behavior analysis module 144 may also receive input 
from external systems via the external systems interface 148. 
For example, in order to detect a particular virus or Worm, 
information may be obtained from an “institute of electronic 
health” such as an anti-virus softWare company. Also, in order 
to detect spam, data may be received from other service 
providers (e.g., specifying the email addresses or IP addresses 
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of knoWn spammers), and this data may be compiled in the 
behavior analysis module 144. 
[0106] The output of the behavior analysis module 144 
includes the folloWing non-limiting examples of session-in 
trinsic stimuli pertaining to the current session for the cus 
tomer 182: 

[0107] data indicative of Whether the data being sent or 
received by the communication endpoint at the customer 
premises 100 contains a virus or Worm; 

[0108] data indicative of Whether the data being sent or 
received by the customer premises 100 is unsolicited 
mass communication (spam); 

[0109] etc. 
[0110] It should be mentioned that in certain embodiments, 
certain speci?c types of session-extrinsic stimuli may be 
derived from the session-intrinsic stimuli that is received 
from the behavior analysis module 144. For example, con 
sider the case Where the data being sent or received by the 
customer premises 100 is unsolicited mass communication. 
Although this may initially be detected by the behavior analy 
sis module 144 and ?agged as session-intrinsic stimuli per 
taining to a given session, if this scenario occurs several 
times, then it may be indicative of a characteristic associated 
With the customer 182 rather than With an isolated commu 
nication event in the given session. In other Words, the ses 
sion-intrinsic stimuli, When analyZed further, may reveal cer 
tain characteristics that are extrinsic to a given session but 
nevertheless pertain to the customer 182. Such analysis of the 
session-intrinsic stimuli to derive session-extrinsic stimuli 
may be performed by the behavior analysis module 144 and/ 
or the Walled garden selection module 146. 
[0111] Based on the session-intrinsic and session-extrinsic 
stimuli described above, the Walled garden selection module 
146 applies the aforementioned Walled garden policy in order 
to identify a particular Walled garden (or none of the Walled 
gardens) toWards Which the customer premises 100 should be 
directed. An identi?er of the particular Walled garden (e.g., 
the address of the network server associated With the particu 
lar Walled garden) is then sent to the customer record database 
142, Where it is entered into the destination ?eld 408 of the 
customer record 400 for the customer 182. In addition, appli 
cation of the Walled garden policy by the Walled garden selec 
tion module 146 results in a determination of Whether or not 
to send the session management command 190B to the autho 
riZation controller 106. 
[0112] In order to better understand the functioning of the 
Walled garden selection module 146, there is noW provided a 
description of several non-limiting examples of a Walled gar 
den policy that may be applied by the Walled garden selection 
module 146. 
[0113] For example, the customer 182 may need to con?g 
ure his or her modem 132 for the ?rst time. Application of an 
example ?rst Walled garden policy may result in the Walled 
garden selection module 146 determining that the customer 
182 needs to be redirected to Walled garden 112 (i.e., the 
“con?guration Walled garden”). Accordingly, the Walled gar 
den selection module 146 may populate the destination ?eld 
408 of the customer record 400 for the customer 182 With the 
address of netWork server 122, Which is a gateWay to Walled 
garden 112. Once the customer 182 enters the necessary 
con?guration information, and this is con?rmed by the server 
162, the customer 182 may then access the data network 110. 

[0114] Alternatively or in addition, the service provider 
may Wish to announce to the customer 182 an advertisement. 
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Application of an example second Walled garden policy may 
result in the Walled garden selection module 146 determining 
that the customer 182 needs to be redirected to Walled garden 
114 (i.e., the “advisory Walled garden”). Accordingly, the 
Walled garden selection module 146 may populate the desti 
nation ?eld 408 of the customer record 400 for the customer 
182 With the address of netWork server 124, Which is a gate 
Way to Walled garden 114. Once the customer 182 acknoWl 
edges the advertisement, the customer 182 may then access 
the data netWork 110. 

[0115] As a further example, the customer 182 may have a 
collection problem, While also Wishing to be advised of 
scheduled netWork interruptions. Application of an example 
third Walled garden policy may result in the Walled garden 
selection module 146 determining that it is more important 
for the customer 182 to rectify his or her collection problem 
than to be advised of any netWork interruptions. Accordingly, 
the Walled garden selection module 146 may populate the 
destination ?eld 408 of the customer record 400 for the cus 
tomer 182 With the address of netWork server 128, Which is a 
gateWay to Walled garden 118 (i.e., the “accounting Walled 
garden”). If resolution of the collection problem cannot Wait 
until the next time that the customer 182 issues a neW access 
request, then according to the example third Walled garden 
policy, the Walled garden selection module 146 issues a ses 
sion management command 190B to the authorization con 
troller 106. On the other hand, if resolution of the collection 
problem can Wait until the next time that the customer 182 
issues a neW access request, then according to the example 
third Walled garden policy, the Walled garden selection mod 
ule 146 need not issue a session management command 190B 
to the authorization controller 106. 

[0116] It should be noted that as soon as the collection 
problem is resolved, this information Will be transmitted from 
server 168 in Walled garden 118 to the billing and registration 
system 152. In turn, the billing and registration system 152 
Will realize that there is no more collection problem for the 
customer 182, Which Will cause it to release accounting data 
re?ecting this state to the external systems interface 148. 
Subsequently, continued application of the Walled garden 
policy by the Walled garden selection module 146 Will result 
in a need to change the contents of the destination ?eld 408 of 
the customer record 400 for the customer 182. Speci?cally, 
therein may be placed the address of netWork server 124, 
Which is a gateWay to Walled garden 114 dealing With issues 
of an advisory nature. 

[0117] In another example, the customer 182 may have a 
minor accounting problem, While also experiencing technical 
dif?culties With his or her connection. Application of an 
example fourth Walled garden policy may result in the Walled 
garden selection module 146 determining that the connection 
dif?culties need to be resolved as a priority over the account 
ing problem, by triggering a management session With the 
modem 132. Under these conditions, the Walled garden selec 
tion module 146 may populate the destination ?eld 408 of the 
customer record 400 for the customer 182 With the address of 
netWork server 126, Which is the gateWay to Walled garden 
116 (i.e., the “management Walled garden”). In addition, as 
part of the example fourth Walled garden policy, it may be 
considered that the technical dif?culties are so serious that 
they require the customer 182 to be immediately redirected to 
Walled garden 116, regardless of the fact that there may be an 
ongoing session for the customer 182. Accordingly, the 
Walled garden selection module 146 may issue a session 
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management command 190B of the “termination and restart” 
type, specifying the modem 132. 
[0118] As a result, the technical dif?culties can be resolved 
by Way of a management session established betWeen the 
modem 132 and Walled garden 116. To be precise, after the 
session management command 190B has terminated the 
ongoing session With the modem 132, the modem 132 is 
triggered to make a neW access request 192 using the custom 
er’s 182 account identi?er and credentials. This neW access 
request 192 is recognized by the authorization controller 106 
as having been made by the customer 182 and, due to the 
aforementioned change to the contents of the destination ?eld 
408 of the customer record 400 for the customer 182, a 
session is established betWeen the modem 132 and the net 
Work server 126, Which can be termed a management session. 
[0119] Another Way to establish a management session is 
as folloWs. After the session management command 190B has 
terminated the ongoing session With the modem 132, the 
modem 132 is triggered to make a neW access request 192 
using a special-purpose “management account identi?er” and 
associated “management credentials”. This neW access 
request is recognized by the authorization controller 106 as a 
special-purpose request for a management session and, 
accordingly, a management session is automatically estab 
lished betWeen the modem 132 and the netWork server 126. 
[0120] After successful resolution of the technical di?icul 
ties, this milestone may be conveyed to the technical service 
center 154 by the server 166, and the neW state of affairs (i.e., 
no more technical dif?culties) is re?ected in the data sent 
back to the processing subsystem 108 via the external systems 
interface 148. Consequently, continued application of the 
Walled garden policy by the Walled garden selection module 
146 Will result in a change to the contents of the destination 
?eld 408 of the customer record 400 for the customer 182 to 
specify the address of an updated entity. If the collection 
problem is deemed serious, such updated entity may be net 
Work server 128 (associated With Walled garden 118, Which is 
the “accounting Walled garden”). Alternatively, if the collec 
tion problem is deemed minor, such updated entity may be a 
gateWay to the data netWork 110, i.e., the next time that a 
communication endpoint at the customer premises 1 00 makes 
an access request (such as access request 138), it Will be given 
unrestricted access to the data netWork 110. 
[0121] It should again be emphasized that the above 
examples are not limitations, but rather expose the fact that 
the Walled garden policy applied by the Walled garden selec 
tion module 146 can be tailored to any speci?c requirements 
of the service provider. 
[0122] It should also be appreciated that by dynamically 
changing the Walled garden speci?ed in the destination ?eld 
408 of the customer record 400 for the customer 182, a 
communication endpoint at the customer premises 100 can be 
caused to go through the process of initiating sessions With 
the various Walled gardens, in a sequence of choice, before 
gaining access to the data netWork 110. 
[0123] While speci?c embodiments of the present inven 
tion have been described and illustrated, it Will be apparent to 
those skilled in the art that numerous modi?cations and varia 
tions can be made Without departing from the scope of the 
invention as de?ned in the appended claims. 

What is claimed is: 
1. A system comprising: 
an authorization controller operable for regulating estab 

lishment of user sessions over a data netWork; 
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a processing subsystem operable for monitoring the user 
sessions and applying a Walled garden policy, Wherein 
application of the Walled garden policy respectively 
associates each user in a certain subset of users With a 
respective Walled garden selected from a common plu 
rality of Walled gardens; 

a database for storing, in association With each said user in 
the certain subset of users, a respective identi?er corre 
sponding to the respectively associated Walled garden; 

the authorization controller being further operable for 
responding to receipt of an access request identifying a 
particular user in the certain subset of users and received 
from a communication endpoint by (I) consulting the 
database to identify the Walled garden respectively asso 
ciated With said particular user and (H) directing the 
communication endpoint to said Walled garden respec 
tively associated With said particular user. 

2. The system de?ned in claim 1, Wherein the certain sub set 
of users de?nes those users associated With a conditional 
access condition. 

3. The system de?ned in claim 1, Wherein the processing 
subsystem is operable for continually applying said Walled 
garden policy. 

4. The system de?ned in claim 3, Wherein the processing 
subsystem is operable for dynamically updating the identi? 
ers stored in the database to re?ect continual application of 
the Walled garden policy. 

5. The system de?ned in claim 4, Wherein the processing 
subsystem comprises: 

a behavior analysis module operable for receiving from the 
authorization controller information regarding ongoing 
user sessions, the behavior analysis module being fur 
ther operable for processing the information regarding 
the ongoing user sessions to generate session-intrinsic 
stimuli; 

a Walled garden selection module operable for applying the 
Walled garden policy based on the session-intrinsic 
stimuli. 

6. The system de?ned in claim 5, Wherein the ongoing user 
sessions carry data elements, and Wherein the behavior analy 
sis module being operable for processing the information 
regarding the ongoing user sessions to generate the session 
intrinsic stimuli comprises the behavior analysis module 
being operable for characterizing the data elements carried by 
the ongoing sessions to determine Whether at least one user 
session is characterized as at least one of (a) having at least 
one of a virus and a Worm and (b) being an unsolicited mass 
communication. 

7. The system de?ned in claim 6, Wherein the behavior 
analysis module comprises an SMTP activity monitoring 
module for determining Whether at least one user session is 
characterized as being an unsolicited mass communication. 

8. The system de?ned in claim 6, Wherein the behavior 
analysis module comprises a deep packet inspection module 
for determining Whether at least one user session is charac 
terized having as at least one of a Worm and a virus. 

9. The system de?ned in claim 6, Wherein the plurality of 
Walled gardens includes a management Walled garden, 
Wherein application of the Walled garden policy associates the 
management Walled garden With a user for Whom a user 
session is characterized as at least one of (a) having at least 
one of a virus and a Worm and (b) being an unsolicited mass 
communication. 
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10. The system de?ned in claim 4, Wherein the processing 
subsystem further comprises: 

an input for gathering session-extrinsic stimuli regarding 
the certain subset of users; and 

a Walled garden selection module operable for applying the 
Walled garden policy based on the session-extrinsic 
stimuli. 

11. The system de?ned in claim 10, Wherein the Walled 
garden selection module is operable for processing the ses 
sion-extrinsic stimuli to determine Whether at least one user in 
the certain subset of users has a con?guration requirement. 

12. The system de?ned in claim 11, Wherein the plurality of 
Walled gardens includes a con?guration Walled garden, 
Wherein application of the Walled garden policy associates a 
user determined to have a con?guration requirement With the 
con?guration Walled garden. 

13. The system de?ned in claim 12, Wherein the session 
extrinsic stimuli comprises con?guration data regarding the 
certain subset of users. 

14. The system de?ned in claim 10, Wherein the Walled 
garden selection is operable for processing the session-extrin 
sic stimuli to determine Whether at least one user in the certain 
subset of users has an advisory requirement. 

15. The system de?ned in claim 14, Wherein the plurality of 
Walled gardens includes an advisory Walled garden, Wherein 
application of the Walled garden policy associates a user 
determined to have an advisory requirement With the advisory 
Walled garden. 

16. The system de?ned in claim 15, Wherein the session 
extrinsic stimuli comprises advisory parameters regarding 
the certain subset of users. 

17. The system de?ned in claim 10, Wherein the Walled 
garden selection is operable for processing the session-extrin 
sic stimuli to determine Whether at least one user in the certain 
subset of users has an accounting requirement. 

18. The system de?ned in claim 17, Wherein the plurality of 
Walled gardens includes an accounting Walled garden, 
Wherein application of the Walled garden policy associates a 
user determined to have an accounting requirement With the 
accounting Walled garden. 

19. The system de?ned in claim 18, Wherein the session 
extrinsic stimuli comprises accounting data regarding the 
certain subset of users. 

20. The system de?ned in claim 10, Wherein the Walled 
garden selection module is operable for processing the ses 
sion-extrinsic stimuli to determine Whether at least one user in 
the certain subset of users has a management requirement. 

21. The system de?ned in claim 20, Wherein the plurality of 
Walled gardens includes a management Walled garden, 
Wherein application of the Walled garden policy associates a 
user determined to have a management requirement With the 
management Walled garden. 

22. The system de?ned in claim 21, Wherein the session 
extrinsic stimuli comprises management data regarding the 
certain subset of users. 

23. The system de?ned in claim 5, Wherein the processing 
subsystem further comprises: 

an input for gathering session-extrinsic stimuli regarding 
the certain subset of users; 

Wherein the Walled garden selection module is further 
operable for applying the Walled garden policy further 
based on the session-extrinsic stimuli. 

24. The system de?ned in claim 23, Wherein the Walled 
garden selection module is operable for processing the ses 
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sion-extrinsic stimuli to determine Whether at least one user in 
the certain subset of users has at least one of a con?guration 
requirement, an advisory requirement, an accounting require 
ment and a management requirement. 

25. The system de?ned in claim 5, Wherein the Walled 
garden selection module is further operable for: (I) deriving 
session-extrinsic stimuli regarding the certain subset of users 
from the session-intrinsic stimuli; and (H) applying the 
Walled garden policy further based on the session-extrinsic 
stimuli. 

26. The system de?ned in claim 5, Wherein the behavior 
analysis module is further operable for deriving session-ex 
trinsic stimuli regarding the certain subset of users from the 
session-intrinsic stimuli, and Wherein the Walled garden 
selection module is further operable for applying the Walled 
garden policy further based on the session-extrinsic stimuli. 

27. The system de?ned in claim 26, Wherein the processing 
subsystem further comprises: 

an input for gathering second session-extrinsic stimuli 
regarding the certain subset of users; 

Wherein the Walled garden selection module is further 
operable for applying the Walled garden policy further 
based on the second session-extrinsic stimuli. 

28. The system de?ned in claim 1, Wherein said access 
request is received by the authoriZation controller in response 
to termination of a previously ongoing session involving the 
communication device. 

29. The system de?ned in claim 28, Wherein said termina 
tion of the previously ongoing session is effected in response 
to receipt by the authoriZation controller of a session man 
agement command from the processing subsystem. 

30. The system de?ned in claim 29, Wherein issuance of the 
session management command by the processing subsystem 
results from application of the Walled garden policy. 

31. The system de?ned in claim 1, Wherein the identi?er 
corresponding to the Walled garden respectively associated 
With a given user is an IP address. 

32. The system de?ned in claim 1, Wherein directing the 
communication endpoint to said Walled garden associated 
With said particular user comprises initiating a session 
betWeen the communication endpoint and a netWork server 
associated With said Walled garden associated With said par 
ticular user. 

33. The system de?ned in claim 32, Wherein said session is 
a PPPoE session. 

34. The system de?ned in claim 1, Wherein the access 
request received from the communication device associated 
With said particular user comprises an account identi?er and 
a set of credentials. 

35. The system de?ned in claim 34, Wherein said account 
identi?er is a usemame and Wherein said set of credentials is 
a passWord. 

36. The system de?ned in claim 1, Wherein the access 
request comprises a data element indicative of hoW to reach 
the communication endpoint. 

37. The system de?ned in claim 1, Wherein at least one of 
the plurality of Walled gardens is connected to the data net 
Work by a gateWay. 

38. The system de?ned in claim 1, Wherein at least one of 
the plurality of Walled gardens does not alloW a session to be 
established through it With the data netWork. 

39. The system de?ned in claim 1, Wherein the communi 
cation endpoint is a modem. 
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40. The system de?ned in claim 1, Wherein the communi 
cation endpoint is a computing device connected via a 
modem. 

41. A method, comprising: 
receiving from a communication endpoint an access 

request identifying a particular user; 
consulting a database to identify a Walled garden respec 

tively associated With said particular user, the Walled 
garden being one of a plurality of candidate Walled gar 
dens; 

directing the communication endpoint to said Walled gar 
den respectively associated With said particular user. 

42. The method de?ned in claim 41, Wherein the database 
is populated by a Walled garden selection module With data 
re?ective of the Walled garden policy. 

43. The method de?ned in claim 42, Wherein the Walled 
garden policy is based on session-intrinsic stimuli. 

44. The method de?ned in claim 43, Wherein the Walled 
garden policy is further based on session-extrinsic stimuli for 
a certain set of users including the particular user. 

45. The method de?ned in claim 42, Wherein the Walled 
garden policy is based on session-extrinsic stimuli for a cer 
tain set of users including the particular user. 

46. The method de?ned in claim 44, Wherein directing the 
communication endpoint to said Walled garden respectively 
associated With said particular user comprises initiating a 
Walled garden session betWeen the communication endpoint 
and a netWork server associated With said Walled garden 
associated With said particular user. 

47. The method de?ned in claim 41, further comprising: 
maintaining a session record for the particular user, the 

session record being indicative of ongoing sessions for 
the particular user. 

48. The method de?ned in claim 47, further comprising: 
updating the session record for the particular user to re?ect 

the neWly initiated Walled garden session. 
49. The method de?ned in claim 41, further comprising, 

prior to receiving the access request: 
terminating an ongoing session for the particular user; and 
triggering issuance of the access request. 
50. The method de?ned in claim 49, Wherein said termi 

nating the ongoing session for the particular user is performed 
responsive to receipt of a session management command 
from a Walled garden selection module. 

51. The method de?ned in claim 50, Wherein the session 
management command is generated by the Walled garden 
selection module as a result of application of a Walled garden 
policy. 

52. The method de?ned in claim 51, Wherein the database 
is populated by the Walled garden selection module With data 
re?ective of the Walled garden policy. 

53. An authoriZation controller for use in regulating the 
establishment of user sessions over a data netWork, compris 
ing: 
means for receiving from a communication endpoint an 

access request identifying a particular user; 
means for consulting a database to identify a Walled garden 

respectively associated With said particular user, the 
Walled garden being one of a plurality of Walled gardens; 

means for directing the communication endpoint to said 
Walled garden respectively associated With said particu 
lar user. 

54. A computer-readable medium comprising computer 
readable program code Which, When interpreted by an autho 
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riZation controller, causes the authorization controller to 
execute a method of regulating the establishment of user 
sessions over a data network, the computer-readable program 
code comprising: 

?rst computer-readable program code for causing the 
authoriZation controller to receive from a communica 
tion endpoint an access request identifying a particular 
user; 

second computer-readable program code for causing the 
authoriZation controller to consult a database to identify 
a Walled garden respectively associated With said par 
ticular user, the Walled garden being one of a plurality of 
Walled gardens; 

third computer-readable program code for causing the 
authoriZation controller to direct the communication 
endpoint to said Walled garden respectively associated 
With said particular user. 

55. A method, comprising: 
monitoring ongoing user sessions betWeen communication 

endpoints and a data netWork to obtain session-intrinsic 
stimuli; 

receiving session-extrinsic stimuli regarding a certain sub 
set of users; 

applying a Walled garden policy based on the session 
intrinsic stimuli and the session-extrinsic stimuli to 
associate each user in the certain subset of users With a 
respective Walled garden selected from a common plu 
rality of Walled gardens; 
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storing in association With each user in the certain subset of 
users a respective identi?er corresponding to the respec 
tively associated Walled garden. 

56. A computer-readable medium comprising computer 
readable program code Which, When interpreted by a Walled 
garden selection module, causes the Walled garden selection 
module to execute a method, the computer-readable program 
code comprising: 

?rst computer-readable program code for causing the 
Walled garden selection module to monitor ongoing user 
sessions betWeen communication endpoints and a data 
netWork to obtain session-intrinsic stimuli; 

second computer-readable program code for causing the 
Walled garden selection module to receive session-ex 
trinsic stimuli regarding a certain subset of users; 

third computer-readable program code for causing the 
Walled garden selection module to apply a Walled garden 
policy based on the session-intrinsic stimuli and the 
session-extrinsic stimuli to associate each user in the 
certain subset of users With a respective Walled garden 
selected from a common plurality of Walled gardens; 

fourth computer-readable program code for causing the 
Walled garden selection module to store in association 
With each user in the certain subset of users a respective 
identi?er corresponding to the respectively associated 
Walled garden. 


