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METHOD FOR DISPLAYING DATA IN AN 
INDUSTRIAL CONTROL SYSTEM 

TECHNICAL FIELD 

[0001] The present invention is concerned with accessing 
and distributing technical data in a computerised system such 
as an industrial control system. In particular it is concerned 
with accessing and distributing data provided by a server 
process, such as a web server, to a client process. The inven 
tion is also advantageously applicable to small computing 
devices which may have relatively reduced display, memory 
and processing capabilities. 

BACKGROUND ART 

[0002] Ordinary computer systems and networked comput 
ers are often provided with technical support for application 
problems, network problems and so on by means of remotely 
located technical support specialists. Typically a remotely 
located Help Desk specialist may be contacted by phone, 
e-mail, intranet or the Internet etc. to assist with a problem of 
a computerised system. Certain software applications famil 
iar to those skilled in the art of Local Area Networks (LANs) 
are readily available so that a technical specialist at a remotely 
located Help Desk may look at a display running on the 
problematic computer system and input selections or com 
mands as though the specialist were present in person. How 
ever, such specialists are only be able to assist with problems 
related to a speci?c LAN. In addition, applications sometimes 
called “remote control” software such as PCanywhere (TM 
Symantec) may effectively copy and transmit screen images 
and keyboard inputs from a remote user, however this can also 
place high demands on communication bandwidth and pro 
cessing power. 
[0003] The security of remote connections is a challenging 
issue. One method to enable secure sharing between different 
machines has been the use of Virtual Private Networks, VPNs. 
However, for many organisations these have proved to be 
rather complex for ordinary pc users to con?gure and set up. 
VPNs have also required a considerable communication 
bandwidth to accommodate functions such additional layers 
required for security, as well as the data or payload elements. 
Such heavy requirements on bandwidth, and also on process 
ing power, make such applications unsuitable for smaller or 
portable computing devices with reduced display, memory 
and processing capabilities that are available to users in an 
industrial installation. 

SUMMARY OF THE INVENTION 

[0004] The aim of the present invention is to remedy one or 
more of the above mentioned problems. This and other aims 
are obtained by a method characterised by the claims. 
[0005] It is an aim of the invention to provide a system and 
method for a third party to provide maintenance service for an 
electrical power generation, transmission and distribution 
system to a Utility or other operator of a power system. This 
and other aims are ful?lled by the present invention according 
to a method described in claim 1 and a system described in 
claim 22. Advantageous embodiments are described in sub 
claims to the above independent claims. In addition, further 
and advantageous aspects of the invention are described in a 
claim for a graphical user interface, and a claim for a com 
puter program and for a computer program product. 
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[0006] In a ?rst aspect of an embodiment of the invention a 
method for sharing data provided by a server process of an 
industrial control system to a client process running on a user 
machine of a ?rst user, wherein the session is logged by said 
server process, and by the process of determining that said 
?rst user makes a selection to distribute or share said data of 

said client process with at least one second user, and by 
retrieving an address for the at least one other user, and by 
opening a channel and providing the same said data from said 
client process to a user machine of the at least one second user. 

The invention may be summarily or simply described as a 
means for communicating technical data provided by a server 
to a ?rst client and distributing it to a client of a second or 
other user. 

[0007] A ?rst arrangement of an embodiment of the inven 
tion comprises two different users both accessing data pro 
vided by the same server, preferably a web server, from two 
different machines or workstations. Simply put this may be 
described to mean that web pages, for example, displayed by 
a client process and viewed by a ?rst user may be automati 
cally loaded on a client process for another user, so that each 
of the two users may examine the same page. Collaboration 
between different users is provided, enabled and supported by 
the invention in a way which requires a minimum of addi 
tional communication bandwidth and a minimum of addi 
tional computer programs. It may also be carried out largely 
independent of different device types, for example by using 
technical formats such as HTML or XML, XSL structured 
text documents and the like which may be converted to suit 
device based technical requirements into WAP or WSL, WDL 
or other formats. A particularly useful example of formatting 
and format conversion is to suit potentially limiting factors 
common with small, portable computer-equipped devices, 
PDAs, mobile phones and the like, technical factors such as 
display siZe, graphical resolution, available memory, avail 
able processing power. 
[0008] The principle advantage of an embodiment of the 
present invention is that all the necessary information about 
what is shown on the client of the ?rst user, which has already 
been handled at one time by the server, is therefore available 
for distribution, or for retrieval and distribution, making this 
information shown on a client screen of the ?rst user to be 
shared and displayed to a display for one or more second 
users. The requirement for pre-installed software on the client 
may in practice be eliminated, as it is only a thin client such as 
a web browser client that is required. Software readily avail 
able on any computing platform in other words. Data is shared 
between users whilst minimising used network bandwidth 
and use of system resources (especially on the client). Band 
width requirements are further reduced because the sharing 
may also preferably be carried out asynchronously. 
[0009] In this embodiment of the invention data sharing 
between users is provided by means of reduced bandwidth 
requirements, no extra client software requirements, low use 
of system resources, and where the only additional device or 
resource required is means to access a session database from 
a server process or application according to another aspect of 
the invention, that enables asynchronous application sharing. 
[0010] Data that is provided by the server process to a client 
process is logged. The same data can also be sent to another 
user at the same time, or retrieved and sent at a later time. This 
minimiZes the traf?c from the client/ user and the workload on 
the client device. 
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[0011] Another advantage is that sharing is enabled for a 
device that may have limited computing resources, meaning 
for example limited communication bandwidth, limited pro 
cessor power, limited graphics capability. Thus it is very 
suitable for a Wireless setting employing various mobile 
devices, various computer-equipped devices, such as portable 
computers, PDAs, combined computing device/mobile tele 
phone and the like, most of Which are limited in their band 
Width, data storage capacity and amount of processing poWer 
available to handle extra applications and/or computer pro 
grams. Providing data and sharing data to such computer 
equipped devices or phones is simpli?ed by re-formatting the 
shared data Where necessary to comply With technical 
requirements of a WAP broWser or similar broWser or thin 
client adapted for use on a small device or mobile phone. 
[0012] This is a great advantage Within the area of sharing 
data handled by an industrial control system. A ?rst user may 
share information displayed on his computer or PDA etc With 
a second user, Who may be a technical expert, a Help Desk 
person, a colleague and so on, so as to explore or discuss a 
technical issue concerning a device or process or product. In 
this Way, technical assistance for monitoring or maintenance 
of devices or processes in an industrial installation may be 
more easily carried out, even in situations Where the comput 
ing devices used in the ?eld may have limited display, 
memory and processing poWer. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] A more complete understanding of the method and 
system of the present invention may be had by reference to the 
folloWing detailed description When taken in conjunction 
With the accompanying draWings Wherein: 
[0014] FIG. 1 shoWs a schematic block diagram of a system 
for sharing data provided by a server process of an industrial 
control system, according to an embodiment of the invention; 
[0015] FIG. 2 shoWs a schematic ?oWchart for a method 
according to an embodiment of the invention; 
[0016] FIG. 3 shoWs a schematic ?oWchart for a method 
according to another embodiment of the invention; 
[0017] FIG. 4 shoWs a schematic display and selection 
means according to another embodiment of the invention; 
[0018] FIG. 5 shoWs a schematic display With means to 
identify another user or users to share screens With; 

[0019] FIG. 6 shoWs a schematic display With means to 
allocate privileges for another user or users that Will share 
screens. 

[0020] FIG. 7 shoWs a schematic display With means to 
request technical assistance for a device, process or system in 
an industrial installation, according to another embodiment 
of the invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0021] A user in an industrial installation may require tech 
nical information from a technical specialist to assist him or 
her With a particular equipment or process or service. To 
obtain more technical information for an equipment or sys 
tem a user can, by using the method and system of an embodi 
ment of the invention, share the data displayed on his/her 
Workstation With another person, in this example, contact a 
maintenance specialist, or other technical support specialist 
or manufacturers specialist. Thus a user, Who may be any 
operator, technician, maintenance person, engineer or other 
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authorised person in the industrial installation may require 
assistance in order to carry out a technical action including 
any of: 

[0022] monitor a equipment, process or system, 
[0023] inspect a maintenance or event log for an equip 
ment or process, 

[0024] produce a maintenance report generally, 
[0025] produce a general operations report, 
[0026] produce a maintenance report about a speci?c 

equipment, process or system, 
[0027] analyse a report for a device, process or system, 
[0028] analyse a report on a speci?c event or alarm, 
[0029] produce a report on a speci?c event or alarm, 
[0030] perform a diagnostic action for a device, equip 
ment or system, 

[0031] order service or spare parts, 
[0032] con?gure a change in operational parameters or 

set-points, 
[0033] perform a corrective action for an equipment or 

system. 
[0034] The user, Who is normally logged in to a data net 
Work and/or control system in the industrial installation, can 
share the information on his/her computer or Workstation 
With another user in the folloWing Way: 
a) A user opens a broWser WindoW and connects to a Web 
server, starting a neW session on the server, 

b) the user broWses for and ?nds information Which is pro 
vided by the server: the server logs the client session; 
c) information is transmitted to the client application of the 
user, formatted to the client display by means of one or more 

indicators, 
d) all data that is sent to client of the user is logged on the 
server. The data logging is done through storing information 
about each session in a database. This information may com 
prise the time of access, pages visited, speci?c values of 
dynamic data given and the type of client (ie type of intemet 
broWser), and may comprise an indicator for display speci? 
cations or limitations or technical format requirements of a 

user machine, and; 
e) The user decides to share the data With a second user, and 
activates a button, screen icon, keyboard command or similar 
to initiate a request to share With another user, 

f) The user indicates an identity for one or more second users, 
and may also indicate sharing privileges such as read, read/ 
Write; 
g) the server side process receives the request to share and 
sends the data of the session to a client of the second user. 

f) alternately or as Well a server process may access the 
session database to retrieve the information given to a speci?c 
user client at that moment or at a speci?ed previous time and 
send it to a neW client. 

[0035] The screen sharing principle relies on tWo or more 
clients (tWo or more computer program client processes run 
ning on a machine of each user) being enabled to connect to 
the same Web server in a structured fashion. 

[0036] FIG. 1 shoWs tWo user machines, 1, 2 With a con 
nection to a third machine 3 running a process for a Web server 
6. Machine 1 runs a ?rst client, client A, and machine 2 runs 
a second client, client B. Each client may run a program that 
listens on a speci?c port for commands sent from the Web 
server. Once a message from the Web server is received, it is 
recognised and processed, it may for example be parsed, and 
the message then acted upon according to the command sent. 
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[0037] A user sets-up for a session by intialising. Informa 
tion sharing may be initialised by a ?rst client (Client A) 
requesting a share session with one or more other users, eg 
Client B. Client A then delegates privileges to client B by 
specifying privileges in, for example, an input box or ?eld of 
a GUI (graphic user interface) display. These can for example 
be read/write or only read privileges, or more complicated 
privileges stating that client B cannot perform certain tasks 
(like turning off an engine, switching a power load from one 
busbar or line to another). A request is sent from the web 
server to client B notifying client B of a DS session. Client B 
can then choose whether or not to accept this. 

[0038] When information is to be shared the technical 
requirements for the second user may be shown by an indi 
cator in one or more of the documents, as described in d) 
above to signal that an HTML, IMode, WDL, WSL or other 
technical format or speci?cation is required for the second 
user machine, and alternatively or as well, such an indicator 
may be retrieved from a database comprising information 
about the technical speci?cation of each user machine. 
[0039] FIG. 2 shows a ?owchart for actions that may be 
carried out by a method according to an embodiment of the 
present invention. As shown in the ?owchart the method may 
comprise actions such as: 
[0040] 20 ?rst user activates ?rst client A to request a share 
set-up; 
[0041] 21 web server 6 handles request and pushes a share 
page to client A; 
[0042] 2211 share page loaded on client A; 
[0043] 22b ?rst user enters IP address/name/other ID of 
client B; 
[0044] 22c ?rst user enters privileges of client B, read, 
read/write, and/or more control or technical privileges 
[0045] 23 client A sends request as con?gured (22) for 
share screen; 
[0046] 24 web server opens new channel or stream to client 
B or socket for client B, communicates request for share 
screen; 
[0047] 25Y client B user accepts Y the share screen, then 
[0048] 26 client B sends share screen accept to the web 
server; 
[0049] 27 web server sends share screen acceptance to cli 
ent A; 
[0050] 28b server stores information about the current 
shared session; alternatively, 
[0051] 25N at client B user declines N the share screen, 
then 
[0052] 29a client B send share decline to the web server; 
[0053] 29b web server sends share decline to client A. 

[0054] Ordinarily a user, an operator, technician, engineer 
or other user inputs the identity, the IP address etc to identify 
one or more other users to share the current process with. 

However, this data may also or alternatively be supplied by a 
process running on a computer or proces sor. Information may 
also or instead be retrieved from the database described above 
containing details of the technical requirements of each user 
that may log-on to the system internally and/or externally. 
[0055] For each request that comes in to the server or web 
server, a check is carried out to see whether is comes from a 
client presently involved in a sharing session. If so, all such 
clients participating in the session are sent the new informa 
tion via a stream to their listening socket. The information 
may be detected by a routine, a program or an agent or 
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watchdog that, for example, listens on a speci?c port for 
certain commands sent from the web server. 
[0056] FIG. 3 shows a ?owchart for a development of the 
present embodiment. As shown in the ?owchart the method 
may comprise actions such as: 
[0057] 30 the web server receives a http request from client 
A; 
[0058] 32Y the http request is from a process or machine in 
a current share screen session; 

[0059] 34 the web server formats documents of the current 
share session according to the privileges and technical speci 
?cation known for client B; 
[0060] 35 web server opens new channel or stream to client 
B or client B socket, sends update command and metadata or 
structured text format for new page; 

[0061] alternatively, 
[0062] 32N the http request is not from a process or 
machine in a share screen session; 
[0063] 33 the request is handled normally and a response is 
pushed out or otherwise sent to client A. 
[0064] The methods of the invention may be carried out 
remotely using a server application and a thin clientA, B such 
as a web browser software, to provide a graphical user inter 
face on a remote workstation or portable computer, notebook 
or other computing device. For example a technician may use 
a PDA (Personal Digital Assistant) or even a mobile phone 
enabled with applications to handle HTML, or similar or 
equivalent thin clients. Machines such as 1, 2 which may have 
different display features and technical limitations may be 
recognised or identi?ed by use of a more speci?c format or 
technical speci?cation than HTML, such as WAP or WDSL 
or IMode or similar or by formatting comprised in an HTML, 
XML, XSSL structured text or metadata format. Identi?ca 
tion may also or as well be carried out as described above by 
retrieving an indicator for technical requirements from a data 
base with details of the technical requirements for each 
known user machine that may be logged on to the system. 
[0065] FIG. 4 shows schematically a screen display 40 of a 
user machine such as user machines 1, 2. A button 42 or icon 
or other graphic symbol is displayed for the user to select in 
order to activate screen sharing, as indicated in step 20 of FIG. 
20. This could instead be carried out by inputting text in a text 
?eld or command line if required. 
[0066] FIG. 5 shows schematically the screen display with 
which the user can select which other users or experts he/ she 
wishes to share information with. The ?gure shows a graphic 
object 43 that prompts the user to identify which second user 
or other second users are to be speci?ed, and an input ?eld 44 
where an IP address or other means to identify a second user 

may be input. This input ?eld may point to a database of 
known users and their technical requirements from which 
address and/or other user information may be retrieved. 
[0067] FIG. 6 shows an exemplary display with which one 
or more privileges may be set for the user or users that the ?rst 
user will share with. The ?gure shows a graphic object 46 that 
prompts the user to identify which access privileges the sec 
ond user or and other second users are to be given. Each user 
is identi?ed 47 in some way, and the privileges to be assigned 
48 are arranged. These privileges may comprise rights to 
Read Only (R only) Read and/ or write (R/W) and Other. 
Other privileges which may me an authority or technical 
authority indicated schematically by the column headed O 
(Other) may be registered in the sharing assigned to each 
other user, privileges that may be dependent on which func 
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tions are present in the industrial control or process control 
system or part thereof currently selected and/or displayed. 
For example rights to change a set point may be represented 
by a 1 (number 1), rights to start data logging by a number 
such as 3, rights to start a diagnosis of data recorded for 
maintenance 2 and so on, to comprise other rights such as to 
sWitch off an alarm, to start a speci?ed motor, to stop a motor, 
to sWitch a circuit breaker on or off, to change a voltage 
setting of a tap changer, and so on. Activation functions refers 
to functions in the Web page or Web client GUI display dis 
played eg by machines 1, 2 running a client A, or B may 
carried out by executable applications or applets Which may 
be implemented as JavaTM applets or ActiveXTM tools or 
similar. 

[0068] Communication betWeen server 3 running Web 
server 6 may be established With other machines 1, 2 by Wire 
and/ or Wirelessly. A machine With a client for interaction With 
a Web server may for example be connected to a node of a 
Wireless LAN, and/or may be another kind of Wireless node, 
running any radio protocol suitable for an industrial milieu, 
such as any standard issued by the Bluetooth Special Interest 
Group (SIG), any variation of IEEE-802.l l, WiFi, Ultra Wide 
Band (UWB), ZigBee or IEEE-802.l5.4, IEEE-802.l3 or 
equivalent, or similar. A standard compatible With WAPI 
(WLAN Authentication and Privacy Infrastructure, 
GBl5629.l l-2003 or later) may advantageously be used in 
situations Where encryption of the Wireless signal is neces 
sary or advantageous. A radio technology Working in the ISM 
band With signi?cant interference suppression means such as 
by spread spectrum technology may be preferred. For 
example a protocol from ABB called Wireless interface for 
sensors and actuators (Wisa). Wireless communication may 
also or alternatively be carried out at least in part using Infra 
Red (IR) means and protocols such as IrDA, IrCOMM or 
similar. 

[0069] By means of the data made available in an appropri 
ate format to satisfy technical user machine requirements a 
technician, engineer, operator or other user may examine 
status or data for a process, con?gure a parameter, change a 
set points and/or remotely issue commands to an industrial 
control unit controlling an industrial equipment or process. 
The methods of the embodiments described above in respect 
of FIGS. 1-6 and elseWhere in this speci?cation may be car 
ried out by a one or more computer applications comprising 
computer program elements or softWare code Which, When 
loaded in a processor or computer, causes the computer or 
processor to carry out the method steps. FIG. 7 shoWs another 
preferred embodiment of the invention. The user, Who is 
normally logged in to a data netWork and/or control system in 
the industrial installation may require technical assistance for 
a process or device. This may be to supervise or adjust normal 
production/ operations or may be for maintenance purposes or 
repair/troubleshooting purposes and so on. When the user 
broWses technical, status or speci?cation information associ 
ated With a given device or process, a button or icon or other 
activation function is displayed so that the user can request 
technical assistance. FIG. 7 shoWs a display 40, a plant With a 
process 70 With an equipment or function 71 of plant/process 
70 selected, and a button 42, or other activation function. The 
user may access technical information through the screen 
object underlying equipment or function 71. By activating the 
Share Screen button 42', the user causes a Screen share 
request screen or box eg FIGS. 5, 6 to be displayed. The user 
can then input or select an identity of a Help Desk or another 
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technical expert With Whom to share the information cur 
rently displayed or to be displayed on his/her computer or 
Workstation. Identities of one or more knoWn technical 
experts or other engineers may also be displayed by activating 
a request for technical assistance button or function and there 
after entered in as an identity to share the technical informa 
tion With. Thus With the minimum of steps and minimum of 
processing poWer at the local user computer, and With mini 
mum use of bandWidth in the system, the user can re-distrib 
ute and thereby share his/her technical data With an expert. 

[0070] The processor (or processors) comprise a central 
processing unit CPU performing the steps of the method 
according to one or more facets of the invention. This is 
performed With the aid of one or more said computer pro 
grams, such as a server application, a client Watchdog, an 
address broker or part of, Which are stored at least in part in 
memory and as such accessible by the one or more proces 
sors. The or each processor may be in a Workstation, note 
book, portable computing device, mobile phone, PDA (por 
table data assistant) or arranged connected to an industrial 
control unit or part thereof, or may as Well run in a local or 
central control system in a local or distributed computerised 
control system. It is to be understood that any of said com 
puter programs may be run on an industrial controller or on 

one or more general purpose industrial microprocessors or 
computers instead of one or more specially adapted comput 
ers or processors, FPGAs (?eld programmable gate arrays) or 
ASICs (application speci?c integrated circuits) or other 
devices such as simple programmable logic devices (SPLDs), 
complex programmable logic devices (CPLDs), ?eld pro 
grammable system chips (FPSCs). 
[0071] The computer program comprises computer pro 
gram code elements or softWare code portions that make the 
computer perform the method using equations, algorithms, 
data, stored values and calculations previously described. A 
part of the program may be stored in a processor as above, but 
also in a ROM, RAM, PROM, EPROM or EEPROM chip or 
similar memory means. The program in part or in Whole may 
also be stored on, or in, other suitable computer readable 
medium such as a magnetic disk, CD-ROM or DVD disk, 
hard disk, magneto-optical memory storage means, in vola 
tile memory, in ?ash memory, as ?rmWare, stored on a data 
server or on one or more arrays of data servers. Other knoWn 

and suitable media, including removable memory media such 
as Sony Memory StickTM and other removable ?ash memo 
ries, hard drives etc. may also be used. 
[0072] The computer programs described may also be 
arranged in part as a distributed application capable of run 
ning on several different computers or computer systems at 
more or less the same time. Programs or procedures as Well as 

data such as requests, acceptances, declined offers, or other 
share screen related information may be made available for 
retrieval, delivery or, in the case of programs, execution over 
the Internet. Data may be accessed by means of any of: OPC, 
OPC servers, an Object Request Broker such as COM, 
DCOM or CORBA, a Web service. 

[0073] Methods of the invention may also be practised, for 
example during an equipment installation or maintenance 
procedure, or during a con?guration phase, and during nor 
mal production or process operations, locally or remotely by 
means of a Graphical User Interface (GUI), a graphical or 
textual or mixed display. Displays such as that exempli?ed by 
display 40 of FIGS. 4-7 may be provided by an operator 
Workstation; portable computing device; mobile phone suit 
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ably equipped to execute a client application and display an 
HTML or WAP or WDML or a similar page adapted to the 
technical requirements of the mobile phone/portable device; 
PDA and generally running on a user’s logged-in computer. 
The user’s logged in computer may be connected direct to an 
industrial control system or process control system or via a 
data netWork. The different users sharing the same process 
provided by the Web server may be in different local, regional 
or national locations. 
[0074] It should be noted that While the above describes 
exemplifying embodiments of the invention, there are several 
variations and modi?cations Which may be made to the dis 
closed solution Without departing from the scope of the 
present invention as de?ned in the appended claims. 

1. A method for displaying data provided by a server pro 
cess of an industrial control system to a client process running 
on a machine of a ?rst user, Which session is logged by said 
server process, the method comprising: 

determining that said ?rst user makes a selection to distrib 
ute or share said data of said client process With at least 
one second user, 

retrieving an address for the at least one other user, and 
opening a channel and providing the same said data from 

said client process to at least one second user. 

2. The method according to claim 1, further comprising: 
formatting or re-formatting the data of said client process 

according to a formatting requirement of the at least one 
other user or their machine, and 

providing the data to the at least one other user in a form 
compatible With the format required. 

3. The A method according to claim 1, further comprising: 
formatting said data of said client process according to 
knoWn read/Write privileges of the at least one other user 
and then providing said data to the at least one other user. 

4. The method according to claim 1, further comprising: 
formatting said data of said client process according to a 

privilege for technical and/or operational authority of 
the at least one other user, and 

providing the data in a form compatible With the format and 
privileges necessary for the at least one other user. 

5. The method according to claim 1, further comprising: 
retrieving and/ or storing at least part of said data and pro 

viding at least part of said from a ?rst logged session 
With said ?rst user to the at least one other user or their 
machine. 

6. The method according to claim 5, further comprising: 
storing at least part of said data from a session With said 

client process of said ?rst user in a memory storage 
means. 

7. The method according to claim 5, further comprising: 
retrieving part of said data from a memory storage of an 

industrial data netWork arranged for supervision and/or 
control. 

8. The method according to claim 1, further comprising: 
receiving by means of an indication or selection of a 

request to share a said data of a current session of a said 
server process and providing to the requestor means to 
input, select, record or otherWise indicate an identity for 
at least one second user. 

9. The method according to claim 7, further comprising: 
receiving the identity for at least one second user and 

sending an invitation to the or each at least one second 
user to share said information. 
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1 0. TheA method according to claim 9, further comprising: 
receiving an af?rmative ansWer from the at least one sec 

ond user to share said data from a session With said ?rst 
user. 

11. The method according to claim 8, further comprising: 
a server process receiving a share request from a client of 

said ?rst user and determining that the client is currently 
in a shared session. 

12. The method according to claim 8, further comprising: 
registering an indication by the ?rst user for technical 

assistance in respect of a device or process identi?able to 
said industrial control system, and 

sending from the server to the ?rst user a computer pro 
gram means for the ?rst user to request a shared session 
With at least one second user. 

13. The method according to claim 12, further comprising: 
determining from the identity for at least one second user 

and/or from the current logged session and/or a stored 
logged session a document format or formats required 
by the at least one second user or their user machine. 

14. The method according to claim 13, further comprising: 
determining that the client is currently in a shared session, 

and, 
by formatting said data as a document according to a privi 

lege or format for the at least one second user or user 
machine indicated in the information of a logged session 
and/or indicated in a database comprising details for 
technical requirements of each user. 

15. TheA method according to claim 1, further comprising: 
opening a neW channel for a client of the at least one second 

user, and 
sending to the client of the second user an update command 

and a format for a document for a neW page or pages. 

16. The method according to claim 1, further comprising: 
providing the status or condition of an industrial device or 

system by means of the said data shoWn by a display 
means by means of a text display and/ or a graphical user 
interface running on any processor-equipped device 
from the list of: Workstation, controller, portable com 
puter, personal digital assistant, mobile phone, mobile 
computing device. 

17. A computer program for displaying data stored by a 
server, Wherein information about a session With a client of a 
?rst user is stored by said server, said program comprising 
softWare code portions or computer code to cause a computer 
or processor to carry out the steps of a method according 
claim 1. 

18. A computer program product recorded on a computer 
readable medium Which When read into a computer or pro 
cessor Will cause the computer or processor to carry out a 
method according to claim 1. 

19. A graphical user interface for displaying data provided 
by a server process of an industrial control system to a client 
process running on a machine of a ?rst user, Which session is 
logged by said server process, the graphical user interface 
comprising: 

a GUI member arranged With a text function or graphical 
user interface functions for activating a sharing action. 

20. The graphical user interface according to claim 19, 
further comprising: 

a text function or GUI function for con?guring an identity 
of a second user With Whom or Which to share said 
information. 
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21. The graphical user interface according to claim 20, 
Wherein the text function or GUI function for con?guring a 
second user to share said data comprises graphic or text 
procedures to specify read or read/Write privileges for one or 
more second users. 

22. The graphical user interface according to claim 20, 
Wherein the text means or GUI member for con?guring a 
second user to share said data comprises a graphic or text 
procedure to specify a technical authority or privilege for one 
or more second users. 

23. A system for displaying data provided by a server 
process of an industrial control system to a client process 
running on a machine of a ?rst user, Which session is logged 
by said server process, the system comprising: 

at least one application Which may be a server process 
Which application is additionally arranged With one or 
more programs or procedures for 
determining that said ?rst user selects to distribute and 

share said data of said client process With at least one 
other user, and 

retrieving an address for the at least one other user 
machine, and for opening a channel and providing the 
same said data from said client process to user 
machine. 

24. The system according to claim 23, Wherein the server 
application is arranged to provide, on request, at least part of 
said data from the logged session of said ?rst user to at least 
one second user. 

25. The system according to claim 23, further comprising: 
tWo or more client applications each comprising a function 

for recognizing a communication from a server or Web 
server about sharing stored data. 

26. The system according to claim 23, further comprising: 
document format data and procedures for formatting or 

re-formatting said data to any of a plurality of document 
display formats suitable for display on any of a plurality 
of different types of computer-equipped devices. 

27. A softWare application for displaying data provided by 
a server process of an industrial control system to a client 
process running on a machine of a ?rst user, Which session is 
logged by said server process, the application comprising 
procedures to: 

determine that said ?rst user selects to distribute and share 
said data of said client process With at least one other 

user, 
retrieve an address for the at least one other user machine 

and 
cause a channel to be opened to provide the same said data 

from said client process to the at least one other user. 
28. The softWare application according to claim 27, further 

comprising procedures to: 
determine that said ?rst user has selected a requirement to 

distribute and share With at least one other user, and 
retrieve an address for the at least one other user dependent 

on an identity for the at least one other user indicated by 
said ?rst user. 
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29. The softWare application according to claim 27, further 
comprising procedures to: 

format or re-format said data of said client process accord 
ing to a format requirements of the at least one other user 
and/ or their machine. 

30. The softWare application according to claim 27, further 
comprising procedures to: 

retrieve and/ or store at least part of said data and provide at 
least part of said data from a ?rst logged session With 
said ?rst user to the at least one other user and/or their 
machine. 

31. The softWare application according to claim 27, further 
comprising running one or more procedures on a real or 
virtual machine running on any of a: node, gateWay, hub, 
router, data server. 

32. The softWare application according to claim 27, 
Wherein a program executing locally runs one or more pro 
cedures on a real or virtual machine running on a machine of 
the at least one other user. 

33. The softWare application according to claim 27, further 
comprising procedures to: 

provide, on request, a text display or a graphical user inter 
face or other means for recording a requirement of said 
?rst user to distribute or share the formatted data of said 
client process With at least one other user. 

34. The softWare application according to claim 27, further 
comprising one or more procedures to: 

record an identity and/ or address for the indicated at least 
one other user. 

35. The softWare application according to claim 27, further 
comprising one or more procedures to: 

record privileges of the at least one other user. 
36. Use of a system according to claim 23 to monitor, 

maintain, diagnose and/or control an industrial process or 
equipment such as any from the list of: a chemical or petro 
chemical process, an oil and/ or gas installation, mine equip 
ment, a technical system, industrial process control equip 
ment, industrial production equipment, industrial automation 
equipment, industrial robot equipment. 

37. Use of a system according to claim 23 to monitor, 
maintain, diagnose and/ or control equipment for any from the 
list of: electricity generation, electricity transmission, elec 
tricity distribution, electricity conversion. 

38. An industrial control system for displaying data pro 
vided by a server process of a said industrial control system to 
a client process running on a machine of a ?rst user, Which 
session is logged by said server process, the system compris 
ing: 

at least one application Which may be a server process 
Which application is additionally arranged With one or 
more programs or procedures for providing the same 
said data from said client process running on a ?rst user 
machine to at least one second user machine, and 

at least one second user machine With a display on Which 
text and/or graphics of a client process may be 
displayed. 


