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A device (3400) for processing an encrypted data stream 
(3401), Wherein the device (3400) comprises a decrypting 
unit (3402) for generating a decrypted data stream (3403) 
from the encrypted data stream (3401), a detecting unit 
(3404) for detecting position information of at least one intra 
coded frame in the decrypted data stream (3403), and a 
replacement unit (3405) for replacing, based on the detected 
position information, portions of the encrypted data stream 
(3401) by corresponding portions of the decrypted data 
stream (3403). 
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DEVICE FOR AND A METHOD OF 
PROCESSING A DATA STREAM HAVING A 
SEQUENCE OF PACKETS AND TIMING 

INFORMATION RELATED TO THE PACKETS 

FIELD OF THE INVENTION 

[0001] The invention relates to a device for processing an 
encrypted data stream. 
[0002] Beyond this, the invention relates to a method of 
processing an encrypted data stream. 
[0003] Moreover, the invention relates to a device for pro 
cessing a data stream having a sequence of packets and timing 
information related to the packets. 
[0004] The invention further relates to a method for pro 
cessing a data stream having a sequence of packets and timing 
information related to the packets. 
[0005] Moreover, the invention relates to a program ele 
ment. 

[0006] Furthermore, the invention relates to a computer 
readable medium. 

BACKGROUND OF THE INVENTION 

[0007] Electronic entertainment devices become more and 
more important. Particularly, an increasing number of users 
buy hard disk based audio/video players and other entertain 
ment equipment. 
[0008] Since the reduction of storage space is an important 
issue in the ?eld of audio/video players, audio and video data 
are often stored in a compressed manner, and for security 
reasons in an encrypted manner. 
[0009] MPEG2 is a standard for the generic coding of mov 
ing pictures and associated audio and creates a video stream 
out of frame data that can be arranged in a speci?ed order 
called the GOP (“Group Of Pictures”) structure. An MPEG2 
video bitstream is made up of a series of data frames encoding 
pictures. The three Ways of encoding a picture are intra-coded 
(I picture), forWard predictive (P picture) and bi-directional 
predictive (B picture). An intra-coded frame (I-frame) is 
related to a particular picture and contains the corresponding 
data. A forWard predictive frame (P-frame) needs information 
of a preceding I-frame or P-frame. A bi-directional predictive 
frame (B-frame) is dependent on information of a preceding 
or subsequent I-frame or P-frame. 
[0010] It is an interesting function in a media playback 
device to provide, in addition to a normal reproduction mode, 
in Which media content is played back in a normal speed, a 
trick-play reproduction mode, in Which media content is 
played back in a modi?ed manner, for instance With an 
increased speed (“fast forWard”). 
[0011] HoWever, for generating a trick-play stream it may 
be necessary to process the data in a complicated manner. 
[0012] WO 03/107664 Al discloses a method and an appa 
ratus for processing a stream that contains encrypted infor 
mation, Wherein the starts and the ends of I-frames are 
detected. In response to the detection, it is controlled Whether 
a corresponding packet is encrypted. 

OBJECT AND SUMMARY OF THE INVENTION 

[0013] It is an object of the invention to process a data 
stream in an e?icient manner. 

[0014] In order to achieve the object de?ned above, a device 
for and a method of processing an encrypted data stream, a 
device for and a method of processing a data stream having a 
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sequence of packets and timing information related to the 
packets, a program element and a computer-readable medium 
according to the independent claims are provided. 

[0015] According to an exemplary embodiment of the 
invention, a device for processing an encrypted data stream is 
provided, Wherein the device comprises a decrypting unit for 
generating a decrypted data stream from the encrypted data 
stream, a detecting unit for detecting position information of 
at least one intra-coded frame in the decrypted data stream, 
and a replacement unit for replacing, based on the detected 
position information, portions of the encrypted data stream by 
corresponding portions of the decrypted data stream. 
[0016] According to another exemplary embodiment of the 
invention, a method of processing an encrypted data stream is 
provided, Wherein the method comprises the steps of gener 
ating a decrypted data stream from the encrypted data stream, 
detecting position information of at least one intra-coded 
frame in the decrypted data stream, and replacing, based on 
the detected position information, portions of the encrypted 
data stream by corresponding portions of the decrypted data 
stream. 

[0017] According to still another exemplary embodiment 
of the invention, a device for processing a data stream having 
a sequence of packets and timing information related to the 
packets is provided, Wherein the device comprises a distribu 
tion unit for uniformly distributing the packets over the data 
stream, and a replacement unit for replacing the timing infor 
mation of the data stream by modi?ed timing information 
adjusted to the uniform distribution of the packets. 
[0018] According to another exemplary embodiment of the 
invention, a method of processing a data stream having a 
sequence of packets and timing information related to the 
packets is provided, Wherein the method comprises the steps 
of uniformly distributing the packets over the data stream, and 
replacing the timing information of the data stream by modi 
?ed timing information adjusted to the uniform distribution 
of the packets. 
[0019] Beyond this, according to another exemplary 
embodiment of the invention, a computer-readable medium is 
provided, in Which a computer program is stored, Which 
computer program, When being executed by a processor, is 
adapted to control or carry out any of the above-mentioned 
methods. 

[0020] Moreover, according to still another exemplary 
embodiment of the invention, a program element is provided, 
Which program element, When being executed by a processor, 
is adapted to control or carry out any of the above-mentioned 
methods. 

[0021] The data processing according to the invention can 
be realiZed by a computer program, that is to say by softWare, 
or by using one or more special electronic optimiZation cir 
cuits, that is to say in hardWare, or in hybrid form, that is to say 
by means of softWare components and hardWare components. 
[0022] The characterizing features according to the inven 
tion particularly have the advantage that the processing of a 
data stream can be performed in an e?icient manner by 
replacing selectively only those data in a data stream that is 
required for the further use of the data stream. In other Words, 
an existing data stream is modi?ed only partially (and pref 
erably as feW as possible modi?cations are performed) so that 
the resulting data stream can be used as a basis for a particular 
target application, for instance trick-play generation. Thus, a 



US 2008/0273698 A1 

common aspect of the embodiments of the invention is 
directed to the selective replacement of particular portions of 
a data stream. 

[0023] According to one aspect of the invention, this is 
particularly realiZed by decrypting an encrypted data stream 
completely, by detecting I-frame positions in the fully 
decrypted data stream and by selectively replacing only those 
portions in the encrypted data stream, Which portions relate to 
positions of I-frames. By taking this measure, it may be 
ensured that only those portions remain decrypted for Which 
non-encrypted transmittal is absolutely necessaryiparticu 
larly to alloW that the processed data stream being a mixture 
of encrypted and decrypted parts may be used as a basis for 
trick-play generation. Thus, an ef?cient processing and a high 
level of security may be achieved simultaneously. 
[0024] Therefore, in the case of an encrypted original nor 
mal play stream (particularly in the MPEG standard), a digital 
video broadcasting (DVB) encrypted trick-play stream may 
be generated even in a scenario in Which the use of a DVB 
encryption engine (for instance at home) is not alloWed. 
[0025] According to an exemplary embodiment of this 
aspect of the invention, a method of generating a hybrid 
stream from an encrypted video transport stream consisting 
of data packets is provided, Wherein ?rst a decrypted trans 
port stream of the encrypted video transport stream is gener 
ated. Then, I-frames may be detected in the decrypted trans 
port stream, Wherein pointers to the start and end of the 
I-frame(s) may be identi?ed. Furthermore, at the positions of 
the pointers to the start and to the end of the I-frames, corre 
sponding decrypted packets of the decrypted transport stream 
may replace the encrypted packets in the transport stream. 
[0026] Thus, a hybrid transport stream (that is to say a 
basically encrypted transport stream With some packets in 
plaintext) may be generated. In this context, the packets of the 
transport stream that should be minimally in plaintext (to be 
able to generate a valid MPEG2 trick-play transport stream 
from this hybrid stream) may be generated or selected. Fur 
ther, the detection of several important ?elds needed to con 
struct a trick-play transport stream may be carried out. There 
fore, a (DVB) encrypted trick-play stream can be generated 
even if the use of a (DVB) encryption engine at home is not 
alloWed. 
[0027] Exemplary application ?elds of the system accord 
ing to the invention are digital video recording devices (such 
as HDD combinations, DVD+RW, etc.) and netWork enabled 
devices using trick-play. 
[0028] According to the described aspect of the invention, a 
minimal amount of data that should be in plaintext of any 
frame (I-frame, P-frame or B-frame) can be estimated to 
alloW the generation of an encrypted trick-play stream from 
it. Besides that, it is possible to decide Which transport stream 
packets should be in plaintext, and Which can stay encrypted. 
This decision and corresponding conversion (particularly 
decryption) is intended to be done either at the broadcasting 
end, or at the storage device receiving the stream. 
[0029] Furthermore, it is possible according to the inven 
tion to detect the frame boundaries in this partially (but often 
almost completely) encrypted stream again at the receiver end 
When a trick-play stream is to be generated from this stream. 
This alloWs creating an encrypted trick-play stream. There 
fore, an encrypted transport stream may be created, and for 
this purpose frame positions may be detected. 
[003 0] According to the described aspect of the invention, it 
is possible to start With an encrypted stream, and only those 
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packets may be decrypted that need to be changed. They are 
usually not re-encrypted, particularly in a scenario in Which 
an encrypter cannot be used. To perform this action, the 
stream may be ?rst decrypted in order to ?nd headers. In fact, 
the described aspect may use a plaintext and an encrypted 
stream as inputs. On the basis of the header detection, a 
selection may be made Which input stream is passed on to the 
output. The Whole processing may be performed inside a 
secure environment like inside an IC, such that the plaintext 
stream may be not accessible. This means that the system may 
have an encrypted input stream and a mostly encrypted output 
stream With some plaintext packets. In some cases, not all the 
packets containing header information may be in plaintext, 
because only those portions need to be in plaintext that shall 
be changed, and not necessarily the complete header. This is 
especially clear When, for instance, the picture start code is 
divided over tWo packets. In this case, part of the picture start 
code may still be encrypted. An algorithm may be provided to 
select the packets that need to be in plaintext. This algorithm 
can lead to partly encrypted picture start codes, but may 
minimiZe the memory demand. Putting the complete picture 
start code in plaintext Would lead to the need of a larger buffer 
memory. 

[0031] According to another aspect of the invention, a data 
stream having a sequence of packets and timing information 
related to these packets may be processed by smoothing or 
uniformly distributing packets of the data stream, and by 
replacing and updating timing information of the data stream 
by generating and incorporating timing information related to 
the smoothed data stream. HoWever, replacing may be per 
formed prior to distributing. By this substitution of parts of 
the data stream for compliance of a smoothed data stream 
With corresponding timing information requirements, a 
modi?ed data stream is generated Which may serve as part of 
the trick-play generation. 
[0032] According to this aspect of the invention, a method 
of generating a trick-play stream from a video stream is 
provided, Wherein the video stream may be composed of a 
Group Of Pictures (GOP) organiZed in packets, the packets 
being transmitted Within a GOP time WindoW. According to 
the described method, Program Clock Reference (PCR) 
packets may be calculated on basis of a packet time distance 
out of a total number of packets of a GOP and the GOP time 
WindoW. Further, adding Program Clock Reference (PCR) 
packets at the start of each trick-play GOP may generate a 
time base for the trick-play stream. 

[0033] If present, a Decoding Time Stamp (DTS) and/or a 
Presentation Time Stamp (PTS) may be adapted correspond 
ingly With a time base. 

[0034] In an exemplary case of an encrypted trick-play 
stream, Entitlement Control Messages (ECM) may be present 
in this trick-play stream to enable the decryption by a receiver 
(for instance a set-top box, STB). For instance, an ECM may 
be added to the end of a previous trick-play GOP of the 
trick-play stream. 
[0035] According to the described aspect of the invention, a 
trick-play stream (encrypted or in plaintext, or being a mix 
ture of both) on transport stream level can be handled by the 
same output circuitry as used for normal play (particularly 
Without doing any re-multiplexing). Moreover, loW process 
ing resources may be su?icient to construct the trick-play on 
transport stream level. Furthermore, a trick-play method 
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according to an exemplary embodiment of the invention can 
be used for transport streams With or Without pre-pended 
packet arrival time stamps. 
[0036] Thus, according to an exemplary embodiment of the 
present invention, trick-play stream construction on transport 
stream level is enabled Without re-multiplexing. For this pur 
pose, a trick-play stream may be generated out of a transport 
stream, Wherein packets are smoothed over a trick-play 
stream GOP, the timing information may be replaced by a neW 
time base information (for instance PTS, DTS, PCR), and 
Entitlement Control Messages (ECM) may be added to the 
encrypted trick-play stream (for example at the end of the 
trick-play GOP). 
[0037] In the folloWing, some further aspects according to 
an exemplary embodiment of the invention Will be described. 

[0038] Transport stream packets may be smoothed over one 
trick-play GOP (“TP GOP”). Further, a distance in a trans 
mission time betWeen TP GOPs may be constant and exactly 
equal to the total display time of the frames and the GOP. An 
additional PCR packet may be provided at the start of each 
GOP. The PES packet siZe may be equal to one TP GOP, 
Which results in one DTS/PTS per TP GOP. Beyond this, the 
DTS may be equal to or larger than the PCR base of the next 
TP GOP. For instance, it may be equal to the PCR base of the 
next TP GOP. The PCR base of the next TP GOP may be equal 
to the PCR base of the current TP GOP plus a constant delta 
value. Beyond this, it may be exactly de?ned Which ECM 
should be inserted at What point in the stream for improving or 
optimizing the performance. Depending on an SCB (Scram 
bling Control Bits) toggle, this position may be at TP GOP 
boundaries and sometimes Within the I-frame data. 
[0039] The selection of the distance in transmission time 
betWeen TP GOPs to be constant and equal to the total display 
time of the frames in the GOP, and the provision of an addi 
tional PCR packet at the start of each TP GOP may lead to a 
simple mechanism for the generation of the PCRs because the 
PCR extension can be set to Zero, omitting the need for a more 
complex modulo 300 calculation. Moreover, the difference 
betWeen subsequent PCRs may be a ?xed delta value, Which 
delta value may further contribute to the simpli?cation of the 
algorithm. 
[0040] By providing the PES packet siZe equal to one TP 
GOP, and by providing the DTS to be equal or larger than the 
PCR base of a next TP GOP, a simple algorithm is obtained 
for the generation of the DTS values because the same ?xed 
delta may be used as for the PCRs. In fact, the DTS may be 
equal to the PCR that has to be inserted in the next TP GOP. 
Or in other Words, the PCR may be equal to the DTS of the 
previous TP GOP. This means that the calculation in fact only 
has to be performed once instead of tWice. 

[0041] The insertion of an ECM alloWs optimiZing the 
structure of the modi?ed data stream. 

[0042] Further, it may be advantageous to construct an 
encrypted trick-play stream from an encrypted normal play 
stream. This may be particularly advantageous for fast for 
Ward or reverse, but even more for sloW forWard. Further 
more, it may be advantageous that the encryption method for 
the trick-play stream is identical to the one for normal play. 

[0043] Referring to the dependent claims, further exem 
plary embodiments of the invention Will be described. 

[0044] Next, exemplary embodiments of the device for pro 
cessing an encrypted data stream Will be described. These 
embodiments may also be applied for the method of process 
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ing an encrypted data stream, for the computer-readable 
medium and for the program element. 

[0045] The detecting unit may be adapted for detecting 
position information of at least one forWard predictive frame 
(P-frame) and/or of at least one bi-directional predictive 
frame (B-frame) in the decrypted data stream. In other Words, 
in addition or as an alternative to the detection of I-frame 
boundaries and to the replacement of corresponding 
encrypted portions of the data stream by decrypted portions, 
also P-frame and/ or B-frame boundaries may be detected and 
replaced by corresponding decrypted portions. For several 
trick-play applications, it may be advantageous to ?nd all 
frame boundaries. 

[0046] The device may further be adapted to record a 
hybrid stream. A hybrid stream comprising original 
encrypted portions and modi?ed decrypted portions may be 
stored in the device. 

[0047] The detecting unit of the device may be adapted to 
detect, as position information, a start position and an end 
position of at least one intra-coded frame in the decrypted 
data stream. Only the start position and the end position of an 
I-frame has to be inserted in a decoded manner in the, apart 
from this, encrypted data stream. By taking this measure, the 
amount of decrypted data in the data stream may be mini 
miZed so that the security may be maximiZed. 

[0048] The replacement unit may be adapted to replace 
portions of the encrypted data stream by corresponding por 
tions of the decrypted data stream at the detected start position 
and end position of the at least one intra-coded frame in the 
decrypted data stream. Particularly, the main part of the 
I-frames may remain encrypted Which alloWs a high degree of 
security. 
[0049] Furthermore, an adding unit may be provided 
adapted to add timing information to a data stream Which has 
already been processed before by the replacement unit. Since 
the old timing information relates to the original data stream, 
the transition to trick-play may have the consequence that the 
timing information may not be correct any longer for trick 
play. For this purpose, the timing information may be updated 
in accordance With the modi?ed data stream. 

[0050] Particularly, the adding unit may be adapted to add 
the timing information in plaintext. Then, only the timing 
information and the starts and ends of the I-frames may be in 
plaintext, Wherein the rest of the data stream may stay 
encrypted. The replacement unit may further be adapted to 
replace an amount of data of the encrypted data stream by 
corresponding portions of the decrypted data stream Which 
amount is minimally required for generating a data stream for 
reproduction in a trick-play reproduction mode. By minimiZ 
ing the amount of decrypted data content in the, apart from 
this, encrypted data stream, the danger of an unauthorized 
access to the data is minimiZed. 

[0051] The replacement unit may be adapted in such a 
manner that data betWeen a start position and an end position 
of the at least one intra-coded frame may be free from being 
replaced by corresponding portions of the decrypted data 
stream. The decryption only at the beginning and the end of an 
I-frame alloWs keeping the majority of an I-frame data block 
encrypted, and only necessary portions are decrypted and 
transmittable in plaintext. The adding unit may be located in 
a trick-play generation unit, Whereas the replacement unit 
may be located at a recording side. The replacement unit may 
be further adapted to replace a PBS packet length indicator, a 
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Presentation Time Stamp (PTS) and/or a Decoding Time 
Stamp (DTS) in a header unit of the partially encrypted data 
stream. 

[0052] The device according to the invention may be 
adapted to process an encrypted data stream of video data or 
audio data. However, such media content is not the only type 
of data that may be processed With the scheme according to 
the invention. Trick-play generation and similar applications 
are an issue for both, video processing and (pure) audio 
processing. 
[0053] The device according to the invention may be 
adapted to process an encrypted data stream of digital data. 

[0054] Furthermore, the device may comprise a trick-play 
generation unit adapted to generate a data stream for repro 
duction in a trick-play reproduction mode based on an output 
of the replacement unit. A user may adjust such a trick-play 
mode by selecting corresponding options in a user interface, 
for instance buttons of a device, a keypad or a remote control. 
The trick-play reproduction mode selected by a user Which 
may require the information concerning the position of 
I-frames may be one of the group consisting of a fast forWard 
reproduction mode, a fast reverse reproduction mode, a sloW 
motion reproduction mode, a freeZe frame reproduction 
mode, an instant replay reproduction mode, and a reverse 
reproduction mode. Other trick-play schemes are hoWever 
possible. For trick-play, only a portion of subsequent data 
shall be used for output (for instance for visual display and/or 
for acoustical output). Since not all data (P-frames, B-frames) 
in a data stream can be used independently from other data 
(I-frames) for generating displayable signals, the knowledge 
of the independently usable data (I-frames) may be desired. 
[0055] The device according to the invention may be 
adapted to process an encrypted MPEG2 data stream. 
MPEG2 is a designation for a group of audio and video 
coding standards agreed upon by MPEG (Moving Pictures 
Experts Group), and published as the ISO/IEC 13818 inter 
national standard. MPEG2 may be used to encode audio and 
video for broadcast signals including digital satellite and 
cable TV, but is also used for DVD. 

[0056] The device according to the invention may be real 
iZed as at least one of the group consisting of a digital video 
recording device, a netWork-enabled device, a conditional 
access system, a portable audio player, a portable video 
player, a mobile phone, a DVD player, a CD player, a hard 
disk-based media player, an intemet radio device, a public 
entertainment device, and an MP3 player. HoWever, these 
applications are only exemplary. 
[0057] Next, exemplary embodiments of the device for pro 
cessing a data stream having a sequence of packets and timing 
information related to the packets Will be described. These 
embodiments may also be applied for the method of process 
ing a data stream having a sequence of packets and timing 
information related to the packets, for the computer-readable 
medium and for the program elements. 

[0058] In this device, the distribution unit may be adapted 
to uniformly distribute packets related to a portion of the data 
stream betWeen tWo subsequent intra-coded frames. In a 
broadcasting unit, different packets related to an I-frame may 
be provided in a non-equidistant manner. The distribution 
unit may re-arrange the packets equidistantly, that is to say 
smooth the distribution of the packets in the time domain. 
This smoothing may be performed independently for each 
packet group related to a particular I-frame. By taking this 
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measure, it is possible to keep the local bit rate as small as 
possible, Wherein the average rate remains the same. 
[0059] The replacement unit may be adapted to arrange the 
modi?ed timing information at a starting position of the pro 
ces sed data stream. Then, the timing information precedes the 
packets, thus an advantageous position for providing such 
timing information is obtained. 
[0060] The replacement unit may further be adapted to 
generate a Program Clock Reference, a Decoding Time 
Stamp and/or a Presentation Time Stamp as the modi?ed 
timing information. A Decoding Time Stamp/ Presentation 
Time Stamp depends on a Program Clock Reference. 
[0061] Particularly, the device may be adapted to process an 
encrypted data stream, and may comprise a decryption-infor 
mation inserting unit adapted to insert decryption information 
in the processed data stream for decrypting the encrypted data 
stream. For instance, ECMs (Entitlement Control Messages) 
may be inserted as the decryption information by the decryp 
tion-information inserting unit. Particularly, it may be advan 
tageous to insert the decryption information at an end of the 
processed data stream. More particularly, it may be possible 
that the timing information is pre?xed to the actual data, and 
that the ECMs are provided at the end of the data, so that the 
data are sandWiched by the timing information and the 
decryption information. 
[0062] As already mentioned above, the device may be 
adapted to process a data stream of video data or audio data. 
Particularly, pure visual data, pure audible data, or a mixture 
or combination of both may be processed according to the 
invention. 
[0063] The device may be adapted to process a data stream 
of digital data. As mentioned above, trick-play generation 
may be possible. Different exemplary reproduction modes for 
trick-play are mentioned above. 
[0064] As further mentioned above, it is possible to process 
an encrypted MPEG2 data stream. Furthermore, devices have 
been described above in Which the device of the invention 
may be advantageously integrated. 
[0065] The aspects de?ned above and further aspects of the 
invention are apparent from the examples of embodiment to 
be described hereinafter and are explained With reference to 
these examples of embodiment. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0066] The invention Will be described in more detail here 
inafter With reference to examples of embodiment but to 
Which the invention is not limited. 
[0067] FIG. 1 illustrates a time-stamped transport stream 
packet. 
[0068] FIG. 2 shoWs an MPEG2 group of picture structure 
With intra-coded frames and forWard predictive frames. 
[0069] FIG. 3 illustrates an MPEG2 group of picture struc 
ture With intra-coded frames, forWard predictive frames and 
bi-directional predictive frames. 
[0070] FIG. 4 illustrates a structure of a characteristic point 
information ?le and stored stream content. 
[0071] FIG. 5 illustrates a system for trick-play on a plain 
text stream. 

[0072] FIG. 6 illustrates time compression in trick-play. 
[0073] FIG. 7 illustrates trick-play With fractional distance. 
[0074] FIG. 8 illustrates loW speed trick-play. 
[0075] FIG. 9 illustrates a general conditional access sys 
tem structure. 
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[0076] FIG. 10 illustrates a digital video broadcasting 
encrypted transport stream packet. 
[0077] FIG. 11 illustrates a transport stream packet header 
of the digital video broadcasting encrypted transport stream 
packet of FIG. 10. 
[0078] FIG. 12 illustrates a system alloWing performing 
trick-play on a fully encrypted stream. 
[0079] FIG. 13 illustrates a full transport stream and a par 
tial transport stream. 
[0080] FIG. 14 illustrates a data transmission system 
betWeen a broadcaster and a storage device for stream con 
version. 
[0081] FIG. 15 illustrates trick-play on a plaintext record 
ing. 
[0082] FIG. 16 illustrates trick-play on a fully encrypted 
recording. 
[0083] FIG. 17 illustrates trick-play on a partially 
encrypted recording. 
[0084] FIG. 18 illustrates a buffering demand for com 
pletely plaintext picture start code. 
[0085] FIG. 19 illustrates practical plaintext area at the start 
of an I-frame. 

[0086] FIG. 20A and FIG. 20B illustrate practical plaintext 
areas. 

[0087] FIG. 21 illustrates picture start codes spread over 
tWo packets. 
[0088] FIG. 22 illustrates empty P-frame appended to par 
tially encrypted picture start code. 
[0089] FIG. 23 illustrates plaintext data areas. 
[0090] FIG. 24 illustrates a header structure in MPEG2 
standard. 
[0091] FIG. 25 illustrates sequence extension and sequence 
header code. 

[0092] FIG. 26 illustrates picture coding extension and pic 
ture start code. 

[0093] FIG. 27 illustrates sequence header code spread 
over tWo packets. 

[0094] FIG. 28 illustrates packet smoothing in trick-play. 
[0095] FIG. 29 illustrates DTS and PTS in relation to a PCR 
time base. 

[0096] FIG. 30 illustrates inserting ECMs betWeen trick 
play GOPs. 
[0097] FIG. 31 illustrates inserting ECMs Within an 
I-frame. 

[0098] FIG. 32 illustrates a signal path betWeen a broadcast 
and a storage device and locations for conversion to a hybrid 
stream. 

[0099] FIG. 33 illustrates generating secured trick-play 
from a fully encrypted recording. 
[0100] FIG. 34A illustrates a hybrid stream generation 
block diagram of a device for processing an encrypted data 
stream according to an exemplary embodiment of the inven 
tion. 
[0101] FIG. 34B illustrates a trick-play stream generation 
block diagram, Which may be used together With the hybrid 
stream generation block diagram of FIG. 34A, of the device 
for processing an encrypted data stream according to the 
exemplary embodiment of the invention. 
[0102] FIG. 35 illustrates data packets at different stages of 
a method of processing an encrypted data stream according to 
an exemplary embodiment of the invention. 
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[0103] FIG. 36 illustrates a device for processing a data 
stream having a sequence of packets and timing information 
related to the packets according to an exemplary embodiment 
of the invention. 

DESCRIPTION OF EMBODIMENTS 

[0104] The illustration in the draWing is schematically. In 
different draWings, similar or identical elements are provided 
With the same reference signs. 
[0105] In the folloWing, referring to FIG. 1 to FIG. 13, 
different aspects of trick-play implementation for transport 
streams according to exemplary embodiments of the inven 
tion Will be described. 
[0106] Particularly, several possibilities to perform trick 
play on an MPEG2 encoded stream Will be described, Which 
may be partly or totally encrypted, or non-encrypted. The 
folloWing description Will target methods speci?c to the 
MPEG2 transport stream format. HoWever, the invention is 
not restricted to this format. 
[0107] Experiments Were actually done With an extension, 
the so-called time-stamped transport stream. This comprises 
transport stream packets, all of Which are pre-pended With a 4 
bytes header in Which the transport stream packet arrival time 
is placed. This time may be derived from the value of the 
program clock reference (PCR) time-base at the time the ?rst 
byte of the packet is received at the recording device. This is 
a proper method to store the timing information With the 
stream, so that playback of the stream becomes a relatively 
easy process. 
[0108] One problem during playback is to ensure that the 
MPEG2 decoder buffer Will not overrun nor under?oW. If the 
input stream Was compliant to the decoder buffer model, 
restoring the relative timing ensures that the output stream is 
also compliant. Some of the trick-play methods described 
herein are independent of the time stamp and perform equally 
Well on transport streams With and Without time stamps. 
[0109] FIG. 1 illustrates a time stamped transport stream 
packet 100 having a total length 104 of 188 Bytes and com 
prising a time stamp 101 having a length 105 of 4 Bytes, a 
packet header 102, and a packet payload 103 having a length 
of 184 Bytes. 
[0110] This folloWing description Will give an overvieW of 
the possibilities to create an MPEG/DVB (digital video 
broadcasting) compliant trick-play stream from a recorded 
transport stream and intends to cover the full spectrum of 
recorded streams from those that are completely plaintext, so 
every bit of data can be manipulated, to streams that are 
completely encrypted (for instance according to the DVB 
scheme), so that only headers and some tables may be acces 
sible for manipulation. The invention also addresses a solu 
tion in betWeen these extremes, Where only the data that needs 
to be manipulated to generate the trick-play stream is in 
plaintext. 
[0111] When creating trick-play for an MPEG/DVB trans 
port stream, problems may arise When the content is at least 
partially encrypted. It may not be possible to descend to the 
elementary stream level, Which is the usual approach, or even 
access any packetiZed elementary stream (PES) headers 
before decryption. This also means that ?nding picture 
frames is not possible. Known trick-play engines need to be 
able to access and process this information. 
[0112] In the frame of this description, the term “ECM” 
denotes an Entitlement Control Message. This message may 
particularly comprise secret provider proprietary information 
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and may, among others, contain encrypted control Words 
(CW) needed to decrypt the MPEG stream. Typically, control 
Words expire in 10-20 seconds. The ECMs are embedded in 
packets in the transport stream. 
[0113] In the frame of this description, the term “keys” 
particularly denotes data that may be stored in a smart card 
and may be transferred to the smart card using EMMs, that is 
so-called “Entitlement Management Messages” that may be 
embedded in the transport stream. These keys may be used by 
the smart card to decrypt the control Words present in the 
ECM. An exemplary validity period of such a key is one 
month. 
[0114] In the frame of this description, the term “control 
Words” (CW) particularly denotes decryption information 
needed to decrypt actual content. Control Words may be 
decrypted by the smart card and then stored in a memory of 
the decryption core. 
[0115] In the folloWing, some aspects related to trick-play 
on plaintext streams Will be described. 
[0116] Even if an MPEG2 stream is not encrypted (that is to 
say plaintext), trick-play is not trivial. An easy solution is just 
to output the data faster to a decoder to get a fast-forWard 
mode, but as MPEG has timing related information encoded 
in its headers, this cannot just be done With the expectation to 
get a proper fast-forWard. Besides that, it may be dif?cult to 
decide What frames to drop, as this method to perform fast 
forWard, may give a frame rate higher than the display rate. 
[0117] Moreover, such a stream is not an MPEG2 compli 
ant transport stream. This can be acceptable if the decoder is 
in the storage device but may be problematic if the signal is 
transferred by a standard digital interface. Furthermore, the 
bit rate may increase dramatically in the Whole chain. If the 
normal play stream is a time stamped transport stream of a 
single program originating from satellite broadcast, the bit 
rate to the decoder in normal play may be around 40 Mbps and 
packets may be in irregular positions With gaps in betWeen 
(partial transport stream). If the stream is compressed With the 
trick-play factor, the bit rate may be around 120 Mbps for a 
3-fold (3><) trick-play speed. The necessary sustained band 
Width of a harddisk drive may also be increased With the 
trick-play factor. 
[0118] So it Would be appropriate to keep sending the cor 
rect amount of frames, but here a problem may occur When 
using a video coding technique like MPEG that exploits the 
temporal redundancy of video to achieve high compression 
ratios. Frames can no longer be decoded independently. 
[0119] A structure of a plurality of groups of pictures 
(GOPs) is shoWn in FIG. 2. 
[0120] Particularly, FIG. 2 shoWs a stream 200 comprising 
several MPEG2 GOP structures With a sequence of I-frames 
201 and P-frames 202. The GOP siZe is denoted With refer 
ence numeral 203. The GOP siZe 203 is set to 12 frames, and 
only I-frames 201 and P-frames 202 are shoWn here. 
[0121] In MPEG, a GOP structure may be used in Which 
only the ?rst frame is coded independently of other frames. 
This is the so-called intra-coded or I-frame 201. The predic 
tive frames or P-frames 202 are coded With a unidirectional 
prediction, meaning that they only rely on the previous 
I-frame 201 or P-frame 202 as indicated by arroWs 204 in 
FIG. 2. 
[0122] Such a GOP structure has typically a siZe of 12 or 16 
frames 201, 202. It is assumed that a trick-play speed of 2x 
forWard is desired. So, for instance, every second frame 
should be skipped. This is not possible in the compressed 
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domain due to the dependence on the reconstructed previous 
frame during decoding. So just dropping some compressed 
frames and ?xing the timing information is no option. 
[0123] The alternative is to decode the entire stream ?rst, 
then skip every second frame and ?nally encode the remain 
ing frames again. This may lead to an unacceptable complex 
ity of the trick-play circuitry or softWare. So in the best case, 
some frames can be skipped from the GOP, on Which no other 
frames rely. For the example of a trick-play speed of 2x With 
a GOP siZe of 12 frames, only the last 6 P-frames can be 
skipped. In this case, the displayed images tend to be of a 
“jumpy” nature, Where a short normal speed period is 
obtained, folloWed by a sudden jump in time. Especially at 
higher trick-play speeds this may be unpleasant and does not 
give the vieWer the look and feel of usual trick-play. 
[0124] Another structure 300 of a plurality of groups of 
pictures (GOP) is shoWn in FIG. 3. 
[0125] Particularly, FIG. 3 shoWs the MPEG2 GOP struc 
ture With a sequence of I-frames 201, P-frames 202 and 
B-frames 301. The GOP siZe is again denoted With reference 
numeral 203. 
[0126] It is possible to use a GOP structure containing also 
bi-directionally predictive frames or B-frames 301 as shoWn 
in FIG. 3. A GOP siZe 203 of 12 frames is chosen for the 
example. The B-frames 301 are coded With a bi-directional 
prediction, meaning that they rely on a previous and a next I 
or P-frame 201, 202 as indicated for some B-frames 301 by 
curved arroWs 204. The transmission order of the compressed 
frames may be not the same as the order in Which they are 
displayed. 
[0127] To decode a B-frame 301, both reference frames 
before and after the B-frame 301 (in display order) are 
needed. To minimiZe the buffer demand in a decoder, the 
compressed frames may be reordered. So in transmission, the 
reference frames may come ?rst. The reordered stream, as it 
is transmitted, is also shoWn in FIG. 3, loWer part. The reor 
dering is indicated by straight arroWs 302. A stream contain 
ing B-frames 301 can give a nice looking trick-play picture if 
all the B-frames 301 are skipped. For the present example, 
this leads to a trick-play speed of 3x forWard. 
[0128] Whatever structure the stream has, the solutions 
described until noW, may give an acceptable form of trick 
play for a fast-forWard mode. For reverse, the frames Would 
have to be reordered in time, but due to the fact that MPEG 
uses the temporal correlation betWeen successive frames to 
achieve a high compression ratio, the order in Which the 
frames have to be decoded is ?xed. Therefore, a GOP ?rst has 
to be decoded in forWard direction. The order of the GOPs 
sent to the decoder can be reversed, and GOPs can be skipped 
for higher reverse trick-play speeds. Reducing the GOPs by 
skipping P-frames or B-frames as described above is also 
possible in this case. AnyWay, it may result in a displayed 
sequence of forWardplay andbackWard jumps. Therefore, the 
trick-play frames have to be selected from the decoded GOP 
and reversed in order, after Which the frames are re-encoded. 
Then the previous GOP is fetched and processed and so on. 
Although possible, the complexity of such procedure may be 
high. 
[0129] A conclusion from the foregoing considerations is 
that using only the I-frames in the trick-play generation may 
be a proper solution, because these frames can be decoded 
independently. As a result, the trick-play generation may be 
easier especially for reverse. Additionally, the use of only 
I-frames already alloWs for trick-play speeds doWn to 3x or 






























