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CLIENT-SPECIFIC TRANSFORMATION OF 
DISTRIBUTED DATA 

BACKGROUND 

[0001] Data distribution is used to distribute data among 
multiple data stores or among various locations. One such 
type of data distribution is referred to as replication. In broad 
terms, replication involves copying data from one data store 
to other data stores, such that each of the data stores contains 
the same data. 

[0002] Distributed data stores provide a number of bene?ts 
over non-distributed data stores. One of the bene?ts is that the 
risk of data loss is greatly diminished. If a single server or data 
store goes doWn, any of the other data stores are available to 
provide access to the distributed data. Another bene?t of a 
distributed data store is that the data can be made Widely 
available. For example, information that is needed by every 
one in an organization, such as an employee directory, may be 
made accessible to all employees by replicating the employee 
directory among various sites. 
[0003] One example of a distributed data store is the 
Microsoft® Active Directory® directory service. In such a 
directory service, data may be distributed betWeen computing 
systems referred to as domain controllers. When data is modi 
?ed on one of the domain controllers, the directory service 
may be con?gured to replicate that data to other domain 
controllers. One of the bene?ts of a directory service is that it 
simpli?es the task of administering security policies in a 
computer network. Rather than requiring the netWork admin 
istrator to individually set and maintain security policies on 
each computing system in the netWork, the directory service 
enables security policies to be distributed throughout the 
netWork. When a change is made to a security policy, a copy 
of the security policy is replicated betWeen the other domain 
controllers Within the netWork. In this Way a global policy 
may be de?ned and maintained that is the same throughout 
the organization. 

SUMMARY 

[0004] Embodiments of the present disclosure generally 
relate to the transformation of global data into client-speci?c 
data. In one non-limiting example, global data stored in a 
global data store is transformed into client-speci?c data, 
Which is stored in a local data store of a client. Further 
embodiments relate to a transformation of global policy data 
into client-speci?c policy data. 
[0005] As discussed herein, an aspect of some embodi 
ments relates to a system including a server. The server is 
communicatively connected to a global data store. The global 
data store contains global data. The server is operative to 
communicate With a client having a local data store that stores 
client-speci?c data generated by applying a transformation 
rule to the global data. 
[0006] Another aspect of some embodiments relates to a 
computer readable medium containing computer executable 
instructions Which When executed by a computer perform a 
method of generating client-speci?c data. The method 
includes de?ning global data; de?ning transformation rules, 
each transformation rule including a scope, a priority, and a 
transformation; applying the transformation rules to the glo 
bal data in an order corresponding to the priority to generate 
client-speci?c data; and storing the client-speci?c data on a 
client that is Within the scope of the transformation rules. 
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[0007] Further aspects relate to a directory service database 
including a ?rst domain controller and a second domain con 
troller. The ?rst domain controller has a global data store 
containing global policy data, Wherein the ?rst domain con 
troller distributes the global policy data. The second domain 
controller stores transformed global policy data, Wherein the 
transformed global policy data is generated by applying a 
transformation rule to the global policy data. 
[0008] This summary is provided to introduce a selection of 
concepts in a simpli?ed form that are further described beloW 
in the Detailed Description. This Summary is not intended to 
identify key or essential features of the claimed subject mat 
ter, nor is it intended to be used in any Way as to limit the scope 
of the claimed subject matter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] FIG. 1 is a block diagram of an example client 
server system capable of implementing aspects of the present 
disclosure. 
[0010] FIG. 2 depicts an exemplary computing system 
upon Which aspects of the present disclosure may be imple 
mented. 
[0011] FIG. 3 is a How chart illustrating an example method 
of generating client-speci?c data. 
[0012] FIG. 4 is a block diagram of an example client 
server system capable of performing the method shoWn in 
FIG. 3. 
[0013] FIG. 5 is a block diagram of another example client 
server system capable of performing the method shoWn in 
FIG. 3. 
[0014] FIG. 6 is a block diagram of an example client 
server system capable of implementing aspects of the present 
disclosure. 
[0015] FIG. 7 is a block diagram further illustrating a por 
tion of the client-server system shoWn in FIG. 6. 
[0016] FIG. 8 is a block diagram illustrating an example 
data structure for transformation rules. 

DETAILED DESCRIPTION 

[0017] This disclosure Will noW more fully describe exem 
plary embodiments With reference to the accompanying 
draWings, in Which speci?c embodiments are shoWn. Other 
aspects may, hoWever, be embodied many different forms and 
the inclusion of speci?c embodiments in the disclosure 
should not be construed as limiting such aspects to the 
embodiments set forth herein. Rather, the embodiments 
depicted in the draWings are included to provide a disclosure 
that is thorough and complete and Which fully conveys the 
intended scope to those skilled in the art. When referring to 
the ?gures, like structures and elements shoWn throughout are 
indicated With like reference numerals. 
[0018] Embodiments of the present disclosure generally 
relate to the transformation of global data into client-speci?c 
data. In one non-limiting example, global data stored in a 
global data store is transformed into client-speci?c data, 
Which is stored in a local data store of a client. Further 
embodiments relate to a transformation of global policy data 
into client-speci?c policy data. 
[0019] FIG. 1 is a block diagram of an example client 
server system 100. Client-server system 100 includes server 
102, and a plurality of clients 104, 106, and 108. Server 102 
includes global data store 110 having global data 111. Clients 
104, 106, and 108 include local data stores 112, 114, and 116. 
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Local data stores 112 and 114 include global data 111' and 
111" respectively. Local data store 116 includes client-spe 
ci?c data 117. In one embodiment, global data store 110 is 
replicated from server 102 to local data stores 112 and 114 of 
clients 104, 106, such that local data stores 112 and 114 
contain copies of global data 111. As described in more detail 
herein, global data store 110 is also replicated to local data 
store 116 of client 108, except that data transformation 120 is 
?rst applied to global data 111 to generate client-speci?c data 
117. In this Way, global data 111 may be customized to suit the 
particular needs of client 108. 

[0020] In the illustrated embodiment, When global data 111 
is distributed to clients, such as to client 104, copy of global 
data 111' is stored on local data store 112. Having an exact 
copy of global data 111 is useful in many circumstances. 
HoWever, there are times When it is desirable to modify global 
data 111 for a particular client, or set of clients. Some embodi 
ments of the present disclosure enable this data transforma 
tion to generate client-speci?c data from global data. 
[0021] In one example, server 102 and clients 104 and 106 
all reside in the same general location, but client 108 is 
located in a different time Zone. Data replicated to local data 
store 116 can be transformed, such that times stored Within 
global data 111 are adjusted for the different time Zone. In 
order for this to occur, data transformation 120 is applied to 
global data 111 to modify the dates and times as desired into 
client-speci?c data 117. 
[0022] In another example, global data store 110 includes a 
list of globally authorized administrators. The administrators 
are granted special permissions Within client-server system 
100 to access and modify the system. When global data store 
110 is replicated to clients 104 and 106, the globally autho 
riZed administrators are granted administrative access to 
those clients. Clients 104 and 106 contain an exact copy of 
global data store 110, Which cannot be modi?ed, for example, 
to authoriZe a local administrator to have access only to client 
104. 

[0023] If such a modi?cation is desired, hoWever, data 
transformation 120 can be applied to global data 111 to gen 
erate client-speci?c data 117 based on global data 111, such 
as to include the additional administrator. Client-speci?c data 
117 is stored in local data store 116 of client 108. In this 
example, the local administrator is only granted access to 
client 108, and not to server 102, client 104, or client 106, as 
desired. 

[0024] FIG. 2 is an exemplary computing system 200 for 
implementing aspects of the present disclosure. In one 
embodiment, computing system 200 is client 108, shoWn in 
FIG. 1. In another possible embodiment, computing system 
200 is server 102, also shoWn in FIG. 1. In its most basic 
con?guration, computing system 200 typically includes at 
least one processing unit 202 and memory 204. Depending on 
the exact con?guration and type of computing system, 
memory 204 can be volatile (such as RAM), non-volatile 
(such as ROM, ?ash memory, etc.) or some combination of 
the tWo. This most basic con?guration is illustrated in FIG. 2 
by dashed line 206. Additionally, computing system 200 may 
also have additional features/functionality. For example, 
computing system 200 may also include additional storage 
(removable and/ or non-removable) including, but not limited 
to, magnetic or optical disks or tape. Such additional storage 
is illustrated in FIG. 2 by removable storage 208 and non 
removable storage 210. 
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[0025] Computing system 200 typically includes at least 
some form of computer readable media. Computer readable 
media can be any available media that can be accessed by 
computing system 200. By Way of example, and not limita 
tion, computer readable media may comprise computer stor 
age media and communication media. Computer storage 
media includes volatile and nonvolatile, removable and non 
removable media implemented in any method or technology 
for storage of information such as computer readable instruc 
tions, data structure, program modules or other data. Com 
puter storage media includes, but is not limited to, RAM, 
ROM, EEPROM, ?ash memory or other memory technology, 
CD-ROM, digital versatile disks (DVD) or other optical stor 
age, magnetic cassettes, magnetic tape, magnetic disk storage 
or other magnetic storage devices, or any other medium 
Which can be used to store the desired information and Which 
can be accessed by computing system 200. Communication 
media typically embodies computer readable instructions, 
data structures, program modules or other data in a modulated 
data signal such as a carrier Wave or other transport mecha 
nism and includes any information delivery media. The term 
“modulated data signal” means a signal that has one or more 
of its characteristics set or changed in such a manner as to 
encode information in the signal. By Way of example, and not 
limitation, communication media includes Wired media such 
as a Wired netWork or direct-Wired connection, and Wireless 
media such as acoustic, RF, infrared and other Wireless 
media. Combinations of any of the above should also be 
included Within the scope of computer readable media. Any 
such computer storage media may be part of computing sys 
tem 200. 

[0026] Computing system 200 may also contain communi 
cations connection(s) 212 that alloW the computing system to 
communicate With other devices. Communications connec 
tion(s) 212 is an example of communication media. Commu 
nication media typically embodies computer readable 
instructions, data structures, program modules or other data 
in a modulated data signal such as a carrier Wave or other 
transport mechanism and includes any information delivery 
media. The term “modulated data signal” means a signal that 
has one or more of its characteristics set or changed in such a 
manner as to encode information in the signal. By Way of 
example, and not limitation, communication media includes 
Wired media such as a Wired netWork or direct-Wired connec 

tion, and Wireless media such as acoustic, RF, infrared and 
other Wireless media. The term computer readable media as 
used herein includes both storage media and communication 
media. 

[0027] Computing system 200 may also have input device 
(s) 214 such as keyboard, mouse, pen, voice input device, 
touch input device, etc. Output device(s) 216 such as a dis 
play, speakers, printer, etc. may also be included. All these 
devices are Well knoW in the art and need not be discussed at 
length here. 
[0028] In some embodiments, memory 204 includes one or 
more of operating system 220, application programs 222, 
other program modules 224, and program data 226. In some 
embodiments, global data, client-speci?c data, and transfor 
mation rules may each be stored in memory 204, removable 
storage 208, non-removable storage 210, or any other com 
puter storage media described herein. 
[0029] FIG. 3 is a How chart illustrating an example method 
300 of generating client-speci?c data. Method 300 includes 
operation 302 and operation 304. Method 300 begins With 
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operation 302, during Which global data is de?ned. In one 
embodiment, de?ning global data includes installing soft 
Ware on a computing system. In another embodiment, de?n 
ing global data includes con?guring a global policy. In one 
possible embodiment, the global policy is a set of rules that 
govern the interaction betWeen a subject and an object. In 
some embodiments, the global policy is distributed around 
the netWork to provide a common set of rules throughout the 
network. An example of a global policy is a policy that de?nes 
security and access rights relating to objects Within the net 
Work. In another embodiment, de?ning global data includes 
de?ning a set of global administrators. In one embodiment, 
the set of global administrators is a list of all users having 
administrative access rights Within the netWork. In this 
example, the list of global administrators enables a user on the 
list of global administrators to be authorized as administrators 
by any computer Which utiliZes the list of global administra 
tors to determine access rights. In some possible embodi 
ments, de?ning global data is performed by a server (e.g., 102 
shoWn in FIG. 1) or by another computing device capable of 
communicating With the server (e.g., 108 shoWn in FIG. 1). 
[0030] After global data has been de?ned, operation 304 is 
thenperformed. During operation 304 the global data is trans 
formed into client-speci?c data. In possible embodiments, 
transformation of global data includes adding data to the 
global data, removing data from the global data, overriding 
some or all of the global data, or otherWise modifying the 
global data. 
[0031] In one embodiment, one or more transformation 
rules are de?ned to identify the transformations that should be 
applied to the global data. Transformation rules can be 
de?ned to perform any desired data transformation. One 
example is adding a local administrator to a list of global 
administrators. Transformations may also be used to override 
data or remove data. For example, a transformation rule may 
be de?ned to remove a particular administrator from the list of 
global administrators, such as to deny that administrator 
access to the client. Alternatively, a transformation rule may 
be de?ned to override the list of global administrators With a 
list of local administrators. In this example, none of the global 
administrators Would be permitted to access the client unless 
they Were also on the list of local administrators. Additional 
embodiments of transformation rules are illustrated and 
described With reference to FIG. 8. 
[0032] Example embodiments described herein enable cli 
ent-speci?c changes to be made to global data, to modify the 
global data to conform to the speci?c needs of a particular 
client. 
[0033] FIG. 4 is a block diagram of an example client 
server system 400 capable of performing method 300, 
described With reference to FIG. 3. Client-server system 400 
includes server 402 and client 404. Server 402 includes global 
data store 410 having global data 420. Client 404 includes 
local data store 412 having global data 420', transformation 
rules 422, and client-speci?c data 424. 
[0034] In the illustrated embodiment, global data 420 is 
de?ned and stored in global data store 410. Global data 420 is 
then replicated to client 404, such that local data store 412 
includes a copy of global data 420'. 
[0035] Transformation rules 422 are de?ned and stored in 
local data store 412. Inpossible embodiments, transformation 
rules 422 include one or more rules that de?ne a transforma 
tion to be applied to global data 420 in order to generate 
client-speci?c data 424. 
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[0036] After global data 420' and transformation rules 422 
have been de?ned and stored in local data store 412, client 
404 reads transformation rules 422 and applies transforma 
tion rules 422 to global data 420 to generate client-speci?c 
data 424. Client 404 then uses client-speci?c data 424 to 
perform tasks relating to the client-speci?c data. For example, 
if client-speci?c data 424 contains data relating to access 
rights, client 404 Will read client-speci?c data 424 to deter 
mine access rights. One of the bene?ts of this embodiment is 
that transformation data does not need to be stored in global 
data 420. In this Way, global data 420 occupies less space in 
the memory of server 402 and any other computing system 
onto Which global data 420 is replicated. 
[0037] FIG. 5 is a block diagram illustrating another 
example client-server system 500 capable of performing 
method 300, described With reference to FIG. 3. Client-server 
system 500 includes server 502 and client 504. Server 502 
includes global data store 510 having global data 520. Global 
data 520 includes transformation rules 522. Client 504 
includes local data store 512 having a copy of global data 520' 
and client-speci?c data 524. The copy of global data 520' 
includes a copy of transformation rules 522'. 

[0038] In the illustrated embodiment, global data 520 is 
de?ned and stored in global data store 510. In addition, trans 
formation rules 522 are de?ned and stored in global data 520. 
Global data 520, including transformation rules 522, is then 
replicated to client 504, such that local data store 512 includes 
a copy of global data 520' and a copy of transformation rules 
522'. 

[0039] In one embodiment, once global data 520', including 
transformation rules 522', has been stored on client 504, client 
504 generates client-speci?c data 524. To do so, client 504 
reads transformation rules 522' and applies the transforma 
tion rules to global data 520'. This generates client-speci?c 
data 524, Which is stored in local data store 512. Client 504 
then uses client-speci?c data 524 to perform tasks relating to 
the data. 

[0040] In an alternate embodiment, client-speci?c data 524 
is generated by server 502. In this embodiment, global data 
520 does not need to be replicated to client 504, and therefore 
global data 520 is not stored Within local data store 512. 
Rather, server 502 reads transformation rules 522 from global 
data store 510. After transformation rules 522 have been read, 
server 502 applies the transformation to global data 520 to 
generate client-speci?c data 524 Which is communicated to 
client 504. In some embodiments, the transformation is 
applied to the global data 520 by server 502 upon receipt of a 
request from client 504 for the data. Client 504 stores the 
client-speci?c data 524 in local data store 512. Client 504 
then uses client-speci?c data 524 to perform tasks relating to 
the data. Therefore, it can be seen that one of the bene?ts of 
storing transformation rules 522 in global data 520 is that the 
transformation rules 522 may be applied by either server 502 
or client 504. 

[0041] Some embodiments bene?t from having transfor 
mation rules stored in global data store 510, rather than local 
data store 512. One of these bene?ts is the ability to compute 
a Resultant Set of Policy (RSoP) for a client Without having to 
access the client. RSoP is an administrative tool used to 
manage a Group Policy. The RSoP tool operates as a query 
engine that polls existing policies, and then reports the results 
of the query. Administrators can use the RSoP tool, for 
example, to predict the cumulative effect of Group Policy 
objects (GPOs), or to determine the actual result of Group 
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Policy settings on a particular computer, user, or user on a 
computer. When the transformation rules are stored in global 
data store 510 and applied by server 502, server 502 contains 
the information needed by the RSoP tool. 
[0042] Another advantage is the ability to globally manage 
the rules for multiple clients. Rather than requiring that trans 
formation rules be maintained separately on each individual 
client 504, the global data 520 can be adjusted to manage 
multiple clients. In addition, by storing the transformation 
rules in the global data store, the transformation rules cannot 
be modi?ed by the client, unless the client is given permission 
to modify the global data store. Another bene?t of storing 
transformation rules in the global data store is that it enables 
the server to apply the transformation rules before passing the 
data to the client. This enables the server to ensure that the 
transformation rules are being applied, and that the transfor 
mation rules are being applied properly. This is bene?cial, for 
example, When information in global data 520 is secure or 
private, and should not be read or received by client 504. 
[0043] In another possible embodiment, transformation 
rules 522 are applied by both server 502 and client 504. In this 
embodiment, transformation rules 522 are divided into tWo or 
more sets of transformation rules, namely a server set of 
transformation rules and a client set of transformation rules. 
The server set of transformation rules is ?rst applied to global 
data 520 by server 502 to generate transformed global data 
that is communicated to client 504. After receiving the trans 
formed global data, client 504 applies the client set of trans 
formation rules to the transformed global data to generate 
client-speci?c data 524. Client-speci?c data 524 is then 
stored in local data store 512. 
[0044] One of the bene?ts of this embodiment is that trans 
formations may be applied by the computing system best 
suited to perform the transformation. Some transformations 
are best suited to being performed by the server. For example, 
server 502 may choose to apply or not apply a transformation 
based on the authentication method used by client 504. In an 
even more speci?c example, server 502 ?rst determines 
Whether the client has authenticated using Kerberos authen 
tication. If so, the transformation is applied. For clients 
authenticating using NTLM or for anonymous clients, the 
transformation is not applied. 
[0045] Other transformations are better suited to being per 
formed by the client. For example, if a transformation rule is 
predicated by a value of a registry key stored on the client, it 
Would be dif?cult for server 502 to perform that transforma 
tion. In that case, the transformation may instead be per 
formed by the client. 
[0046] FIG. 6 is a block diagram of an example client 
server system 600. Client-server system 600 operates a 
Microsoft® Windows@ environment including an Active 
Directory® directory service. In the illustrated example, cli 
ent-server system 600 includes sites 602, 604, and 606. Sites 
are commonly de?ned Within an organization to group com 
puters sharing a common location. For example, each of sites 
602, 604, and 606 may be located in a different building, or in 
a separate city. The present disclosure is not, hoWever, limited 
to client-server systems having multiple sites. 
[0047] In the illustrated example, each of the sites includes 
one or more domain controllers. For example, site 602 
includes domain controller 610, site 604 includes domain 
controller 612, and site 606 includes domain controller 614. 
In addition, each domain controller is in data communication 
With one or more clients. For example, domain controller 610 
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is in data communication With clients 620, 622, and 624; 
domain controller 612 is in data communication With client 
630; and domain controller 614 is in data communication 
With clients 640 and 642. 
[0048] Domain controllers 610, 612, and 614 each have a 
global data store 650, 652, and 654, respectively. Global data 
stores 650, 652, and 654 are replicated, such that changes 
made to one of the global data stores Will automatically be 
made to the other global data stores. 
[0049] FIG. 7 is a block diagram further illustrating site 604 
of example client-server system 600, such as shoWn in FIG. 6. 
Client-server system 600 includes domain controller 612 and 
client 630. Domain controller 612 includes global data store 
652. Global polity data 700 is stored in global data store 652. 
Client 630 includes local data store 702 having local policy 
data 704. 

[0050] In one embodiment, domain controller 612 is a 
server that responds to security authentication requests. In 
this embodiment, client 630 is any computing system in 
Which it is desirable to specially con?gure a local policy to 
differ from the global policy. In some embodiments, client 
630 is itself a domain controller. In such embodiments, client 
630 may receive the replicated global data store. 
[0051] In one embodiment, global policy data 700 is 
de?ned by a set of data objects, each object includes an 
unordered set of attributes, and each attribute represented by 
an unordered set of distinct values. Possible embodiments 
include global policy data 700 that conforms to the light 
Weight directory access protocol (LDAP). Global policy data 
700 is replicated throughout client-server system 600 to 
de?ne enterprise-Wide policies. 
[0052] It is sometimes desirable, hoWever, to de?ne a local 
policy that differs from the global policy. One example of this 
is in de?ning a set of local administrators. The global set of 
administrators is de?ned in the global data store (such as a 
database of an Active Directory directory service). Local 
policy data 704 is generated from global policy data 700 by 
applying a transformation 710 to global policy data 700. The 
resulting local policy data 704 includes, for example, a cus 
tomiZed set of administrators that is stored on local data store 
702. Any other local policies may be similarly de?ned by 
applying a transformation to global policy data 700. In one 
embodiment, local policy data 704 is registry data, such that 
it is stored Within the Microsoft® Windows@ registry. Once 
the local policy data 704 has been generated, client 630 
applies that policy to evaluate security authentication 
requests, or for any other desired purpose. 
[0053] FIG. 8 is a block diagram illustrating an example 
data structure for transformation rules 800. In the illustrated 
embodiment, one or more transformation rules 800 include 
?rst transformation rule 802, second transformation rule 804, 
and third transformation rule 806. Transformation rules 800 
can include any number of transformation rules 802, 804, 
806, etc. Each transformation rule 802, 804, and 806 includes 
scoping rules 810, priority 812, and transformation 814. 
[0054] Scoping rule 810 includes one or more rules that 
de?ne the set of clients to Which the transformation rule Will 
apply. In one embodiment, scoping rule 810 is a list of one or 
more clients. In another embodiment, scoping rule 810 
includes a set of Boolean predicates based on client properties 
such as client name, organizational unit membership, security 
group membership, or other client attributes including 
dynamic attributes such as a client’s Internet Protocol (“IP”) 
address, as Well as global system properties such as time of 
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day. An example of a relatively complex scope rule is a 
transformation that applies on Fridays betWeen 5 pm and 9 
pm PST, for clients located in the site having the name “Build 
ing 11.” 
[0055] If transformation rules 800 are stored locally on a 
client, and not in a global data store, then scoping rule 810 
may be implicitly de?ned as applying only to the particular 
client. Therefore, scoping rules 810 are not required in all 
embodiments. 
[0056] Priority 812 identi?es a relative priority of the trans 
formation rule as compared With other transformation rules. 
In one embodiment, priority 812 is an integer value Where the 
value “1” has the highest priority. If tWo transformation rules 
Were de?ned having the same priority, a default priority rule 
may be applied to determine the priority. An example of a 
default priority rule is to process any con?icting transforma 
tion rules in the order in Which they are de?ned. For example, 
if transformation rule 1 and transformation rule 2 Were listed 
With the same priority, transformation rule 1 Would be applied 
?rst because it is listed ?rst. In another embodiment, all 
transformation rules are treated as having the same priority 
and priority 812 is not required. Alternatively, a default pri 
ority rule may apply if priority 812 is not included. 
[0057] Transformation 814 includes the actual transforma 
tion that is to be applied to the global data. Some embodi 
ments de?ne transformations that may be applied to an object, 
an attribute of an object, or a value of an attribute. In one 
example, transformation 814 is selected from one of: object 
override, attribute override, value exclusion, and value exten 
sion. 
[0058] Object override is a transformation to override a 
value of a global object. Object override completely replaces 
an object With a client-speci?c object and attributes. Object 
override may also be used to remove an object, such as by 
overriding the object With a NULL value. In addition, object 
override may be used to introduce a neW object by overriding 
a non-existing global object With a speci?c value. For 
example, object override may be used to replace the set of 
administrators de?ned in directory service domain With a set 
of client-speci?c administrators. 
[0059] Attribute override is a transformation to override an 
attribute of a global object or set of obj ects. Attribute override 
overrides the attribute With a client-speci?c value. For 
example, attribute override is used to specify a set of Backup 
Operators for a domain controller, unrelated to the global 
setting for Backup Operator membership. 
[0060] Value exclusion is a transformation to remove a 
value or a set of values from an attribute of a global object or 
set of global objects. For example, value exclusion is used to 
exclude a speci?c user from the globally de?ned set of 
Backup Operators for a speci?c domain controller. 
[0061] Value extension is a transformation to add a value or 
set of values to an attribute of a global object. For example, 
value extension is used to add a speci?c user to a globally 
de?ned set of Backup Operators. 
[0062] The transformations described herein are examples 
only. In other embodiments, other transformations can be 
applied. For example, a Boolean or other complex expression 
can be used to de?ne a transformation rule. One example 
involves the LightWeight Directory Access Protocol 
(“LDAP”). The LDAP includes a policy called MaxPageSiZe. 
The policy is a global policy controlling a parameter of LDAP 
server processing. The value of the parameter is an integer. As 
a result, a possible transformation rule could be de?ned as: 

Oct. 30, 2008 

LocalValue:min(GlobalValue, 1000), Where LocalValue is 
the local data and GlobalValue is the global data. This 
example puts a limit on ceiling on the GlobalValue to ensure 
that LocalValue never excees 1000, even if the GlobalValue is 
larger. A Wide variety of transformations could be de?ned in 
a similar manner. 

[0063] Another example of a possible transformation 
involves string manipulation. In this example, the global 
policy data includes a message, such as a message that is 
displayed to a user at logon. A transformation rule can be 
de?ned to change the message. For example, an additional 
message is appended to the end. This is useful, for example, if 
there is a need to convey information to a speci?c individual 
or group of individuals. If the user is an administrator, for 
example, the transformation rule might append, the message 
might include a reminder that the user Will be automatically 
logged off after a period of inactivity. Any other modi?cation 
could be made to a message, such as deleting, inserting, or 
otherWise modifying a message. 
[0064] In some embodiments, global and local policies are 
de?ned in Extensible Markup Language (“XML”). In some 
of these embodiments, transformation rules are expressed as 
an Extensible Stylesheet Language (“XSL”) template, de?n 
ing hoW the XML should be transformed. 
[0065] These and other data transformations may be 
applied to global data to generate client-speci?c data that 
meets the needs of the particular client, or set of clients. In this 
Way, a Widely distributed data store need not be con?ned to 
the rigid requirement that all replicated data stores contain 
exactly the same data. In some embodiments, the data trans 
formations enable computing systems to have greater ?ex 
ibility and functionality Within a computing netWork. 
[0066] Although the subject matter has been described in 
language speci?c to structural features and/or methodologi 
cal acts, it is to be understood that the subject matter de?ned 
in the appended claims is not necessarily limited to the spe 
ci?c features or acts described above. Rather, the speci?c 
features and acts described above are disclosed as example 
forms of implementing the claims. 

What is claimed is: 
1. A system comprising: 
a server communicatively connected to a global data store, 

the global data store containing global data; and 
Wherein the server is operative to communicate With a 

client having a local data store that stores client-speci?c 
data generated by applying a transformation rule to the 
global data. 

2. The system of claim 1, Wherein the global data is global 
policy data. 

3. The system of claim 2, Wherein the client-speci?c data is 
client-speci?c policy data. 

4. The system of claim 1, Wherein the server is a domain 
controller. 

5. The system of claim 4, Wherein the transformation rule is 
stored in the global data store. 

6. The system of claim 4, Wherein the transformation rule is 
stored in the local data store. 

7. A computer readable medium containing computer 
executable instructions Which When executed by a computer 
perform a method of generating client-speci?c data, the 
method comprising: 

de?ning global data; 
de?ning transformation rules, each transformation rule 

including a scope, a priority, and a transformation; 
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applying the transformation rules to the global data in an 
order corresponding to the priority to generate client 
speci?c data; and 

storing the client-speci?c data on a client that is Within the 
scope of the transformation rules. 

8. The computer readable medium of claim 7, Wherein 
applying the transformation rules to the global data is per 
formed by a server. 

9. The computer readable medium of claim 7, Wherein 
applying the transformation rules to the global data is per 
formed by a client after receiving the global data from a 
server. 

10. The computer readable medium of claim 7, Wherein 
applying the transformation rules to the global data is per 
formed by a domain controller. 

11. The computer readable medium of claim 7, Wherein 
storing the client-speci?c data comprises storing the client 
speci?c data in a registry of the client. 

12. The computer readable medium of claim 7, Wherein 
de?ning global data comprises de?ning a policy. 

13. The computer readable medium of claim 7, Wherein the 
transformation is selected from the group comprising: an 
object override, an attribute override, a value exclusion, and a 
value extension. 

14. The computer readable medium of claim 7, Wherein 
applying the transformation rules comprises transforming a 
global set of administrators into a client-speci?c set of admin 
istrators. 
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15. The computer readable medium of claim 7, Wherein 
storing the client-speci?c data comprises storing the client 
speci?c data on a local data store of the client. 

16. A directory service database comprising: 
a ?rst domain controller having a global data store contain 

ing global policy data, Wherein the ?rst domain control 
ler distributes the global policy data; and 

a second domain controller storing transformed global 
policy data, Wherein the transformed global policy data 
is generated by applying a transformation rule to the 
global policy data. 

17. The directory service database of claim 16, Wherein the 
transformation rule comprises a scope, a priority, and a trans 
formation. 

18. The directory service database of claim 16, Wherein the 
transformation rule de?nes an administrator to be added to a 
list of administrators and Wherein the global policy data 
includes the list of administrators. 

19. The directory service database of claim 16, further 
comprising a local data store communicatively connected to 
the second domain controller, the local data store containing 
transformation rules, Wherein the transformation rules are 
applied to the global policy data by the second domain con 
troller to generate transformed global policy data. 

20. The directory service database of claim 16, Wherein the 
transformed global policy data is used by the second domain 
controller to determine access rights. 

* * * * * 


