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(57) ABSTRACT 

Access to a controlled space aboard a transport vehicle is 
controlled by sensing a biometric characteristic associated 
With a person requesting access to the controlled space. The 
biometric characteristic is evaluated, both aboard the vehicle 
and distinctly from the vehicle, and tWo determinations are 
made, based on the biometric characteristic, Whether the per 
son is authorized to access the controlled space. In the event 
that both determinations indicate that the person is authorized 
to access the controlled space, the person’s request for access 
is approved; otherwise the request for access is denied. 

Egg GNSS 

ATC 

ROUTING & 
DOWNLOAD 



@3238 Lilli. Alllilllll 
a @552 0mg 

US 2008/0266054 A1 

mac; v$5.? / Em? Ummzb £97: / 

Oct. 30, 2008 Sheet 1 0f 13 

1/ UqEZEEEgaz?ggungngagg D 
. nV 

EOULKm 

Patent Application Publication 



Patent Application Publication Oct. 30, 2008 Sheet 2 0f 13 US 2008/0266054 A1 

GNSS DATA & ALERT TO TRANSCEIVER 
DATA 
& ALERT 

ALERT 
CODE 

37 

m m 
m . )\ 

mpw _I=c=J 

Y 

mm m 

MU 1 M w M Y 

IL 

mm L _: Z L m .. v RM 

c _ I ) ............................. I M 

$2M f6 J» A v UM ME T A V BE 

2 0c S m 
LN CS R A ............................ -- / 

UA TN U A. 0V. 

5 MH A B CR 
) 2 C SM (1 H mm 

m J \ T [2 Q 

m g B I 2 ‘LL? 

AS _ 8F 

(E 0 u 4 2 

Mm 3/ H n 3 

MR 9 KM J 7 E O 
‘h 2 2 GE 

mm /& T w Am \2 
PS f m RnNum WWK ME Cm / WW 

5 O EHRMAZYUN TM NO TD 2 H KATEIVROI MB AC 8 ACET CRL M P IMS G AAIY T 
O E V. N T. R R 

E F OR A 

R WRMS E MA TE 
W EB rOD mm M v A ........... :c N 

O 9 

w 5 \I 
3 S 

W 3 w + mm 

5 G 

3 H 

1 m m o J 

x m m C 

A A ‘:7: 

F m 

2 4 < 7 T 

S . .\ U 

E R E A O 

T I E L T R 

u v m A V H 

L In. H D C 

E v c Wm 6f Ln ‘ RM N M I: T M IVMA V MW 7 mm M 
s _ § as s mc /‘ U“. B 

S / T 

S N m A W) DcNL cam on BS 

N III G P MP 5 HE 

G M. 3 G AM 

I: D .\ 

11 9 

18 

I7 \ 

AIRCRAFT 
TRANSPONDER 

TRANSMISSION TO 
AIR TRAFFIC CONTROL 

DECODER I 4 

TRANSPONDER 
INTERFACE 

FIG. 2 



Patent Application Publication Oct. 30, 2008 Sheet 3 0f 13 US 2008/0266054 A1 

PRIMARY SATCOM SECONDARY SATCOM 
SATELLITES SATELLITES 
(ALPHA) (BRAVO) 

25 26 

VOICE PRINT / BIOMETRIC 
DATA FROM AIRCRAFT ALERT SIGNAL 

MULTI'CHANNEL 

| ‘ SATCOM 53\ 
4O TRANSCEIVER v 

T N / 
DECRYP IO A A DENIED & AIRCRAFT ALERT 

‘ APPROVED : { STATUS CODE 
\41 ; ; PROCESSING 

SPEAKER 61 ' ' 

VERIFICATION A ENCRYPTION GNSS 54 Q 
& BIOMETRIC \1 
RECOGNITION 4 4 COMPARISON 

60 I : ‘ ' WITH SYSTEM 
I \ PARAMETERS 

TIM E / DATA DECODER 
r INDEXED SYSTEM 

VOICE PRINT LOG ‘ 

OR BIOMETRIC \ W1. 52 
DATABASE 42 f 4 \ : 

' I E *\ 
APPROVED : ; I 57 

l I : 
' I I 

- - > AUTHENTICATION ; 2 
APPROVAL CODE 1 LT ALERT STATUS 

: VERIFICATION NO \ ‘I 

44 ,l f 59 f 58 
VOICE OR BIOMETRIC i Terminate NO 

ANALYSIS FOR : Alert 8; Log 
KNOWN OR SUSPECTED DEN‘ED & 1 
TERRORISTS / CRIMINALS STATUS : 

I YES 

1 \ 
45 1 

[48 ; HIERARCHY 

vOICE PRINT 46 ‘ Rgl?gci I 0R BIOMETRIC AUTHORIZATION 
DATABASE DENIED I, 

(Identified IntTudcr) 
‘ NOTIEICATON 

- GOVERNMENT/ ______,@ DEN‘ED ': LAW ENF. 
1 AGENCIES 

AUTHORIZATION 
DENIED \ 

(Unidentified Intruder) 51 

FIG. 3A 





Patent Application Publication Oct. 30, 2008 Sheet 5 0f 13 US 2008/0266054 A1 

GNSS SIGNAL 

\ 
V 87 

PROGRAMMABLE GATE 
88 89 

l | | l FI I l Fl 
| | I | I 1 l 1 | I 
l | I | l I | l | l 
1 1 l | I | l | I I 

1400;00:00 1405:0000. 14100000 141500100 1420:0000 

FIG. 4A 

90 
/ 

11)§;§ DT/T1ME§;§SR §;§ LAT§,§ LON §;§ ASL §;§AGL §;§ALERT 

AUDIO SOURCE _l Q l_— VIDEO SOURCE 
: DIGITAL ENCODER 

Q [91 
l428;01,01,02;14l0,00,00; I2; 381234,771234; 35100; 0; 0 

__.> l428;01,01,02;l4l0,00,00 A U D I O ____________> J 

_____> I428;01,01,02;1410,00,00 V I D E O ________> _/ 

FIG. 4B 



Patent Application Publication Oct. 30, 2008 Sheet 6 0f 13 US 2008/0266054 A1 

Data Acquisition 

Initialize: Set Programmable Buffer depth 
and DataUnit time interval. Create data 
structures and Initialize oointers. 

YES 
__> Set head_ptr 

to 0 

Is data _ptr = 

limit _ptr? 

Set all data in 
DataUnit[data_ptr] to zero ' 

Alert and other data ] 

l Cameras and Digital encoder l Record video, audio and [ hardware 
alert data. Store in I 
DataUniqdata-Ptr] 4— Microphones and Digital 

l encoder hardware 

Compress Audio/Video data. 
Store as CpDataUnit[data_ptr] 

in non-volatile memory 

l 
data _ptr = data _ptr + l 

Magneto-optical 
storage device 

YES 
1ifo_ptr I lifo_ptr+ 1 data __ptr > 1 

FIG. 5 



Patent Application Publication 

FIFO Data Transfer 

Oct. 30, 2008 Sheet 7 of 13 US 2008/0266054 A1 

return 

F 1FO_COMPLETE 
message 

Set ?fowptr back to 
?rst data record 

Copy 
DataUnit[?fo_ptr] to 
TransmitBuffer 

t 
Copy TransmitBuffer 

to Satcom 
driver 

Loop until 
transmission is 

complete 

t 

FIG. 6 



Patent Application Publication 

LIFO Data Transfer 

lifo__ptr = 

start of 
huf‘fer? 

Oct. 30, 2008 Sheet 8 0f 13 

Copy 
DataUnit[1ifo_ptr] to 
TransmitBuffer 

1 
Copy TransmitBuffer 

to Satcom 
driver 

US 2008/0266054 A1 

return 

LIFO_COMPLETE 
message 

Set lifo_ptr back to 
data _ptr - 1 

Loop until 
transmission is 

complete 

i 
lifo_ptr = 

lif0__ptr - 1 

FIG. 7 



Patent Application Publication Oct. 30, 2008 Sheet 9 0f 13 US 2008/0266054 A1 

Indexed Data Transfer 

Calculate index1__ptr 
and index2_ptr from 
start and ending times 

index1_ptr = return 
[- . INDEX COMPLETE 

1ndex2_ptr? " 
message 

Copy 
DataUnit[index1_ptr] 
to TransmitBuffer 

V 

Copy TransmitBuffer , Loop until 
to Setcom transmission is 
dnver complete 

index1_ptr = 

index1_ptr +1 

FIG. 8 



Patent Application Publication Oct. 30, 2008 Sheet 10 0f 13 US 2008/0266054 A1 

,3 6E 

.H... 

2.3.2 . mwm 2,2‘: 

£2.20 mwmunm wwzw... 

A. 

E 2;... 



Patent Application Publication Oct. 30, 2008 Sheet 11 0f 13 US 2008/0266054 A1 

2 2.2.2 2:8 .0204 532 82. P20 Pmm4< 

moon “with DIQ Q<MI 



Patent Application Publication Oct. 30, 2008 Sheet 12 0f 13 US 2008/0266054 A1 

A04. Hm comm M ED 





US 2008/0266054 A1 

METHOD AND APPARATUS FOR 
BIOMETRIC AUTHENTICATION OF FLIGHT 
CREW AND MONITORING CONTROLLED 

SPACE OF AIRCRAFT 

CROSS-REFERENCE TO RELATED 
APPLICATION 

[0001] This application claims bene?t of the date of ?ling 
of US. Provisional Application No. 60/328,620 ?led Oct. 10, 
2001. 

BACKGROUND OF THE INVENTION 

[0002] This invention relates to a method and apparatus for 
tracking aircraft and securing against unauthorized access. 
[0003] Increasing demands upon the systems, methods and 
infrastructure of commercial aviation have prompted 
advances in technology pertaining to aircraft surveillance and 
communication. These systems Which include ADS, ADS-B 
and FANS have enabled reduction of aircraft separation, and 
improvement in Air Traf?c Control management of aircraft 
Within coverage of regional airspace. 
[0004] Despite varied solutions presented by existing and 
emerging technologies, little effort or advancements have 
been made that may adequately protect against recurrence of 
the tragic events of Sep. 11, 2001. 
[0005] Reinforcement of cockpit doors and proposed arm 
ing of airline pilots provide physical barrier and defensive 
deterrence against aggressive actions of those harboring mali 
cious intent relative to airline industry. Unfortunately, these 
methods substantially increase cost for retro?tting aircraft, 
but fail to protect against access gained through forged or 
stolen ?ight creW identi?cation. Additionally, reinforced 
cockpit doors may be compromised at the point ingress/ 
egress of the ?ight creW into the area of the cockpit. 
[0006] Existing procedural measures rely upon the pilot 
and co-pilot to detect any intrusion into the cockpit, and 
notify regional ATC through textual input of emergency 
squaWk code(s) into the Mode-S transponder or satellite 
based data-link. Encoding of codes or textual messages failed 
adequately alert ATC of breach of the ?ight deck of any of the 
aircraft involved in the Sep. 11, 2001 hijackings. 
[0007] Objective of the present invention, Was therefore, a 
means of identifying authorized personnel With secondary 
comprehensive monitoring of the controlled space, suf?cient 
to detect and exclude non-authorized personnel from the con 
trolled space. Detected breach of the present invention permit 
immediate noti?cation of ATC and authorities through initia 
tion of an automatic alert code by primary and secondary 
means of Wireless communication, thus reducing risk of sys 
tem compromise. 
[0008] Existing surveillance systems, such as ADS and 
FANS enable approximations of an aircraft’s position in rela 
tionship to navigational lines or transmitted course intent, but 
fail to correlate the location of an aircraft outside of certain 
navigational boundaries, nor do these systems correlate pre 
cise positional representation of an aircraft in relationship to 
detailed geographic display of the underlying terrain. In the 
event of a compromise of a transponder or operational failure, 
ATC personnel are hampered in determining relative location 
of an aircraft. 

[0009] Certain objectives of the present invention include 
detailed graphic display of an aircraft’s position in relation 
ship to identi?able geographic detail, including but not lim 
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ited to, correlation of ?ight path or deviations relative to 
cities, buildings or landmarks, controlled spaces, WaterWays, 
topographical detail or emergency response facilities. It Was 
an additional objective to provide means of automatic 
ground-based vector display to the nearest primary or sec 
ondary airports, in the event an aircraft encountered dif?culty. 

[0010] Existing and emerging technologies permit 
approximations of aircraft location, relative to assigned navi 
gational tracks for inter-continental travel. While existing 
means enable improved air tra?ic management over vast oce 
anic surfaces, they are less useful in the unlikely event the 
aircraft fails to reach it’s destination. 

[0011] It Was an essential purpose of the current invention 
to develop a means for an aircraft to determine an imminent 
controlled or uncontrolled ?ight into terrain, With automatic 
noti?cation of the nearest Search And Rescue or response 
facilities, minutes prior to the aircraft’s crash (Net Terminal 
Location). This objective included automatically generated 
geographic-correlated map display, in Which a reverse vector 
line provides detail of compass heading and nautical miles to 
the identi?ed latitude and longitude of the aircraft’s Net Ter 
minal Location. 

[0012] Current or proposed surveillance systems rely upon 
satellite transmission of comprehensive positional data, 
including; aircraft identi?cation, velocity (airspeed), eleva 
tion, course heading, latitude, longitude, and course intent 
With some systems also reporting control surface settings. 
There are currently over three thousand aircraft in continual 
operation over the United States at any given time, With 
projections for substantial increase in the coming years, plac 
ing an ever increasing demand upon existing satellite sys 
tems. 

[0013] It is an objective of the present invention to decrease 
the need of aircraft to transmit lengthy positional coordinates, 
While retaining ability to determine the position of the aircraft 
on a three-dimensional basis from a shorter positional trans 
mission. The realiZation of this objective may reduce cost of 
satellite transmission, and increase e?iciency of satellites to 
handle increasing numbers of aircraft in the future. 

[0014] Historically, aircraft safety has been enhanced by 
extracting and analyZing data contained in one or more on 
board ?ight recorders. These systems, include CVR (Cockpit 
Voice Recorders) and DFDR (Digital Flight Data Recorders). 
Analysis of existing recorders is limited to retrieval after a 
plane has crashed, and often these recorders cannot be 
located, or have sustained damage that prohibit obtaining 
useful data or recordings. 

[0015] Objectives of the present invention included ability 
to record audio, video and data in separate channels in mul 
tiple recorder stages, including a rapidly addressable buffer 
array Which permits programming the length of recording 
time commensurate With ?ight duration, and a secondary 
non-volatile data storage medium su?icient for archive stor 
age of higher resolution audio and video. Development goals 
included ability to remotely access either recording stage, 
transmitting data in FIFO (First In First Out), IndexedAccess 
(identi?ed record, or a range betWeen tWo indexes) and LIFO 
(Last In First Out), Which permits immediate doWnload of the 
most current recording. This enables doWnload of data or 
audio related to issuance of an alarm or condition, ?rst. 

[0016] The primary focus of the present invention is to 
increase safety of the aircraft, and the respective passengers 
onboard. 
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[0017] Proposed or existing technologies pertain to record 
ing or remote access relative to mechanical conditions of the 
respective aircraft, or advocate continual transmission of 
?ight recorder voice, video and data to a ground-based facil 
ity Where it is recorded. 
[0018] The present invention primarily records audio, 
video and data in separate channels onboard an aircraft or 
vehicle, and then transmits, upon demand or prerequisite 
circumstance to a ground-based facility Where it is analyzed. 
This reduces demand upon satellite transmission, While 
reducing the number of personnel and data storage space 
needed to monitor aircraft. 
[0019] Additionally, proposed systems have an inherent 
problem if they advocate continual transmission of audio and 
data in real-time, or near real-time. If there is a break in 
satellite or RF communication continuity, then data may 
either be lost, or contain blank areas corresponding to the 
period of communication lapse. 
[0020] The present invention uses compression algorithms, 
and burst or packet communication With parity to assure that 
all elements that are transmitted, are properly received by the 
ground-based receiving center. Additionally, the present 
invention permits doWnload of data, as many times as desired 
Without posing an interference to incoming or previously 
recorded data. 

SUMMARY OF THE INVENTION 

[0021] The present invention illustrates means of cost-ef 
fective global surveillance and tracking, enabling dynamic 
aircraft positional monitoring of precise correlated geo 
graphic speci?city. Recent events related to aviation, high 
light security and the need for monitoring to enable precise 
location of aircraft in relationship to geographic locations and 
landmarks. 
[0022] Existing and proposed systems such as ADS, 
ADS-B and FANS-1A provide improved surveillance over 
broader areas not served by primary or secondary radar, yet 
are limited to establishing aircraft position, relative to exist 
ing navigational lines or transmitted aircraft intent. This 
places higher responsibility upon the judgment of ATC per 
sonnel to deductively correlate aircraft position With the cor 
responding geographic surroundings. 
[0023] The present invention rely upon GNSS derivedposi 
tional data, and secondary incremental Wireless transmis 
sions to ground-based receiving centers. The incremental 
separation betWeen each sequential positional transmission is 
dependent upon the aircraft’s position in relationship to the 
underlying terrain. 
[0024] Existing systems rely upon transmission of posi 
tional data from Which positional changes of the aircraft may 
be determined. These positional reports include, Velocity, 
current compass heading, latitude, longitude, altitude and 
course intent. The present invention requires transmission of 
feWer data elements, latitude, longitude and altitude from 
Which the ground-based receiving center uses the time sepa 
ration betWeen transmissions to calculate secondary data, 
including compass heading, deviation, current and average 
speed, distance, and rate of descent. By reducing the extent of 
each positional transmission, the present invention provides 
more e?icient use of satellite, or other Wireless communica 
tions methods, While enabling a cost savings for equipped 
aircraft. 
[0025] Algorithms employed by the ground-based receiv 
ing center(s) enable additional novel features, including an 
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automatic vector line to the nearest primary and/ or secondary 
airport in the event an aircraft encounters dif?culties. The 
system also produces a corresponding display of compass 
heading and distance to the vectored locations. 
[0026] Additionally, GNSS sample rate and corresponding 
transmission of positional coordinates increase in relation 
ship to the underlying terrain, permitting more rapid calcula 
tion of glide path. In the event determination is made by the 
airborne element of an imminent crash, trajectory is analyzed 
in relationship to time, distance and altitude from Which 
latitude and longitude of the aircraft’s net terminal location is 
determined. Immediate transmission to the nearest search and 
rescue or response facilities and geographic display of the 
aircraft’s last reported coordinates (LRC), and the distance 
and compass heading from the response facilities back to the 
aircraft. 
[0027] Additional alert systems speci?ed Within the 
present invention may either be determined by the equipped 
aircraft, or the ground-based centers. Methods of re-checking 
and verifying alert codes decrease chance of error. Codes 
include, Code 7600, deviation from ?ight parameter, Code 
7700 non-reporting aircraft (absence of positional coordi 
nates), Code 7800 net terminal location and Code 7500 detec 
tion of intruder Within the controlled space or cockpit. The 
preferred embodiment provide for concurrent transmission of 
alert codes by Satellite and Mode-S transponder, thus reduc 
ing chance of compromise of a single system. 
[0028] The present invention provides comprehensive 
solutions for aircraft security concerns through a means of 
biometric identi?cation of ?ight creW prior to take off. In the 
present invention, text-dependent voice biometrics are relied 
upon for indexing stored parameters of the knoWn authorized 
person’s voice. Log-on procedure is conducted concurrently 
betWeen tWo parallel systems, using an encrypted satellite 
link. All personnel are required to obtain concurring approval 
prior to departure. From the point of authorization, all 
changes are locked out until the aircraft safely reaches it’s 
destination. 
[0029] Biometric monitoring aspect of the present inven 
tion is initiated folloWing creW authorization and continues 
until the aircraft or vehicle safely reaches it’s destination. If 
any voice is detected that differs from the logged authorized 
personnel, an alert (Code 7500) is transmitted to the ground 
based receiving center. Upon veri?cation, the receiving cen 
ter Queries (doWnload command) the on-board ?ight 
recorder system, for Wireless transmission of the contents, 
While the aircraft is still in the air. 
[0030] The present invention provides a means of extract 
ing a time-date and position indexed spectrogram, from 
Which comparison may be made by appropriate agencies or 
personnel to determine the identity of the alleged intruder. 
Additionally, elements of this same display enables personnel 
to advance or reverse aircraft acquired audio 

[0031] The referenced ?ight recorder aspect of the present 
invention contains multiple stages, Which may function inde 
pendently or collectively as an integrated system. Elements 
include a solid state buffer array With de?nable recording 
duration or depth, corresponding to the duration of individual 
?ights or applications. Recording time exceed existing CVR 
(Cockpit Voice Recorder), and the separate indexed channels 
of audio, video and data may be accessed remotely by Wire 
less means. 

[0032] A non-volatile data storage device associated With 
the ?ight recorder system of the present invention, permit 
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archive storage in a crash-survivable enclosure. In one 
embodiment, robust magneto-optical means is employed 
With removable 9 GB platters or cartridges. 
[0033] Either system may be remotely doWnloaded using 
compression algorithms, and permit transfer in FIFO (First In 
First Out), Indexed Access or LIFO (Last In First Out). 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0034] Illustration of the interrelationship of elements, 
function and advantages of the present invention are provided 
in the accompanying draWings, in Which like references and 
corresponding reference numbers are identi?ed Within the 
ensuing detailed description. The draWings are intended to 
illustrate principles of the invention, and are not necessarily to 
scale. 
[0035] FIG. 1 illustrates the inclusive systems of an 
embodiment of the present invention, including primary and 
secondary elements and communication links connecting the 
functional aspects thereof, 
[0036] FIG. 2 is a block schematic draWing of the airborne 
element of the illustrated embodiment of present invention, 
detailing primary systems and sub-elements of the illustrated 
embodiment and inclusive Wireless communication ele 
ments, 
[0037] FIGS. 3A and 3B, Which may be collectively 
referred to as FIG. 3, is a block schematic diagram represent 
ing the ?oW and function of the ground based receiving center 
(Flight Data Receiving Center), 
[0038] FIG. 4A illustrates the acquired GNSS positional 
signal and subsequent incremental sampling by the program 
mable gate, corresponding to singular geo-positional values 
per sample, 
[0039] FIG. 4B illustrates varied forms of date/time-con 
currently generated data Which are subsequently delimited by 
the digital encoder and assembled into a linear sequential 
stream, demonstrates indexing of data to aircraft identi?er, 
date and time, including separate channels of audio and 
video, 
[0040] FIG. 5 is a ?oW chart identifying data acquisition 
function, 
[0041] FIG. 6 is a ?oW chart illustrating FIFO data transfer, 
relative to doWnload of the ?ight recorder element of the 
illustrated embodiment of the present invention, 
[0042] FIG. 7 is a ?oW chart representing LIFO data trans 
fer, relative to doWnload of the ?ight recorder element of the 
illustrated embodiment of the present invention, 
[0043] FIG. 8 is a ?oW chart identifying means of indexed 
data transfer (indexed access) relative to doWnload of the 
?ight recorder, 
[0044] FIG. 9 is a graphic map display indicating the cur 
rent dynamic positional aspect of an aircraft and its relation 
ship to a correlated map corresponding to the geographic 
domain of the equipped aircraft, and displays additional air 
craft-speci?c data and vector line aspects of the illustrated 
embodiment of the present invention, 
[0045] FIG. 10 is a graphic map display illustrating calcu 
lation and display of net terminal location (NTL) and reverse 
automatic reverse vector-line, 
[0046] FIG. 11 is a graphic illustration of the descent of an 
aircraft above and beloW decision height (DH) set by radar 
altimeter/ ground proximity Warning system and correspond 
ing change to sample rate regulated by the programmable 
gate, and illustrates calculation of NTL from the last trans 
mitted positional coordinates, and 
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[0047] FIG. 12 illustrates the generation and graphic dis 
play of a spectrogram obtained from ?ight recorder doWn 
loaded audio. 

DETAILED DESCRIPTION 

[0048] An embodiment of the invention Will be described 
With reference to use of the embodiment in connection With a 
passenger aircraft. HoWever, it Will be appreciated that many 
features of the invention are applicable to, and may be incor 
porated in, other mobile vehicles. As used herein, the term 
mobile vehicle includes a passenger aircraft, a military or 
commercial transport vehicle (including a cargo aircraft), and 
other media of transportation, including marine vessels (ships 
and boats). The illustrated embodiment includes scalable 
architecture permitting elements of the embodiment to be 
installed and utiliZed in smaller commercial or private air 
craft. Additionally, the illustrated embodiment is intended to 
make maximum use of existing system on board the aircraft. 
[0049] Individual and cumulative functional aspects of the 
present invention rely upon coordinated relationship 
between, 1. Airborne Element, 2. Wireless Communication 
Element, 3. Ground-based Control Center, and 4. Air Traf?c 
Control. 
[0050] Abbreviations are utiliZed in the folloWing manner: 

[0051] Airborne element (AE) identi?es integrated ele 
ments and sub-systems installed in the aircraft. 

[0052] Global navigation satellite system (GNSS) in an 
inclusive reference to any global navigation systems 
including, but not limited to, GPS (global positioning 
system) and GLONASS (global orbiting navigation sat 
ellite system). 

[0053] Satellite communication (SATCOM) is a broad 
inclusive reference to satellite communication link(s), 
equipment, constellations or mode of transmitting or 
receiving data by such means 

[0054] Flight data receiving center (FDRC) corresponds 
to a plurality of ground-based receiving centers operat 
ing ostensibly as one. Functions include concurrent bio 
metric analysis, geo-positional surveillance, tracking, 
computer-based graphic display, ?ight recorder doWn 
load control, aircraft alert code monitoring and 
response. FDRC locations are broadly spaced to assure 
comprehensive geographic coverage and communica 
tion. Individual FDRC locations are linked by satellite or 
?ber-optic link, enabling data to be shared betWeen 
FDRC elements and Air Tra?ic Control (ATC). 

[0055] FIG. 1 illustrates the interrelationship of primary 
elements and the corresponding forms of data or signals they 
generate or relay; including: GNSS (Satellites)iTransmit 
time indexed signal for geo-positional determination; 
AEiReceives and interprets GNSS signal, transmits incre 
mental GNSS data to FDRC, transmits contingent alert code 
(s) to FDRC andATC. Additionally, AE receives Query signal 
from FDRC, doWnloads ?ight recorder contents; FDRCi 
Processes and displays AE geo-positional data, processes and 
veri?es Alert Codes, transmits Query commands to AE, 
receives ?ight recorder doWnload; Routing & DoWnloadi 
refers to FDRC transfer of alert through hierarchy alert rout 
ing (FIG. 3A, 49) and transfer of doWnload and data to end 
users (FIG. 3B, 77, 78, 86); SATCOMiprovides communi 
cations link betWeen elements, relays FDRC generated alert 
signal to response to nearest SearchAnd Rescue teams (SAR) 
or response facilities; ATC Receives Mode-S transponder 
redundant alert code transmission from AE. 
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[0056] Systems and elements of the present invention 
enable transmission of speci?c alert codes, in response to 
contingent events detected by sub-system elements. These 
alert codes, include, but are not limited to: code 7500* 
detection of an unauthorized individual in the controlled 
space (?ight deck); Code 7600isubstantial deviation from 
course or heading; Code 7700—non-responding aircraft (no 
incremental positional transmissions); Code 7800ipro 
jected aircraft net terminal location (NTL). 

Aircraft Surveillance, Tracking and Display 

[0057] FIG. 2 depicts interrelated functions and sub-system 
elements of the AE. data collection, transfer and transmission 
constituents of the GNSS tracking sub-system are identi?ed 
as folloWs; GNSS satellites 1, antenna 2 for receiving GPS/ 
GLONASS or other positioning satellite signals, GNSS 
receiver 3, programmable gate 4, RA/GPWS (radar altimeter/ 
ground position Warning system) 5, and the multi-channel 
SatCom transceiver 23. 
[0058] In the illustrated embodiment, GNSS receiver 3 is a 
separate receiver utiliZed to derive positional data of a moving 
or stationary body in Which said receiver’s location is calcu 
lated by acquiring geo-positional satellite signals through 
antenna 2, from GNSS satellites 1, su?icient to enable GNSS 
receiver 3 to calculate position in latitude, longitude and 
altitude. 
[0059] Data produced by the GNSS receiver 3 includes 
time and positional coordinates and is regulated by the pro 
grammable gate 4, Which sets incremental rate at Which posi 
tional data is transferred to remaining elements and sub 
elements of the AE. This incremental rate, or sample rate, 
corresponds to an established rate, such as a range of one 
sample every tWo to ?ve minutes. Each incremental sample is 
precisely timed, and limited to one positional location. This 
timing is derived from the GNSS satellite signals, in the form 
of, or Which is converted to, a universal time unit of chrono 
logical measure, such as GreenWich Mean Time (GMT, UTC) 
or equivalent. This time and derived or encoded date is paired 
With each incremental sampling of the GNSS receiver 3. AE 
system maintains a backup clock and poWer supply to assure 
continuity of operation. 
[0060] FIG. 4A illustrates the relationship betWeen near 
continual GNSS signal 87, as monitored by GNSS receiver 
(FIG. 2, 3), and the subsequent processing by the program 
mable gate (FIG. 2, 4) and the resulting incremental sample 
rate, as depicted in FIG. 4A, 88. The dashed-line segments 
demonstrate individual GNSS samples 89 and, by Way of 
example, are labeled With military time in Which each sample 
Was taken i.e., 1400100100, 1405100100, 1410100100, etc. 
Each singular sample indicated by the corresponding vertical 
dashed line segment, contains date, time, latitude, longitude, 
altitude (ASL, and AGL if applicable). 
[0061] Programmable gate 4 (FIG. 2, 4) incorporates 
means of adjusting sample rate Which governs GNSS data 
transfer to remaining elements of the sub-system. This 
sample rate is expressed as a number corresponding to the 
number of samples per hour. By Way of illustration, a sample 
rate of once every ?ve minutes equals an encoded sample rate 
of 12 samples per hour and a sample rate of once every 2 
minutes equals an encoded sample rate of 30 samples per 
hour. 
[0062] Certain features of the present invention rely upon a 
contingent automatic increase of the sample rate, in response 
to AE position in relationship to the ground. It is understood 
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GNSS systems may provide altitude above sea level (ASL); 
hoWever this is not su?icient to determine proximity to ter 
rain. For this reason, radar altimeter or ground position Wam 
ing system (RA/GPWS) 5 is employed. 
[0063] In the preferred embodiment, the Radar Altimeter/ 
Ground Positioning Warning System (RA/GPWS) 5 signals 
the programmable gate 4 When AGL is at or beloW the deci 
sion height (DH), prompting the programmable gate 4 to 
substantially increase sample rate, thus providing more rapid 
indication to the FDRC as to location. Additionally, it is the 
intent of the illustrated embodiment to derive accurate mea 
surement of AGL from the RA/GPWS 5, at or beloW DH, and 
combine this data in a sequential linear timed transmission of 
data 6 to digital encoder 7, Which delimits data by interspers 
ing dividers or delimiters separating data into sets Which may 
later be separated by FDRC into their original order and form. 
Although one of a number of delimiters may be selected, by 
Way of illustration semi-colons (;) are used to distinguish 
betWeen separate elements of data, and commas (,) are used to 
distinguish betWeen related elements of data. 
[0064] The resulting delimited data produced by the digital 
encoder 7, include the folloWing data elements: 
[0065] Aircraft identi?er; date, time; sample rate; latitude, 
longitude; altitude above sea level; altitude above ground 
level; alert code (if applicable). 
[0066] The order in Which the data elements are transmitted 
may be different from the order in Which the elements are 
listed above. 
[0067] FIG. 4B demonstrates linear How of separate 
indexed elements of data 90 to the digital encoder, along With 
separate channels of audio and video. The data elements 
identi?ed in 90 are then delimited into a sequential pre-deter 
mined order, indexed by the corresponding date and time in 
Which the sample or individual elements of data Were 
obtained. An illustration of the resulting delimited data 
stream is demonstrated in 91. Audio and video 92, 93 are 
processed separately. 
[0068] It is important to note that the delimiter is also 
capable of encrypting any or all elements of the data. This 
may be useful to eliminate chance of any adverse party receiv 
ing or interpreting portions of the transmitted data. Applica 
tion of encryption capability and function is selected or 
de?ned at the discretion of the end user. 

[0069] Certain contingent elements of data are not alWays 
present Within the delimited data, such as AGL data. In the 
event RA/GPWS is above DH then the digital encoder records 
a Zero in the space normally occupied by AGL data. This 
indicates no data is available, demonstrating the aircraft or 
commercial transport is above DH. 
[0070] Once encoded, data is incrementally transferred to 
multi-channel SatCom transceiver 23 for immediate trans 
mission at the set sample rate. 
[0071] Resulting incremental GNSS signal is then trans 
ferred by SatCom communications link to FDRC (FIG. 3B), 
antenna 38, and multi-channel SatCom transceiver 39 to 
decoder 79. This block identi?es and delineates data-related 
elements of the broadcast signal and removes delimiting 
markers separating various constituents of the data signal. All 
data, including positional coordinates, retain the correspond 
ing aircraft identi?er and date-time index markers contained 
Within the original linear sequential assemblage of data. This 
permits constituent elements of data to be processed along 
separate data pathWays, alloWing the sum of those separate 
processing steps to be correlated for computation of second 
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ary data and subsequent display of a graphic depiction of the 
position of the aircraft at the indexed date and time. 

[0072] Positional data, including latitude, longitude and 
altitude (ASL, AGL) are subsequently transferred from 
decoder 79 to GNSS buffer 80 Which maintains a reference of 
the most recent historical path of each indexed aircraft, up to 
a de?ned or programmed number of positional samples. The 
GNSS buffer 80 maintains a buffer record of aircraft-speci?c 
positional data up to and including the maximum sample 
indicated. Since all records are identi?ed by date-time mark 
ers, individual indexed buffer records include altitude data 
(ASL, AGL) permitting an inclusive reference for calculation 
and display of incremental positional changes and tendencies 
Which may be expressed on a three dimensional basis. 

[0073] The above described latitude, longitude and altitude 
data is transferred from decoder 79 to aircraft data correlator 
81, alloWing calculation of secondary data including 1) com 
pass heading, 2) distance traveled and 3) current speed. Cal 
culation of secondary data is based upon relational basis 
betWeen tWo or more incrementally transmitted positional 
coordinates (latitude/longitude), and the time interval sepa 
rating those coordinates. Algorithms used to calculate ele 
ments of secondary data include but are not limited to the 
examples listed beloW: 
Compass-Leading Derived from Incremental Position Data 
[0074] Because the most direct path betWeen tWo points on 
earth folloWs a great circle, the folloWing algorithm returns a 
compass heading When latitude and longitude coordinates are 
compared betWeen tWo transmitted aircraft positions: 

De?nitions 

[0075] LATl, LONliposition of aircraft in degrees of 
latitude and longitude as determined by GNSS (GPS, GLO 
NASS). 
LAT2, LON2isecondary transmitted aircraft location in 
degrees latitude and longitude. 
Modimodulo operation. Returns remainder of division by 
argument, in this case 2*pi 

[0076] ATAN2imath function that returns arctangent of 
argument and quadrant of plane that angle belongs in. 
HEAD:calculated heading from LATl, LONl to LAT2, 
LON2. 

Algorithm 1 

[0077] 

HEAD:mod(a tan 2(sin(LONl —LON2)*cos(LAT2), 
cos(LATl )*sin(LAT2)-sin(LATl )—sin(LAT2)*cos 
(LON1—LON2)), 2*pi) 

Distance, Derived from Incremental Position Data 

De?nitions 

[0078] LATl, LONliposition of aircraft in degrees of 
latitude and longitude as determined by GNSS (GPS, GLO 
NASS) readings. 
LAT2, LON2isecondary transmitted aircraft location in 
degrees latitude and longitude. 
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DLONILON2-LON1 (this is simply the difference betWeen 
tWo longitudes) 

DLAT:LAT2—LATl 

[0079] ANG:angle in radians betWeen the tWo points as 
referenced from the center of the earth. 
A?emporary variable 
RADIradius of the earth-varies With latitude from 3418. 
97368 nautical miles (NM) at the poles to 3452.84210 NM at 
the equator 
ALTl:altitude in feet above sea level (ASL) from aircraft 
ALT2:altitude ASL computed in nautical miles 
DIST:nautical miles (NM) betWeen tWo points 

Algorithm 2 

[0080] 
ALTZIASL/6O8O 

DLONILONZ-LONI 

DLATILATZ-LATI 

A:(sin(DLAT/2))"2+cos(LATl )*cos (LAT2)* (sin 

(DLON/2))"2 

ANG:2 *a tan 2 (sqrt(a),sqrt(l —a)) 

DIST:(RAD+ALT2) *ANG 

[0081] 
Current Aircraft Speed Derived from Incremental Position 
Data 

[0082] The formula beloW returns airspeed in percentage of 
Mach and may be adjusted to calculate speed in miles per 
hour, knots or other unit of measure. 

De?nitions 

[0083] SR:sample rate corresponding to time interval 
betWeen transmitted coordinates contained in data transmis 
sion from aircraft. 
DISTIdistance in nautical miles (NMI6080 feet). This is the 
product of the distance algorithm, discussed earlier. 

MACH:622.65789 NM/hr. 

[0084] % MACHIpercentage of Mach 

Algorithm 3 

[0085] 

% MACH:(DIST*SR)/622.65789 

KNOTS:DIST*SR 

Average Speed, Derived from GNSS Buffer Data 
[0086] From the GNSS buffer 80, an accumulated record of 
sequential coordinates of the aircraft is obtained. Respective 
distances for each successive set of coordinates is calculated 
using the aforementioned distance algorithm and assigned 
corresponding identi?ers DISTl, DIST2, DIST3, etc. 
[0087] By dividing the sum of DISTl, DIST2 and DIST3 
by the number of distance values, an average is obtained. The 
resulting average is then multiplied by sample rate to return a 
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value in knots, or divided by 62265789 to obtain a value in 
AVG%MACH. The following algorithm may be applied to 
any number of derived positions. 

Algorithm 4 

[0088] 
AVG%MACH:(DISTl +DIS T2+DIST3/3)*SR+ 622. 
65789 

AVG KNOTS:SR* (DISTl+DIST2+DIST3)/3 

GNSS Aircraft Tracking Display 

[0089] FDRC (FIG. 33) processing of AE incrementally 
transmitted positional data includes sequential SatCom sig 
nal processing elements 38, 39, 79 and 80. Aircraft and ?ight 
speci?c data is accessed and transferred from the aircraft data 
correlator 81 and combined With secondary data computation 
82 for individual referenced aircraft. 
[0090] Precise positional data provides means of identify 
ing the geographical domain of an aircraft in relationship to a 
corresponding map display. Geographic juxtaposition and 
graphic display of an aircraft’s dynamic position in relation 
ship to terrain is based on the folloWing; Each map has an 
inclusive range of latitude and longitude positions corre 
sponding to its geographic bounds, or geographic domain. 
Map correlator 83 obtains current AE position, determines 
geographic domain in Which the AE’s current position is 
included and then calls up the corresponding base map from 
map data 84 interposing a graphic symbol corresponding to 
the aircraft’s latitude and secondarily calculated course head 
ing and speed. Historical path of a displayed aircraft may be 
displayed as a line or tail behind the aircraft’s current geo 
graphic position. Sequential positions of an aircraft’s histori 
cal path are indexed in GNSS buffer (FIG. 3B, 80), and may 
be useful in determining precise course and any applicable 
deviation. 
[0091] FIG. 9 illustrates a correlated display, of the repre 
sentative dynamic path of an aircraft’s forWard progression in 
relationship to its geographic surroundings. In this example, 
an aircraft, VARIG (RG Flight 8864 from Sao Paulo, BraZil 
(GRU airport code) to NeW York (JFK), is approaching the 
eastern seaboard beloW Atlantic City at 6:47 AM. 
[0092] Display of the aircraft’s historical path is demon 
strated in FIG. 9 by a line or tail behind the aircraft, shoWing 
its prior transmitted positional coordinates. This provides 
very precise means of identifying an aircraft’s current rela 
tionship to geographic identi?ers as Well as calling attention 
to positional changes and substantial deviations over time. 
Some current surveillance methods correlate positional data 
in relationship to aircraft transmitted course intent, or ATC 
displayed navigational lines, but fail to adequately identify 
precise path of travel of a given aircraft totally independent of 
anticipated navigational lines or parameters. Referenced 
maps and inclusion of certain graphic elements are available 
as individual layers permitting user selectable features to be 
displayed or omitted. These layers include, but are not limited 
to, cities; transportation routes and highWays; primary and 
secondary airports; high-loW aircraft navigational lines; con 
trolled spaces; governmental buildings and landmarks; mili 
tary or coast guard bases; search & rescue facilities. 
[0093] Aircraft Within a given geographic domain may be 
displayed singly, as need dictates, or a display may be called 
up to depict all aircraft Within a given airspace or region, or to 
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display all aircraft corresponding to a particular airline or 
entity. Additional data may be displayed 

Automatic Vector Line and Display 

[0094] Vector line aspect of the illustrated embodiment 
provides a selectable means of calculating and displaying one 
or more lines from the dynamically advancing position of the 
displayed aircraft to the nearest primary and/or alternate air 
port(s). Stored latitude and longitude data of the ?xed loca 
tion of these airports permit comparison and calculation of 
positional differences betWeen the dynamic path of the air 
craft and the stored reference coordinates. FDRC system ?rst 
determines nearest viable airport relative to the aircraft, dis 
playing a vector line and calculated compass heading and 
nautical miles from the aircraft to the ?xed point position of 
the selected airport. 
[0095] FIG. 9 provides an example of the graphic display of 
the automatic vector line. In this example, VARIG Airlines 
(RG) encounters problems and deviates from its course by 30 
degrees south. Automatic calculation of the vector line indi 
cates an alternate airport northWest of Dover, Del., Where this 
aircraft may land. The vector line display includes compass 
heading of 315 degrees, With corresponding distance of 6.7 
nautical miles. The vector line in this example is displayed as 
a dashed-line, and is continually recalculated in relationship 
to the aircraft’s dynamic change of position. 
[0096] Calculation of compass heading from aircraft to 
?xed point location is identical to the compass heading algo 
rithm (previously described). 
[0097] Distance calculation betWeen the aircraft and the 
?xed point location is calculated using a Haversine algorithm 
enabling data to be computed in nautical miles. 

De?nitions 

[0098] LATl, LONliposition of aircraft in degrees lati 
tude and longitude as determined by GPS readings. 
LAT2, LON2iposition of ?xed point location in degrees 
latitude and longitude as determined from data base. 

DLONILONZ-LONl 

DLATILAT2-LAT1 

[0099] ANGIis the angle in radians betWeen the tWo points 
as referenced from the center of the earth. 
A?emporary variable 
[0100] RADIradius of the Earth. Varies betWeen 
3418.97368 NM at the poles to 3452.8421 NM at the equator. 
DISTInautical miles (NM) betWeen tWo points 

Algorithm 

[0101] 
DLONILONZ-LONl 

DLATILATl —LAT2 

DIST:RAD*ANG 

[0102] Aircraft surveillance and tracking aspect of the 
illustrated embodiment differs from competing systems in the 




















