
US 20080263363A1 

(12) Patent Application Publication (10) Pub. No.: US 2008/0263363 A1 
(19) United States 

Jueneman et al. (43) Pub. Date: Oct. 23, 2008 

(54) PORTABLE DATA ENCRYPTION DEVICE 
WITH CONFIGURABLE SECURITY 
FUNCTIONALITY AND METHOD FOR FILE 
ENCRYPTION 

(75) Inventors: Robert R. Jueneman, Milpitas, CA 
(US); Duane J. Linsenbardt, San 
Jose, CA (US); John N. Young, San 
Jose, CA (US); William Reid 
Carlisle, St. Petersburg, FL (US); 
Burton George Tregub, Encino, 
CA (US) 

Correspondence Address: 
SHELDON MAK ROSE & ANDERSON PC 
100 Corson Street, Third Floor 
PASADENA, CA 91103-3842 (US) 

(73) Assignee: SPYRUS, INC., San Jose, CA (US) 

(21) Appl. No.: 12/018,094 

(22) Filed: Jan. 22, 2008 

11 
I 18 I9 

Crypto 
Authorization 
Software and 
Firmware 

20 

Related US. Application Data 

(60) Provisional application No. 60/886,087, ?led on Jan. 
22, 2007. 

Publication Classi?cation 

(51) Int. Cl. 
H04L 9/32 (2006.01) 

(52) U.S. Cl. ...................................................... .. 713/184 

(57) ABSTRACT 

A portable encryption device With logon access controlled by 
an encryption key, With an on board cryptographic processor 
for reconstituting the encryption key from a plurality of 
secrets generated by a secret sharing algorithm, optionally 
shrouded With external secrets using an invertible transform 
resistant to quantum computing attacks. Another embodi 
ment provides ?le decryption controlled by a ?le encryption 
key, With the on board cryptographic processor reconstituting 
the ?le encryption key from a version of the ?le encryption 
key Which has been shrouded With a netWork authorization 
code. A method for encryption of a plaintext ?le by hashing, 
compressing, and encrypting the plaintext ?le, hashing the 
ciphertext, hashing the plaintext hash and the ciphertext hash, 
and sealing the ciphertext together With the resulting hash. A 
portable encryption device for performing the method is also 
disclosed. 
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PORTABLE DATA ENCRYPTION DEVICE 
WITH CONFIGURABLE SECURITY 

FUNCTIONALITY AND METHOD FOR FILE 
ENCRYPTION 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] The present application claims the bene?t of US. 
Provisional Patent Application No. 60/886,087 titled “Modu 
lar Portable Storage Device And System With Con?gurable 
Security Functionality” ?led Jan. 22, 2007, the contents of 
Which is incorporated by reference in this disclosure. 

BACKGROUND OF THE INVENTION 

[0002] The creation of proprietary digital information is 
arguably the most valuable intellectual asset developed, 
shared, and traded among individuals, businesses, institu 
tions, and countries today. This information is mostly de?ned 
in electronic digital formats, e.g., alphanumeric, audio, video, 
photographic, scanned image, etc. The exposed storage and 
transport of this proprietary information, particularly for the 
purposes of sharing among separate collaboration groups, has 
signi?cantly increased the risk of interception and theft by 
criminal elements, competitors, amateur thieves, computer 
hackers, terrorists, or political or industrial spies. 
[0003] Simultaneously, there is an increased need for 
mobility of such data by physical or logical transport betWeen 
home and of?ce, or from of?ce to of?ce(s) among designated 
recipients. The dramatic increase in the velocity of business 
transactions and the fusion of business, home, and travel 
environments has accelerated sharing of this proprietary com 
mercial, government, and military digital information. To 
facilitate sharing and mobility, large amounts of valuable 
information may be stored on a variety of portable storage 
devices (e.g., memory cards, memory sticks, ?ash drives, 
optical and hard disc magnetic media) and moved among 
home and of?ce PCs, portable laptops, PDAs and cell phones, 
and data and video players and recorders. The physical mobil 
ity of these storage devices makes them vulnerable to theft, 
capture, loss, and possible misuse. Indeed, the storage capac 
ity of such portable storage devices is noW approaching a 
terabyte, su?icient to capture an entire computer operating 
environment and associated data. This Would permit copying 
a targeted computer on the storage media and replicating the 
entire data environment on an unauthorized “virgin” com 
puter or host device. 

[0004] Another trend in data mobility is to upload and 
doWnload data on demand over a netWork, so that the most 
recent version of the data is alWays accessible and can be 
shared only With authoriZed users. This facilitates the use of 
“thin client” software and minimiZes the cost of storing rep 
licated versions of the data, facilitates the implementation of 
a common backup and long-term storage retention and/or 
purging plan, and may provide enhanced visibility and audit 
ing as to Who accessed the data and the time of access, as may 
be required for regulatory compliance. HoWever, thin client 
softWare greatly increases the vulnerability of such data to 
hackers Who are able to penetrate the ?reWalls and other 
mechanisms, unless the data is encrypted on the storage 
medium in such a Way that only authoriZed users could make 
sense of it, even if an unauthoriZed user Were able to access 

the encrypted ?les. 
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[0005] There is a balance among legal, economic, national 
security, and pragmatic motivations to develop robust secu 
rity implementations and policies to protect the storage of 
proprietary digital information, based on the value of the 
information, the consequences of its exposure or theft, and the 
identi?cation and trust associated With each of the targeted 
recipients. In order to provide such varying degrees of pro 
tection for portable storage devices, system methods and 
application functionality must be developed and easily inte 
grated into the operating procedures of the relevant institu 
tions. Different policies de?ning degrees of protection are 
required to economically accommodate and adapt to a Wide 
range of targeted recipient audiences for this data. 
[0006] Currently and predominantly, for portable storage 
devices, passWords and software solutions are used for such 
purposes as encryption of information and to provide the 
authentication functions to access and manipulate private 
intellectual property. The sophistication of literally millions 
of mathematicians, computer engineers and scientists, many 
of Whom can be hostile to the protection of digital intellectual 
property for economic, political, or frivolous purposes, rep 
resents a great threat to the e?icacy of simple implementa 
tions of passWord security and softWare encryption systems 
currently implemented on such portable encryption devices. 
Furthermore, the dif?culty and, in some cases, the inability to 
change security policies for access to such data forms yet 
anotherbarrier to the commercial and institutional interests of 
the oWners of the intellectual property in controlled and 
directed sharing of such information, and of the user’s ability 
to retrieve, search, and store such data in their daily activities. 
[0007] In contrast, some users have adopted the use of 
hardWare-based encryption solutions in order to prevent these 
problems, only to discover a feW years later that their data Was 
irretrievable because their cryptographic token Was lost, sto 
len, or malfunctioned and they had no backup or recovery 
agent capability, or that interesting or even vital historical 
records could not be read because no information exists as to 
What keys Were used to encrypt the documents, or What tokens 
or PINs Were used. It is easy to imagine that if these issues are 
a signi?cant problem today, then the problem of encrypting 
data for personal privacy for 40 or 50 years, or even the life of 
the individual, Will become overWhelming. 
[0008] What is needed are highly robust and proven secu 
rity techniques incorporated into neW system methods and 
into neW commercially available portable storage hardWare 
apparatus to implement con?gurable security policies for 
accessing information through rigorous authentication 
means, to secure the information With certi?ed levels of 
accepted cryptographic technology, and to rigorously control 
the environment Within Which the information is shared. 
What is needed is a secure portable storage apparatus and 
method of encrypting and sealing (via a combination of 
secure hash and digital signature technologies) digital infor 
mation ?les and storing them in the device’s integral or 
removable memory, or alternatively on the host device’s 
memory or other ancillary memory storage devices, While 
operating under cryptographically protected security policies 
for transport and authoriZed access to such digital informa 
tion. 
[0009] It is essential that the portable encryption device 
provide and make use of a highly secure logon mechanism, to 
ensure that a user is not alloWed to or even be capable of 
operating the device in order to encrypt, decrypt, sign, or 
verify the data, or perform various other sensitive operations 
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unless and until that user has been speci?cally authenticated 
and authorized in accordance with the organization’s security 
policies and procedures. To this end, it would be very desir 
able for the device to support the use of a secure PIN entry 
mechanism, as well as supporting an optional biometric iden 
ti?cation mechanism, and various other optional enhanced 
authentication devices, functions, and methods. 
[0010] Because the secure portable encryption device may 
be used in a high threat and high-ri sk environment, there is the 
possibility that the device could be lost, stolen, or captured by 
competitive or criminal forces, and later disassembled and 
even reverse engineered by a sophisticated and capable adver 
sary. For this reason, it is highly desirable that it be impossible 
for such an organization to extract the user’s authorization 
PIN or password, biometric template, or other enhanced 
authentication/ authorization parameters, or any of the private 
keys or critical cryptographic parameters, either from the data 
itself, the encryption device itself, or from the cryptographic 
processor, or from combination of the three. 

[0011] There is a need for secure physical and logical trans 
port of data for multiple recipients. To this end, it is desirable 
to provide a means of securely transporting data from one 
place to another, if the user has to carry the data with him or 
her, or physically transport the data and the secure encryption 
device, and somehow communicate the information neces 
sary to log on and access the data by another authorized user. 
What is required are a multiplicity of methods to securely 
transport the encrypted data, either physically or logically, 
between an Originator user and one or more authorized 

Recipient users of devices and host computers that are oper 
ating within authorized enclaves or domains, or are members 
of certain authorized Communities of Interest. 

[0012] An “enclave” is considered to consist of one or more 
host computers operating within a single organization or 
enterprise and under the control of a common security admin 
istration, typically subject to some level of physical security, 
and within which there is some reasonable expectation of 
interoperability with respect to the use of the subject inven 
tion. An example of an enclave would be the computers used 
within a single corporate campus, such that an employee 
could insert and use the secure portable secure encryption 
device. An enclave may be restricted in its scope to include 
only those host computers that are authorized to process 
information of a particular type, e.g., Engineering, Human 
Resources, or Finance. A given host computer may be autho 
rized to be a member of multiple enclaves. A “domain” is 
considered to consist of one or more enclaves distributed 
across one or more enterprises or organizations, all operating 
within a common security framework and policy. An example 
would be a collection of computers operating at the SECRET 
level throughout a portion of the Department of Defense, 
including civilian contractors and other cleared users. A 
“Community of Interest” is typically a more loosely de?ned 
set of host processors and users who all share a common 
interest and “Need to Know,” even if (in some cases) that 
interest spans enclaves and domains and even governmental 
boundaries. An example would be communications between 
the US. military and our allied and coalition partners, and in 
some cases even indigenous tribal authorities and informal 
collaborators. In the civilian or social networking sphere, a 
community of interest might include “Friends and Family,” a 
chat room, membership on a professional or social e-mail or 
blog list, etc. 
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[0013] In many environments, it is not su?icient merely to 
restrict the physical access and ability to log on to the device 
to certain host computers within a given enclave. Instead, 
there is a need for restricted communication and data con 
tainment, and it is necessary to constrain encrypted commu 
nications to those members of a pre-de?ned Community of 
Interest, so that no one outside of that Community of Interest 
could possibly decrypt the message. Such a mechanism could 
be used to enforce Mandatory Access Controls (e.g., clear 
ance levels, compartments, and/ or caveats in the military), or 
a de?ned Need-To-Know for various proprietary or sensitive 
types of information in commercial enterprises. 

[0014] It is very important to provide a mechanism for data 
con?nement, such that the secure portable encryption device 
can only be used in combination with an authorized host 
computing device. In a military environment, such a mecha 
nism would prevent the encrypted data from being compro 
mised even if the user were coerced into divulging or entering 
the PIN or password and activating any biometric sensors. In 
a commercial enterprise environment, such a mechanism 
could be used to prevent an authorized user from accessing 
and storing proprietary or personal of data and later decrypt 
ing them on his home computer without proper authorization, 
for personal gain, vicarious pleasure, or purposes that are 
more nefarious. 

[0015] Similarly, in multiple-recipient data sharing modes 
of operation, it would be highly desirable to provide one or 
more system methods or means to control access and crypto 
graphic operations, so that the data contained in or secured by 
such a secure portable encryption device can only be 
encrypted on behalf of, and decrypted by, an authorized user, 
and only on an authorized host computing device as dictated 
by the security policies of the enclave, domain, or Commu 
nity of Interest; and not by just anyone who may possess an 
encryption key pair that could be used in the encryption/ 
decryption process. It would also be highly desirable to 
ensure that the data is authenticated as having originated by a 
given user, and to provide nonrepudiation-level protection 
against manipulation or substitution of the data by an attacker. 

[0016] It would also be highly desirable if a “blocking” or 
“guard processor” can be provided to ensure that only 
encrypted and sealed information can be written to or read 
from designated input/output ports or devices, including 
removable media. Similarly, it would be highly desirable to 
support the use of a “black” guard processor that could exam 
ine any incoming or outgoing tra?ic on a communications 
link to ensure that it was properly encrypted and had not been 
modi?ed prior to allowing it to be transmitted or received, 
without the necessity of providing the guard processor the 
ability to decrypt the data. A “red” guard processor could also 
be used to decrypt and examine the data for speci?ed sensitive 
context prior to either releasing it for transmission or, if 
sensitive data is identi?ed, returning it to the originator with 
instructions to delete the sensitive data, andperhaps raising an 
alarm or log event that proper policies have not been fol 
lowed. 

[0017] There is a need for very long term data recovery 
mechanisms, and in order to conform to various regulatory 
and organizational governance requirements, it is desirable 
that one or more recovery agents be supported, possibly of 
different types, so that the encrypted data can be decrypted if 
necessary, even if the original cryptographic keys have been 
lost and the original user’s PIN forgotten. Preferably, the 
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necessary information to support this recovery must be 
embedded in the encrypted data itself. 
[0018] In the case of small businesses or home users, it may 
be important to provide some form of an inexpensive Recov 
ery Agent capability that can be used in conjunction with a 
primary encryption device to decrypt and recover data on a 
one-time-only basis. Because such a device or means will 
only be used in the event of the loss or malfunction of the 
primary device, it may be suf?cient (and desirable from a 
marketing perspective) if the functionality can be limited to a 
decrypt-only mode of operation. For this reason, it is desir 
able to support a hybrid mode of operation, providing a static 
private Elliptic Curve Cryptography (“ECC”) key within a 
security processor or token, to be used for decryption only; 
with the symmetric key encryption being performed in soft 
ware, or at a very bandwidth-limited rate in hardware. 

[0019] Because it is dif?cult to predict the course of history, 
the possibility of natural disasters, the failure or obsolescence 
of the hardware device, and even the dissolution of the origi 
nal equipment vendor or the user’s organization, it is desirable 
that a highly robust solution be devised to enable distant 
generations to read the data easily, while at the same time 
protecting the data as securely as possible for the current 
generation. This requires what we de?ne as “strong but brittle 
cryptography”ia cryptographic system that will resist all 
known attacks for a well-de?ned period of years or decades, 
and then will suddenly “snap” and provide relatively simple 
access to the data by future historians. Because it is dif?cult to 
ensure that any hardware mechanism will survive for many 
decades without failure, in addition to the hybrid decryption 
function described previously, it is desirable to support a 
decrypt-only function in a purely software means or mecha 
nism, so that the inevitable changes in computers, operating 
systems, applications, and even programming languages can 
be accommodated by updating or porting the software func 
tionality to the future environment. 

[0020] Finally, it must be recogniZed that the long-term 
storage of encrypted data presents some very dif?cult prob 
lems in sorting, searching, or even ?nding any data that is 
relevant to a particular subject, without being forced to 
decrypt the entire archive in order to ?nd something. This 
process is dif?cult enough if the document is a text document 
that can be searched relatively easily, but if the information 
that is sought is a photograph, drawing, sound recording, 
musical score, computer program, or other more abstract data 
type, then the search process can be very dif?cult indeed. In 
addition to the search dif?culty, there is a cost associated with 
the long-term storage of any kind of data, encrypted or not, 
and it is often necessary to make an intelligent decision as to 
what to save and what to discard. But if the information is 
encrypted, making that decision effectively requires that the 
information be decrypted in order to examine it, and that may 
not be practical if terabytes, exabytes, or even petabytes of 
data are involved. For this reason, it would be desirable if 
metadataidata about the data4could be saved along with 
the encrypted data itself. This metadata might or might not be 
as sensitive as the data itself, just as the subject of an e-mail 
might or might not be particularly revealing. In some cases, it 
may not be necessary to encrypt the metadata at all, and in 
other cases, it may be su?icient to encrypt the metadata using 
a key that is common across many such ?les or messages, and 
is shared with a central archive, catalog, or directory facility. 
It is therefore desirable to provide a mechanism for attaching 
metadata to the encrypted ?le in such a manner as to facilitate 
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the cataloging and subsequent discovery of the contents of the 
?les involved, and allowing the metadata to be sent in the 
clear, or encrypted in a common key or keys of the archive 
facility or catalog. 
[0021] In modern communications systems, data, typically 
in the form of a ?le, may be communicated, relayed, and 
stored over a large number of communications and storage 
media, each of which has some small but ?nite probability of 
introducing an error into the transmission or storage of that 
information. Even if the error is later detected, it may not be 
possible to correct it if the original source is no longer avail 
able. In particular, depending on the Mode of Operation of the 
cryptographic system, an uncorrected error may cause error 
propagation throughout the remainder of the decrypted ?le or 
message after the point of the error, rendering the data com 
pletely unintelligible. This is a particular problem in the case 
of one-way transmissions, e.g., when the recipient is operat 
ing under “EMCON” (emissions control) or radio silence 
conditions, as well as for one-way storage or archive opera 
tions. Although it may not possible to prevent such errors 
completely, it is desirable to have robust error detection and 
correction, and to make use of Forward Error Correction 
techniques that are embedded in the ?le or message itself, and 
therefore can be used to recover errors on an end-to-end basis, 

rather than having to rely on the proper operation of every 
intermediate link and storage mechanism. 

[0022] In implementing all of the above functionality, it is 
highly desirable that the methods and apparatus use encryp 
tion/decryption and digital signing techniques and related 
private key and public key algorithms and key siZes that are 
preferred by the communities of users or have been adopted 
by international or national standards, or are proprietary to 
unique institutions. One preferred cryptographic embodi 
ment and implementation is currently (year 2008) repre 
sented by the “Suite B” algorithms for both unclassi?ed and 
classi?ed use by the US. Government. Suite B consists of 
Elliptic Curve Cryptography (ECC) in the prime ?eld GF(P) 
using key siZes P-256 and P-384 for key establishment 
between two parties as well as for digital signature creation 
and veri?cation; the Advanced Encryption Standard (AES) 
with keys siZes of 128 or 256 bits for symmetric key encryp 
tion; and the updated Secure HashAlgorithms (SHA-256 and 
SHA-384). 
[0023] At the present time, extrapolating the increase in 
performance and scale of existing technology indicates that 
the ECC P-3 84 keys should resist attacks by even nation 
states for well over 100 years. However, the looming threat on 
the horiZon is the possibility of highly parallel computations 
made possible by a form of computation called “quantum 
computing.”At present, many of the cryptographic protocols, 
including RSA and ECC are believed to be secure, in that the 
effort which would be required to break them is considered 
computationally infeasible. The possibility that quantum 
computing might become feasible would change this picture 
dramatically. If realized, the dif?culty of most of these prob 
lems would drop from exponential complexity to merely 
polynomial complexity, rendering currently deployed cryp 
tographic systems and key lengths useless. Current expecta 
tions by knowledgeable people in the ?eld are that quantum 
computing attacks against ECC might become feasible within 
30 to 50 years, and that we may have a better understanding of 
the threat within 10 years. At least at present, there does not 
seem to be a comparable threat against AES, particular AES 
256. The possible threat against “SHA-2” is not known, but 
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NIST has initiated a call for a next generation of hashing 
functions, “SHA-3.” It is therefore desirable to resist quan 
tum-computing attacks against ECC and against SHA-2 
Wherever possible. 
[0024] Most prior art solutions to secure information on 
portable storage devices for transport to different host com 
puting devices or for use by authoriZed users have certain 
vulnerabilities as a result of their reliance on softWare and 
unprotected hardWare implementations, or on the long term, 
static, non-volatile, and accessible storage of important codes 
and cryptographic parameters. These vulnerabilities have 
become much more Widely exploitable due to the readily 
available technological and intellectual resources possessed 
by Well-funded criminal elements, rogue nations, terrorists, 
and political and military enemies. As of December 2006, as 
quoted in the NeW York Times, “Despite an almost four-and 
half-year campaign on the part of the company (Microsoft), 
and the best interests of the computer industry, the threat from 
harmful computer softWare continues to groW. Criminal 
attacks noW range from programs that steal information from 
home and corporate PCs to groWing armies of slave comput 
ers that are Wreaking havoc on the commercial Internet.” 
Many computer security companies say that there is a lively 
underground market for information that permits attackers to 
break into systems via the Internet through Trojan horses 
among other hardWare and softWare means of invasion of 
processors and softWare. 

[0025] Attacks on personal computers and commercial, 
government and military data are noW commonplace; indeed, 
identity theft of passWords is the largest White-collar crime in 
the United States. Yet passWords and PINs (Personal Identi 
?cation Numbers), in most cases generated by human beings 
Who are tempted to use native-language Words, Social Secu 
rity Numbers, telephone numbers, etc., are still the most used 
access security methods for protecting portable encryption 
devices, and among the most vulnerable to both brute force 
dictionary attacks as Well as sophisticated logic tracing. Pro 
fessional criminal attackers and even amateur hackers noW 
have access to sophisticated software and supercomputing 
netWorks that can unknoWingly invade processing devices 
and storage devices, trace software instruction sequences and 
memory locations, and by knoWing or discovering the algo 
rithms being used, intercept and copy encryption keys, PINs, 
and other pro?le data used to protect the access to stored 
content. They can exploit vulnerabilities in the underlying 
commercial softWare, or in the construction of the integrated 
circuit chips housing and executing the cryptographic pro 
cesses, or in the specialiZed cryptographic softWare, Which 
enables exposing keys and access parameters at some deter 
ministic point in the processing sequence. Industrial labora 
tory facilities are also available to read the data content stored 
in memory cells by measuring the electronic charge through 
the use of electronic beam microscopes, and thus steal stored 
PINs, keys, and therefore access the previously protected 
data. 

[0026] One of the key de?ciencies of prior art, therefore, is 
the Widespread reliance on a stored PIN or passWord that is 
used for comparison purpose, for access control, or used for 
passWord-based encryption to protect other cryptographic 
variables. Typically, the value that is stored is not the PIN 
itself, but a hashed or otherWise obfuscated version of the 
PIN, e.g., in the form produced by a PKCS#5 process. In the 
case of a passWord-based encryption process, the PIN itself 
may not be stored, but only the encrypted key, Which may then 
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be used to encrypt other information. In any case, hoWever, 
some kind of a value is stored, and if it is possible to locate and 
extract that value, then in general it is then possible to mount 
an o?lline exhaustive search attack against the PIN itself, With 
no constraints as to the amount of time, number of unsuccess 
ful attempts, or the number of netWorked distributed proces 
sors that may be applied to such an effort. Many of the more 
celebrated attacks against Digital Rights Management and 
copy protection systems for digital media, for example, have 
been successfully carried out by such means. 
[0027] Prior art is also directed at methods of cataloging 
user access at different security sensitivity levels and in dif 
ferent communities of interest through implementation of 
access control tables generally located at centraliZed servers. 
These tables are controlled by an institution’s centraliZed 
policies that specify predetermined access rights for each of a 
plurality of users relative to data resources Which themselves 
are identi?ed With predetermined levels of security. Access 
tables further include domain and rule information for each 
user to control the collection of domains and conditions of 
authoriZation of their security rights. Such systems are opti 
miZed for protecting access to centraliZed sensitive data but 
are not adaptable to secure the user authoriZation and access 

and decryption rights to data Which is transportable via por 
table storage media. Since the table data is external to the 
secured media on Which the data is stored, the processes to 
authenticate the user and authoriZe decryption of the data are 
generally not cryptographically secure nor are they adaptable 
to be implemented by the portable storage device itself, even 
With the presence of processing capability on the device. 
[0028] Many prior art methods exist for the key manage 
ment protection necessary for securing key encryption keys 
for large groups of users. Split-key secret sharing schemes 
have been proposed Whereby the decryption key is split and 
shared among multiple parties or entities to be combined to 
reconstitute the decryption key. In these cases, hoWever, the 
individual secret shares themselves are maintained statically 
in multiple storage devices, generally on-line, Where they are 
susceptible to attackers, particularly from Within the institu 
tion, Who can target the secret shares and recombine then to 
form the decryption key. Such solutions are implemented for 
relatively static con?gurations of computing and storage 
devices and related communities of interest or tiers of users, 
and have not addressed the ability to so protect key encrypting 
keys When the data itself, and the means to encrypt and 
decrypt the data and to generate and recombine the shared 
secrets, are on a portable device. 

SUMMARY OF THE INVENTION 

[0029] The present invention addresses these issues and 
severely mitigates or eliminates vulnerabilities or requires 
levels of time and effort that could Well render the value of the 
information as insigni?cant by the time it could be exposed as 
plaintext. Through the use of the methods, apparatus, and 
system represented by the invention, together With the selec 
tion of available manufacturing techniques for protection of 
circuit chip contents by means of physically bonded sealing 
and shielding, self-destructive anti-tampering logic to ZeroiZe 
memory contents, and advanced techniques for mitigating 
so-called side-channel attacks, a commercially affordable 
and superior security solution for protecting the access to 
portable stored data by unauthorized host computing devices 
or unauthorized users can be introduced to the public. 
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[003 0] A portable encryption device With logon access con 
trolled by an encryption key is disclosed comprising an enclo 
sure for the device providing a portable form factor, and a 
cryptographic processor Within the enclosure for reconstitut 
ing the encryption key from a plurality of secrets generated by 
a secret sharing algorithm. The secret sharing algorithm may 
comprise a K out of N secret sharing mechanism, such as 
Shamir’s Secret-Sharing Algorithm With Lagrange interpola 
tion. The encryption key may be, for example, a master key 
encryption key, or application key encryption key. 
[0031] Optionally, one or more of the generated secrets 
have been shrouded With one or more external secrets using 

an invertible transform, such that any one of the external 
secrets may be changed Without recreation or re-dealing of all 
of the plurality of generated secrets. A suitable invertible 
transform is XOR. One or more of the external secrets may 
comprise a user’s PIN, Which may be a supervisory user’s 
PIN. Still further embodiments are possible Where the exter 
nal secrets comprise a plurality of user’s PINs, and the trans 
form is invertible With less than all of the plurality of user’s 
PINs. 

[0032] Other embodiments of the external secrets are pos 
sible, such as Where one or more of the external secrets 
comprise a ?rmware hash, one or more of the external secrets 
comprise a host authoriZation code associated With one or 

more speci?c host computing devices, binding the portable 
encryption device to such one or more host computing 
devices, or one or more of the external secrets is generated by 
a proximity detection mechanism. An external secret can also 
be a function of multivariate parameters, such as geographic 
locus or biometric input. Optionally, the external secrets are 
communicated over a secure channel With a secondary 

device, such as a connected host computing device, or a 
remote device. 

[0033] Means for interfacing With a user authentication 
device can be added, such as a secure PIN entry mechanism, 
or secure biometric input. Still further embodiments com 
prise removable memory con?gured for data storage, a data 
communication module, or additional cryptographic proces 
sors Within the enclosure. The cryptographic processor may 
be a microprocessor that has been programmed to execute 
cryptographic functions. 
[0034] A method for controlling logon access on a portable 
encryption device having a portable form factor and a cryp 
tographic processor is disclosed, comprising generating a 
plurality of secrets by a secret sharing algorithm, con?guring 
the cryptographic processor to reconstitute an encryption key 
from the plurality of generated secrets, and determining lo gon 
access as a function of the reconstituted encryption key. The 
secret sharing algorithm may comprise a K out of N secret 
sharing mechanism, such as Shamir’s Secret-Sharing Algo 
rithm With Lagrange interpolation. The encryption key may 
be, for example, a master key encryption key, or application 
key encryption key. 
[0035] Optionally, a further step can be added of shrouding 
one or more of the generated secrets With one or more external 

secrets using an invertible transform, such that any one of the 
external secrets may be changed Without recreation or re 
dealing of all of the plurality of secrets. A suitable invertible 
transform is XOR. One or more of the external secrets may 
comprise a user’s PIN, Which may be a supervisory user’s 
PIN. Still further embodiments are possible Where the exter 
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nal secrets comprise a plurality of user’s PINs, and the trans 
form is invertible With less than all of the plurality of user’s 
PINs. 
[0036] Other embodiments of the external secrets are pos 
sible, as noted above. Optionally, a further step can be added 
of communicating the external secrets over a secure channel 
With a secondary device, such as a connected host computing 
device, or a remote device. In a still further embodiment, a 
step is added of receiving input from a user authentication 
device, such as secure biometric data, optionally over a secure 
channel. 
[0037] A portable encryption device With ?le decryption 
controlled by a ?le encryption key is disclosed comprising an 
enclosure for the device providing a portable form factor, and 
a cryptographic processor Within the enclosure for reconsti 
tuting the ?le encryption key from a version of the ?le encryp 
tion key Which has been shrouded With a netWork authoriza 
tion code. 
[0038] A method for controlling ?le decryption With a por 
table encryption device having a portable form factor and a 
cryptographic processor is disclosed, comprising generating 
a netWork authoriZation code, distributing the netWork autho 
riZation code to a community of interest through an out-of 
band distribution mechanism, shrouding a ?le encryption key 
With the netWork authoriZation code using an invertible trans 
form, receiving the netWork authorization code from a user, 
causing the cryptographic processor to reconstitute the ?le 
encryption key from the received netWork authorization code, 
and determining ?le access as a function of the reconstituted 
?le encryption key. An encrypted ?le may then be decrypted 
as a function of the reconstituted ?le encryption key. The 
invertible transform may be XOR, or an invertible transform 
that is resistant to quantum computing attacks. In a further 
step, the netWork authoriZation code is encrypted and code is 
distributed to a recovery agent. 
[0039] A method for ?le encryption of a plaintext ?le is 
disclosed, comprising the steps of hashing the plaintext ?le to 
produce a plaintext hash, compressing the plaintext ?le, 
encrypting the compressed plaintext ?le to create ciphertext, 
hashing the ciphertext to produce a ciphertext hash, hashing 
the plaintext hash and the ciphertext hash to produce a result 
hash, and sealing the ciphertext together With the result hash 
using a digital signature algorithm to produce the encrypted 
?le. The encrypted ?le may be communicated to originator 
selected optional recipients. A portable encryption device 
having a portable form factor and an on-board cryptographic 
processor may be used to perform the method. 
[0040] Further optional embodiments provide for an 
enforced mandatory recovery agent, breaking the encryption 
of the encrypted ?le at a pre-determined date, or embedding 
forWard error correction Within the encrypted ?le. 
[0041] Where the plaintext ?le has metadata, a further 
embodiment separately encrypts the metadata, and the seals 
the ciphertext together With the result hash and the encrypted 
metadata. Optional further steps for independent key 
exchange mechanism to permit decrypting the metadata by 
catalog agent are possible. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0042] FIG. 1 is a block diagram of one embodiment of hoW 
a SPED can be utiliZed. 

[0043] FIG. 2A is a block diagram of a HCD, and one 
embodiment of an SPED, and biometric authenticator con 
?gurations. 
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[0044] FIG. 2B is a perspective vieW of one embodiment of 
an HCD and SPED. 
[0045] FIG. 2C is a sketch of an SPED in a portable form 
factor. 
[0046] FIG. 3A is a block diagram of the SPED With 
optional removable memory module and an optional user 
authentication device comprising a secure PIN entry mecha 
nism and biometric input. 
[0047] FIG. 3B is a vieW of a physical implementation of 
one embodiment of a system incorporating an SPED and 
HCD. 
[0048] FIG. 4 is a How chart of a method, according to an 
embodiment, for installing software to initiate use of an 
SPED and to authenticate a user or system security o?icer. 
[0049] FIG. 5 is a block diagram ofan HCD, according to 
one embodiment of the invention. 
[0050] FIG. 6 is a block diagram illustrating one embodi 
ment of the HCD, the SPED, and the optional secure PIN 
entry/biometric sensor device. 
[0051] FIG. 7 is a How chart of a method, according to one 
embodiment of the invention, for selecting among the differ 
ent modes of operation of a system according to one embodi 
ment of the invention. 
[0052] FIG. 8 is a How chart of one embodiment of key 
management Within an SPED. 
[0053] FIG. 9 is a block diagram of another embodiment of 
the physical implementation of the system With security 
operations executed by software Within the SPED. 

DETAILED DESCRIPTION 

[0054] In accordance With the present invention, crypto 
graphic operations are implemented on data for secure stor 
age and transport by means of a system comprised of one or 
more than one secure portable encryption device (“SPED”) 
capable of such cryptographic operations, and optionally 
storing and communicating such secure data to host or 
peripheral devices, one or more than one host computing 
device (“HCD”), and means for securely protecting access to 
that data. One embodiment of the means for securely protect 
ing data is to permit access and cryptographic operations on 
that data only to authorized recipients, or only on authorized 
host computing devices, by a “K of N” split-knoWledge shar 
ing algorithm method of generating and cryptographically 
assigning shrouded secret shares Which are bound to authen 
tication/ authorization means such as shareholder PINs, pass 
Words, Host Authorization Codes (HAC), or other host, 
SPED, or other user authentication/authorization means as 
Will be knoWn to one or ordinary skill in the art With reference 
to this disclosure. Another embodiment of the means for 
securely protecting data is to utilize a NetWork Access Code 
(“NAC”) as part of a shrouding operation on ?le encryption 
keys. Another embodiment is a method for ?le encryption of 
a plaintext ?le, comprising the steps of hashing the plaintext 
?le to produce a plaintext hash, compressing the plaintext ?le, 
encrypting the compressed plaintext ?le to create ciphertext, 
hashing the ciphertext to produce a ciphertext hash, hashing 
the plaintext hash and the ciphertext hash to produce a result 
hash, and sealing the ciphertext together With the result hash, 
to produce the encrypted ?le. These and other embodiments 
Will noW be discussed in detail. It should be noted that these 
embodiments could be used alone, or in combination. 
[0055] As Will be understood by those skilled in the art, the 
phrase “cryptographic operation” includes hashing, encryp 
tion/ decryption, digital signature/veri?cation, and sealing 
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(e.g., hashed and digitally signed ciphertext). The term “PIN” 
(Personal Identi?cation Number) is used herein to designate 
a (typically short) series of numbers, an alphanumeric pass 
Word, or a lengthy passphrase consisting of arbitrary Words, 
letters, numbers, and/or special characters Without limitation. 
[0056] In one embodiment, the SPED is used to communi 
cate With the HCD to enable one or more cryptographic 
operations to be performed by the SPED on data provided 
from the HCD to the SPED (Which data can then be, for 
example, stored in the SPED or returned to the HCD for 
storage) or on data that has been transmitted by Wire or 
Wireless means to the SPED from another device, or input to 
the SPED by a person. 

[0057] In another embodiment, the data may be represented 
and stored as individually encrypted and/or sealed ?les. In 
general, the process of hashing, compressing, encrypting, and 
digitally sealing the ?le results in a neW object that may be of 
considerably different size, either larger or more often 
smaller than the original, With the result that the encrypted ?le 
cannot simply replace the original ?le. As a result, the act of 
storing the encrypted ?le must involve interactions With the 
directory or File Allocation Table in Ways that the originating 
program or operating system cannot easily discern. For this 
reason, the means of encrypting these ?les may either be a 
straight pass-through, generally requiring the implementa 
tion of a ?le-handling system Within the SPED itself, or the 
data may be looped-back to the HCD, either for storage 
locally, or for yet another pass, Wherein the ?les are broken up 
into discrete sectors by the host operating system prior to 
being stored on the SPED, such that the SPED is not required 
to implement the required ?le processing logic. 
Split-KnoWledge Sharing Algorithm Method of Generating 
and Cryptographically Assigning Shrouded Secret Shares 
Which are Bound to Authentication/Authorization Means 

[0058] In one embodiment, the means of generating and 
distributing Host Authorization Codes for host computing 
devices on the basis of security policies alloWs an institution 
to permit users to securely move data back and forth among a 
multiplicity of computers in a de?ned enclave, for example, 
betWeen a branch and a central o?ice, but prevents a user from 
decrypting the data on an unauthorized machine, even if the 
user possesses the encrypted data, the SPED device contain 
ing the keys necessary to decrypt the data, and is in possession 
of the PIN/passWord required for access, and can even satisfy 
any biometric criteria, so long as he does not knoW the Host 
Authorization Code, or other Enhanced Authorization codes, 
devices, or methods. This invention dynamically de?nes and 
con?gures the authorized population and tiers of users, por 
table encryption devices, and host computing devices. 
[0059] As Will be described, the use ofa set ofK out ofN 
shrouded secrets to reconstitute a Master Key Encryption Key 
involves the use of an exclusive-OR operation for the shroud 
ing, and a mathematical algorithm (Shamir’s secret sharing 
algorithm) involving N equations With K unknoWns. Neither 
of those operations involve the use of cryptography in the 
conventional sense, and the dif?culty of “breaking” such 
schemes does not depend upon any assumptions of compu 
tational intractability, but instead provide provable math 
ematical intractability. With respect to the K out of N secret 
sharing scheme, for example, if feWer than K shares are 
entered, or if any of the shares are entered incorrectly, then the 
results are mathematically indeterminate and no better than 
random guessing. LikeWise, if even a single bit is in error in 
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the shrouded calculation, then the result is simply incorrect, 
and provides absolutely no information that might aid an 
attacker. 
[0060] For this reason, this embodiment of the invention 
provides mathematically provable security With regard to the 
reconstitution of the Master Key Encryption Key. Even if a 
very sophisticated laboratory attack could be used to “peel” 
the security processor chip and extract the contents, Without 
the knowledge of K out of N of the authentication factors, it is 
mathematically impossible to recover any data, unless some 
one can break the AES-256 key Wrapping algorithm. 

TWo Subsystems for Distributing Secret Shares and Host 
Authorization Codes 

[0061] In one embodiment, tWo subsystems operate in con 
junction for creating and distributing secret shares and Host 
Authorization Codes according to the authorized con?gura 
tion of users, secure portable encryption devices, and host 
computing devices: (1) a hardWare-based encryption device 
identi?ed as the Secure Portable Encryption Device (SPED) 
that connects to a host computer device via an interface such 
as a Universal Serial Bus (USB 2.0 or 1.1), an ExpressCardTM 
interface, or other similar Wired or Wireless functionality, and 
contains its oWn integrated cryptographic security and opera 
tional processing capabilities and memory storage facilities, 
and (2) a general purpose computer, or a form of PC com 
puter, PDA, cell phone, or other type of programmable com 
puting device supporting applications softWare, referred to as 
the host computer device, Which contains a suitable operating 
system, the necessary device drivers and other middleWare, 
and an application program Which provides the Graphical 
User Interface (GUI) to control the functionality. 

OvervieW of the Major Functional Parts of the System 

[0062] Referring to FIG. 1 of the draWings, the Originator/ 
user 11 of data 12 is shoWn as part of the block diagram Which 
depicts the various major functional parts of the system 
including the tWo apparatus subsystems, the secure portable 
encryption device 14 (hereinafter referred to as the SPED) 
and the host computing device 13 (hereinafter referred to as 
the HCD). It also illustrates the cryptographic system means 
20 by Which access to the stored content of the SPED 14 is 
authorized only for designated users 11 and HCDs 13. Data 
12 is introduced into the system for the purpose of having 
some cryptographic operations performed on it (e.g., digital 
signature, hashing, encryption) in order that it may be secured 
in the HCD 13 to be securely transported 15, via the SPED 14, 
to another authorized HCD 13 for the originator’s 11 use, or 
for use only by an authorized Recipient 17, and protecting the 
SPED 14 so that, if lost, the data content cannot be accessed. 

[0063] The data 12 can be any form of digital data (text, 
photographic, scanned, audio, video, etc.) and can be gener 
ated through keyboard input 18 by the user 11, or input by the 
user through attachment of a peripheral device (e.g., disc 
reader, memory storage device, digital camera, etc.) or doWn 
loaded through some form of Wired or Wireless netWork con 
nection to either the HCD 13 or the SPED 14. 

[0064] The SPED 14 can be ofa form such as a ?ash drive 
token, or a digital media recorder/receiver or iPod® type 
device, With integral or replaceable/removable memory, com 
prised of cryptographic and operational processing hardWare 
capabilities, control and How logic controls, and interface 
connections for multiple device attachments. 
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[0065] The SPED 14 is connected to an HCD 13 such as a 
personal computer, hereinafter referred to as a PC. Other 
forms of HCDs 13 may be cell phones, video recorders, 
Workstations, or other device con?gurations Which support an 
input device 18 for input of user commands (e. g., a keyboard 
or touch screen), some form of display 19 for graphically 
providing information to the user, a form of digital computer 
processor for computing on data and interfacing With the 
input commands supplied by the user, storage memory means 
for storing data and program instructions, connection port 
interfaces (e.g., USB, FireWire, ExpressCardTM) for connect 
ing With peripherals (e.g., disc storage, printers, scanners) and 
communications devices (e.g., WLAN, Ethernet, modems), 
control logic and busses for routing of data and control signals 
among all the elements of the device and With external periph 
eral devices su?icient to perform the functions required by 
the application, and some form of operating system softWare 
(e.g., WindoWs XP®, WindoWs Mobile®, VISTA®, MAC 
OS®, Linux®, Symbian®) Which provides the process con 
trol and sequencing of all instructions, operations, and data 
?oWs Within the HCD 13 and to all peripheral devices, and 
supports applications softWare Which can be loaded through 
digital media (e.g., CD-ROM) or doWnloaded via the intemet 
or some other netWork facility. 

[0066] Externally generated data may be loaded into the 
HCD via any of the available interfaces of the HCD or, in 
another embodiment, loaded into the SPED through an exter 
nal secondary connector integral to the SPED. 

Description of Split-KnoWledge and the Application of 
Shamir’s Secret-Sharing Algorithm 

[0067] Access to the SPED 14 contents and its operation 
With an HCD 13 is controlled by authentication of an autho 
rized user 11 and a HCD 13 authorized by the SPED 14 
through use of a split-knoWledge approach that applies the 
Shamir secret sharing algorithm, Which is Well knoWn to 
those Who practice the state-of-the-art in cryptography. Sys 
tem means for implementation of the secret sharing algorithm 
is comprised of computing method 20, executed by coopera 
tion betWeen host computing device 13 and secure portable 
encryption device 14, that creates the Master Key Encryption 
Key that protects the critical cryptographic parameters of the 
SPED and creates secret authorization shares Which protect 
the contents of the SPED from access by any but authorized 
users on authorized HCDs. It should be understood that in the 
case of multiple cryptographic applications, a multiplicity of 
Application Key Encryption Keys (AKEKs) may be used, 
With one AKEK being used per application, rather than a 
single Master Key Encryption Key for the entire device. The 
folloWing detailed descriptions Will apply to a single Master 
Key Encryption Key or a multiple Application Key Encryp 
tion Key. 

Secret Sharing 

[0068] Secret sharing refers to any method for distributing 
a secret amongst a group of entities, human or inanimate, each 
of Which is allocated a share of the secret. The secret can only 
be reconstructed When the shares are combined together; 
individual shares are of no use on their oWn. Secret sharing 
schemes Were discovered independently by Blakley and 
Shamir. The motivation for secret sharing is secure key man 
agement. There is one secret key, the SPED 14 Master Key 
Encryption Key (the MKEK), (or potentially one or more 
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Application Key Encryption Keys per application) Which 
provides access to all the secure keys and critical crypto 
graphic attributes held by the SPED 14. 
[0069] Secret shares are created Within the SPED 14 
through an initialiZation process that generates, according to 
the method of Shamir, a temporary polynomial equation from 
Which the MKEK and the secret shares are derived. The 
shares are then individually combined and shrouded, through 
the use of a transform, With external secrets (e.g., PINs, autho 
riZation codes) from each of the entities or components com 
prising the system (e.g., users and apparatus, namely, users 
11, the HCDs 13, and the SPED 14). The novelty of storing 
and using a transform rather than the secret shares themselves 
prevents collusion of external entities, Which have knoWledge 
of their oWn external secrets, from recovering and reconsti 
tuting the MKEK or AKEKs, and alloWs simpler logistics for 
changing any individual entity’s secret Without generating a 
neW polynomial and distributing neW shares to all. The exter 
nal secrets are required inputs for authoriZation to reconsti 
tute the secret MKEK or an AKEK and access the secured 
data contents contained by the SPED 14 or the associated 
HCD 13. 
[0070] Any group of K or more entities (up to N) can come 
together to reconstruct the secret MKEK or an AKEK, but no 
group of less than K entities can accomplish this. Such a 
system is called a (K,N)-threshold scheme. 
[0071] A popular technique to implement share reconstitu 
tion in polynomial based threshold schemes uses polynomial 
interpolation (“Lagrange interpolation”). TWo points 
uniquely de?ne a line, three points de?ne a parabola, four 
de?ne a cubic curve, etc. More generally, n coordinate pairs 
(xi, yi) uniquely de?ne a polynomial of degree n-l. The 
SPED 14 processor generates the temporary polynomial 
equation, encodes the secret (i.e., the SPED Master Key 
Encryption KeyiMKEK or one of the Application Key 
Encryption Keys) as the curve’s y-intercept, and creates 
shares, each of Which represent the coordinates of a point on 
this curve. When the shares from K entities are reconstituted 
to re-form the polynomial curve, interpolation can compute 
the y-intercept that represents the secret MKEK. It is also 
possible, using a Well-knoWn optimiZation of the Lagrange 
method, to recover a speci?c point Without recovering the 
entire polynomial. 
[0072] This particular method Was invented by Adi Shamir 
in 1979. Shamir’s scheme is provably secure, that means: in a 
(K,N) scheme one can prove that it makes no difference 
Whether an attacker has K-l valid shares at his disposal or 
none at all; as long as he has less than K shares, there is no 
better option than guessing to ?nd out the secret. Given any K 
shares, the polynomial is uniquely determined and hence the 
secret MKEK, the “y” intercept, can be computed. HoWever, 
given (K-l) or feWer shares, the secret cannot be reconsti 
tuted. 

Shrouding External Secrets 

[0073] The external secrets cannot be used directly to 
reconstitute the secret MKEK. The shrouding operation dis 
cussed above provides additional security against attacks by 
ensuring that the secret shares do not remain in static storage 
Within the system and are only reconstituted at their time of 
use. The shrouding technique provides the additional advan 
tage that a user’s PIN or some other external input can easily 
be changed by un-shrouding With the old value and re- shroud 
ing it With the neW value, Without have to replace the shared 
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secret or re-deal all of the shares. Because of this approach, 
neither the share values nor the external secrets are ever stored 
on the SPED. 
[0074] This scheme ensures that the shares cannot be 
recovered, even by a sophisticated attacker Who might “peel” 
the chip and attempt to analyZe it With an electron microscope 
or extremely small probes. The external secrets (e.g., PINs, 
authoriZation codes) are the only values knoWn outside the 
SPED. Assuming that at least N—(K+l) of the external secrets 
remain secure, the MKEK is mathematically-provably 
secure, as the scheme does not rely on the usual assumptions 
of “computational infeasibility” required for most crypto 
graphic operations. So long as K shares are knoWn, the 
MKEK can be recovered, otherWise all of the data protected 
by the MKEK Will be irretrievably lost. 
[0075] An external PIN, passWord, passphrase, or arbitrary 
string of bits is hashed using SHA-25 6, and that value “Exclu 
sive OR’ed” @(OR) With its associated secret share value to 
provide the shrouded share value that is maintained Within the 
SPED. After the shrouding operation is complete, the (un 
shrouded) secret shares are securely destroyed by overWriting 
memory locations in Which they Were stored. 
[0076] For this embodiment, K:5 and N:6, and the secret 
shares, in their shrouded form, are stored Within the crypto 
graphic boundary of the cryptographic processing chip on the 
SPED 14 and never leave the device. The entities With shares 
include tWo classesiauthoriZing and enabling. At least one 
of the authorizing entities, the security of?cer PIN or the user 
PIN, must be present in order to reconstitute the secret 
MKEK. Enabling shares are bound to at least: 1) the media 
controller/microprocessor in the SPED 14, 2) the SPED itself 
through identi?cation of its integral cryptographic processor 
chip, and 3) a host-computing device. Optional shares may be 
created and stored Within the SPED cryptographic processor 
for binding With other identi?ed entities. Where a security 
of?cer is not involved, the user PIN and the security of?cer 
PIN can be set to be equal. External PINs and/or passWords 
uniquely associated With each of the entities are crypto 
graphically associated With each of these shares as Will be 
discussed further beloW. 

Block Diagram of the System and Its Constituent Parts 

[0077] FIG. 2A is a block diagram ofa system 200. The 
system 200 includes an HCD 201 and a SPED 202 that com 
municate via a communications interface 203. The SPED 
may also optionally contain another communications port 
interface (204) for connection to other types of peripheral 
devices 205, such as digital cameras, Wireless or Wire trans 
ceivers, memory devices, etc. The SPED 202 includes at least 
an integrated cryptographic processor IC chip set 20211 that 
enables cryptographic operations (examples of Which are 
described in more detail beloW) to be performed on data that 
is stored Within and “looped-back” to the HCD 201, data that 
is transmitted from the HCD 201 to the SPED 202, data that 
is transmitted from the SPED 202 to the HCD 201, data that 
is transmitted from another peripheral device 205 through 
connection port 204 to the SPED, data that is transmitted from 
the SPED 202 to another peripheral device 205 through con 
nection port 204. As explained in more detail beloW, the 
SPED 202 can obtain its mass memory capacity through 
integral connection port 206 Which interfaces to a mass 
memory storage module 207 (e.g., a miniSD memory card). 
Alternatively, for more secure authentication of users in the 
log on process, the SPED 202 can connect, as shoWn in FIG. 
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2C, through connection port 206 to a biometric module 208 
(e.g., a module including a ?ngerprint scanning device 209, a 
retinal scanning device, or a face print scanning device) With 
a secure direct entry scrolling thumbWheel or similar device 
210, a display WindoW for status information 211, and an 
internal connector 212 for connection to SPED 202 through 
connector 206. 

[0078] Generally, the communications interface 203 can be 
embodied by any of a variety of communication interfaces, 
such as a Wireless communications, USB, FireWire, Express 
Card, a serial such as an RS-232 interface, or a parallel inter 
face. Each embodiment of the communications interface 203 
includes hardWare present in each of the HCD 201 and SPED 
202 that operates in accordance With a communications pro 
tocol (Which can be embodied, for example, by softWare 
stored in a memory device and/ or ?rmware that is present in 
the HCD 201 and SPED 202) appropriate for that type of 
communications interface, as knoWn to those skilled in the 
art. Each embodiment of the communications interface 203 
also includes mechanisms to enable physical engagement, as 
appropriate, betWeen the HCD 201 and the SPED 202. Simi 
lar embodiments can exist for communications port 204 to 
connect peripheral modules 205 and the SPED 202. 

[0079] Generally, the cryptographic processor con?gura 
tion 202a can be con?gured to perform any electronic data 
cryptographic operation (herein, referred to simply as a 
“cryptographic operation”) including, for example, opera 
tions that provide one or more of the basic cryptographic 
functions, such as hashing, encryption/decryption, digital 
signature, key exchange, veri?cation of data integrity, and 
user authentication. Particular cryptographic operations that 
can be implemented in the SPED 202 are described in more 
detail beloW. 

[0080] The cryptographic processor con?guration 202a 
can be, for example, a dedicated cryptographic processor in 
combination With an FPGA and an ARM microprocessor. 
Herein, “cryptographic processor” refers to an IC chip set 
con?guration that performs cryptographic operations and that 
includes one or more mechanisms (such as, for example, use 
of a hardWare random number generator and/or protected 
memory) to provide security for the content of those opera 
tions. 

[0081] FIG. 2B is a perspective vieW of a physical imple 
mentation of the system 200 of FIG. 2A, according to one 
embodiment of the invention. In FIG. 2B, the SPED 202 of 
FIG. 2A is embodied as a ?ash card memory device form 
factor 215 that can be inserted into a corresponding USB 
socket 213 formed in a laptop computer 214 that, in FIG. 3B, 
embodies the HCD 201 of FIG. 2A. 

[0082] In another embodiment, various pieces of metadata 
from the original ?le, including time and data information, 
?le name, and other data, optionally including metadata spe 
ci?cally added by the user or attached to the ?le through other 
mechanisms, including so-called Alternate Data Streams, 
may be included in ?nal encrypted version of the ?le. Such 
data may be carried in the clear, i.e., unencrypted, or it may be 
encrypted using the same keys used to encrypt the data, or it 
may be encrypted in yet another key or keys, including the 
key(s) associated With a central repository or cataloguing 
service, or in some combination of these keys. The function 
that performs this cataloging service Will be referred to as a 
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Catalog Agent. The Catalog Agent may or may not be the 
same entity as the Mandatory Recovery Agent described 
above. 

Block Diagram of the System ShoWing Optional Memory 
Module and Adjunct Authentication Module 

[0083] FIG. 3A is a block diagram ofan SPED 301, accord 
ing to one embodiment, including an integral cryptographic 
processor chip set 302, a plug-in replaceable/removable mass 
storage media 303 (e.g., miniSD memory card), and an 
optional authentication module 304 that consists of a biomet 
ric ?ngerprint scanner and a mechanism for securely entering 
an alphanumeric PIN input device, such a thumbWheel, joy 
stick, or touch screen. It is possible, as explained in more 
detail beloW, to use the modular SPED 301 With the replace 
able/removable mass memory storage module 303 Without 
any connected biometric module 304 or external peripheral 
device. The SPED 301 and memory module 303 are physi 
cally separate devices that can be physically and electrically 
joined (as described further beloW) to enable communication 
betWeen the modules 301 and 303. 

Plan VieW of Physical Implementation 

[0084] FIG. 3B is a plan vieW ofa modular SPED 310 that 
represents a physical implementation, according to one 
embodiment, of the modular device 301 of FIG. 3A. The 
SPED 310 includes a ?rst module 311 and can attach to a 
second module 325 through port connection 314 and can 
communicate With an attached peripheral 316 (e.g., Wireless 
transceiver) through an additional port connection 315. A 
connector 313 is formed at one end of SPED 311. Opposite 
the connector 313 is a connector 314 for attaching a miniSD 
memory card 317 or other mass memory storage module or 
peripheral 325 With a compatible connection interface for 
signaling and data transfers. 
[0085] For example, in one embodiment, an optional bio 
metric ?ngerprint scanner 318 and alphanumeric user input 
device illustrated in FIG. 3 as a scrolling alphanumeric thum 
bWheel 319 With “push-to-enter” characteristics and display 
WindoW 320 can be con?gured as a covering “sleeve” housing 
321 to connect to the SPED through connections 314, for the 
purposes of using a scanned ?ngerprint and secure user PIN 
entry for securely authenticating the user to the SPED 3 1 0 and 
HCD 324. The mating connection of this biometric module 
312 is constructed to have a compatible connection 322 
Within the recess of its housing to mechanically and electri 
cally interface to the SPED module 311. The SPED 311 can 
have a siZe and shape such that the SPED 311 can be directly 
inserted into a USB connector socket 323 on the HCD 324, to 
enable communication betWeen the HCD 324 and the SPED 
310. Optionally, another external peripheral apparatus 316, 
e.g., a digital camera, a Wireless transceiver, a memory media, 
may be directly attached or cabled to the port connection 315 
for transferring data to or from the SPED 310. 

Initiating Use of the System 

[0086] FIG. 4 is a How chart of a method 400 for initiating 
use of a system. The system that includes a SPED and a HCD 
can be implemented according to the method 400 so that 
policies can be accommodated for ?rst time initialization of 
the system by a user or by a designated system security of?cer 
402. Either designee proceeds through steps 403 or 414 to 
load and install softWare on the HCD to display user proce 
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dures to initialize, zeroize, change PIN, and vieW device 
properties of the SPED. The designated user inserts the SPED 
404 into the connection socket of the HCD and the presence 
of the SPED is detected 405. The SPED is further con?gured 
to optionally recognize a particular recipient HCD through 
the setting of the HostAuthorization Code in steps 406 or 407, 
and proceed to initialize the SPED 408 in preparation for the 
user or SSO authentication process as illustrated by steps 409 
and 410 or 411, 412, 413, and 415. In the case Where the user 
is the designated installer and initializer of the SPED, if 
successful authentication has occurred, the user may start the 
application 416. If the system security of?cer is the desig 
nated SPED installer and initializer, the SPED may be deliv 
ered to the user by the security of?cer Who initiates a log on 
process by Which the user can enter their oWn PIN for pro 
cessing through steps 417, 418 and 419. The user then pro 
ceeds to authenticate himself to the device through steps 409 
and 410 or 411, 412, 415, and if successful, starts the appli 
cation in step 416. 
[0087] It is to be understood that the method 400 shoWn in 
FIG. 4 is not the only Way to enable the embodiments of use 
of an SPED With a HCD as illustrated in FIG. 4. As can be 
readily appreciated by those skilled in the art, such embodi 
ments can be implemented using any of a variety of other 
appropriate methods. Further, the installation of softWare and 
initialization of a SPED can include embodiments not illus 
trated in FIG. 4 as in the case of authentication default pro 
cesses 413 and 420; likeWise, such use may not include some 
of the embodiments illustrated in FIG. 4 because of speci?c 
security policies or regulations governing the user’s organi 
zation. The method 400 of FIG. 4 is shoWn merely to aid in the 
illustration of certain embodiments, and should not be inter 
preted as restricting the manner in Which an SPED can be 
used. 

Description of the Host Computing Platform 

[0088] FIG. 5 is a block diagram ofan HCD 501 according 
to one embodiment, illustrating operation of the HCD 501 
during a method such as the method 400 of FIG. 4. The HCD 
501 (e.g., as a desktop PC con?guration) comprises a display 
device 502 (e.g., an LCD display, monitor), and user input 
device 503 (e.g., a keyboard, touch screen, trackball, joystick 
or other appropriate device), referred to collectively herein 
after as user interface device 503. The HCD 501 also com 
prises, mounted Within a housing 504, a processing device 
505, a memory device 506, an input/output (I/O) device 507 
for enabling communication With the user interface device 
503, and an input/output (I/O) device 508 for enabling com 
munication With the SPED. The devices 505, 506, 507, and 
508 can each be implemented by conventional devices and 
can communicate With each other via a conventional com 
puter bus 509, as is Well knoWn and understood. 

Description of the Separate HardWare and Software/Firm 
Ware Elements 

[0089] FIG. 6 is a block diagram of system 600, according 
to one embodiment, comprising the separate hardWare and 
softWare/?rmWare components that are used in the crypto 
graphic-processing, authentication, and authorization pro 
cesses such as the method 400 of FIG. 4. The HCD 601 
comprises resident applications softWare and drivers that 
interface With the SPED 610 and cooperate to execute the 
secret sharing algorithm for combining cryptographic shares 
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from the user, the HCD 601, the SPED 610, and, optionally, 
an administrative security o?icer, to implement the system 
means for reconstituting the Master Key Encryption Key of 
the module SPED 610 as Will be described later. The user 
interface softWare module 602 is integrated into the operating 
system ?le system through a broWser shell and interacts With 
the user by providing the user With appropriate menus and 
messages. The SPED middleWare 603 provides functionality 
that is used by the user interface to interact With the modular 
SPED 610. The SPED administrative tool softWare module 
604 provides a user interface for SPED administration that 
helps the user to initialize, zeroize, change PIN, and vieW the 
device properties. The ?lter driver softWare module 605 is 
constructed as a ?le system mini-?lter driver that uses the 

operating system ?lter manager component. The USB func 
tion driver module 606 presents a Microsoft WindoWs PCSC 
interface to the system and the host authorization service 
module 607 is a service that runs in system space as part of the 
systems methods that protect the host authorization code and 
cooperates With the SPED 610 to support the execution of the 
shared secret algorithm. In other operating systems, similar 
constructs could be used. 

[0090] One embodiment of the SPED 610 includes a pro 
cessor/controller device 611, an FPGA 612, a cryptographic 
processing device 613, an attachable/replaceable memory 
device (e.g., miniSD, miniSDHC, or microSDHC memory 
card) 614, an input/output (I/O) device 615 for enabling com 
munication With the host computing device 601, an input/ 
output (I/O) facility 616 for enabling communication With an 
optional biometric ?ngerprint scanner and secure PIN entry 
device 620, and to communicate and interface With an 
optional peripheral device (e.g., a digital camera, an addi 
tional memory media, a Wireless transceiver) 617. The com 
ponents 611, 612, 613, 614, 615, 616, and 617 can each be 
implemented by commercially made devices and can com 
municate With each other via conventional computer busses 
as is Well knoWn and understood. The processor/controller 
611 is a 32-bit ARM processor and is the main controller for 
all the secure mass storage operations and for most interface 
data ?oWs performed by the SPED module 610. It acts as the 
master state controller for the SPED module 610, and imple 
ments public key cryptographic and signing processing used 
during the ?le encryption and decryption operations. It also 
implements a hashing operation as part of providing the ran 
dom numbers required for ephemeral keys and other crypto 
graphic values. The FPGA 612 provides high-speed execu 
tion of ABS-256 and SHA-384 algorithms (as Well as other 
AES key size and hash size alternatives) to support encrypt 
and-seal/decrypt-and-verify operations, as Well as providing 
the interface to the cryptographic processor 613 and the 
attachable mass memory (e.g., mini-SDHC memory card) 
storage device 614. 

[0091] In one embodiment, the cryptographic processing 
device 613 is implemented in a cryptographic controller that 
has been programmed for such processes. The secure opera 
tion of the SPED 610 uses this processor for user authentica 
tion and for secure generation and storage of the static keys 
used during ?le encryption and decryption. It also provides an 
approved high-entropy random bit generator. In this embodi 
ment, it is fabricated With special coating and electrical shield 
properties and zeroization schemes to protect the chip con 
tents from sophisticated electronic “peeling” or scanning or 
invasive attacks to retrieve secure contents. 




























