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SYSTEMS AND METHODS FOR 
AUTHENTICATING AN INDIVIDUAL 

RELATED APPLICATIONS 

[0001] This application is a continuation of US. applica 
tion Ser. No. 10/300,659, ?led Nov. 19, 2002, entitled, 
“Obtaining Biometric Identi?cation Using a Direct Electrical 
Contact,” Which in turn claims priority to US. application 
Ser. No. 09/642,459, ?led Aug. 18, 2000, entitled “Method 
AndApparatus For Histological and Physiological Biometric 
Operation and Authentication,” now US. Pat. No. 6,483,929, 
both of Which are hereby incorporated by reference in its 
entirety. 

TECHNICAL FIELD 

[0002] The present invention relates to obtaining biometric 
identi?cation to activate a device or authenticate a participant 
in a transaction using histological and/ or physiological traits. 
More particularly, the present invention relates to systems and 
methods for employing histological and physiological bio 
metric markers that are substantially unique to an individual 
in order to permit an individual to activate a device, partici 
pate in a transaction, or identify himself or herself. 

BACKGROUND AND RELATED ART 

[0003] The computer industry has recogniZed a groWing 
need for sophisticated security systems for computer and 
electronic devices. The security systems prevent unautho 
riZed use and authenticate or identify individuals through 
electronic means. The biometric authentication industry has 
developed in response to this need. Biometrics is the mea 
surement of quanti?able biological traits. Certain biological 
traits, such as the unique characteristics of each person’s 
?ngerprint, have been measured and compared and found to 
be unique or substantially unique for each person. These traits 
are referred to as biometric markers. The computer and elec 
tronics industry is developing identi?cation and authentica 
tion means that measure and compare certain biometric mark 
ers With the intention of using the markers as biological 
“keys” or “passWords.” 
[0004] Biometric markers presently used by the industry 
for authentication and identi?cation include the use of mea 
surements of unique visible features, such as ?ngerprints, 
hand and face geometry, and retinal and iris patterns, as Well 
as the measurement of unique behavioral responses, such as 
the recognition of vocal patterns and the analysis of hand 
movements. The use of each of these biometric markers 
requires a device to make the biological measurement and 
process it in electronic form. The device may measure and 
compare the unique spacing of the features of a person’s face 
or hand and compare the measured value With a value stored 
in the device’s memory. Where the values match, the person is 
identi?ed or authoriZed. 

[0005] Several types of technologies are used in biometric 
identi?cation of super?cial anatomical traits. For example, 
biometric ?ngerprint identi?cation systems may require the 
individual being identi?ed to place their ?nger on a visual 
scanner. The scanner re?ects light off of the person’s ?nger 
and records the Way the light is re?ected off of the ridges that 
make up the ?ngerprint. Hand and face identi?cation systems 
use scanners or cameras to detect the relative anatomical 

structure and geometry of the person’s face or hand. Different 
technologies are used for biometric authentication using the 
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person’s eye. For retinal scans, a person Will place their eye 
close to or upon a retinal scanning device. The scanning 
device Will scan the retina to form an electronic version of the 
unique blood vessel pattern in the retina. An iris scan records 
the unique contrasting patterns of a person’s iris. 
[0006] Still other types of technologies are used for biomet 
ric identi?cation of behavioral traits. Voice recognition sys 
tems generally use a telephone or microphone to record the 
voice pattern of the user received. Usually the user Will repeat 
a standard phrase, and the device compares the measured 
voice pattern to a voice pattern stored in the system. Signature 
authentication is a more sophisticated approach to the univer 
sal use of signatures as authentication. Biometric signature 
veri?cation not only makes a record of the pattern of the 
contact betWeen the Writing utensil and the recording device, 
but also measures and records speed and pressure applied in 
the process of Writing. 
[0007] Each of the prior art systems has a number of dis 
advantages. For example, ?ngerprint databases may raise 
signi?cant privacy issues for those Whose information is 
entered in the system. Hand and facial geometry recognition 
systems may require large scanners and/or expensive cam 
eras. Voice recognition devices have problems screening out 
background noise. Signature recognition devices are subject 
to variations in the behavior of the individual. Retinal devices 
may require users to place their eye close to or on a scanning 
device, exposing the user to potential infection. 
[0008] Another disadvantage of the prior art to biometric 
authentication is the limited number of biometric markers 
that are unique to each individual and that are practical for 
implementing in computer and electronic devices. Because 
the biometric patterns used in the prior art to authenticate a 
person are potentially completely unique to each person, the 
differences that distinguish one person from another person 
may be subtle. It may require a high degree of electronic 
sophistication to read and differentiate betWeen the various 
unique aspects of the biometric marker. If the biometric 
marker is used to identify an individual from a large group of 
individuals, the computer memory storage and processing 
capability may also have to be sophisticated, and therefore, 
may be expensive. 
[0009] Another disadvantage of prior art is that With rela 
tively feW truly unique biometric markers, it is likely that use 
of those markers, such as a ?ngerprint, Would be Widespread. 
The Widespread use of just one or tWo types of markers 
increases the likelihood that an unauthoriZed person could, by 
chance or otherWise, be improperly granted access. If an 
unauthorized person Were improperly given access, that indi 
vidual may have access to numerous secured devices or 
accounts. This is the same problem that exists When a person 
chooses the same passWord for all his accounts or electronic 
devices. 

[0010] US. Pat. No. 4,537,484 to FoWler et al. discloses a 
?ngerprint imaging apparatus for use in an identity veri?ca 
tion system. The system uses light, Which is re?ected off the 
?nger through a system of mirrors to a linear photo diode ray. 
The ?ngers rotated mechanically in order to scan the entire 
?ngerprint. 
[0011] US. Pat. No. 4,544,267 to Shore discloses an iden 
ti?cation device that uses a beam of collimated light to scan 
the ?ngerprint. The light beam is then imaged onto a linear ray 
of photo-responsive devices. The information is processed to 
provide a set of signals containing ?ngerprint information. 
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[0012] Us. Pat. No. 4,699,149 to Rice discloses a device 
for detecting the position of subcutaneous blood vessels, such 
as by using the re?ection of incident radiation off of a user’s 
skin. The measured pattern is then compared With a previ 
ously determined pattern to verify the identity of the user. 

[0013] Us. Pat. No. 4,728,186 to Eguchi et al. discloses 
another method for detecting data an uneven surface, such as 
a ?nger, namely a ?ngerprint, using a light source illuminat 
ing the uneven surface through a transparent plate. 

[0014] Us. Pat. No. 4,784,484 to Jensen discloses an appa 
ratus for automatic scanning of a ?ngerprint using an optical 
scanner. The user slides his ?nger across a scanning surface 
and an optical scanning system generates an electrical signal 
as a function of the movement of the ?nger across the optical 
scanning surface. 
[0015] Us. Pat. No. 5,073,950 to Colbert et al. discloses a 
method and apparatus for authenticating and verifying the 
identity of an individual based on the pro?le of a handprint 
using an optical scanner. 

[0016] Us. Pat. No. 5,077,803 to Kito et al. discloses a 
?ngerprint collating system employing a biological detecting 
system. 
[0017] Us. Pat. No. 5,088,817 discloses an apparatus for 
detecting and identifying a biological object by projecting a 
light beam onto the object and detecting the re?ective light 
using an optical detector. The change in the Wavelength char 
acteristics of the light beam can be compared to a previously 
determined pattern. 

[0018] Us. Pat. No. 5,230,025 discloses a system for gen 
erating data characteristics of a rolled skin print using an 
optical device that can convert re?ective light beams into an 
electronic signal and generate digital data representative of 
the image of the skin print. 
[0019] Us. Pat. No. 5,335,288 to Faulkner discloses a bio 
metric measuring apparatus that uses silhouette and light 
images to measure a person’s hand features. The features are 
converted to electronic data and stored and later compared for 
identi?cation purposes. 

[0020] Some biometric authentication systems combine 
biometric measurements With behavior, such as signature 
Writing styles and voice patterns or intonations. For example, 
U.S. Pat. No. 5,103,486 to Grippey discloses a signature 
veri?cation system utiliZing a hand held Writing implement 
that produces data regarding a person’s ?ngerprint pattern 
and their hand Written signature. 
[0021] Other biometric authentication systems include 
means for verifying physiological activity. These means for 
verifying physiological activity are primarily to prevent an 
unauthoriZed person from using dead tissues as a means for 
circumventing the authentication process. For example, U.S. 
Pat. No. 5,719,950 to Osten et al. discloses a personal bio 
metric authentication system Wherein inherently speci?c bio 
metric parameters are measured and recogniZed and at least 
one non-speci?c biometric parameter is recogniZed and com 
pared With physiological norms. LikeWise, U.S. Pat. No. 
5,727,439 to Lapsley et al. discloses an antifraud biometric 
scanner that determines Whether blood ?oW is taking place in 
the object being scanned and Whether such blood ?oW is 
consistent With that of a living human. 

[0022] Thus, While biometric authentication techniques 
currently exist, challenges and/or problems are present in the 
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available techniques. Accordingly, it Would be an improve 
ment in the art to augment or even replace current techniques 
With other techniques. 

SUMMARY OF THE INVENTION 

[0023] The present invention relates to obtaining biometric 
identi?cation to activate a device or authenticate a participant 
in a transaction using histological and/ or physiological traits. 
More particularly, the present invention relates to systems and 
methods for employing histological and physiological bio 
metric markers that are substantially unique to an individual 
in order to permit an individual to activate a device, partici 
pate in a transaction, or identify himself or herself, Wherein at 
least one biometric marker is obtained by one or more elec 
trical contacts on the surface of the skin. Implementation of 
the present invention takes place in association With a mecha 
nism that is used for identi?cation and authentication using 
physiological and/or histological biometric markers. In at 
least one implementation, the biometric markers are substan 
tially unique to each person and are not merely measurements 
of super?cial anatomical structure or behavioral traits. 
Instead, the markers utiliZe or alternatively include measure 
ments of physiological traits of one or more systems of the 
human body and/or are histological traits associated With 
tissues of the human body. 
[0024] In at least some implementations of the present 
invention, a biometric identi?cation of an individual is 
obtained by a heartbeat Waveform, Which is acquired by one 
or more direct electrical contacts. Accordingly, in at least 
some implementations of the present invention, a mechanism 
or device for biometric authentication includes one or more 
electrodes capable of receiving one or more electrical signals 
from an individual to measure at least one trait of an internal 
physiological process. The traits are unique and inherently 
speci?c to the individual. 
[0025] The individual’s body transmits the electrical 
energy. The mechanism or device also includes an electrical 
signal receiver that is capable of collecting a portion of the 
partly transmitted electrical energy. A memory module is 
used that is capable of storing data related to the electrical 
energy collected by the receiver, Wherein the data is related to 
the traits of the internal physiological process that are unique 
to the individual. 
[0026] A processing module is used to process and com 
pare the transmitted electrical energy and stored data for use 
in biometric authentication based upon the traits of the inter 
nal physiological process. In at least some implementations 
of the present invention, rather than identifying a particular 
individual, the mechanism simply obtains characteristics to 
match a pro?le to grant access to a device, facility, funds, 
function or electronic information. 

[0027] Implementation of the present invention further 
contemplates the use of internal biometric markers that are 
not representative of any particular traits but are a composite 
of various physiological and/or histological traits. While the 
biometric markers of the present invention may be entirely 
unique to each person, markers that are not entirely unique but 
that are substantially unique may be used in the authentica 
tion process. In using substantially unique biometric markers, 
the present invention also alloWs a Wide variety of biometric 
characteristics to be employed in a relatively compact and 
inexpensive device. 
[0028] In at least some implementations of the present 
invention, biological markers are employed that are substan 
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tially unique, that remain relatively consistent from measure 
ment to measurement, and that preferably are capable of 
being measured Without physically invasive procedures. 
Moreover, some implementations of the present invention 
provide for the use of a layering technique, Which enhances 
the security capabilities of the present invention. Layering is 
a technique that employs the use of more than one biometric 
marker for authentication. Where multiple biometric markers 
are used to authenticate a transaction, the odds that an unau 
thoriZed individual Will replicate the authorized person’s bio 
metric pro?le may decrease With the addition of another 
biometric characteristic to the authentication process. 

[0029] Implementation of the present invention may also 
avoid some of the privacy issues and other disadvantages 
associated With prior art biometric markers by employing 
unique physiological or histological biometric markers. For 
example, use of a physiological marker, such as pieZoelectric 
current of the body or arterial blood pressure is less likely to 
raise the types of privacy issues associated With the use of 
?ngerprints, does not require expensive scanning equipment, 
is not subject to behavioral variability, and does not raise 
issues of undesirable and potentially infectious contact With 
sensitive tissues. 

[0030] The use of physiological and histological markers 
alloWs the devices in Which such a biometric system is used to 
be both secure and readily manufactured and marketable. 
Because of the variety of Ways in Which the physiological 
markers can be measured and the variety of markers that can 
be used in the system, the present invention alloWs for greater 
?exibility and variability in the design of the device. Prior art 
systems rely upon the measurement of super?cial anatomical 
structure thereby limiting the application of the associated 
system. For example, it is in many circumstances ?nancially 
and technologically impractical to develop a facial or hand 
recognition system for portable devices, such as laptops or 
PDAs. Contrary to the current trend in the biometric industry, 
the present invention does not limit the types of markers used 
to super?cial anatomical structure or complex behavioral 
activity and thus expands the potential applications. 
[0031] Implementation of the present invention provides 
for the use of histological traits of various human tissues. 
Various kinds of human tissue, such as epithelial tissue, con 
nective tissue, muscle tissue, and nervous tissue, have char 
acteristics (e. g., a pieZoelectric current and other characteris 
tics) that are substantially unique to each person. For 
example, the depth of the various layers of epithelial tissue 
from a given point on the skin surface may be a substantially 
unique histological trait that can be used as a biometric 
marker. The pieZoelectric current of tissue of the body pro 
vides a substantially unique histological trait for use as a 
biometric marker. The density of a particular kind of connec 
tive tissue, such as bone density, may be a substantially 
unique histological trait that can be employed in a biometric 
authentication system. LikeWise, the light absorption charac 
teristics of muscle tissue could be a substantially unique 
histological trait, as could the electrical resistance of nervous 
tissue. 

[0032] The examples given, Which are representative and 
are not intended to be limiting, demonstrate that histologi 
cally based biometric markers provide advantages not found 
in the prior art and in particular, can be used to improve 
security and increase the variety of applications for Which 
biometric markers are used. 
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[0033] In the same Way that histological markers increase 
both the marketability and security of biometric systems, 
physiologically based biometric markers also provide advan 
tages for the present invention. Physiological markers do not 
require the scanning or mapping of anatomical structure. 
Neither do they require the analysis of volitional acts, as are 
required With voice or signature analysis. Physiological 
markers are based upon non-volitional, physiological pro 
ces ses and phenomenon that occur in the body. These markers 
include physiological processes associated With, but not lim 
ited to the (integumentary) system, the skeletal system, the 
muscular system, the pulmonary system, the respiratory sys 
tem, the circulatory system, the sensory system, the nervous 
system, the digestive system, the urinary system, the endo 
crine system, and the reproductive system. Included in the 
physiological biometric markers are those activities associ 
ated With the various physiological systems that occur auto 
matically or, in other Words, are non-volitional. All of these 
systems and related subsystems provide traits that can be 
measured in a variety of Ways to provide substantially unique 
biometric markers for the present invention. 
[0034] Physiological and histological biometric markers 
may be measured in common units, such as spacial measure 
ments of length, area, and volume. Frequency is also another 
type of measurement that can be practically applied to histo 
logical and physiological biometric markers. Current is yet 
another type of measurement. 

[0035] Implementation of the present invention also pro 
vides for the monitoring of biometric markers in a variety of 
other additional Ways. The relative motion of particles and 
?uids can be measured in terms of velocity, acceleration, 
volumetric ?oW rate or angular velocity, and angular accel 
eration. Physical interaction, such as force, surface tension, 
pressure, viscosity, Work, and torque are other possible mea 
surements. The physiological and histological markers may 
also be based upon energy or heat related characteristics, such 
as poWer, heat quantity, heat ?ux, volumetric heat release, 
heat transfer coef?cient, heat capacity, and thermal conduc 
tivity. LikeWise, measurements, such as electric quantity, 
electromotive force, electric ?eld strength, electric resistance, 
and electrical capacities, could provide biometric markers, 
depending upon the tissue or physiological process being 
monitored. Magnetic related characteristics, such as mag 
netic ?ux, induce, magnetic permeability, magnetic ?ux den 
sity, magnetic ?eld strength, and magneto-motive force could 
be used. Other potential measurements may include luminous 
?ux, luminance, illumination, radio nucleotide activity, 
radioactivity, temperature, and absorbed dose and dose 
equivalent, and amount of substance (mole). 
[0036] While the methods and processes of the present 
invention have proven to be particularly useful in the area of 
obtaining a pieZoelectric current of at least a portion of an 
individual’s body, those skilled in the art Will appreciate that 
the methods and processes canbe used in a variety of different 
applications to obtaining a variety of biometric identi?ca 
tions/markers that may be used to activate a device or authen 
ticate a participant in a transaction using histological and/or 
physiological traits. 
[0037] These and other features and advantages of the 
present invention Will be set forth or Will become more fully 
apparent in the description that folloWs and in the appended 
claims. The features and advantages may be realiZed and 
obtained by means of the instruments and combinations par 
ticularly pointed out in the appended claims. Furthermore, the 
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features and advantages of the invention may be learned by 
the practice of the invention or Will be obvious from the 
description, as set forth hereinafter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0038] In order that the manner in Which the above-recited 
and other features and advantages of the present invention are 
obtained, a more particular description of the invention Will 
be rendered by reference to speci?c embodiments thereof, 
Which are illustrated in the appended drawings. Understand 
ing that the drawings depict only typical embodiments of the 
present invention and are not, therefore, to be considered as 
limiting the scope of the invention, the present invention Will 
be described and explained With additional speci?city and 
detail through the use of the accompanying draWings in 
Which: 
[0039] FIG. 1 illustrates a block diagram of a representative 
system for employing histological and physiological biomet 
ric markers that are substantially unique to an individual in 
order to permit an individual to activate a device, participate 
in a transaction, or identify himself or herself, Wherein at least 
one biometric marker is obtained by one or more electrical 
contacts on the surface of the skin; 
[0040] FIG. 2 is a representative embodiment of a computer 
device that may be used in association With the system of FIG. 
1; 
[0041] FIG. 3 illustrates a front vieW of an electronic appli 
ance having a biometric authentication device disposed 
Within; 
[0042] FIG. 4 illustrates a transparent front vieW of the 
electronic appliance of FIG. 3 revealing the biometric authen 
tication device; 
[0043] FIG. 5 illustrates a cut aWay side vieW of the 
embodiment of FIG. 3; 
[0044] FIG. 6 illustrates a cut aWay side vieW of the 
embodiment of FIG. 3, the electronic appliance is not shoWn; 
[0045] FIG. 7 illustrates a Waveform of the present inven 
tion capable of use as a biometric marker; 
[0046] FIG. 8 illustrates a schematic diagram of one 
embodiment of a transmitter of the present invention; and 
[0047] FIG. 9 illustrates a schematic diagram of one 
embodiment of a receiver of present invention. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

[0048] The present invention relates to obtaining biometric 
identi?cation to activate a device or authenticate a participant 
in a transaction using histological and/ or physiological traits. 
More particularly, the present invention relates to systems and 
methods for employing histological and physiological bio 
metric markers that are substantially unique to an individual 
in order to permit an individual to activate a device, partici 
pate in a transaction, or identify himself or herself, Wherein at 
least one biometric marker is obtained by one or more elec 
trical contacts on the surface of the skin. 

[0049] Embodiments of the present invention embrace the 
use of a mechanism for identi?cation and authentication of an 
individual using physiological and/ or histological biometric 
markers. In one embodiment, the biometric markers are sub 
stantially unique to each person and are not merely measure 
ments of super?cial anatomical structure or behavioral traits. 
Instead, the markers utiliZe or alternatively include measure 
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ments of physiological traits of one or more systems of the 
human body and/or are histological traits associated With 
tissues of the human body. 
[0050] With reference noW to FIG. 1, a block diagram is 
illustrated of a representative system for employing histologi 
cal and physiological biometric markers that are substantially 
unique to an individual in order to permit an individual to 
activate a device, participate in a transaction, or identify him 
self or herself, Wherein at least one biometric marker is 
obtained by one or more electrical contacts on the surface of 
the skin. In FIG. 1, a biometric identi?cation of an individual 
is obtained by a heartbeat Waveform, Which is acquired by one 
or more direct electrical contacts. Thus, an individual 2 pro 
vides an electrical signal 4 to one or more electrodes 5. The 
mechanism or device for biometric authentication includes 
the one or more electrodes 5, Which are capable of receiving 
one or more electrical signals 4 from an individual 2 to mea 

sure at least one trait of an internal physiological process. The 
traits are unique and inherently speci?c to the individual. 
[0051] The individual’s body transmits the electrical 
energy. The mechanism or device also includes an electrical 
signal receiver 6 that is capable of collecting a portion of the 
partly transmitted electrical energy. A memory module 9 is 
used that is capable of storing data related to the electrical 
energy collected by the receiver 6, Wherein the data is related 
to the traits of the internal physiological process that are 
unique to the individual. A processing module 8 is used to 
process and compare the transmitted electrical energy (signal 
4) and stored data for use in biometric authentication based 
upon the traits of the internal physiological process. In some 
embodiments, rather than identifying a particular individual, 
the mechanism simply obtains characteristics to match a pro 
?le to grant access to a device, facility, funds, function or 
electronic information. 
[0052] In one embodiment, an electrical current provided in 
the direction toWards a positive end of a bipolar electrode 
causes a positive de?ection of a stylus. If the number of 
myocardial cells (dipoles) in this direction increases, the cur 
rent increases as Well. An electrical current in the direction 
aWay from the positive end of a bipolar electrode causes a 
negative de?ection of the stylus. If the number of myocardial 
cells (dipoles) in this direction increases, the current Will 
increase as Well. 

[0053] In a further embodiment, one or more contact points 
are connected to an individual, such as to a distal end of an 
individual ’s ?nger or another portion of the individual’s body. 
The contacts receive a signal from the individual’s body and 
the one or more electrodes employed include a recording 
electrode or a pair of recording electrodes at a speci?ed loca 
tion. In one embodiment, a connection is used as a ground. 

[0054] In a further embodiment, one or more unipolar con 
nections record electric potential changes of a biometric 
marker of the individual. Each contact records the electrical 
variations that occur directly under the contact. 

[0055] In a further embodiment of the present invention, an 
electrical contact is made With the surface of the skin of an 
individual. An electrical signal is received from the indi 
vidual. In one embodiment, three contacts are employed, 
Wherein one of the contacts is a ground are provided. HoW 
ever, those skilled in the art Will appreciate that embodiments 
of the present invention embrace the use of less than three 
contacts or more than three contacts. Moreover, embodiments 
of the present invention embrace the contacts as individual 
sensors. Furthermore, embodiments of the present invention 
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embrace the use of the contacts in one or more channels, 

indentations, receiving pads, casings, clamping devices, 
receivers, or other such sensing devices con?gured to receive 
an electrical signal from a portion of an individual’s body for 
use in obtaining a biometric marker. 

[0056] With reference noW to FIG. 2, a general description 
of a suitable operating environment is provided for preserving 
and processing biometric data received. Embodiments of the 
present invention embrace one or more computer readable 
media, Wherein each medium may be con?gured to include or 
includes thereon data or computer executable instructions for 
manipulating or comparing biometric data. The computer 
executable instructions include data structures, objects, pro 
grams, routines, or other program modules that may be 
accessed by a processing system, such as one associated With 
a general-purpose computer capable of performing various 
different functions or one associated With a special-purpose 
computer capable of performing a limited number of func 
tions. Computer executable instructions cause the processing 
system to perform a particular function or group of functions 
and are examples of program code means for implementing 
steps for methods disclosed herein. Furthermore, a particular 
sequence of the executable instructions provides an example 
of corresponding acts that may be used to implement such 
steps. Examples of computer readable media include ran 
dom-access memory (“RAM”), read-only memory 
(“ROM”), programmable read-only memory (“PROM”), 
erasable programmable read-only memory (“EPROM”), 
electrically erasable programmable read-only memory (“EE 
PROM”), compact disk read-only memory (“CD-ROM”), or 
any other device or component that is capable of providing 
data or executable instructions that may be accessed by a 
processing system. 
[0057] With reference to FIG. 2, a representative system 
processing and comparing biometric data includes computer 
device 10, Which may be a general-purpose or special-pur 
pose computer. For example, computer device 10 may be a 
personal computer, a notebook computer, a personal digital 
assistant (“PDA”) or other hand-held device, a Workstation, a 
minicomputer, a mainframe, a supercomputer, a multi-pro 
cessor system, a network computer, a processor-based con 
sumer electronic device, or the like. 

[0058] Computer device 10 includes system bus 12, Which 
may be con?gured to connect various components thereof 
and enables data to be exchanged betWeen tWo or more com 
ponents. System bus 12 may include one of a variety of bus 
structures including a memory bus or memory controller, a 
peripheral bus, or a local bus that uses any of a variety of bus 
architectures. Typical components connected by system bus 
12 include processing system 14, Which is an example of 
processing module 8 of FIG. 1, and memory 16, Which is an 
example of memory module 9 of FIG. 1. Other components 
may optionally include one or more mass storage device 
interfaces 18, input interfaces 20, output interfaces 22, and/or 
netWork interfaces 24, each of Which Will be discussed beloW. 

[0059] Processing system 14 is an example of processing 
module 8 (FIG. 1) and includes one or more processors, such 
as a central processor and optionally one or more other pro 
cessors designed to perform a particular function or task. It is 
typically processing system 14 that executes the instructions 
provided on computer readable media, such as on memory 16, 
a magnetic hard disk, a removable magnetic disk, a magnetic 
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cassette, an optical disk, or from a communication connec 
tion, Which may also be vieWed as a computer readable 
medium. 
[0060] Memory 16 is an example of memory module 9 
(FIG. 1) and includes one or more computer readable media 
that may be con?gured to include or includes thereon data or 
instructions for manipulating data, and may be accessed by 
processing system 14 through system bus 12. Memory 16 
may include, for example, ROM 28, used to permanently 
store information, and/ or RAM 30, used to temporarily store 
information. ROM 28 may include a basic input/output sys 
tem (“BIOS”) having one or more routines that are used to 
establish communication, such as during start-up of computer 
device 10. RAM 30 may include one or more program mod 
ules, such as one or more operating systems, application 
programs, and/or program data. 
[0061] One or more mass storage device interfaces 18 may 
optionally be used to connect one or more mass storage 
devices 26 to system bus 12. The mass storage devices 26 may 
be incorporated into or may be peripheral to computer device 
10 and alloW computer device 10 to retain large amounts of 
data. Optionally, one or more of the mass storage devices 26 
may be removable from computer device 10. Examples of 
mass storage devices include hard disk drives, magnetic disk 
drives, tape drives and optical disk drives. A mass storage 
device 26 may read from and/ or Write to a magnetic hard disk, 
a removable magnetic disk, a magnetic cassette, an optical 
disk, or another computer readable medium. Mass storage 
devices 26 and their corresponding computer readable media 
provide nonvolatile storage of data and/or executable instruc 
tions that may include one or more program modules, such as 
an operating system, one or more application programs, other 
program modules, or program data. Such executable instruc 
tions are examples of program code means for implementing 
steps for methods disclosed herein. 
[0062] One or more input interfaces 20 may be employed to 
enable a user to enter data and/or instructions to computer 
device 10 through one or more corresponding input devices 
32. One example of an input device includes a signal receiver 
6 (FIG. 1). Other examples of input devices include a key 
board and alternate input devices, such as a mouse, sensor, 
trackball, light pen, stylus, or other pointing device, a micro 
phone, a joystick, a game pad, a satellite dish, a scanner, a 
camcorder, a digital camera, and the like. Similarly, examples 
of input interfaces 20 that may be used to connect the input 
devices 32 to the system bus 12 include a serial port, a parallel 
port, a game port, a universal serial bus (“USB”), a ?reWire 
(IEEE 1394), or another interface. 
[0063] One or more output interfaces 22 may be employed 
to connect one or more corresponding output devices 34 to 
system bus 12. Examples of output devices include a monitor 
or display screen, a speaker, a printer, and the like. A particu 
lar output device 34 may be integrated With or peripheral to 
computer device 10. Examples of output interfaces include a 
video adapter, an audio adapter, a parallel port, and the like. 
[0064] One or more netWork interfaces 24 enable computer 
device 10 to exchange information With one or more other 
local or remote computer devices, illustrated as computer 
devices 36, via a netWork 38 that may include hardWired 
and/orWireless links. Examples of netWork interfaces include 
a netWork adapter for connection to a local area netWork 

(“LAN”) or a modem, Wireless link, or other adapter for 
connection to a Wide area netWork (“WAN”), such as the 
Internet. The netWork interface 24 may be incorporated With 



US 2008/0260211 A1 

or peripheral to computer device 10. In a networked system, 
accessible program modules or portions thereof may be 
stored in a remote memory storage device. Furthermore, in a 
networked system computer device 10 may participate in a 
distributed computing environment, Where functions or tasks 
are performed by a plurality of netWorked computer devices. 

[0065] In a preferred embodiment of the present invention, 
a biometric marker related to an electric characteristic of an 

individual’s body is used to provide authentication and secu 
rity for a device for a transaction. In one preferred embodi 
ment, one or more electric sensors are connected to the outer 

surface of a users body, such as the user’s ?nger. The electric 
sensors receive an electric signal or characteristic from the 
user’s body that is then be stored in an electronic format. 

[0066] Other biometric markers obtained may come from a 
changing pressure Within the artery or arteries being moni 
tored and can be described and analyZed as a hemodynamic 
Waveform. The arterial pressure ?uctuates as a result of the 
cardiac cycle. As the heart’s atrium ventricles contract and 
relax (undergo systole and diastole), pressure in the arterial 
blood vessels correspondingly rises and falls in a Wave-like 
manner. This pressure Waveform or a Waveform of an electri 
cal signal received from the user’s body has distinct charac 
teristics. For example, for the hemodynamic Waveform the 
characteristics result from the timing of systole and diastole 
and the opening and closing of the cardiac valves. The Wave 
form of one preferred embodiment may be a composite Wave 
form re?ecting events in the cardiac cycle, for example: peak 
systolic pressure, the dicrotic notch, diastolic pressure, the 
anacrotic notch, and potentially pulse pressure. 
[0067] In the cardiac cycle, When the right ventricle begins 
to contract and the pressure in the right ventricle builds, the 
pulmonic valve opens and blood is passed from the right 
ventricle into the pulmonary artery, and the pressure in the 
pulmonary artery naturally increases. As the right ventricle 
begins to relax, pressure in the pulmonary artery begins to 
drop. When the pres sure in the ventricle declines suf?ciently, 
the pulmonic valve closes and diastole begins. When the 
pulmonic valve closes, the decline in pressure, as re?ected in 
the Waveform, is interrupted by a brief upWard movement in 
the Waveform. This interruption is referred to as a dicrotic 
notch. 

[0068] LikeWise, a dicrotic notch is seen in connection With 
the aortic valve. When the aortic valve of the heart opens, 
arterial pressure quickly increases. The arterial pressure 
increase is the result of the blood ?oWing out of the left 
ventricle and into the aorta and arteries. Pressure in the aorta 
and arterial system continues to rise as blood ?oWs from the 
left ventricle. As the ventricle completes the contraction, 
pressure in the aorta begins to decrease and diastole begins. 
When the aortic valve closes, pressure in the aorta increases 
temporarily. The closing of the valve and temporary increase 
in pressure can be seen in graphs of Waveforms as a “dicrotic 
notch.” 

[0069] In the same Way the dicrotic notch marks the closing 
of the pulmonary and aortic valves, the anacrotic notch marks 
the opening of the aortic valve. As the ventricles enter the 
systole phase, the rising pressure in the aorta decreases 
momentarily as a result about the time the aortic valve opens. 
In the Waveform, this event is called the anacrotic notch and 
occurs at the opening of the aortic valve. This notch is gen 
erally visible only in central aortic pressure monitoring or in 
some pathological conditions, such as arterial stenosis. 
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[0070] Dicrotic and anacrotic notches re?ect the brief 
change in the Waveform that occurs as a result of the opening 
and closing of the pulmonary and aortic valves. The timing 
and magnitude of the dicrotic and anacrotic notch is a rela 
tively consistent and substantially unique cardiovascular trait 
for each person. In the present invention, by monitoring the 
arterial pressure With an infrared light, a consistent and sub 
stantially unique individualized Wave pattern can be gener 
ated based on the hemodynamic Waveform, and in particular, 
the dicrotic and/or anacrotic notch. 
[0071] Vasoconstriction of the arteries results in a diastolic 
pressure. During the period of diastole, blood moves through 
the larger arteries into smaller arterial branches. The move 
ment of the blood during diastole (such as from the larger to 
smaller branches) creates some pressure in the arterial sys 
tem. This pressure is knoWn as diastolic pressure. 

[0072] Pulse pressure may also be a component of the 
Waveform of the present invention. Pulse pressure represents 
the difference betWeen the systolic and diastolic pressure. 
Stroke volume and vascular compliance may also be re?ected 
in the composite Wave of the present invention. 
[0073] The Waveform corresponding to a biometric marker 
of a user is initially measured and stored in an electronic form. 
The stored Waveform can then be compared to subsequent 
measured Waveforms and, based upon the similarities of the 
stored Waveform and measured Waveform, grant or deny 
access to a device or authoriZation for transaction. An electric 
biometric marker may be combined With at least one other 
biometric marker associated With a system of the user’s body 
or a histological trait of the user. By “layering” the circulatory 
biometric marker With at least one other marker, embodi 
ments enhance the security. In one example, an electronic 
apparatus employs an internal biometric marker that is not 
representative of a particular physiological or anatomical 
trait. 
[0074] Means for measuring, recording, and storing the 
biometric markers employed in embodiments of the present 
invention may be any suitable means knoWn in the art. For 
example, measurement means using absorbed or de?ected 
light rays and/or electrical impulses or signals. Means for 
measuring may include devices capable of measuring pres 
sure differentials, temperature changes, impedance changes, 
current movement, distance, frequency, magnetics, physical 
interactions, luminescence and radioactivity. 
[0075] One embodiment comprises a signal transmitter and 
a signal receiver. The signal transmitter transmits energy into 
dermal and subdermal tissues of the user of a biometric 
authentication device. The energy transmitted is partly 
absorbed into the tissues and partly re?ected by the tissues. 
The signal receiver captures the re?ected energy and mea 
sures the received signal to create a signal pro?le that repre 
sents the absorption and re?ection of the signal. The signal 
data may be collected over any length of time reasonable for 
authentication purposes. At least one aspect of the data 
received represents a constant and repeatable characteristic of 
the signal as absorbed and re?ected by the tissues. Further 
more, at least one of the constant and repeatable characteris 
tics is a characteristic that is substantially unique to each 
person. The resulting constant, repeatable, and substantially 
unique measurement can be used as a biometric identi?er. 

[0076] In one embodiment, the signal transmitter emits 
infrared energy, Which is absorbed and re?ected by dermal 
and subdermal layers of a user of the biometric authentication 
device. The signal transmitter may be an infrared transmitter, 
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such as a light emitting diode, Which directs energy into the 
?nger of the user of the biometric authentication device. One 
embodiment of the present invention is represented by sche 
matic of FIG. 8. The IR transmitter transmits at a high-energy 
audio frequency, and is preferably in close proximity to the 
user’s dermal and subdermal tissues. For example, the user 
may put the user’s ?nger over the light emitting diode in order 
for the infrared energy to be transmitted into dermal and 
subdermal tissues and therein be partly absorbed and partly 
re?ected. 

[0077] The amount of infrared energy that is re?ected or 
absorbed Will be partly dependent upon and partly modulated 
by the anatomical structures and physiological processes tak 
ing place Within the tissues. Because the anatomical structure 
and physiological processes of each person Will be slightly 
different, the re?ected energy received by the signal receiver 
Will vary from person to person. These structures and pro 
cesses Will uniquely modify the amount of the energy that is 
absorbed and the amount that is re?ected. Many of the struc 
tural and physiological differences betWeen individuals Will 
directly affect the absorption and re?ection of the energy 
While others Will indirectly affect absorption and re?ection. 
Arterial Wall strength, Which may vary from individual to 
individual, creates resistance to blood ?oW and may affect the 
timing of the cardiac cycle. Thus, the speci?c arterial Wall 
strength of an individual user may, because of the structure of 
the material Wall, uniquely modify the signal or, may because 
of its in?uence on the ?oW of blood through the arteries, 
likeWise modify the amount of signal absorbed and the 
amount re?ected. In the case of infrared absorption and 
re?ection of the preferred embodiment, the amount of infra 
red energy returning to the signal receiver Will be modi?ed or 
modulated by the user’s anatomy, such as his or her bone 
structure, and by physiological processes, such as the user’s 
blood ?oW. When infrared energy is absorbed and/ or re?ected 
by dermal and subdermal tissues, the re?ected energy may 
represent the combined effect of anatomical structures and 
physiological processes. Thus, the energy received by the 
signal receiver of the preferred embodiment may be a com 
posite signal that re?ects more than just one anatomical struc 
ture or physiological process. 

[0078] In one embodiment of the present invention, the 
signal receiver isian infrared photo receptor, Which receives 
the infrared energy re?ected back from the dermal and sub 
dermal tissues as shoWn in FIG. 9. Biasing techniques, such as 
biasing transistors, may provide for better reception of the 
infrared energy signal. 
[0079] The signal received by the infrared photoreceptor is 
processed, for example, by a processing module, in order for 
the signal to be stored and used as a biometric identi?er. In the 
preferred embodiment, the photoreceptor receives energy 
preferably transmitted at high-energy audio frequency and 
conducts this energy signal through a band pass ?lter, Which 
?lters out high and loW frequency components of the signal. 
The signal may be “decreased” using a baseband ?lter and a 
loW pass ?lter. Thus processed, the signal is ready to be 
digitiZed into a preferable Waveform. After being digitiZed, 
the signal, noW in digital Waveform, can be further ?ltered. 
Outside noise, such as might be present from electric outlets 
or electrical appliances, can be ?ltered out and the ?nal digital 
Waveform may be saved. The stored digital Waveform Will 
provide the basis for biometric identi?cation. 
[0080] In a preferred embodiment, the signal may be modu 
lated at a higher frequency and then brought back doWn to a 

Oct. 23, 2008 

loWer base band frequency, Which alloWs the infrared energy 
to radiate at less poWer. After the signal is transmitted, the 
signal can be captured and the loW frequency noise ?ltered 
out. It is a unique advantage of one embodiment of the present 
invention to ?lter out background noise by transmitting the 
signal that is to be used for biometric identi?cation at a 
relatively high frequency. The ?nal Waveform is stored in a 
memory module and may represent a composite Waveform 
re?ecting anatomical structure and physiological processes, 
such as blood ?oW, heart rate, blood pressure, and surround 
ing bone and blood vessel structure. 
[0081] The Waveform may itself represent a unique biomet 
ric marker or may, through a process of layering or applying 
algorithms to the Waveform, yield characteristics substan 
tially unique to each individual and Which are constant and 
repeatable. Some Waveforms may need to be “dissected” in 
order to analyZe the various components of the Waveform and 
properly compare Waveforms of different users to provide 
authentication. In the preferred embodiment, the Waveform is 
primarily associated With cardiovascular processes in the 
body; hoWever, the Waveform could represent any one or 
more of the body’s internal physiological processes or ana 
tomical structures. 

[0082] Anticipating that the physiological and anatomical 
attributes of a user of the present invention Will change over 
time, the present invention provides for a method of self 
calibration. Self-calibration alloWs the stored, authenticating 
signal or Waveform to be modi?ed to coincide With the 
changes in the user’s physiological and anatomical attributes 
over time. For example, if the authentication system involves 
monitoring cardiovascular function, the user’s heart function 
changes With time and the signal received from the authoriZed 
user may also slightly change over time. Thus, the authoriZed 
user’s signal may be slightly different from the originally 
stored, authenticating signal. 
[0083] In order to alloW for the changes that occur in the 
user’s body, the authentication program of the present inven 
tion provides for some degree of variance betWeen the stored, 
authenticating Waveform and an authorized user’s Waveform. 
The program can track such variances over time and modify 
the stored authenticating Waveform to more closely match the 
slightly changed Waveform of the authorized user, if neces 
sary. Self-calibration alloWs the authenticating signal to be 
modi?ed Within a statistical limit, to more closely match a 
gradually changing Waveform of an authoriZed user. Thus, as 
small and insubstantial changes in the authoriZed user’s 
Waveform increase over time, the authenticating signal can 
also be changed. Self-calibration may be applied by the use of 
a calibration program and is preferably an automatic and 
continuous calibration that is performed upon each use of the 
authentication device. 

[0084] When a received signal is compared to an authenti 
cating signal, if the signals or Waveforms are statistically 
identical, the present invention Will transmit a validating sig 
nal, Which may activate a sWitch or otherWise enable a device. 
Where the signals or Waveforms are not statistically identical, 
a signal indicating the Waveform is “invalid” is generated. 
When the signal is not valid, the biometrically activated 
sWitch Will remain off or the device Will remain disabled. 

[0085] In one preferred embodiment, the signal transmitter 
and the signal receiver constitute an infrared light emitting 
diode placed in an on/off button for a biometrically activated 
device. The signal receiver can be a photoreceptor connected 
to a single chip solution and integrated into PCA of a portable 
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electronic device. The photoreceptor may be located in the 
same plane as the LED and may be positioned relatively near 
to the transmitter. For example, in one embodiment, the pho 
toreceptor is embedded in the same on/ off button as the LED 
and is approximately a quarter inch aWay from the LED. 
[0086] FIG. 3 illustrates an electronic appliance 40 having 
a biometric authentication device 42. A biometric authenti 
cation device comprises a sensor, sWitch or button 56 for 
enabling the electronic appliance 40, in this case as mobile 
phone. The biometric authentication device 42 is incorpo 
rated into the poWer button 56 of the phone so that the signal 
transmitter 50 (optional) and the signal receiver 52, Which 
receives the electrical signal from the individual’s body, are in 
the same plane and are proximate to each other. FIG. 4 shoWs 
the biometric authentication device 42 being connected to a 
single chip 60 that is integrated into the PCA of the phone 40. 
The signal transmitter 50 is connected to the chip 60 through 
transmitter Wires 62 and the signal receiver is connected to the 
chip through receiver Wires 64. 
[0087] The signal transmitter 50 can be any-transmitter 
knoWn or used in the art capable of transmitting energy into 
dermal and subdermal layers such that the energy signal is 
partly absorbed and/ or partly re?ected back toWard the signal 
receiver 52. The signal receiver 52 can likeWise be any device 
capable of receiving the partly re?ected signal or receiving an 
electrical signal from the individual’s body. In one embodi 
ment, signal transmitter 50 is an infrared light emitting diode, 
and signal receiver 56 is a photoreceptor or electrical sensor. 

[0088] FIG. 5 shoWs a side vieW of the present invention 
With a signal receiver 60 and a signal transmitter 52 being 
connected to receiver Wires 64 and transmitter Wires 62 lead 
ing to the chip 60. The signal receiver 52 and signal transmit 
ter 60 are embedded in the button 56, Which is disposed in the 
phone 40. 
[0089] FIG. 6 illustrates a user’s ?nger absorbing energy 
from the signal transmitter 50 and receiving re?ected energy 
from the dermal and subdermal tissues of the user’s ?nger in 
the signal receiver 52, or alternatively receiving an electrical 
signal at signal receiver 52. 
[0090] The signal transmitter 50 is activated by the place 
ment of the ?nger on the button 56. The signal transmitter 50 
is preferably activated When the user places his or her ?nger 
on the button 56. The signal transmitter 50 may be activated 
by pressure from the user’s ?nger, by an optical sWitch, 
motion detector, or heat sensor, electrical contact or any other 
means for activation. When the signal transmitter 50 is used 
and activated, a signal 66 is emitted from the signal transmit 
ter 50 and is transmitted into the user’s dermal and subdermal 
tissues. The signal 66 is partly absorbed and partially 
re?ected by the dermal and subdermal tissues. The re?ected 
signal 68 or alternatively an electrical signal is received by a 
signal receiver 52 and transmitted through receiving Wires 64 
to the chip 60. Within the chip 60, the received signal 68 is 
processed and transformed into a biometric identi?er, such as 
a digital Waveform shoWn in FIG. 7. The biometric identi?er 
is then compared to the stored, authenticating biometric iden 
ti?er. If the received biometric identi?er is the same as the 
stored, authenticating biometric identi?er, the device 40 is 
enabled. 
[0091] In one embodiment of the present invention, a bio 
metric authentication system uses multiple biometric markers 
for authentication in a transaction. Using an infrared reading 
device comprising a signal transmitter and a signal receiver 
both connected to a processing module and a memory mod 
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ule, or alternatively an electrical signal receiver connected to 
a processing module and a memory module, biometric mark 
ers based upon a composite Waveform are taken. In alternative 
embodiments, different cardiovascular related biomarkers 
are measured, including electrical signals. The biometric pro 
?le based upon the composite Waveform is created and stored 
in the device. When a user Wishes to authenticate his partici 
pation in a transaction, the user places his ?nger on the infra 
red reading device or signal receiver alloWing the system to 
obtain measurements on the biometric markers. The biomet 
ric markers are processed and compared to those stored. 
Where the biometric markers match the individual is able to 
authenticate his participation in the transaction. 
[0092] In another embodiment, a biometric authentication 
system is provided to control access or to authenticate. The 
system comprises electronically recording biometric markers 
using an electronic recording instrument. The electronic 
recording instrument measures at least one biometric marker, 
such as an electric signal and/ or other marker. The measured 
trait is capable of acting as a biometric marker because it is 
selected from the traits that are substantially unique. If a trait 
or measurement taken from one individual has only at least 
approximately a one in tWo chance of being the same as the 
measurement of that same physical trait taken from another 
person the trait is substantially unique. The trait is also a trait 
that is substantially consistent When measured for the same 
person and is preferably capable of being measured in a 
noninvasive method. The trait is a trait associated With the 
integumentary system. 
[0093] Use of the integumentary system in the biometric 
authentication system of this embodiment provides relatively 
easy access to the biometric markers, since the integumentary 
system is relatively super?cial as compared to other systems. 
The integumentary system also provides an effective line of 
defense against infection. Thus, if a biometric authentication 
system requires several users to come into contact With the 
biometric system, the integumentary system acts as a barrier 
to the passing of infection Whereas other tissues may not 
provide such a barrier. Moreover, the integumentary system 
provides several layers of integument from Which biometric 
markers can be taken. Glandular activity of the integument 
and other epidermal derivatives, such as hair and nails, may 
also supply biometric markers for use With this exemplary 
embodiment of the present invention. 
[0094] After measuring at least one biometric marker, the 
marker is recorded electronically and stored to constitute a 
biometric pro?le of the person. The information stored as a 
biometric pro?le is preferably stored in the portable device, or 
is at least available to the portable device upon demand. In the 
preferred embodiment, more than one biometric marker is 
measured and recorded to constitute a multi-marker biomet 
ric pro?le. 
[0095] The information stored as a biometric pro?le is then 
designated as an authenticating pro?le. In other Words, the 
stored pro?le Will act as a passWord, preventing access to the 
device unless a substantially identical biometric pro?le is 
measured by the device. The device is designed so that before 
the device is fully activated, the device must measure and 
compare a user’s biometric pro?le With the authoriZed bio 
metric pro?le. If the biometric pro?le measured is substan 
tially identical to the stored biometric pro?le, then the user 
may be granted access to the device. 

[0096] In another embodiment, a biometric authentication 
system is provided to control access or to authenticate. The 
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system comprises electronically recording biometric mark 
ers, such as an electric signal and/or other marker, using an 
electronic recording instrument. The electronic recording 
instrument measures at least one biometric marker. The mea 

sured trait is capable of acting as a biometric marker because 
it is selected from the traits that are substantially unique. The 
trait is also a trait that is substantially consistent When mea 
sured for the same person and is preferably capable of being 
measured in a noninvasive method. The trait is a trait associ 
ated With the skeletal system. 

[0097] Use of the skeletal system in this embodiment of the 
present invention provides a relatively stable and relatively 
unchanging system from Which biometric markers can be 
taken. The variety of tissues and structures and various physi 
ological processes associated With the skeletal system and 
articulating joints may provide multiple biometric markers 
With this preferred embodiment. For example, biometric 
markers related to ligament layering may be found to be 
effective biometric markers. 

[0098] After measuring at least one biometric marker, the 
marker is recorded electronically and stored to constitute a 
biometric pro?le of the person. The information stored as a 
biometric pro?le is preferably stored in the portable device, or 
is at least available to the portable device upon demand. In the 
preferred embodiment, more than one biometric marker is 
measured and recorded to constitute a multi-marker biomet 
ric pro?le. 
[0099] The information stored as a biometric pro?le is then 
designated as an authenticating pro?le. The device is 
designed so that before the device is fully activated, the device 
must measure and compare a user’s biometric pro?le With the 
authoriZed biometric pro?le. If the biometric pro?le mea 
sured is substantially identical to the stored biometric pro?le, 
then the user may be granted access to the device. 

[0100] In another embodiment, a biometric authentication 
system is provided to control access or to authenticate. The 
system comprises electronically recording biometric mark 
ers, such as an electric signal and/or other marker, using an 
electronic recording instrument. The electronic recording 
instrument measures at least one biometric marker. The mea 
sured trait is capable of acting as a biometric marker because 
it is selected from the traits that are substantially unique, in 
other Words the trait measurement taken from one individual 
has only at least a one in tWo chance of being the same as the 
measurement of that same physical trait taken from another 
person. The trait is also a trait that is substantially consistent 
When measured for the same person and is preferably capable 
of being measured in a noninvasive method. The trait is a trait 
associated With the muscular system. 

[0101] Use of the muscular system in this preferred 
embodiment of a biometric authentication device may pro 
vide numerous potential biometric markers because of the 
highly speci?c and specialiZed function of the various 
muscles in the muscular system. For example, the human 
hand is an extremely complex portion of the muscle system. 
This complex system alloWs for intricate movement of the 
hand in response to various stimuli. It is believed that sub 
stantially unique biometric markers relating to the muscular 
system, and in particular to the muscular system of the hand, 
exist. For example, the duration of action potentials and their 
effect on a particular muscle may be a potential biometric 
marker that can be used in this preferred embodiment of the 
present invention. 

Oct. 23, 2008 

[0102] After measuring at least one biometric marker, the 
marker is recorded electronically and stored to constitute a 
biometric pro?le of the person. The information stored as a 
biometric pro?le is preferably stored in the portable device, or 
is at least available to the portable device upon demand. In the 
preferred embodiment, more than one biometric marker is 
measured and recorded to constitute a multi-marker biomet 
ric pro?le. 
[0103] The information stored as a biometric pro?le is then 
designated as an authenticating pro?le. The device is 
designed so that before the device is fully activated, the device 
must measure and compare a user’s biometric pro?le With the 
authoriZed biometric pro?le. If the biometric pro?le mea 
sured is substantially identical to the stored biometric pro?le, 
then the user may be granted access to the device. 

[0104] In another embodiment, a biometric authentication 
system is provided to control access or to authenticate. The 
system comprises electronically recording biometric mark 
ers, such as an electrical signal and/ or other marker, using an 
electronic recording instrument. The electronic recording 
instrument measures at least one biometric marker. The mea 

sured trait is capable of acting as a biometric marker because 
it is selected from the traits that are substantially unique. The 
trait is also a trait that is substantially consistent When mea 
sured for the same person and is preferably capable of being 
measured in a noninvasive method. The trait is a trait associ 
ated With the respiratory system. 

[0105] The respiratory system provides a relatively consis 
tent and systematic physiological process to be monitored, 
particularly as it relates to pulmonary activity and the supply 
of oxygen and removal of carbon dioxide from the blood 
stream. Respiratory activity in many instances can be easily 
monitored. The inventors believe that there are multiple res 
piratory characteristics that are substantially unique to each 
individual and that such characteristics may be employed in a 
biometric authentication system. For example, measurements 
relating to O2 and CO2 content-in various tissues may be 
found to be suitable as a biometric marker. 

[0106] After measuring at least one biometric marker, the 
marker is recorded electronically and stored to constitute a 
biometric pro?le of the person. The information stored as a 
biometric pro?le is preferably stored in the portable device, or 
is at least available to the portable device upon demand. In the 
preferred embodiment, more than one biometric marker is 
measured and recorded to constitute a multi-marker biomet 
ric pro?le. 
[0107] The information stored as a biometric pro?le is then 
designated as an authenticating pro?le. The device is 
designed so that before the device is fully activated, the device 
must measure and compare a user’s biometric pro?le With the 
authoriZed biometric pro?le. If the biometric pro?le mea 
sured is substantially identical to the stored biometric pro?le, 
then the user may be granted access to the device. 

[0108] In another embodiment, a biometric authentication 
system is provided to control access or to authenticate. The 
system comprises electronically recording biometric mark 
ers, such as an electric signal and/or other marker, using an 
electronic recording instrument. The electronic recording 
instrument measures at least one biometric marker. The mea 
sured trait is capable of acting as a biometric marker because 
it is substantially unique. The trait is also a trait that is sub 
stantially consistent When measured for the same person and 
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is preferably capable of being measured in a noninvasive 
method. The trait is a trait associated With the cardiovascular 
system. 
[0109] Because of the remarkable ability of the heart to 
continually and rhythmatically pump blood through the car 
diovascular system, the cardiovascular system provides 
numerous biometric markers foruse in this preferred embodi 
ment. The cardiac cycle alone, as explained above in Example 
1, undergoes both an electrical and physical phenomena that 
result in potential biometric markers. The ?uid dynamics of 
the vascular system also provide potential biometric markers. 
[0110] After measuring at least one biometric marker, the 
marker is recorded electronically and stored to constitute a 
biometric pro?le of the person. The information stored as a 
biometric pro?le is preferably stored in the portable device, or 
is at least available to the portable device upon demand. In the 
preferred embodiment, more than one biometric marker is 
measured and recorded to constitute a multi-marker biomet 
ric pro?le. 
[0111] The information stored as a biometric pro?le is then 
designated as an authenticating pro?le. The device is 
designed so that before the device is fully activated, the device 
must measure and compare a user’s biometric pro?le With the 
authoriZed biometric pro?le. If the biometric pro?le mea 
sured is substantially identical to the stored biometric pro?le, 
then the user may be granted access to the device. 
[0112] In another embodiment, a biometric authentication 
system is provided to control access or to authenticate. The 
system comprises electronically recording biometric mark 
ers, such as an electric signal and/or other marker, using an 
electronic recording instrument. The electronic recording 
instrument measures at least one biometric marker. The mea 
sured trait is capable of acting as a biometric marker because 
it is substantially unique. The trait is also a trait that is sub 
stantially consistent When measured for the same person and 
is preferably capable of being measured in a noninvasive 
method. The trait is a trait associated With the sensory system. 
[0113] Use of the sensory system as a source for biometric 
markers provides a number of highly specialiZed reactions 
that can be readily tested. This is because the sensory system 
is speci?cally designed to receive stimuli from the external 
environment. For example, the dilatory response of the eye to 
a certain amount of light may provide a potential biometric 
marker. 
[0114] After measuring at least one biometric marker, the 
marker is recorded electronically and stored to constitute a 
biometric pro?le of the person. The information stored as a 
biometric pro?le is preferably stored in the portable device, or 
is at least available to the portable device upon demand. In the 
preferred embodiment, more than one biometric marker is 
measured and recorded to constitute a multi-marker biomet 
ric pro?le. 
[0115] The information stored as a biometric pro?le is then 
designated as an authenticating pro?le. The device is 
designed so that before the device is fully activated, the device 
must measure and compare a user’s biometric pro?le With the 
authoriZed biometric pro?le. If the biometric pro?le mea 
sured is substantially identical to the stored biometric pro?le, 
then the user may be granted access to the device. 

[0116] In another embodiment, a biometric authentication 
system is provided to control access or to authenticate. The 
system comprises electronically recording biometric mark 
ers, such as an electric signal and/ or another marker, using an 
electronic recording instrument. The electronic recording 
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instrument measures at least one biometric marker. The mea 
sured trait is capable of acting as a biometric marker because 
it is substantially unique. The trait is also a trait that is sub 
stantially consistent When measured for the same person and 
is preferably capable of being measured in a noninvasive 
method. The trait is a trait associated With the nervous system. 
[0117] Because of the anatomically ubiquitous nature of 
the nervous system, and its ability to respond to electric 
stimulus, the nervous system provides a number of biometric 
markers that may be used in this embodiment. For example, 
the response of a particular nerve or bundle of nerves to a 
measured electrical stimulus may provide a biometric marker 
for use in this embodiment. 
[0118] After measuring at least one biometric marker, the 
marker is recorded electronically and stored to constitute a 
biometric pro?le of the person. The information stored as a 
biometric pro?le is preferably stored in the portable device, or 
is at least available to the portable device upon demand. In the 
preferred embodiment, more than one biometric marker is 
measured and recorded to constitute a multi-marker biomet 
ric pro?le. 
[0119] The information stored as a biometric pro?le is then 
designated as an authenticating pro?le. The device is 
designed so that before the device is fully activated, the device 
must measure and compare a user’s biometric pro?le With the 
authoriZed biometric pro?le. If the biometric pro?le mea 
sured is substantially identical to the stored biometric pro?le, 
then the user may be granted access to the device. 

[0120] In another embodiment, a biometric authentication 
system is provided to control access or to authenticate. The 
system comprises electronically recording biometric mark 
ers, such as an electric signal and/or other marker, using an 
electronic recording instrument. The electronic recording 
instrument measures at least one biometric marker. The mea 
sured trait is capable of acting as a biometric marker because 
it is substantially unique. The trait is also a trait that is sub 
stantially consistent When measured for the same person and 
is preferably capable of being measured in a noninvasive 
method. The trait is a trait associated With a metabolic system. 
[0121] The numerous metabolic processes of the body pro 
vide a number of biometric markers for use in the present 
invention. For example, the ability of certain tissues to absorb 
or release heat over time and the body’s ability generally to 
control internal temperatures may provide a biometric 
marker. 
[0122] After measuring at least one biometric marker, the 
marker is recorded electronically and stored to constitute a 
biometric pro?le of the person. The information stored as a 
biometric pro?le is preferably stored in the portable device, or 
is at least available to the portable device upon demand. In the 
preferred embodiment, more than one biometric marker is 
measured and recorded to constitute a multi-marker biomet 
ric pro?le. 
[0123] The information stored as a biometric pro?le is then 
designated as an authenticating pro?le. The device is 
designed so that before the device is fully activated, the device 
must measure and compare a user’s biometric pro?le With the 
authoriZed biometric pro?le. If the biometric pro?le mea 
sured is substantially identical to the stored biometric pro?le, 
then the user may be granted access to the device. 

[0124] In another embodiment, a biometric authentication 
system is provided to control access or to authenticate. The 
system comprises electronically recording biometric mark 
ers, such as an electric signal and/or other marker, using an 
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electronic recording instrument. The electronic recording 
instrument measures at least one biometric marker. The mea 

sured trait is capable of acting as a biometric marker because 
it is substantially unique. The trait is also a trait that is sub 
stantially consistent When measured for the same person and 
is preferably capable of being measured in a noninvasive 
method. The trait is a trait associated With the dicrotic notch 
and/ or anacrotic notch of a person’s hemodynamic Wave 
form. 

[0125] After measuring at least one biometric marker, the 
marker is recorded electronically and stored to constitute a 
biometric pro?le of the person. The information stored as a 
biometric pro?le is preferably stored in the portable device, or 
is at least available to the portable device upon demand. In the 
preferred embodiment, other biometric markers are measured 
and recorded to constitute a multi-marker biometric pro?le. 

[0126] The information stored as a biometric pro?le is then 
designated as an authenticating pro?le. The device is 
designed so that before the device is fully activated, the device 
must measure and compare a user’s biometric pro?le With the 
authoriZed biometric pro?le. If the biometric pro?le mea 
sured is substantially identical to the stored biometric pro?le, 
then the user may be granted access to the device. 

[0127] In another embodiment, a biometric authentication 
system is provided to control access or to authenticate. The 
system comprises electronically recording biometric mark 
ers, such as an electric signal and/or other marker, using an 
electronic recording instrument. The electronic recording 
instrument measures at least one biometric marker. The mea 
sured trait is capable of acting as a biometric marker because 
it is substantially unique. The trait is also a trait that is sub 
stantially consistent When measured for the same person and 
is preferably capable of being measured in a noninvasive 
method. The trait is a trait associated With the anacrotic notch 
of a person’s cardiac Waveform. 

[0128] After measuring at least one biometric marker, the 
marker is recorded electronically and stored to constitute a 
biometric pro?le of the person. The information stored as a 
biometric pro?le is preferably stored in the portable device, or 
is at least available to the portable device upon demand. In the 
preferred embodiment, other biometric markers are measured 
and recorded to constitute a multi-marker biometric pro?le. 

[0129] The information stored as a biometric pro?le is then 
designated as an authenticating pro?le. The device is 
designed so that before the device is fully activated, the device 
must measure and compare a user’s biometric pro?le With the 
authoriZed biometric pro?le. If the biometric pro?le mea 
sured is substantially identical to the stored biometric pro?le, 
then the user may be granted access to the device. 

[0130] In another embodiment, a biometric authentication 
system is provided to control access or to authenticate. The 
system comprises electronically recording biometric mark 
ers, such as an electric signal and/or other marker, using an 
electronic recording instrument. The electronic recording 
instrument measures at least one biometric marker. The mea 
sured trait is capable of acting as a biometric marker because 
it is selected from the traits that are substantially unique, in 
other Words the trait measurement taken from one individual 
has only at least a one in tWo chance of being the same as the 
measurement of that same physical trait taken from another 
person. The trait is also a trait that is substantially consistent 
When measured for the same person and is preferably capable 
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of being measured in a noninvasive method. The trait is a trait 
associated With cardiovascular processes as exhibited in a 
person’s ?nger. 
[0131] After measuring at least one biometric marker, the 
marker is recorded electronically and stored to constitute a 
biometric pro?le of the person. The information stored as a 
biometric pro?le is preferably stored in the portable device, or 
is at least available to the portable device upon demand. In the 
preferred embodiment, other biometric markers are measured 
and recorded to constitute a multi-marker biometric pro?le. 
[0132] The information stored as a biometric pro?le is then 
designated as an authenticating pro?le. In other Words, the 
stored pro?le Will act as a passWord preventing access to the 
device unless a substantially identical biometric pro?le is 
measured by the device. 
[0133] The device is designed so that before the device is 
fully activated, the device must measure and compare a user’s 
biometric pro?le With the authoriZed biometric pro?le. If the 
biometric pro?le measured is substantially identical to the 
stored biometric pro?le, then the user may be granted access 
to the device. 

[0134] In another embodiment, the biometric device is used 
to grant access to a personal computer or some similar elec 
tronic device. In this example, the signal transmitter or elec 
tronic signal receiver is built into the keyboard, mouse, toWer 
or monitor of the personal computer. The signal transmitter/ 
receiver may be activated by turning on the computer and 
activating the transmitter/receiver or the transmitter/receiver 
may itself regulate the poWer supply to the computer. The 
signal transmitter, if used, sends energy into dermal and sub 
dermal tissues of the user of a biometric authentication 
device. Alternatively, the signal receiver receives an electric 
signal from the user. Thus, for example, the user may place his 
or her ?nger onto the transmitter/receiver located on mouse in 
Which the present invention is disposed. The energy transmit 
ted is partly absorbed into the tissues of the ?nger and partly 
re?ected by the tissues. The signal receiver then captures the 
re?ected energy and measures the received signal to create a 
biometric pro?le. Alternatively, the biometric pro?le is 
obtained from the electric signal received from the user. 
[0135] When the biometric pro?le matches the authoriZed 
biometric pro?le, the author is granted access to the use the 
computer, access certain data, or run an application. The 
storage and processing poWer of the computer may be utiliZed 
to facilitate the biometric identi?cation procedure. 
[0136] Thus, as discussed herein, the embodiments of the 
present invention embrace obtaining biometric identi?cation 
to activate a device or authenticate a participant in a transac 
tion using histological and/or physiological traits. More par 
ticularly, the present invention relates to systems and methods 
for employing histological and physiological biometric 
markers that are substantially unique to an individual in order 
to permit an individual to activate a device, participate in a 
transaction, or identify himself or herself, Wherein at least one 
biometric marker is obtained by one or more electrical con 
tacts on the surface of the skin. 

[0137] The present invention may be embodied in other 
speci?c forms Without departing from its spirit or essential 
characteristics. The described embodiments are to be consid 
ered in all respects only as illustrative and not restrictive. The 
scope of the invention is, therefore, indicated by the appended 
claims rather than by the foregoing description. All changes 
that come Within the meaning and range of equivalency of the 
claims are to be embraced Within their scope. 








