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MONITORING AND CORRECTING 
UPSTREAM PACKET LOSS 

[0001] The following application is a continuation inpart of 
US. patent application Ser. No. 11/735,930, ?led Apr. 16, 
2007, entitled: HYBRID CORRECTION SCHEME FOR 
DROPPED PACKETS which is incorporated by reference in 
its entirety. 

TECHNICAL FIELD 

[0002] The present disclosure relates generally to the ?eld 
of networking. 

BACKGROUND 

[0003] Packet switch networks are now being used to trans 
port streaming media, such as video or audio from a media 
server to multiple receivers, such as computer terminals and 
Set Top Boxes (STBs). However, packet switched networks 
typically use a best effort transport that may signi?cantly 
delay or drop some packets. Retransmission schemes have 
been designed to retransmit the dropped or delayed media 
packets to receivers but may be inadequate to resolve or deal 
with certain packet switched network outages. 
[0004] For example, media packets may be multicast by a 
media server to multiple different receivers. The packet 
switched network then automatically branches the multicast 
packets along different network paths to the different receiv 
ers in an associated multicast group. Problems arise when the 
multicast packets are lost upstream of branch points near the 
leaves of the delivery tree where the receivers are. For 
example, the upstream packet loss may cause a signi?cant 
fraction of the receivers to send Negative ACKnowledgmets 
(NACKs) back to the media stream repair point. These 
numerous returned NACKs, all reporting the same loss, use 
up network bandwidth and can overwhelm the media stream 
repair point. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0005] FIG. 1 is a block diagram ofa network that uses an 
upstream error controller to handle upstream packet loss. 

[0006] FIG. 2 shows how the upstream error controller in 
FIG. 1 suppresses NACKs for upstream packet loss. 
[0007] FIG. 3A shows different repair points used to detect 
upstream packet loss at different locations in a network. 

[0008] FIG. 3B shows how the upstream error controller in 
FIG. 1 both suppresses NACKs and sends out repair or 
retransmission packets. 
[0009] FIG. 4 is a ?ow diagram showing in more detail how 
the upstream error controller operates. 

[0010] FIG. 5 is a ?ow diagram showing how the receivers 
respond to the upstream error controller. 

[0011] FIG. 6 is a block diagram showing how the upstream 
error controller can be used in conjunction with a hybrid 
packet repair scheme. 
[0012] FIG. 7 shows NACK tables that are used by the 
upstream error controller and the hybrid packet repair 
scheme. 
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[0013] FIG. 8 is a ?ow diagram showing in more detail the 
combined operation of the upstream controller and hybrid 
packet repair scheme. 

DESCRIPTION OF EXAMPLE EMBODIMENTS 

Overview 

[0014] An upstream error controller monitors a media 
stream at a location upstream from an associated set of receiv 
ers receiving the media stream. The upstream error controller 
sends out suppression notices for any media packets lost 
upstream causing the receivers to suppress sending lost 
packet notices. 
[0015] In another embodiment, a repair point joins a pri 
mary multicast group with multiple receivers for receiving a 
native media stream. The repair point also joins a second 
multicast group for receiving multicast backup data for 
retransmitting or repairing the native media stream that does 
not include an associated set of receivers. 

[0016] In yet another embodiment, the upstream error con 
troller is used in combination with a hybrid packet repair 
scheme that adaptively switches among unicast retransmis 
sion, multicast retransmission, and Forward Error Correction 
(FEC) depending on the receiver population and the nature of 
the error prompting the repair operation. 

Description 

[0017] FIG. 1 shows an Internet network 12 that includes a 
packet switched network 40 having multiple different nodes 
42A-42C. The nodes 42 may be routers, switches, gateways, 
or any other network processing device that directs packets 24 
from media server 14 to different receivers 50A-50H. The 
media server 14 (media source) could store media locally or 
receive media from another server or media source via 

another network, satellite, cable, or any other communication 
media. 
[0018] The receivers 50 can be any device that receives 
media packets 24. For example, the receives 50 could be 
Personal Computers (PCs), Set-Top Boxes (STBs), Personal 
Digital Assistants (PDAs), Voice Over Internet Protocol 
(VoIP) phones, Internet connected televisions, Digital Video 
Recorders (DVRs), cellular telephones, etc. 
[0019] A repair server is alternatively referred to as a repair 
point 16 and receives and caches the media packets 24 from 
media stream 22 sent by media server 14 to the receivers 50. 
The packet switched network 40 includes an upstream por 
tion 40A and a downstream portion 40B. The upstream por 
tion 40A of the network is upstream of a signi?cant fraction of 
the receivers 50 located in the downstream network portion 
40B. 

Upstream Packet Loss 

[0020] Any combination of media packets 24 may be 
dropped, lost, and/ or delayed for any number of different 
reasons and any number of different locations along the net 
work paths from media server 14 to the different receivers 50. 
Any of the receivers 50 that do not successfully receive any of 
the media packets 24 may send associated Negative 
ACKnowledge (NACK) messages 26 back to the repair point 
16. 

[0021] A multicast media packet 24 lost in the upstream 
portion 40A of the network would likely not be received by 
any of the receivers 50 that are members of the same multicast 
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group in an associated downstream network portion 40. 
Accordingly, every one of the receivers in the participating 
multicast group would normally send back NACKs 26 to 
repair point 16. This implosion of NACK messages 26 would 
use up substantial network bandwidth and possibly over 
whelm the repair point 16. 
[0022] To stop NACK implosions, an upstream error con 
troller 20B is operated by one or more processors 18 in the 
repair point 16. In one embodiment, the upstream error con 
troller 20B is implemented as computer instructions in a 
memory that are executed by the processor 18. However, the 
operations of the controller 20B could be implemented in any 
type of logic device or circuitry. 
[0023] One characteristic worth noting is that the repair 
point 1 6 is located in the upstream portion 40A of the network 
along with the media server 14 and typically receives the 
media packets 24 prior to the packets being forwarded 
through the downstream network portion 40B to the receivers 
50. Accordingly, the repair point 16 will typically be able to 
detect an upstream loss or outage in media stream 22 prior to 
that loss being detected by the receivers 50. This is shown in 
FIG. 1 where a packet 24 lost on network branch 15A will be 
identi?ed as a packet loss by repair point 16 on branch 15b 
and also identi?ed as a packet loss by all of the receivers 50 
stemming off of branch 15C. 
[0024] The identi?ed upstream packet loss indicates either 
the media packet 24 was indeed lost on a common branch 15A 
upstream of both the repair point 16 and the receivers 50, or 
the loss was due to a failure of an upstream interface of the 
repairpoint 16. The failure of the repairpoint 16 wouldbe rare 
and usually detectable by some means that could take the 
repair point 16 of?ine for the affected media stream 22. 

[0025] Accordingly, any packet detected as lost by the 
repair point 16 may be identi?ed as an upstream loss by the 
upstream error controller 20B. There is no reason for the 
receivers 50 to issue NACKs 26 for such upstream losses 
since the repair point 16 is already aware of the packet loss. 
[0026] Referring to FIG. 2, the upstream error controller 
20B monitors the media stream 22 at network portion 40A 
upstream from a signi?cant fraction of the receivers 50 
receiving the media stream 22. The up stream error controller 
20B can accordingly identify media packets 24 lost upstream 
of a signi?cant fraction of the receivers 50. In this example, it 
is apparent that any media packets 24 not received by repair 
point 16 will also not be received by any of the receivers 50. 

[0027] The upstream error controller 20B will accordingly 
send out a Suppression NACK (SN) message 25 to prevent the 
NACK implosion shown in FIG. 1. In one embodiment, the 
SN message 25 is multicast on a separate repair channel, 
connection, or session 28 to all of the receivers 50 that are 
members of the multicast group for media stream 22. In 
response to receiving the SN message 25, all of the receivers 
50 suppress sending back NACKs after detecting the same 
lost media packet 24. 
[0028] It should be understood that the upstream network 
portion 40A and downstream network portion 40B may part 
of a larger network. Referring to FIG. 3A, there may be 
multiple downstream sub-networks 40B_1-40B_N that are 
each serviced by a different associated repair point 16A-16N, 
respectively. Each of these downstream sub-networks 40B_ 
1-40B_N may still be served by the same media source 14. 
Thus, any particular repair point 16 would be upstream to 
what is referred to as a signi?cant fraction of associated 
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receivers 50. Alternatively, each repair point 16 may be 
described as having an associated set of downstream receivers 
50. 
[0029] Any combination of receivers 50 connected to the 
different downstream sub-networks 40B_1-40B_N could be 
members of the same multicast group. An upstream loss may 
be on a link leading only to a subset of the repair points 16 and 
correspondingly to a subset, but not all, of the downstream 
sub-networks 40B in network 12. In this case the NACK 
implosion may only apply to the one or more repair points 16 
that was down-tree from the point of loss. 
[0030] For example, a lost packet detected by repair point 
16B may only cause a NACK implosion on downstream 
sub-network 40B_2. Similarly, a lost packet detected by 
repair point 16N may only cause a NACK implosion on 
downstream sub-network 40B_N. 
[0031] The repair points 16 can be located anywhere in the 
overall network 12. It is also possible that some repair points 
16 may be upstream of other repair points. For example, 
repair point 16C is upstream of repair points 16A and 16B. 
The downstream sub-networks 40B serviced by a particular 
repair point 16 may cover any combination or arrangement of 
nodes 42, sub-network branches, and receivers 50. 

Packet Repair 

[0032] Referring to FIG. 3B, there are typically three cases 
for upstream loss. A total outage is where the repair point 16 
stops receiving packets for media stream 22 altogether. An 
un-repairable loss is not a complete outage, but the repair 
point 16 cannot repair the lost packets. For example, there 
may be too many lost packets to repair or the repair, point 16 
may not have the data required to repair the media stream. A 
repairable loss is where the repair point 16 has the ability to 
repair the one or more lost packets. 
[0033] FIG. 3B shows the repair point 16 receiving a sepa 
rate backup data stream 44 that may be a redundant media 
stream 45 and/or an FEC stream 46. A scheme for providing 
a redundant media stream is described in copending US. 
patent application entitled: UNIFIED TRANSMISSION 
SCHEME FOR MEDIA STREAM REDUNDANCY, Filed: 
Mar. 14, 2007, Ser. No. 11/686,321 which is herein incorpo 
rated by reference. 
[0034] The backup data stream 44 might only be sent to one 
or more repair points 16 and not transmitted all the way 
through network 40 to the receivers 50. For example, the one 
or more repair points 16 can join a second multicast group 
associated with the backup data stream 44. Accordingly, the 
media source 14 will only multicast the back up data stream 
44 to the repair points 16 thus reducing bandwidth utiliZation 
in network 40. 
[0035] Referring to both FIG. 3B and FIG. 4, the upstream 
error controller 20B in operation 54A identi?es lost upstream 
media packets 24 and identi?es the type of loss in operation 
54B. For example as described above, the upstream error 
controller may distinguish between a total media stream out 
age, un-repairable loss, and repairable loss. When a total 
outage is identi?ed in operation 54C, the upstream error 
controller may multicast total outage suppression NACK 25 
to the receivers 50 in operation 54D. 
[0036] For example, all or a large portion of the media 
stream 22 may not be successfully received by repair point 16. 
The total outage suppression NACK 25 accordingly directs 
the receivers 50 to suppress all NACKs for all lost packets for 
some period of time. In one embodiment, the total outage 
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NACK 25 is sent using a Real Time Control Protocol (RTCP) 
report. But any other type of messaging protocol could alter 
natively be used for sending the suppression NACK 25. The 
error controller 20B Would then continue to periodically mul 
ticast the total outage NACK 25 until the native media stream 
22 returns to repair point 16. 

[0037] In operation 54E, the error controller 20B identi?es 
one or more individual lost packets. Accordingly, the 
upstream error controller in operation 54F multicasts indi 
vidual NACK suppression packets 25 associated With the 
speci?c missing media packets 24. These suppressionpackets 
25 direct the receivers 50 to not send NACKs for the particular 
media packets identi?ed in the suppression NACK 25, since 
those identi?ed media packets Will not be forthcoming. Mul 
tiple individual suppression NACKs can also be sent in the 
same suppression message 25. 

[0038] There are tWo sub-cases Where the identi?ed lost 
up stream packets 24 are repairable and depend on Whether the 
repair point 16 recovers the lost data via FEC or via a redun 
dant media stream. When the backup data stream 44 com 
prises FEC packets 46, the lost upstream packets 24 are iden 
ti?ed as recoverable via FEC in operation 54G. The FEC 
packets 36 used by repair point 16 to reconstruct the lost 
packets are then multicast to the receivers 50 in operation 54I. 
The receivers 50 then perform the corresponding reconstruc 
tion using the minimal number of FEC repair packets. 
[0039] The lost media packets 24 may alternatively be 
recovered by the repair point 16 via redundant media stream 
45. In this case, the upstream error controller 20B in operation 
54H constructs RTP retransmission packets 34 from the 
redundant media stream 45. The retransmission packets 34 
are then multicast over the multicast repair session 27 to the 
receivers 50 in operation 54]. 
[0040] The upstream error controller 20B may also multi 
cast a NACK, RTCP message, or suppression NACK 25 to the 
receivers 50 that identi?es the particular type of packets 34 or 
36 sent to repair the lost media packets. 

[0041] FIG. 5 explains in more detail the operations per 
formed by the receivers. Referring to FIGS. 3 and 5, computer 
processing logic in the receivers 50, such as a processor 
executing instructions is con?gured to detect lost packets in 
the media stream 22 and send lost packet noti?cations, such 
as NACKs 26 (FIG. 1), to the repair point 16. The computer 
logic in the receivers 50 is further con?gured in operation 
56A to receive and detect suppression NACKs 25 from the 
repair point 16 that suppress the NACKs 26 that Would have 
normally been sent out When a lost packet is detected. 

[0042] The receiver in operation 56B determines When the 
suppression NACK 25 is associated With total media stream 
outage. For example, the NACK message 25 may include a 
tag identifying a total media steam outage. In this case, the 
receiver 50 stops sending any NACKs back to the repair point 
16 for some predetermined period of time. The receiver 50 
could alternatively identify the suppression NACK 25 as a 
packet speci?c suppression in operation 56D. Accordingly, 
the receiver in operation 56E Will not send NACKs for the 
speci?c media packets identi?ed in the suppression NACK 
25. 

[0043] For repairable packet losses, the receiver may 
receive some noti?cation in operation 56F that the lost packet 
is repairable via FEC. This noti?cation may be provided 
along With the FEC packets 36, the suppression NACK 25, or 
With some other message. The receiver in operation 56G then 
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suppresses any NACKs that Would have normally been sent 
and then uses the received FEC packets for repairing the lost 
packets. 
[0044] Alternatively, the receiver may receive a noti?cation 
in operation 56H that the lost packet is repairable via retrans 
mission. This noti?cation again may be provided along With 
the actual retransmission packets 34, in the suppression 
NACK 25, or in some other message. The receiver in opera 
tion 561 suppresses any NACKs that Would have been nor 
mally sent and then uses the retransmission packets 34 
received over the repair session 27 to repair the lost packets. 

Hybrid Packet Repair for DoWnstream Packet Loss 

[0045] Upstream packet repair can be combined With a 
hybrid packet repair scheme described in co-pending patent 
application Ser. No. 11/735,930, entitled: HYBRID COR 
RECTIVE SCHEME FOR DROPPED PACKETS, ?led Apr. 
16, 2007 Which is herein incorporated by reference. The 
hybrid packet repair scheme adaptively sWitches among uni 
cast retransmission, multicast retransmission, and FEC 
depending on the receiver population and the nature of the 
error prompting the repair operation. 
[0046] When there is a packet loss in the doWnstream net 
Work portion 40B in FIG. 1, NACKs 26 are still sent by 
receivers 50. The hybrid packet repair scheme then deter 
mines the most e?icient unicast, multicast, or FEC scheme for 
repairing the lost doWnstream packets according to the 
received NACK pattern. 
[0047] FIG. 6 shoWs the retransmission server (repair 
point) 16 in more detail. The processor 18 operates both a 
hybrid packet repair scheme 20A and the upstream error 
controller 20B that in one embodiment are computer execut 
able softWare instructions. For each media channel 22, the 
repair point 16 caches the packet data 24A necessary for 
repairing any of the lost packets in media channel 22. The 
hybrid packet repair scheme 20A operates in conjunction 
With a retransmission cache 60 that caches the media packets 
24A transmitted by the media server 14. Retransmission 
cache 60 is used in conjunction With a NACK table 62 that 
counts the number of NACKs 26 received for each cached 
media packet 24A. For example, the NACKs 26 identify the 
sequence numbers for lost media packets. Each time a NACK 
26 is received by repair point 16, a NACK count 66 for the 
associated lost packets 64 are incremented in NACK table 62. 
[0048] Based on the NACK pattern in NACK table 62, the 
hybrid packet repair scheme 20A sends different combina 
tions of unicast retransmission packets 32, multicast retrans 
mission packets 34 and/or FEC packets 36 to the receivers 50. 
The repair packets are used to replace the lost packets iden 
ti?ed in the NACK messages 26. 
[0049] The repair point 16 can also gauge the intensity of a 
NACK implosion even When NACKs might be lost due to 
congestion or the inability of the repair point to receive and 
process all the NACKs 26. The three loss cases of individual 
loss, correlated loss, and outage on the doWnstream primary 
multicast stream 22 can also be analyZed. In the case of 
correlated loss, the repair point 16 can also determine enough 
about the loss pattern to choose among unicast packet retrans 
mission, mulitcast packet retransmission, and FEC repair. 
Combining Hybrid Packet Repair With Upstream Packet Loss 
[0050] Upstream packet loss detection provided by the 
upstream error controller 20B can be combined With the 
hybrid packet repair provided by the hybrid packet repair 
scheme 20A. Whenever a media packet 24 is identi?ed as lost 



US 2008/0253369 A1 

in the upstream portion 40A of the packet switched network 
(FIG. 1), the upstream error controller 20B increases the lost 
packet count for each identi?ed lost media packet 24 in 
NACK table 62. The packet count 66 is increased by approxi 
mately the number of receivers 50 in the multicast group 
associated With the media stream 22. 

[0051] For example, tWo different media packets 24 may be 
identi?ed by the up stream error controller 20B as being lost in 
the upstream netWork portion 40A. The upstream controller 
20B may have also previously determined an approximate 
number of receivers 50 in the multicast group receiving the 
media stream 22. For example, the receivers 50 may periodi 
cally send RTCP reports 58 to repair point 16 identifying their 
associated media streams. The repair point uses these RTCP 
reports 58 to identify the number of receivers 50 actively 
receiving different media streams. The upstream error con 
troller 20B then increases the NACK count 66 for the tWo lost 
media packets in media stream 22 by the number of identi?ed 
active receivers. Identifying receiver density is further 
explained in co-pending application Ser. No. ll/735,930, 
entitled: HYBRID CORRECTIVE SCHEME FOR 
DROPPED PACKETS, ?led Apr. 16, 2007 Which has already 
been incorporated by reference. 

Selecting Repair Schemes 

[0052] FIG. 7 shoWs different NACK patterns 70 that may 
determine the type of repair scheme 32, 34, or 36 used to 
repair lost packets. It should be understood that the example 
NACK patterns shoWn in FIG. 7 are only for illustrative 
purposes. The actual number of NACKs and the number of 
associated lost packets considered by the hybrid packet repair 
scheme 20A may vary according to the type of netWork, 
netWork bandWidth, type of transmitted media, number of 
receivers 50, etc. 
[0053] Referring to FIGS. 2, 6 and 7, a ?rst example NACK 
pattern 70A in NACK table state 62A shoWs one NACK 
received for a ?rst media packet and one NACK received for 
a seventh media packet. In this example, the hybrid repair 
scheme 20A may determine that sending tWo unicast retrans 
mission packets 32 (FIG. 6) is the most e?icient scheme for 
repairing the tWo lost packets. For example, sending tWo 
unicast retransmission packets 32 Would use less netWork 
bandWidth than sending tWo multicast retransmission pack 
ets. 

[0054] A second example NACK pattern 70B in NACK 
table state 62B shoWs several hundred NACKs received only 
for the third media packet. In this state, the hybrid packet 
repair scheme 20A may determine that sending one multicast 
retransmission packet 34 for the third lost packet is most 
e?icient. For example, sending one multicast retransmission 
packet 34 uses less bandWidth than sending 200 separate 
unicast packets 32 to each one of the individual receivers 
sending one of the 200 NACKs 26. 

[0055] As described above, if the third packet Was lost in 
the up stream netWork portion 40A (FIG. 2), then the up stream 
error controller 20B may have previously sent out a suppres 
sion NACK 25 (FIG. 2) and then assumed, based on the RTCP 
reports 58 (FIG. 6), that 200 receivers Would have eventually 
sent NACKs back to the repair point 16. 

[0056] Accordingly, the upstream error controller 20B 
operates as a proxy for the receivers 50 and arti?cially adds 
200 NACKs to the third packet in table state 62B. The hybrid 
packet repair scheme 20A then operates in the manner 
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described above by selecting a particular repair scheme based 
on the number and pattern of NACKs in table state 62B. 
[0057] A third example NACK pattern 70C in NACK table 
state 62C indicates three different packets have been lost by 
multiple different receivers 50. In this condition, the hybrid 
packet repair scheme 20A may determine that sending tWo 
FEC packets is the most ef?cient Way to repair the lost pack 
ets. For example, tWo FEC packets may be able to repair all 
three lost packets 1, 2, and 6. Thus, multicasting tWo FEC 
packets 36 (FIG. 2) Would be more e?icient than sending 110 
individual unicast retransmission packets 32 or sending three 
separate multicast retransmission packets 34. 
[0058] The FEC packets 36 can Work With any number of 
packet-level FEC schemes, and do not require any particular 
form of FEC. FEC mapping onto IP protocols is described in 
a large number of Internet Engineering Task Force (IETF) 
Request For Comments (RFCs) and drafts, such as RFC3009, 
RFC3452, RFC3695, and therefore is not described in any 
further detail. 
[0059] A fourth example NACK pattern 70D in NACK 
table state 62D indicates ?ve different packets 1, 2, 4, 5, and 
7 have been lost. In this case a combination of unicast retrans 
mission packets 32 and multicast retransmission packets 34 
may be the mo st e?icient repair scheme. For example, unicast 
retransmission packets 32 may be sent to the relatively small 
number of individual receivers that lost packets 1, 2, 5, ad 7 
and a single multicast retransmission packet 34 may be sent to 
all of the associated receivers 50 for lost packet 4. 
[0060] The NACK pattern 70D could be a result of a com 
bination of both upstream and doWnstream packet losses. For 
example, packet 4 could have been lost in the upstream net 
Work portion 40A and packets 1, 2, 5, and 7 could have been 
lost someWhere in the doWnstream netWork portion 40B. 
[0061] In this example, both the upstream error controller 
20B and the hybrid packet repair scheme 20A Work in com 
bination to record the NACK pattern 70D in NACK table state 
62D. The upstream error controller 20B detects lost packet 4, 
sends suppression NACK 25, and then adds the 130 NACK 
count to table 62D for lost packet 4 on behalf of the associated 
receivers 50. In conjunction, the hybrid packet repair scheme 
20A increments the NACK count for the lost packets 1, 2, 5, 
and 7 according to the number of NACKs 26 that are actually 
received by the repair point 16 from particular receivers 50. 
[0062] A ?fth example NACK pattern 70E in NACK table 
state 62E indicates every one of the packets 1-7 has been lost 
by different combinations of receivers. In this condition, the 
hybrid packet repair scheme 20A or the upstream error con 
troller 20B may determine that there is insuf?cient bandWidth 
to repair any of the lost packets and may abort any attempt to 
repair lost packets. In addition, the upstream error controller 
20B may also send out a total outage suppression NACK 25 or 
speci?c packet suppression NACKs 25 to prevent a NACK 
implosion. 
[0063] In the case of upstream loss, the bandWidth compu 
tation can be more aggressive about using bandWidth for 
multicast or FEC repair. The reason is that When the packet is 
lost upstream it does not consume any bandWidth on the 
doWnstream links. Therefore, sending as many retransmis 
sion or FEC packets as the number of lost upstream packet 
may not require substantially any extra bandWidth. 
[0064] The upstream packet loss may be separately identi 
?ed and separate criteria used by the hybrid packet repair 
scheme 20A for determining Whether to use a retransmission 
scheme, FEC repair, or abort packet repair. Referring still to 
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FIG. 7, a NACK table 62F may include a ?rst column 63A 
associated With the number of lost upstream packets and a 
second column 63B associated With the number of lost doWn 
stream packets. 
[0065] The count value inserted by upstream error control 
ler 20B in column 63A may be the number of projected 
NACKs that Would have normally been returned by the doWn 
stream receivers 50 if no suppression NACK Was sent. Alter 
natively, the count value in column 63A may simply be the 
number of detected lost upstream packets. The count value 
inserted by hybrid packet repair scheme 20A in column 63B 
is the number of NACKs returned by the receivers 50 due to 
doWnstream packet loss. 
[0066] In one comparison, the total number of NACKs are 
the same for both table 62E and table 62F. Recall that the 
hybrid packet repair scheme 20A may have decided to not 
provide any repair based on the NACK pattern in table 62E. 
HoWever, isolating the number of lost upstream packets in 
column 63A of table 62F may change the previous no-repair 
decision made by the hybrid packet repair scheme 20A. For 
example, as explained above, the repair scheme 20A may 
determine that little or no additional bandWidth is required for 
repairing the lost upstream packets identi?ed in column 63A. 
Accordingly, the repair scheme may apply a heavier Weight or 
bias toWard correcting the upstream packets identi?ed in col 
umn 63A. A separate criteria or Weighting similar to that 
described above for table states 62A-62E is then used When 
deciding hoW to correct the lost doWnstream packets identi 
?ed in column 63B. 
[0067] FIG. 8 shoWs another example of operations per 
formed by the hybrid packet repair scheme 20A in combina 
tion With the upstream error controller 20B. In order to repair 
the media stream, the repair point 16 needs to determine 
Which packets to retransmit using unicast packets 32, Which 
packets to retransmit using multicast packets 34, Whether to 
sWitch to FEC-based repair 36 rather than retransmitting, or 
Whether to give up When there is insuf?cient aggregate band 
Width to suf?ciently repair the media stream 22 and satisfy the 
receivers 50. 
[0068] Operation 76 monitors for packets lost in the 
upstream netWork portion 40A. In operation 78, suppression 
NACKs may be multicast to associated receivers to suppress 
the impending NACK implosion. Operation 78 Will also 
account for the suppressed NACKs by increasing the NACK 
count in the NACK table 62 by the number of associated 
media stream receivers 50. In operation 80, NACK packets 26 
are monitored for any other doWnstream packet loss. 
[0069] As described above, operations 78 and 80 may add 
to one common up stream/doWnstream NACK count value as 

shoWn in tables 62A-62E in FIG. 7. Alternatively, operation 
78 may separately count and track the lost upstream packets 
and operation may separately count and track the lost doWn 
stream packets. Any subsequent decisions regarding Which 
type of repair, if any, to provide may then be based on either 
a combined NACK count as shoWn in tables 62A-62E in FIG. 
7 or based on the separate upstream and doWnstream NACK 
or lost packet counts as shoWn in table 62F in FIG. 7 

[0070] The number and/or pattern of monitored NTACKs 
in combination With identi?ed upstream packet loss and lim 
its on netWork bandWidth may indicate in operation 82 that no 
repair should be performed. Accordingly, the identi?ed lost 
media packets 24 are not repaired in operation 84. 
[0071] OtherWise, operation 86 determines if error correc 
tion is available for repairing the lost packets. For example, 
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When a limited number of different packets are indicated as 
lost, error correction packets 36 may be sent to the receivers 
50. The receivers then locally recreate the data from the lost 
packets using the FEC packets 36. 
[0072] In operation 88, the NACK pattern in table 62 (FIG. 
2) may indicate that unicast repair is the mo st ef?cient scheme 
for repairing lost packets. Accordingly, the identi?ed lost 
packets are sent using unicast retransmissions in operation 90 
to the speci?c receivers identifying the lost packets. 
[0073] In operation 92, the NACK pattern in table 62 may 
indicate that multicast retransmission is the most ef?cient 
scheme for repairing lost packets. Accordingly, multicast 
retransmissions of the identi?ed lost packets are sent in opera 
tion 94 to all of the receivers in the multicast group. In opera 
tion 96, the NACK pattern in table 62 may indicate that both 
unicast retransmission and multicast retransmission should 
be used. Accordingly in operation 98 unicast retransmissions 
of certain lost packets are sent to speci?c receivers 50 and 
multicast retransmissions of other lost packets are sent to all 
of the receivers 50 in the multicast group. In operation 99, 
forWard error correction may be used Whenever applicable to 
improve repair ef?ciency. 

Establishing Media Channels 

[0074] Referring to the ?gures above, a given media chan 
nel 22 has a primary Multicast Real Time Protocol (RTP) 
session along With a corresponding Real Time Control Pro 
tocol (RTCP) control channel. The media channel 22 may 
have a unicast repair RTP/RTCP session Which can be estab 
lished on demand according to the scheme described in Us. 
patent application entitled: RETRANSMISSION-BASED 
STREAM REPAIR AND STREAM JOIN, ?led: Nov. 17, 
2006, Ser. No. 11/561,237 Which is herein incorporated by 
reference. This RTP/RTCP session may be used for unicast 
retransmission repair When the hybrid packet repair scheme 
20A determines that unicast retransmission is the most effec 
tive Way to repair a particular error. 

[0075] A second RTP/RTCP multicast session is added for 
multicast repair. The multicast retransmissions 34 can be 
sourced by the same retransmission server 16 at the same 
source address as the feedback target address for the main 
multicast RTP session. HoWever, a different destination 
group address is used. Receivers 50 participating in the repair 
scheme can join and leave this SSM group at the same time 
they join and leave the main SSM RTP session. This multicast 
repair session is used for both sending the multicast retrans 
mission packets 34 using the RTP retransmission payload 
format and for sending FEC repair packets 36 using the native 
payload type for an in use FEC scheme. The tWo forms of 
unicast and multicast retransmission are distinguished by the 
receivers 50 using standard RTP conventions forpayload type 
multiplexing in a single session. 
[0076] Other unicast receiver feedback 58 (FIG. 6) is sent to 
the feedback address for the primary media session 22, and 
therefore is available to the retransmission server 16. This 
feedback information in one embodiment as described above 
may be RTCP packets containing RTCP receiver reports. The 
retransmission server 16 uses the RTCP reports to estimate a 
population of the receivers 50 that are “homed” on retrans 
mission server 16 for repairs. This receiver population is 
dynamic and approximate since receivers come and go, 
RTCP-Receiver Report packets may be lost, and mapping of 
receivers 50 to repair points can change. 
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[0077] Based on the identi?ed population of receivers 50 
and the pattern of NACKs 26, either RTP unicast repair pack 
ets 32 are sent via unicast retransmission, RTP multicast 
repair packets 34 are sent via SSM multicast retransmission, 
or RTP FEC repair packets 36 are sent using a SSM multicast 
retransmission. 
[0078] Several preferred examples of the present applica 
tion have been described With reference to the accompanying 
draWings. Various other examples of the invention are also 
possible and practical. This application may be exempli?ed in 
many different forms and should not be construed as being 
limited to the examples set forth herein. 
[0079] The ?gures listed above illustrate preferred 
examples of the application and the operation of such 
examples. In the ?gures, the siZe of the boxes is not intended 
to represent the siZe of the various physical components. 
Where the same element appears in multiple ?gures, the same 
reference numeral is used to denote the element in all of the 
?gures Where it appears. When tWo elements operate differ 
ently, different reference numerals are used regardless of 
Whether the tWo elements are the same class of netWork 
device. 
[0080] Only those parts of the various units are shoWn and 
described Which are necessary to convey an understanding of 
the examples to those skilled in the art. Those parts and 
elements not shoWn are conventional and knoWn in the art. 
[0081] The system described above can use dedicated pro 
cessor systems, micro controllers, programmable logic 
devices, or microprocessors that perform some or all of the 
operations. Some of the operations described above may be 
implemented in softWare and other operations may be imple 
mented in hardWare. 
[0082] For the sake of convenience, the operations are 
described as various interconnected functional blocks or dis 
tinct softWare modules. This is not necessary, hoWever, and 
there may be cases Where these functional blocks or modules 
are equivalently aggregated into a single logic device, pro 
gram or operation With unclear boundaries. In any event, the 
functional blocks and softWare modules or features of the 
?exible interface can be implemented by themselves, or in 
combination With other operations in either hardWare or soft 
Ware. 

[0083] Having described and illustrated the principles of 
the invention in a preferred embodiment thereof, it should be 
apparent that the invention may be modi?ed in arrangement 
and detail Without departing from such principles. We claim 
all modi?cations and variation coming Within the spirit and 
scope of the folloWing claims. 

1. An apparatus, comprising: 
one or more processors; and 

a memory coupled to the one or more processors compris 
ing instructions executable by the processors, the pro 
cessors operable When executing the instructions to: 

monitor a media stream at a location upstream from an 
associated set of receivers receiving the media stream; 

identifying media packets in the media stream lost 
upstream of the associated set of the receivers; and 

sending out suppression notices to the associated set of 
receivers that keep the associated set of receivers from 
sending back lost packet notices. 

2. The apparatus according to claim 1 Wherein the one or 
more processors monitoring the media stream are not located 
in a direct media stream path betWeen a media stream server 
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and the receivers and Wherein the one or more processors use 
a repair path separate from the media stream for sending the 
suppression notices. 

3. The apparatus according to claim 1 Wherein the one or 
more processors: 

identify either a block outage for a group of lost media 
packets or identify individual outages for individual lost 
media packets; 

send a block suppression notice for the identi?ed block 
outage that cause the receivers to suppress all lost packet 
notices for some period of time; and 

send individual suppression notices for the identi?ed indi 
vidual outages that cause the receivers to only suppress 
lost packet notices associated With the individual lost 
media packets. 

4. The apparatus according to claim 1 Wherein the one or 
more processors: 

receive a backup data stream separate from the media 
stream that is not sent to the receivers; and 

send out packets from the backup data stream to the receiv 
ers for repairing or replacing the lost packets from the 
media stream. 

5. The apparatus according to claim 4 Wherein the backup 
data stream includes either a second redundant media stream 
or Forward Error Correction (FEC) packets for correcting the 
media stream. 

6. The apparatus according to claim 1 Wherein the one or 
more processors track a number of lost upstream packets lost 
upstream of a netWork monitoring location above a particular 
associated group of receivers and also track a number of lost 
doWnstream packets lost doWnstream of the netWork moni 
toring location, the one or more processors then sending 
different retransmission packets or Forward Error Correction 
(FEC) packets to the receivers according to a pattern or num 
ber of lost upstream packets and a pattern or number of lost 
doWnstream packets. 

7. The apparatus according to claim 1 Wherein the one or 
more processors: 

receive lost packet notices that identify doWnstream pack 
ets lost in a doWnstream portion of a netWork; 

update a lost packet table to re?ect the number of lost 
packet notices; and 

dynamically select different types of correction or retrans 
mission schemes for correcting or replacing the lost 
doWnstream packets according to the lost packet table. 

8. The apparatus according to claim 7 Wherein the one or 
more processors: 

dynamically identify a general number of receivers 
actively receiving the media stream; 

identify When upstream packets in an upstream portion of 
the netWork are lo st; 

send out suppression notices that keep the receivers from 
sending back lost packet notices for the identi?ed 
up stream packets; 

update the lost packet table to re?ect the number of lost 
packet notices that Would have normally been received 
from the identi?ed general number of receivers if not for 
the suppression notices; and 

dynamically selecting different types of correction or 
retransmission schemes for correcting or replacing the 
lost upstream packets and lost doWnstream packets 
according to the lost packet table. 
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9. The apparatus according to claim 1 wherein: 
the media stream is transmitted in a Real Time Protocol 

(RTP) session; and 
the one or more processors are associated With a Real Time 

Control Protocol (RTCP) feedback address for the RTP 
session and multicast the suppression notices as Real 
Time Control Protocol (RTCP) messages. 

10. An apparatus, comprising: 
computer processing logic con?gured to receive a media 

stream, detect lost packets in the media stream, and send 
lost packet noti?cations to a repair point identifying the 
detected lost packets; and 

the computer processing logic further con?gured to sup 
press the lost packet noti?cations that Would have been 
normally been sent When the lost packets are detected 
responsive to received suppression messages received 
on a separate repair channel. 

11. The apparatus according to claim 10 Wherein the com 
puter processing logic stops sending the lost packet noti?ca 
tions for any detected lost packets When the suppression 
messages identify a complete outage of the media stream. 

12. The apparatus according to claim 10 Wherein the com 
puter processing logic stops sending the lost packet noti?ca 
tions only for speci?c lost packets identi?ed by the suppres 
sion messages. 

13. The apparatus according to 10 Wherein the computer 
processing logic uses error correction packets or retransmis 
sion packets received from the repair point to recreate or 
replace the lost packets. 

14. The apparatus according to claim 10 Wherein the com 
puter processing logic establishes a Real Time Protocol 
(RTP) session With a media server for receiving the media 
stream, and establishes a separate Real Time Control Protocol 
(RTCP) session With the repair point for both sending the lost 
packet noti?cations and receiving back the suppression mes 
sages. 

15. A method, comprising: 
joining a primary multicast group With multiple receivers 

for receiving a native media stream; 
joining a second multicast group that does not include a 

signi?cant fraction of an associated set of receivers for 
receiving backup data for the native media stream; 

identifying lost packets in the native media stream; 
identifying the backup data associated With the identi?ed 

lost packets; and 
multicasting the identi?ed backup data to the receivers in 

the primary multicast group for repairing the lost pack 
ets in the native media stream. 
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16. The method according to claim 15 including: 
identifying a general number of receivers actively receiv 

ing the media stream; 
receiving lost packet notices from the receivers that iden 

tify doWnstream packets lost in a doWnstream portion of 
a netWork: 

updating a lost packet table to re?ect the number of lost 
packet notices received from the receivers; 

identifying upstream packets lost in an upstream portion of 
the netWork; 

sending out suppression notices for the identi?ed lost 
upstream packets that keep the receivers from sending 
back lost packet notices; 

updating the lost packet table to re?ect the number of lost 
packet notices that Would have normally been received 
from the receivers if the suppression notices Were not 
sent; and 

dynamically selecting different types of correction or 
retransmission schemes for correcting or replacing the 
lost upstream packets and the lost doWnstream packets 
according to the lost packet table. 

17. The method according to claim 15 including sending 
out suppression messages that cause the receivers in the pri 
mary multicast group to suppress sending lost packet notices 
for packets lost in the native media stream. 

18. The method according to claim 17 including multicast 
ing the suppression messages to all of the receivers that are 
members of the primary multicast group over a repair channel 
separate from the native media steam. 

19. The method according to claim 16 including: 
sending complete outage suppression messages When the 

entire native media stream is disrupted that cause to the 
receivers to suppress sending any lost packet messages; 
and 

sending speci?c packet suppression messages that cause 
the receivers to only suppress sending lost packet mes 
sages for identi?ed lost media packets. 

20. The method according to claim 15 including: 
tracking a number or pattern of packets lost in the native 

media stream; 
sending out Forward Error Correction (FEC) packets to the 

receivers When the number or pattern of lost packets is 
more ef?ciently corrected by the receivers using FEC; 
and 

sending out retransmissions of the lost packets When the 
number or pattern of lost packets is more ef?ciently 
corrected by retransmitting the lost packets. 

* * * * * 


